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End User License Agreement (EULA)

TERMS AND CONDITIONS FOR SOFTWARE PROGRAMS AND EMBEDDED SOFTWARE IN PRODUCTS

1)

2)

EULA

All products which consist of or include software (including operating software for hardware sup-
plied by Supplier and software in object code format that is embedded in any hardware) and/or any
documentation shall be subject to the End User License Agreement (“EULA”) attached hereto as Ex-
hibit A. Buyer shall be deemed to have agreed to be bound by all of the terms, conditions and obli-
gations therein and shall ensure that all subsequent purchasers and licensees of such products shall
be further bound by all of the terms, conditions and obligations therein. For software and/or docu-
mentation delivered in connection with these Terms and Conditions, that is not produced by Supplier
and which is separately licensed by a third party, Buyer’s rights and responsibilities with respect to
such software or documentation shall be governed in accordance with such third party’s applicable
software license. Buyer shall, on request, enter into one or more separate “click-accept” license
agreements or third party license agreements in respect thereto. Supplier shall have no further ob-
ligations with respect to such products beyond delivery thereof. Where Buyer is approved by Suppli-
er to resell products, Buyer shall provide a copy of the EULA and applicable third party license
agreements to each end user with delivery of such products and prior to installation of any software.
Buyer shall notify Supplier promptly of any breach or suspected breach of the EULA or third party
license agreements and shall assist Supplier in efforts to preserve Supplier’s or its supplier’s intellec-
tual property rights including pursuing an action against any breaching third parties. For purposes
of these terms and conditions: “software” shall mean scripts, programs, macros, computer pro-
grams, application programming and other interfaces, tools and other instructions and sets of in-
structions for hardware to follow, including SQL and other query languages, hypertext markup
language (“html”) and other computer mark-up languages; “hardware” shall mean mainframes,
personal computers, servers, client/server stations, network equipment, routers, semi-conductor
chips, communication lines and other equipment; and “documentation” shall mean documentation
supplied by Supplier relating to the development, use, installation, implementation, integration,
configuration, operation, modification, maintenance or support of any software.

INTELLECTUAL PROPERTY

Buyer shall not alter, obscure, remove, cancel or otherwise interfere with any markings (including
without limitation any trademarks, logos, trade names, or labelling applied by Supplier). Buyer ac-
knowledges that Supplier is the sole owner of the trademarks used in association with the products
and that Buyer has no right, title or interest whatsoever in such trademarks and any goodwill asso-
ciated therewith and that all goodwill associated with such trademarks is owned by and shall enure
exclusively to and for the benefit of Supplier. Further, Buyer shall not represent in any manner that
it has acquired any ownership rights in such trademarks or other intellectual property of Supplier.
Supplier will defend any claim against Buyer that any iS5Com branded product supplied under these
Terms and Conditions infringes third party patents or copyrights (a “Patent Claim”) and will indem-
nify Buyer against the final judgment entered by a court of competent jurisdiction or any settle-
ments arising out of a Patent Claim, provided that Buyer: (1) promptly notifies Supplier in writing of
the Patent Claim; and (2) cooperates with Supplier in the defence of the Patent Claim, and grants
Supplier full and exclusive control of the defence and settlement of the Patent Claim and any subse-
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3)

quent appeal. If a Patent Claim is made or appears likely, Buyer agrees to permit Supplier to procure
for Buyer the right to continue using the affected product, or to replace or modify the product with
one that is at least functionally equivalent. If Supplier determines that none of those alternatives is
reasonably available, then Buyer will return the product and Supplier will refund Buyer’s remaining
net book value of the product calculated according to generally accepted accounting principles.
Supplier has no obligation for any Patent Claim related to: (1) compliance with any designs, specifi-
cations, or instructions provided by Buyer or a third party on Buyer’s behalf; (2) modification of a
product by Buyer or a third party; (3) the amount or duration of use which Buyer makes of the prod-
uct, revenue earned by Buyer from services it provides that use the product, or services offered by
Buyer to external or internal Buyers; (4) combination, operation or use of a product with non-Sup-
plier products, software or business processes; or (5) use of any product in any country other than
the country or countries specifically authorized by Supplier.

EXPORT CONTROLS AND SANCTIONS

a) Inthese Term and Conditions, “Export Controls and Sanctions” means the export control and
sanctions laws of each of Canada, the US and any other applicable country, territory or juris-
diction including the United Nations, European Union and the United Kingdom, and any regu-
lations, orders, guides, rules, policies, notices, determinations or judgements issued
thereunder or imposed thereby.

b)  Supplier products, documentation and services provided under these Terms and Conditions
may be subject to Canadian, U.S. and other country Export Controls and Sanctions. Buyer shall
accept and comply with all applicable Export Control and Sanctions in effect and as amended
from time to time pertaining to the export, re-export and transfer of Supplier’s products,
documentation and services. Buyer also acknowledges and agrees that the export, re-export
or transfer of Supplier products, documentation and services contrary to applicable Export
Controls and Sanctions may be a criminal offence.

c)  For greater certainty, Buyer agrees that (i) it will not directly or indirectly export, re-export or
transfer Supplier products, documentation and services provided under these Terms and
Conditions to any individual or entity in violation of any aforementioned Export Controls and
Sanctions; (ii) it will not directly or indirectly export, re-export or transfer any such products,
documentation and services to any country or region of any country that is prohibited by any
applicable Export Controls and Sanctions or for any of the following end-uses, or in any of the
following forms unless expressly authorized by any applicable government permit issued
under or otherwise expressly permitted by applicable Export Controls and Sanctions:

i) For use that is directly or indirectly related to the research, design, handling, storage,
operation, detection, identification, maintenance, development, manufacture, produc-
tion or dissemination of chemical, biological or nuclear weapons, or any missile or other
delivery systems for such weapons, space launch vehicles, sounding rockets or
unmanned air vehicle systems;

ii)  Technical information relating to the design, development or implementation of the
cryptographic components, modules, interfaces, or architecture of any software; or

iii)  Source code or pseudo-code, in any form, of any of the cryptographic components,
modaules, or interfaces of any software.

d) Buyer confirms that it is not (i) listed as a sanctioned person or entity under any Export
Controls and Sanctions list of designated persons, denied persons or specially designated
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nationals maintained by the Canadian Department of Foreign Affairs, Trade and Develop-
ment, the Canadian Department of Public Safety and Emergency Preparedness, the U.S.
Office of Foreign Assets Control of the U.S. Department of the Treasury, the U.S. Department
of State, the U.S. Department of Commerce, United Nations Security Council, the European
Union or any EU member state, HM’s Treasury, or any other department or agency of any of
the aforementioned countries or territories, or the United Nations or any other country’s
sanctions-related list; (ii) owned or controlled by such person or entity; or (iii) acting in any
capacity on behalf of or for the benefit of such person or entity. Buyer also confirms that this
applies equally to any of its affiliates, joint venture partners, subsidiaries and to the best of
Buyer’s knowledge, any of its agents or representatives.

Exhibit A: End User License Agreement

IMPORTANT — READ CAREFULLY: iS5 Communications Inc. (“iS5Com”) licenses the iIS5Com Materials (as
defined below) subject to the terms and conditions of this end user license agreement (the “EULA”). BY
SELECTING “ACCEPT” OR OTHERWISE EXPRESSLY AGREEING TO THIS EULA, BY DOWNLOADING,
INSTALLING OR USING THE SOFTWARE, OR BY USING THE HARDWARE (AS DEFINED BELOW), ALL OF THE
TERMS AND CONDITIONS CONTAINED IN THIS EULA BECOME LEGALLY BINDING ON THE CUSTOMER.This
End User License Agreement (the “EULA”) supplements the Terms and Conditions or such other terms
and conditions between iS5Com or, if applicable, a reseller for iISSCom, and the Customer (as defined
below) (in either case, the “Contract”).

1)

DEFINITIONS

“Confidential Information” means all data and information relating to the business and manage-
ment of iS5Com, including iS5Com Materials, trade secrets, technology and records to which access
is obtained hereunder by the Customer, and any materials provided by iS5Com to the Customer, but
does notinclude any data or information which: (a) is or becomes publicly available through no fault
of the Customer; (b) is already in the rightful possession of the Customer prior to its receipt from
iS5Com; (c) is already known to the Customer at the time of its disclosure to the Customer by iS5Com
and is not the subject of an obligation of confidence of any kind; (d) is independently developed by
the Customer; (e) is rightfully obtained by the Customer from a third party; (e) is disclosed with the
written consent of iS5Com; or (f) is disclosed pursuant to court order or other legal compulsion.

- “Customer” means the licensee of the iISSCom Software pursuant to the Contract.

- “iS5Com Documentation” means Documentation supplied by or on behalf of iSS5Com under
the Contract relating to the development, use, installation, implementation, integration,
configuration, operation, modification, maintenance or support of iS5Com Software, or
iS5Com Firmware.

- “iS5Com Firmware” means iS5Com Software in object code format that is embedded in
iS5Com Hardware.

- “iS5Com Hardware” means Hardware supplied by or on behalf of iS5Com under the Contract.

- “iS5Com Materials” means, collectively, the iS5Com Software and the iIS5Com Documenta-
tion.
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2)

“iS5Com Software” means Software supplied by or on behalf of iISSCom under the Contract.
For greater certainty, iS5Com Software shall include all operating Software for iS5Com Hard-
ware, and iS5Com Firmware.

“Documentation” means written instructions and manuals of a technical nature.
“EULA” means this End User License Agreement.

“Hardware” means hardware, mainframes, personal computers, servers, client/server
stations, network equipment, routers, semi-conductor chips, communication lines and other
equipment.

“Intellectual Property Rights” means any and all proprietary rights provided under: (i) patent
law; (ii) copyright law (including moral rights); (iii) trade-mark law; (iv) design patent or indus-
trial design law; (v) semi-conductor chip or mask work law; or (vi) any other statutory provi-
sion or common law principle applicable to this EULA, including trade secret law, which may
provide a right in either Hardware, Software, Documentation, Confidential Information,
ideas, formulae, algorithms, concepts, inventions, processes or know-how generally, or the
expression or use of such Hardware, Software, Documentation, Confidential Information,
ideas, formulae, algorithms, concepts, inventions, processes or know-how trade secret law;
any and all applications, registrations, licenses, sub-licenses, franchises, agreements or any
other evidence of a right in any of the foregoing; and all licenses and waivers and benefits of
waivers of the intellectual property rights set out herein, all future income and proceeds from
the intellectual property rights set out herein, and all rights to damages and profits by reason
of the infringement of any of the intellectual property rights set out herein.

“Software” means scripts, programs, macros, computer programs, application programming
and other interfaces, tools and other instructions and sets of instructions for hardware to
follow, including SQL and other query languages, hypertext markup language (“html”) and
other computer mark-up languages.

“Third Party License Terms” means additional terms and conditions that are applicable to
Third Party Software.

“Third Party Software” means Software owned by any third party, licensed to iS5Com and
sublicensed to the Customer.

“Update” means a supplemented or revised version of iS5Com Software which rectifies bugs
or makes minor changes or additions to the functionality of iS5Com Software and is desig-
nated by iS5Com as a higher release number from, for example, 6.06 to 6.07 or 6.1 to 6.2.

LICENSE

2.1 License Grant

The iS5Com hereby grants to the Customer, subject to any Third Party License Terms, a non-ex-
clusive, non-transferable, non-sublicensable right and licence to use iS5Com Materials solely
in object code format, solely for the Customer’s own business purposes, solely in accordance
with this EULA (including, for greater certainty, subject to Section 6.1 of this EULA) and the ap-
plicable iS5Com Documentation, and, in the case of iS5Com Firmware, solely on iS5Com Hard-
ware on which iS5Com Firmware was installed, provided that Customer may only install
iS5Com Software on such number of nodes expressly set out in the Contract.

2.2 License Restrictions

Vi
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Except as otherwise provided in Section 2.1 above, the Customer shall not: (a) copy iS5Com
Materials for any purpose, except for the sole purpose of making an archival or back-up copy;
(b) modify, translate or adapt the iS5Com Materials, or create derivative works based upon all
or part of such iS5Com Materials; (c) assign, transfer, loan, lease, distribute, export, transmit,
or sublicense iS5Com Materials to any other party; (d) use iS5Com Materials for service bu-
reau, rent, timeshare or similar purposes; (e) decompile, disassemble, decrypt, extract, or oth-
erwise reverse engineer, as applicable, iS5Com Software or iS5Com Hardware; (f) use iS5Com
Materials in a manner that uses or discloses the Confidential Information of iS5Com or a third
party without the authorization of such person; (g) permit third parties to use iS5Com Materi-
als in any way that would constitute breach of this EULA; or (h) otherwise use iS5Com Materi-
als except as expressly authorized herein.

2.3 Updates and Upgrades

The license granted hereunder shall apply to the latest version of iS5Com Materials provided

to the Customer as of the effective date of this EULA, and shall apply to any Updates and Up-
grades subsequently provided to the Customer by iS5Com pursuant to the terms of this EULA.

Customer shall only be provided with Updates and/or Upgrades if expressly set out in the Con-
tract.

2.4 Versions

In the event any Update or Upgrade includes an amended version of this EULA, Customer will
be required to agree to such amended version in order to use the applicable iS5Com Materials
and such amended EULA shall be deemed to amend the previously effective version of the EU-
LA.

2.5 Third Party Software

Customer shall comply with any Third Party License Terms.

3) OWNERSHIP

3.1 Intellectual Property

Notwithstanding any other provision of the Contract, iS5Com and the Customer agree that
iS5Com is and shall be the owner of all Intellectual Property Rights in iS5Com Materials and all
related modifications, enhancements, improvements and upgrades thereto, and that no pro-
prietary interests or title in or to the intellectual property in iS5Com Materials is transferred to
the Customer by this EULA. iS5Com reserves all rights not expressly granted to the Customer
under Section 2.1.

3.2 Firmware

iS5Com and the Customer agree that any and all iS5Com Firmware in or forming a part of
iS5Com Hardware is being licensed and not sold, and that the words “purchase,” “sell” or sim-
ilar or derivative words are understood and agreed to mean “license,” and that the word “Cus-
tomer” as used herein are understood and agreed to mean “licensee,” in each case in
connection with iS5Com Firmware.

3.3 Third Party Software
Certain of iS5Com Software provided by iS5Com may be Third Party Software owned by one or
more third parties and sublicensed to the Customer. Such third parties retain ownership of and

title to such Third Party Software, and may directly enforce the Customer’s obligations here-
under in order to protect their respective interests in such Third Party Software.

vii
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4)  CONFIDENTIALITY

4.1 Confidentiality

The Customer acknowledges that iS5Com Materials contain Confidential Information of
iS5Com and that disclosure of such Confidential Information to any third party could cause
great loss to iS5Com. The Customer agrees to limit access to iS5Com Materials to those em-
ployees or officers of the Customer who require access to use iS5Com Materials as permitted
by the Contract and this EULA and shall ensure that such employees or officers keep the Con-
fidential Information confidential and do not use it otherwise than in accordance with the Con-
tract and this EULA. The obligations set out in this Section 4 shall continue notwithstanding
the termination of the Contract or this EULA and shall only cease to apply with respect to such
part of the Confidential Information as is in, or passes into, the public domain (other than in
connection with the Customer’s breach of this EULA) or as the Customer can demonstrate was
disclosed to it by a third person who did not obtain such information directly or indirectly from
iS5Com.

4.2 Irreparable Harm

Without limiting any other rights or remedies available to iS5Com in law or in equity, the Cus-
tomer acknowledges and agrees that the breach by Customer of any of the provisions of this
EULA would cause serious and irreparable harm to iS5Com which could not adequately be
compensated for in damages and, in the event of a breach by the Customer of any of such pro-
visions, the Customer hereby consents to an injunction against it restraining it from any fur-
ther breach of such provisions.

4.3 Security

Any usernames, passwords and/or license keys (“Credentials”) provided to you by iS5Com
shall be maintained by the Customer and its representatives in strict confidence and shall not
be communicated to or used by any other persons. THE CUSTOMER SHALL BE RESPONSIBLE
FOR ALL USE OF CREDENTIALS, REGARDLESS OF THE IDENTITY OF THE PERSON(S) MAKING
SUCH USE, AND WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, IS5COM SHALL
HAVE NO RESPONSIBILITY OR LIABILITY IN CONNECTION WITH ANY UNAUTHORIZED USE OF
CREDENTIALS.

5)  LIMITATION OF LIABILITY

5.1 Disclaimer

EXCEPT FOR THE EXPRESS WARRANTIES MADE BY IS5COM IN THE CONTRACT, (A) ISSCOM
MAKES NO AND HEREBY EXPRESSLY DISCLAIMS, AND THE PARTIES HERETO HEREBY EXPRESS-
LY WAIVE AND EXCLUDE TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAWS, AND THE
CUSTOMER AGREES NOT TO SEEK OR CLAIM ANY BENEFIT THEREOF, IN EACH CASE, ALL WAR-
RANTIES, CONDITIONS, REPRESENTATIONS OR INDUCEMENTS (AND THERE ARE NO OTHER
WARRANTIES, CONDITIONS, REPRESENTATIONS OR INDUCEMENTS, ORAL OR WRITTEN, EX-
PRESS OR IMPLIED, STATUTORY OR OTHERWISE, OF ANY KIND WHATSOEVER SET OUT HERE-
IN) WITH RESPECT TO THE ISS5COM MATERIALS, INCLUDING AS TO THEIR MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE, DESIGN OR CONDITION, COMPLIANCE WITH THE
REQUIREMENTS OF ANY APPLICABLE LAWS, CONTRACT OR SPECIFICATION, NON- INFRINGE-
MENT OF THE RIGHTS OF OTHERS, ABSENCE OF LATENT DEFECTS, OR AS TO THE ABILITY OF
THE IS5COM MATERIALS TO MEET CUSTOMER’S REQUIREMENTS OR TO OPERATE OF ERROR

viii
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FREE; AND (B) THE IS5COM MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OR
CONDITION OF ANY KIND.

5.2 Limitation of Liability

EXCEPT AS EXPRESSLY PROVIDED IN THE CONTRACT, IN NO EVENT SHALL IS5COM BE LIABLE
TO THE CUSTOMER OR ANY THIRD PARTY FOR ANY DIRECT, INDIRECT, SPECIAL OR CONSE-
QUENTIAL DAMAGES ARISING UNDER OR IN CONNECTION WITH THIS EULA EVEN IF ADVISE
OF THE POSSIBILITY THEREOF. THIS LIMITATION SHALL APPLY IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND OR CLAIM, INCLUDING BREACH OF CONTRACT, NEGLI-
GENCE, TORT ORANY OTHER LEGAL THEORY, AND SHALL SURVIVE A FUNDAMENTAL BREACH
OR BREACHES AND/OR FAILURE OF THE ESSENTIAL PURPOSE OF THIS EULA.

6) TERM

6.1 Term

Customer’s right to use iS5Com Materials shall terminate at such time as set out in the Con-
tract or upon termination or expiration of the Contract, in each case at which time this EULA
shall be deemed to terminate.

6.2 Survival
Each of Sections 1, 2.4, 3, 4, 5, 6.2, and 7 shall survive termination of the EULA.

7)  MISCELLANEOUS

7.1 Miscellaneous

This EULA is (together with, as applicable, any click-wrap license agreement or Third Party Li-
cense Terms pertaining to the use of iS5Com Materials) the entire agreement between the
Customer and iS5Com pertaining to the Customer’s right to access and use iS5Com Materials,
and supersedes all prior or collateral oral or written representations or agreements related
thereto. Notwithstanding anything to the contrary contained in the Contract, to the extent of
any inconsistency between this EULA and the Contract, or any such applicable click-wrap
agreement, this EULA shall take precedence over the Contract and such click- wrap agree-
ment. In the event that one or more of the provisions is found to be illegal or unenforceable,
this EULA shall not be rendered inoperative but the remaining provisions shall continue in full
force and effect. The parties expressly disclaim the application of the United Nations Conven-
tion for the International Sale of Goods. This EULA shall be governed by the laws of the Prov-
ince of Ontario, Canada, and federal laws of Canada applicable therein. In giving effect to this
EULA, neither party will be or be deemed an agent of the other for any purpose and their re-
lationship in law to the other will be that of independent contractors. Any waiver of any terms
or conditions of this EULA: (a) will be effective only if in writing and signed by the party grant-
ing such waiver, and (b) shall be effective only in the specific instance and for the specific pur-
pose for which it has been given and shall not be deemed or constitute a waiver of any other
provisions (whether or not similar) nor shall such waiver constitute a continuing waiver unless
otherwise expressly provided. The failure of either party to exercise, and any delay in exercis-
ing, any of its rights hereunder, in whole or in part, shall not constitute or be deemed a waiver
or forfeiture of such rights, neither in the specific instance nor on a continuing basis. No single
or partial exercise of any such right shall preclude any other or further exercise of such right
or the exercise of any other right. Customer shall not assign or transfer this EULA or any of its
rights or obligations hereunder, in whole or in part, without the prior written consent of
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iS5Com. The division of this EULA into sections and the insertion of headings are for conve-
nience of reference only and shall not affect the construction or interpretation of this EULA.
References herein to Sections are to sections of this Agreement. Where the word “include”,
“includes” or “including” is used in this EULA, it means “include”, “includes” or “including”, in
each case, “without limitation”. All remedies provided for iS5Com under this EULA are non-ex-
clusive and are in addition, and without prejudice, to any other rights as may be available to
of iS5Com, whether in law or equity. By electing to pursue a remedy, of iS5Com does not waive
its right to pursue any other available remedies. The parties acknowledge that they have re-
quired this Agreement to be written in English. Les parties aux présentes reconnaissent

qu’elles ont exigé que la présente entente soit rédigée en anglais.
7.2 Subject to Change

Terms and Conditions are subject to change. For the latest information please visit:
https.//is5com.com/terms-and-conditions/
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Introduction

1. Introduction to the WebUI

Introduction to the iMX950 Web User Interface reference.

The iMX950 is an Intelligent Cyber Secure Platform that supports switching and routing on a single plat-
form. It has a simplified user interface which allows easy configuration and monitoring with a Web-based
user interface (Web Ul). Web-based Ul or Web user Ul that accept input and provide output by gener-
ating web pages viewed by the user using a web browser.

This section introduces the reader to navigation through the Web User Interface.

1.1. Introduction

Introduction to the iMX950 Web User Interface reference.

The iMX950 is an Intelligent Cyber Secure Platform that supports switching and routing on a single plat-
form. It has a simplified user interface which allows easy configuration and monitoring with a Web-based
user interface ( Web Ul). Web-based Ul or Web User Ul accepts input and provides output by generating
web pages viewed by the user using a web browser.

Purpose

This chapter states the purpose and scope of the user manual and lists acronyms and conventions used
in all volumes of the user manual. For more information or support, email support@is5com.com.

This document is designed to provide iMX950 users with the web pages' information required to
configure the iMX950 through the web interface. All web configurations and statistics related pages are
illustrated with field descriptions and additional information to help the end user.

Scope

This document explains in detail all web screens and fields for the Web Ul. It does not include the details
of the HTTP (Hyper Text Transfer Protocol) server architecture, backend processing of web screens, or
the protocol details.
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Web Interface Conventions

iMX950’s WEB interface is composed of different screen elements which are used to get input from user

and/or to display output. These screen elements are Text Fields, Option Buttons, Check Boxes, Combo

Boxes, Buttons, Text Areas, and Lists.

. Web User Interface facilitates new and inexperienced users to create the basic routing and security
functions, quickly and effectively. Advanced configuration options can be set only through the CLI.

. A field entry with a * symbol displayed in a Web screen, denotes that it is a mandatory field.

. A drop-down list (as shown below) specifies that the selected LED slot is displayed in all Web
screens.

LED SLOT-1 STATLES @

The following sample screens depict the iMX950’s Web interface with the standard screen elements
named, as it is used in this document.

Figure 1:  Web Interface — Different Screen Elements — Part 1

Left Navigation Tab LED Panel

MMUNICATIONS

Riarms Comiguration

RMON Alarms Configuration

Indax .
Interval [ i
Variable

Sample Type Absolute value v | Drop Down LlSt

Rising Threshold | .

Falling Threshold |
Rising Event Indax

Falling Event Index | -:' Text BOX

Owmer

[Scec ] ndex]nerv Variabi] Sampie Type| orm Valos] tarup arm] isng Thresoro g Threshorsl s

[ Appiy

Figure 2:  Web Interface — Different Screen Elements — Part 2
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Support Help Files

- -~
|S§§COMMUNICAT\OHS

SERVICES + SUPPORT « SBECURITY + SOLUTIONS « SYSTEMS

IP Authorized Manager

IP Address

) System Besources |
3:;%%& SubnetMask [ Form at Top of Screen ‘
rj CPY Setsings

C VLANs Allowed | ]
Bac Services Allowad [ 0
ClaLL [ snmp CITELN
) . =
QOS5 Ingress B el ey 4{ Check boxes ‘

®-aos Egess
] | Add || Reset

Form at Bottom of
Screen

Option Buttons

Browser Settings

For product screens viewed in Internet Explorer, ensure that the browser settings are follows.

Figure 3:  Browser Settings—General Tab
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Home page -
To create home page tabs, type each address on its own lne,
http:/flenovel Tswinil.msn.com/Tpe=LJ5E

Lise current U::deﬁl..lt | Use new tab
Startup
(") Start with tahs from the last sesson
(®) Start with home page
Tabs
Change how webpages are displayed in tabs. | Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[[] Delete browsing history on exit
Delete.. | gettings
Appearance

[ oc ][ cocs |1 ol

&" Intemet Properties 7 b

ilSecurity Privacy Content Connections Programs Advanced

13

Go to General, then Browsing History, and click Settings.

Figure 4:

Browser Settings—Browser History Settings
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for faster viewing later.

k™ Website Data Settings 4

Temporary Internet Files  History cm%mm

Internet Explorer stores copees of webpages, mages, and media

Chedk for newer versons of stored pages:

| (W) Every bme [ vt the wabnags |

() gutomaticaly
() tever

Current location:

INetCachel

Move Folder. .,

) Evesry time [ glark Inbermet Expiore:

D=k space o use (B-102498) %) o
(Recommended: 50-250M8)

Ct\sers zormitzadoneva\ippData L ocal Moroso it Windows |

Wiew ghjects Whew fleg

I Ok Cancel

Select Every time | visit the webpage as shown. Click OK.

Document Conventions

Table 1 lists the terms and typographical conventions used in this document.

Table 1: Conventions Used in this Document

Convention Usage Example

Arial Bold Navigation path to each Layer 3 Management > IP

10 screen. Includes tabname | > VLAN Interface
as well.
Any references to screen | There are two options to
elements like action save the configuration data
Buttons, option Buttons, namely, Flash Saveand
check boxes, screens Remote Save
names.

Arial 10 User Inputs to Fields. Specifies that user input is

Italics added.

Note Denotes any additional NOTE: All configurations are

information on an
associated topic.

active only when the SNTP
module is enabled.
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1.2. Web Interface: Logging into the iMX950

This section describes how to login to the iMX950 via the Web UI.
PREREQUISITE:

Figure 5: Ethernet/IP Connectivity

IP connectivity:
Default IP 192.168.10.1/24 vian#1

user: admin
Pass: admin

IP:192.168.10.100/24

CONTEXT:

iIMX950 can be configured through Web User Interface from Web browsers. The Web User Interface (
Web Ul) allows the user to control various parameters at the System and Protocol level.

Before configuring the iMX950 from a PC, confirm accessibility of iMX950 firmware by pinging it from the
PC.

1.  An Ethernet cable must connect the switch and a computer. The computer interface should be
assigned an IP address on the 192.168.10.0/24 network. This is summarized in Figure 5.

FOR EXAMPLE: An address of 192.168.10.100 with a subnet mask of 255.255.255.0 is one such suit-

able combination of an IP address and submask to be assigned for the computer to be used in the
connection.
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N

Launch a web browser to enter the iMX950’s default IP address. The IP address of the iMX950’s
interface is 192.168.10.1.

STEP RESULT: The Login page appears.

ee B http:/ 192168101 wmifrelagin

£ Login L]
ISSZ conmMUNICATIONS

SERVICES - SUFPORT « SECURITY « SOLUTIONS « SYSTEME

LOGIN

User Name: |admin |

Password  [ssssssssss| |

Welcome to the Raptor device.

w

Enter the User Name “admin” and Password “admin” and click Login.
STEP RESULT: The home page will appear.

B -
&_\-@EGH MURICATIONS
BANEEEE - SRR - BECVETT - BT - RN

I

o e ish

L 2 itsrageTey

-

" e ) Marucrreei i Panp—

» Thar is5 solution offers layoer2 and layerd seiiching ad wing speod and adcrssos th e Naads for a gwiichediroutnd notwark, The solution
- R — ! only has the reguired features for prowiding the brdging functionality, but also comus with advanosd fﬂﬂ'llmﬂ.ﬂl:hllhkawﬁ:\ﬂ Deynamic

_m WVianDynamic Multicas], IGMP Srooaping and Metwork Acceds Control. The sclufion also comaes with several Layerd Testunes i wirg speed rouling,
wmm Cefiprontial sanvicas, mulicast routing, eic

* ek The software i implamanbsd usaeg Opon scurces nom OpenSSl, OpenSSH and olhe opsn SouUnsh commurly, Viaw Syilomn Ackaowiedgeman for dotailed
* s chesripion.

RESULT:

You have logged into the iMX950 via the Web User Interface (Web Ul).

1.3. Home Page

This section describes the Home Page of the Web UI.

Figure 6: Home Page

~N
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Screen This screen provides the user with basic information
Objective | aboutiMX950 and provides links to configure the system
and protocol parameters.

Navigation | On successful login from the Login screen

Fields . System Acknowledgment—to access the iMX950’s
System Acknowledgment screen.

. Left Navigation Pane—it shows links for accessing
system and protocol configuration screens. All links
are categorized based on a protocol and function-
ality.

. Right Top Corner Links—the following standard set
of links is displayed on the right-hand side top
corner of the all Web screens:

Support: To get high-quality and prompt tech-
nical support.

Help: To access the User Documentation /
Help Files

About: To get additional information about
Web management.

Log Out: To Log out the Web session through
which the user is connected.

Buttons . Login—logins and views the iIMX950 home screen.

System Acknowledgment

To go to System Acknowledgment page, click System Acknowledgment.

Figure 7:  System Acknowledgment

Open Source Software References

U-Boot 2016.09 GNU GPLv2 U-Boot Boot Loader
NXP SDK v2.0-1703 GNU GPLv2 Linux Drivers
Linux Kernel-4.1.30
OpenSSL v1.1.1 Double license OpenSSL iz a toolkit for the Transport Laver Security and Secure Sockets Layer protocols.

libssh v0.8.90
Marvell CPSS v4.1.622 Components
Marvell CPSS v4.1.622 Components

OpenSSL License and the original SSLeay
license

LGPL Multiplatform C library implementing the S3Hv2 protocel on client and server side.
GPLv2 Buildroot and Patches Linux cross compilation tool.
Apache 2.0 FPA h-files
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1.4. Introduction to Left Navigation Pane Structure

This chapter describes the organization of several modules and features under respective links in the
Home page.

Figure 8: Home Page

cemr

i

o o is5

. Tha 55 sedution offers Layerd and layor3 swilching af wine speed and addmssos i snlemriss nesds for constructing a swichedroutnd rotwark, Th solution
|, LT ieraasren o onty has the reguired features for prowiding the brdging funchonality, bit also comus with advanosd features such as link aggrogaton, Dynamic

g T Vi Dynami: Mulicasl, IGMP Sraopng o Metwirk Acssas Contrel The soiuSon alio somas with ssveral Layerd leatuted, Tke wire 2086 rouling,
.»mw" Difigrontial sanvices, mulicas! routing. eic

= o The scfwars 1 implamantsd usrg Opon scurcas iom OpenSSL, OpanSSH and othes oped BHUMSS Sommunty, Visw Syabem Ackaowladgeman 1or dokailed
wasl dhesscripon,

System

Figure 9: System Information Home Page
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’g
E

""" D System Resources
MNVRAM Setlings
Users

1 cpu Settings

™00 Ingress

*Q05 Eqress

IP Authorized Manager

""" D Port Isolation

'"Sa\re & Restore

D Log Transfer
: System Upgrade
" File Transfer

1.5. Context-Specific Configuration

Configuring VLAN settings using the Context ID.

System Settings

TLiﬂEﬂEli’dE Info | SFF Info | Clear Counters I

There is a global configuration with context ID of 0 as shown in the following figure.

Figure 10: RSTP Configuration Screen

10



CHAPTER 1

CONTEXT-SPECIFIC CONFIGURATION
INTRODUCTION TO THE WEBUI

Dynamic
Path Cost
Calcufation

Global Configuration

System
H n

Speed
Change
Path Cost
C.'.-.rcu Ia:iun

Fiesh
Interval

Filush
Indicarion
Threshold

BPDU
Girard

| [Start

| | [Disable v

| Asly |

| Configure Trace Options |

Note : To enable RSTP Functionality, MSTFP and PVRST should be disabled.

Figure 11: RSTP Configuration Screen with Context id Shown

RSTP Configuration

Version Heflo | Forward
Hn.'d Age Time| Delay
Count

® |0

132768 |

|[RSTP Compatible V| |6

|20 |j2 ||15

Apply

To view the VLAN Port settings for a default context, go to Layer 2 Management > VLAN > Port Settings.

The VLAN Port Settings page appears.
Figure 12: VLAN Port Settings—Configuration Screen

Actupistale Frame Types

VLAN Fori Setlings

[Ensbled | [Faksa |[Disstied v|[1 | G100 | [E100 || | |- |

v|[Enabled_w|[False v|[Dissbled w1 |[AN | [Dmabied v [B100 | 5100 | [Portbassd v|[0 1o i ]

Ensbled | [False | [Disabied |1 Al | [Diabied (8100 | [8100 | [Poibased w0 [o |t |

|[Ereniblod | [Fabe v | [ Dissbled |1 [am w|[Dmsotied w8100 | 100 | [Portbesed w0 1o |f |

2 ||Enatited ~|iFalse || Disabled w[|1 |1a8 || Dusabled w (18100 | |B100 | | Poriesed |0 | o |
. | [Enbied ][ Faka »| _:}.;_ubu_a_v_-ri -_.u v_itlmlgu_v_::éi.ﬂi}: ] _'3'1:011.1 1 mwu_v_ﬂ ] -I:I- 1io

11
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System Settings

2. System Settings

Brief Introduction to the System Settings

The System section of the Web allows the user to adjust system settings such as the switch name,
counters, alarms and non-volatile settings. ltems such as system upgrades, reboots, and log settings are
also covered.

2.1. System Information

The System Information section allows the user to view and configure various system properties and
settings.

To access System Information screen, go to System > System Information.
The System Information link contains the following tabs.

System Settings

Line Modules Information

SFP Information

Power Supply Information

Clear Counters

Figure 1:  System Information

12
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i

|S§ = COMMUNICATIONS

SERVICES » SUPPORT » SECURITY » SOLUTIOMNS » SYSTEMS

e
System Settings TLine Modules Information

Home
E‘"E}fs-tem

E'"S'_.rstem Information

: System Settings

“13 Line Modules Information
-1 FP information

D Power Supply Information

_ D Clear Counters
e 77

By default, the tab System Information displays the System Information screen.

System Settings

Figure 2:  System Settings

13
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System Settings
Firmware Revision 1.60
Factory Software Version 1.20.06
Model Name IMR350-HV-XX-X-R-W-8GRJ45-8 GSFP-8GRJ45-ATGSFP
Serial Mumber eng-0026
Factory Mame iMR350
Factory Version 1531-0001-C01
Factory Subrevision 001
Factory Serial Mumber 1531-0001-B04-03-13-0003
Factory Chassis Part Number 0031-0001-A01-C1
Primary Software Version 929
FPGA Firmware Version 415
UBoot Software Version U-Boot 2016.09 ver 3.19
Linux Software Version Linux i53000 Local version w120
CPLD Version 21
PSM Version 1.8
Switch Name |IMR350-Rack_2 |
Prompt Name | IMR350-Rack_2 |
Banner Name |iBinme 05 |
System Contact |i55cnm |
System MName |i55cnm |
System Location |iS5com |
e | CONSOLE v |
Device Clock 17:58:55 2048-10-27 |
Device Up Time 3 Days 0 Hrs, 48 Mins, 11 Secs
Login Authentication Mode [ Local v |
Configuration Save Status Mot Initiated
Remote Save Status Mot Initiated
Configuration Restore Status Successful
Traffic Separation Control MNone
| Apply |

Screen This screen allows the user to configure the system

Objective | information.

Navigation | System > System Information > System Settings

14
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Fields

iBiome Software Version—displays the hardware
version number.

Model Name—displays the hardware configuration
of the system.

Serial Number—displays the serial number of the
system.

Factory Name—displays the factory model name.
Factory Version—displays the factory version.

Factory Subrevision—displays the factory subrevi-
sion.

Factory Serial Number—displays the mainboard
serial number.

Factory Chassis Part Number—displays the factory
chassis part number.

Primary Software Version—displays the software
version number of the system.

FPGA Firmware Version—displays the FPGA firm-
ware version number.

U-Boot Software Version—displays the U-Boot
software version number.

Linux Software Version—displays the Linux soft-
ware version number.

CPLD Version—displays the CPLD version number.
PSM Version—displays the PSM version number.

Switch Name—enter the name for identifying the
device. The default value is iMX950. This value
range is a string of size 15.

Prompt Name—enter the prompt nameto be used.
The default value is as shown above.

Banner Name—enter the banner name to be used.

System Contact—enter the contact person details
for this managed node. This value range is a string
of size 50.

15
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Fields System Name—enter a system name.
(cont) System Location—enter the physical location of

this node. This value range is a string of size 50.

Logging Option—select the path to log the debug
details. The default option is Console. The list
contains:— select the current date and time. The
format is Day Month Date Year Hours Minutes
Seconds Example: Fri May 07 2010 13: 40: 00.

- CONSOLE—logs the debug details in a
console.

- FILE—logs the debug details in a file (system
buffer).

Device Clock— select the current date and time.
The format is Day Month Date Year Hours Minutes
Seconds Example: Fri May 07 2010 13: 40: 00.

Device Up Time—displays the time from which the
device is up. The format is Days Hours, Minutes,
Seconds Example: 0 Days 1Hrs, 15Mins, 27 Secs.

Login Authentication Mode—select the Login
Authentication Mode. The list contains:

- Local —sets the Authentication Mode as
Local. The user identification, authentication,
and authorization method are chosen by the
local system administration and does not
necessarily comply with any other profiles

- Remote—sets the Authentication Mode as
Remote. Authenticationis done in the remote
location through a RADIUS (Remote Authenti-
cation Dial-In User Service) or TACACS server.
RADIUS is a protocol that enables remote
access servers to communicate with a central
server to authenticate dial-in users and autho-
rize their access to the requested system or
service. TACACS (Terminal Access Controller
Access-Control System) is a remote authenti-
cation protocol that is used to communicate
with an authentication server commonly used
in networks

- tacacs—sets the authentication mode as

TACACS. Authentication is done through a
TACACS+ server.

16
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Fields Configuration Save Status—displays the configura-
(cont) tion save status. The default option is Not Initiated.

Once the configuration is done, the save status will
be displayed as any of the following:

- Successful—system information is configured
and saved successfully.

- Failure—system information configuration
Save failed.

- In progress—system information configura-
tion save is in-progress.

- Not Initiated—system information configura-
tion save is not initiated.

Remote Save Status—displays the remote save
status. The default option is Not Initiated. This
status represents the status of save operation to
the remote location as any of the following:

- Successful—remote information is configured
and saved successfully.

- Failure—remote information configuration
Save failed.

- In progress—remote information configura-
tion save is in-progress.

- Not Initiated—remote information configura-
tion save is not initiated.

Configuration Restore Status—displays the config-
uration restore status. The default option is Not
Initiated. The already configured parameter will be
restored and the status will be displayed as any of
the following:

- Successful—configuration is restored success-
fully.

- Failure—configuration restore failed.

- In progress—configuration restore is in-prog-
ress.

- Not Initiated—configuration restore is not
initiated.

17
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Fields
(cont)

Traffic Separation Control—displays the traffic
separation control status. This implies the method
for receiving control packets to CPU. The default
option is None. The options can be:

System_default—specifies the method for
receiving control packets to CPU as system
default. This implies that the software can
automatically install ACL and QoS rules for all
control packets. If the configuration is
changed from 'system_default' to 'user_de-
fined' option, then all default ACL/QoS rules
for carrying protocol control packets to CPU
are removed. Then user has to install the
specific ACL/QoS rules, to carry the intended
control packets to CPU for the processing.

User_defined—specifies the method for
receiving control packets to CPU as user
defined. Thisimplies that the software cannot
automatically install the ACL and QoS rules for
all control packets. Only the administrator can
install the required rules for receiving control
packets to CPU. If the configuration is
changed from 'user-defined' to
system-default or none, all default ACL filters
are installed. Already existing (if any) user
configured ACL rules in the system will be not
removed.

None—specifies the method for receiving
control packets to CPUas none.

If the configuration is changed from 'none' to
'system_default' option, then all default ACL
filters for carrying protocol control packets to
CPU are removed and new set of filters will be
installed. Each filter will be associated with
QoSrules. If the configuration is changed from
'none' to 'user_defined' option, then all
default ACL filters for carrying protocol
control packets to CPU are removed. Then
user has to install the specific ACL/QoS rules,
to carry the intended control packets toCPU
for the processing.

Buttons

Apply—logins to iMX950 and views the Home
screen.
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Line Modules Information

Figure 3:

Line Modules Information

Line Modules Information

Card # Part # Sub Revision Serial # Minimum Operating Maximum Operating Current Operating
Temperature (°C) Temperature (°C) Temperature (°C)

[ 1531-0001-A01 [irm-sc3ER |[0o1 | [s4217-00001 |[-40 |[105 |[37 |
|2 | 1531-0009-A01 ||irm-8GRI45 |[0o1 | [Rera450219-0003 |[-40 |[105 |[39 |
3 [ 1031-0017-A02 [irm-86RI45 |[0o1 ||[rsrcRIas0e1s-0062  |[-40 |[105 |[35 |
[4 || 1531-0003-B01 [irmTeSER |[0a1 ||raTosFrot1o-0002  |[-40 |[105 |[32 |

Screen This screen allows the user to find information about the
Objective | line modules.
Navigation | System > System Information > Line Modules
Information
Fields J Card #—displays card#.
J Part#—displays part number (e.g. 1531-0004-A02)
. Module—displays part number (e.g. iRM-8PGRJ45)
. Sub Revision—displays part number (e.g. 001)
J Serial #—displays the part number (e.g.
R8PGRJ450419-0049)
J Minimum Operating Temperature (C)—displays
minimum temperature (e.g. -40)
. Maximum Operating Temperature (C)—displays
maximum temperature (e.g. 105)
. Current Operating Temperature (C)—displays
current temperature (shown 37)
Buttons J Apply—modifies attributes and saves the changes.

SFP Information

Figure 4:

SFP Info
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SFP Info
[t | noT PRESENT i | | I I | I I[ |
l | nor eresent | I I | I I | I |
E | noT PRESENT i I | i | | | J[ |
[+ | T PRESENT i I | I I | I I[ \
[s | [10008ASE_X |[Fs |[c1807117507 180801 [cwe1-16-20-1610 B [s0 I3 [[24 [ |[s0 |
[s |[woT PRESENT I I | I I | | I[ |
[z |[10008a5E_1% |[Fs |[c1s07030621 180711 ][cwe1-16-20-1610  :|[58 Il |[26 [ [[-50 |
[s | T PRESENT I I | I I | I I[ |
o | ot prESENT | I I | I I | I |
[10 | T PRESENT i I | i I | i I[ |
1t | nor present | I I | I I | | |
[12 | noT PRESENT i I | i I | i I[ |
12 | nor presenT | I I | I I | | \
[14 | noT PRESENT i I | | I | | I[ |
[15 | woT PRESENT I I | I | | I I[ |
[16 | noT PRESENT i | | i I | i I[ |
[17 |[1oT PRESENT I I | I I | | I[ \
[18 | noT PRESENT i I | | I | | |[ |
[19 | woT PRESENT I I | I | | | I[ |
[20 | nor presENT | I I | I I | I |
[21 |[1oT PRESENT I I | I I | I I[ \
[2 | nor presenT | I I | I I | I |
[2s | noT PRESENT i | | i | | i I[ |
22 | nor presenT | I I | I I | | |
[2s | noT PRESENT i | | I I | I I[ |
[0 | nor present I I I I I I I I |
Screen This screen allows the user to find information about the

Objective | SFPs.

Navigation | System > System Information > SFP Information

Fields . Port #—displays port#.

. Type#—displays SFP’s type number.

. Vendor—displays SFP’s vendor number.
J Serial #—displays SFP’s serial number.

o Part #—displaysSFP’s part number.

Fields o Temp (C)—displays SFP’s temperature.

. Voltage (V)—displays SFP’s voltage.

. Current (mA)—displays SFP’s current.

J TxPower (dBm)—displays SFP’s TxPower.
o RxPower (dBm)—displays SFP’s RxPower.

Buttons o Apply—modifies attributes and saves the changes.

Power Supply Information

Figure 5:  Power Supply Info
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Power Supply Information

Curren (perating Max Volrage
Temperaurs "0}
1 9 &5 364

Progont HY
2 Unikrowm Uinkonowm
Screen This screen allows the user to find information about the

Objective | power supplies.

Navigation | System > System Information > Power Supply
Information

Fields J Presence—displays the power supply.
] Module—displays module type.

J Version—displays version.

. Serial #—displays serial number.

. Current Operating Temperature (C)—displays
current temperature

. Min Voltage—displays the minimum voltage.
J Max Voltage—displays the minimum voltage.

Clear Counters

Figure 6:  Clear counters

Clear counters

Protocols
[C1BGP

CJOosPF

OriP
O P
CJALL

| Apply |

Screen This screen allows the user to clear all or specific health
Objective | counters.

System > System Information > Clear Counters
Navigation
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Fields

Protocols—select the protocols for which health
check counters is to be cleared. The options are:

BGP—clears health check counters for BGP.
OSPF—clears health check counters for OSPF.
RIP—clears health check counters for RIP.
IPv4—clears health check counters for IPv4.
All—clears all health check counters.

Buttons

Apply—modifies attributes and saves the changes.

2.2. System Alarms

This section describes events and alarms supported by iMX950.

An event is a distinct incident that occurs at a specific point in time, such as a port status change. Events
can indicate errors, failures, or exceptional conditions in the network. Events can also indicate the
clearing of those errors, failures, or conditions.

An alarm is a response to one or more related events. Only certain events generate alarms. Alarms have
a state (cleared or not cleared) and a severity. An alarm inherits the severity of its most recent event.

Alarms remain open until a clearing event is generated (or if the alarm is manually cleared).

To access System Information screen, go to System > System Alarms.

The System Information link contains the following tabs.

o System Alarms

. Alarms History

. Alarms Status

J Supported Alarms

By default, the tab System Alarms displays the System Alarms screen.

System Alarms

Figure 7:

System Alarms
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System Alarms
Global Settings
Setting Value
|Status | Enabled -
|Nu. of Logs ||512 5£-|
Apply
Individual Settings
Type Enabled Relay LED Ind.
|Admin || Enabled | | Disabled -~ || Disabled vl
|Chassis || Enabled - | | Disabled ~ || Disabled v|
|Switch || Enabled | | Disabled ~ || Disabled v|
|Securit5,r || Enabled - | | Disabled -~ || Disabled vl
|Services | |Enabled || Disabled ~ || Disabled |
|F’rcrtncn| || Enabled -~ | | Disabled ~ || Disabled v|
Apply
Screen This screen allows the user to configure type, status,
Objective | relay, and LED Indicator.
System > System Alarms
Navigation
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Fields . Type—choose the type of alarm.
- Admin
- Chassis
- Module
- Switch
- Security
- Services
- Protocol
. Enabled
J Relay displays the status of the relay. Two options
are available: Disabled and Enabled.
. LED Ind. displays the status of the LED. Two options
are available: Disabled and Enabled.
Buttons . Apply—modifies attributes and saves the changes.

Alarms History

Figure 8:  System Alarms History
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Alarms History

[ © | Twe | Seer | Tmeoomr | See]  Deowor

6000 |[PROTOCOL | info |[Feb/14/11:19:23 ||cR__|[RSTP root bridge node
3024 ||swiTCH || critical || Feb/14/11:19:26 |lctr || Gi0/24 Interface link state UP
3024 ||swiTCH || eritical | Feb/14/11:19:27 ||seT  ||Gi0/24 Interface link state DOWN
13024 ||swiTCH || critical || Feby14/11:19:30 ||clR || Gi0/24 Interface link state UP
(3024 |[swiTcH || critical | Feb/14/12:19:09 ||SET  ||Gi0/24 Interface link state DOWN
13024 ||swiTCH || Critical | Feb/14/12:19:11 ||ctR || Gi0/24 Interface link state UP
3024 |[swiTcH || Critical || Feb/14/12:19:12 ||sET || Gi0f24 Interface link state DOWN
13024 ||swiTCH || critical | Feb/14/12:19:14 ||clR || Gi0/24 Interface link state UP
3024 ||swiTcH || critical || Febyi4/13:43:04 ||sET  ||Gi0/24 Interface link state DOWN
13024 ||swiTCH || critical || Fetlf14/13:43:06 |tk || Gi0/24 Interface link state UP
(3024 ||swiTCH || critical || Feby14/13:43:07 ||SET || Gi0/24 Interface link state DOWN
13024 ||swiTCH || Critical || Feby14/13:43:10 |[ctR || Gi0j24 Interface link state UP
13024 ||swiTCH || Critical || Feby14/13:43:10 ||sET  ||Gi0/24 Interface link state DOWN
13024  ||sWITCH || Critical || Febyi4/13:43:14 ||ctk || Gi0/24 Interface link state UP
3024 ||swiTcH || Critical | Feb/14/14:00:02 ||sET  ||Gib/24 Interface link state DOWN
13024 ||SWITCH || Critical | Feby14/14:00:07 ||tk ||Gi0y24 Interface link state UP
3024 |[swircH || critical | Feb/14/14:33:40 |[sET  ||Gioj24 Interface link state DOWN
13024 |[swiTCH || Critical | Feby14/14:33:41 ||arR  ||Gio/24 Interface link state UP
3024  ||swiTcH || critical | Feb/14/14:33:42 |[seT  ||Gioj24 Interface link state DOWN
3024 ||swITCH || Critical | Feby14/14:33:45 ||ctk || Gi0/24 Interface link state UP
3024 ||SWITCH || Critical || Feby14/14:33:46 ||SET || Gioj24 Interface link state DOWN
3024 | |SWITCH || critical || Febj14/14:33:49 ||ctR || Gio/24 Interface link state UF
3024 ||SwiTCH || Critical || Feby14/14:51:39 ||SET || Gio/24 Interface link state DOWN
3024 ||swITcH || critical | Feb/14/14:51:43 l|ar || Gioj24 mterface link state UP
(3024 ||swircH || Critical || Feby14/14:52:13 |[seT || cioj24 Iterface link state DOWN
13024 |[swircH ||critieal || Febyi14/14:52:15 |[ar || cioj24 mterface link state UP
13024 |[swircu lleritical || Feb/14/14:52:15 |lser |l Gio/aa mterface link state DoWN .
3024 |[swircn ol |[Febjiajna:sans |ar _||Gi0/24 interface lnk state uP |
3024 | SwITcH || Critcal | Feb/14/14:52:15 ||SET  ||Gio/24 mterface lnk state DOWN |
3024 |[swmes | Critcal || Feb/14/14:52:19 [ar  ||Gio/24 mterface link state UP |
(3024 ||swircn | Critical || Faby14/14:52:19 I[ser |[iof24 interface link state DOWN i
(G|
Screen This screen allows the user to configure the type,
Objective | severity, status, relay, LED Indicator, LED Display, and
Auto Clear status.
System > System Alarms > Alarms History
Navigation
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Fields

. ID
. Type—choose the type of alarm.
- Admin
- Chassis
- Module
- Switch
- Security
- Services
- Protocol
J Severity—choose the severity of alarm.
- Debug
- Info
- Event
- Warning
- Error
- Critical
- Alert
- Emergency

. Timestamp shows the time of the alarm occur-
rence.

] State displays the status of the alarm. Two options
are available: SET and CLR.

. Description—displays the status of the alarm

Buttons

J Clear—modifies attributes and saves the changes.

Alarms Status

Figure 9:  Alarms Status

Screen This screen displays the ID, type, timestamp, description
Objective | of the alarm and the LED / Relay state.

System > System Alarms > Alarms Status
Navigation
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Fields

ID

Type—it shows the type of alarm.

- Admin

- Chassis

- Module

- Switch

- Security

- Services

- Protocol

Timestamp—it shows the time of the alarm.

Description—it shows the description of the alarm.

LED / Relay—it shows the state of the LED and
Relay.

Buttons

Clear—modifies attributes and saves the changes.

Supported Alarms

Figure 10: Supported Alarms
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Supported Alarms

D> | Descroion |
|20C|Cl ||Power supply limit exceeded |
| 2001 || Mainboard temperature overheat |
|2E|02 ||CPU usage exceeded threshold |
|2003 ||Flash usage exceeded threshold |
|2UG4 ||RAM usage exceeded threshold |
|2005 ||Power supply not operational |
| 2006 || Line card |
|2011 ||POE PSE chassis not operational |
[2000 || interface link state |
| 3066 || Line module temperature threshold reached |
|3071 || SFP remote fault |
|31U4 ||SFP local receiver status |
|313? ||SFP remote receiver status |
|3170 || SFP not compatible |
|3203 ||POE PSE port not operational |
|3236 ||Seria| cable |
[4000 |[1nvalid login |
|5E|DC| ||Firmware upgrade failed |
| 6000 || RSTP root bridge node |
[s001 ||[WRRP master - VRID |
|601? ||End point unreachable |
| 6050 || MRP Ring status changed |
|6051 || MRP Multiple MRM condition |
|s052 ||[HSR-PRF one link down in LRE |
| 6085 || HSR-PRP both links down in LRE |
|6118 || HSRFastBpdu link down in LRE |
|6151 ||MRP Intconn Ring status changed |

Screen This screen shows the supported alarms.

Objective

Navigation | System > System Alarms > Supported Alarms

Fields J ID—displays the ID of the alarm

. Description—displays the description of the alarm.

2.3. System Resources

The System Resources related parameters are configured through the screens described in this section.

To access System Resources screen, go to System > System Resources.

The System Resources related parameters are configured through the screens displayed in the following

tabs:
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o System Resources

By default, the tab System Resources displays the System Resources screen.

System Resources

Figure 11: System Resources

Screen Objective

This screen allows the user to diagnose periodically the following:

. RAM threshold

. CPU threshold

. Flash threshold

J Temperature threshold
. Power Supply threshold

Navigation

System > System Resources
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Fields

. Current Temperature (Celsius)—displays the current temperature of the
switch in Celsius.

NOTE: An SNMP trap with maximum severity is sent to the SNMP Manager if there
is any rise or drop in the temperature of the switch.

. Current CPU Usage (%)—displays the percentage of current CPU usage of the
switch. The default value is O percent.

] Current RAM Usage (%) —displays the percentage of the current RAM usage
of the switch.

) Current Flash Usage (%)—displays the percentage of current Flash usage of
the switch.

J Min Temperature (Celsius)—enter the minimum threshold temperature of
the switch in Celsius. The configurable minimum range of threshold
temperature is from -15 to -35° Celsius. When the current temperature
drops below the threshold, an SNMP trap with maximum severity is sent to
the SNMP Manager.

J Max Temperature (Celsius)—enter the maximum threshold temperature of
the switch in Celsius. This value ranges from 35 to 80° Celsius. The default
value is 40.

NOTE: When the current temperature rises above the threshold, an SNMP trap with

maximum severity is sent to the SNMP Manager.

J CPU Threshold (%)—enter the percentage of maximum CPU usage of the
switch. This value ranges from 1 to 80 percent. The default value is 80
percent.

NOTE: When the CPU load exceeds the threshold value, an SNMP trap with

maximum severity is sent to the SNMP Manager.

] RAM Threshold (%)—enter the percentage of maximum RAM usage of the
switch. This value ranges from 1 to 80 percent. The default value is 80
percent.

NOTE: When the RAM usage crosses the threshold percentage, an SNMP trap with

maximum severity is sent to the SNMP Manager.

Fields (Cont)

J Flash Threshold (%)—enter the percentage of maximum Flash usage of the
switch. This value ranges from 1 to 80 percent. The default value is 95
percent.

NOTE: When the Flash usage crosses the threshold percentage, an SNMP trap with
maximum severity is sent to the SNMP Manager.

Buttons

] Apply—modifies attributes and saves the changes.

J Refresh—resets to default value for respective fields and discards all user
inputs.
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2.4. NVRAM Settings

The NVRAM Settings tab allows the user to configure the initialization parameters stored in the NVRAM
(Non-Volatile Random Access Memory) of the switch.

Whenever the switch is started or rebooted, these initialization parameters are read before task initial-
ization and updated in the local data structure. These parameters are applied to SNMP, when the task is
created for that component.

NVRAM Settings

Figure 12: NVRAM Settings
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NVRAM Settings
IP Address Mode
IP Address Allocation Protocol DHCP »
Default IP Address | 192 16510 1 =
Subnet Mask | 255.255.255.0 |
Switch Base MAC Address | 2887590 5fcl |
Switch Secondary MAC Address | 2887590 5Fcl |
Default Interface Name |Gi[]|‘1 |
SNMP Engine ID 80.00.08.1c.04.46 53 |
PIM Mode
Snoop Forward Mode MAC Based +
CLI Serial Cansole
MGMT Port Access
External Storage Access
Default VLAN Identifier | 1 |
Dynamic Port Count |23 |
Reset Dynamic Port Count [
Incremental Save
Auto-Save Trigger
Rollback
Apply
Note: Restart of switch required, if any value is changed.
Screen This screen allows the user to configure the initialization
Objective | parameters that are stored in the NVRAM of the switch.
The screen lists only some of the initialization
parameters and not all parameters such as MSR (MIB
Save and Restore) feature related parameters of the
nvram.txt.
Navigation | System > NVRAM Settings
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Fields

IP Address Mode—select the mode by which the
default interface in the device gets the IP address.
The default option is Manual. The list contains:

Manual—assigns the Static IP address to the
default interface. The IP address defined in
the field Default IP Address and the IP mask
defined in the field Subnet Mask are assigned
to the interface.

NOTE: If the network in which the switch is
implemented contains a server such as DHCP
server, allocating IP address, the manually
assigned IP address should not be within the
range of the addresses that will be allocated
by the server to the other switches. This
precaution avoids creation of IP address
conflicts between the switches.

Dynamic—assigns IP address dynamically;
that is, IP address provided by the server in
the network is assigned to the default inter-
face on switch reboot. The IP address is
fetched through the dynamic IP address
configuration protocols such as DHCP client,
RARP client, BOOTP client, etc.

NOTE: The static IP address is assigned to the
default interface even if the mode is selected
as Dynamic if the switch fails to fetch the IP
address dynamically.
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Fields

NOTE:

IP Address Alloc Protocol—select the dynamic IP
address configuration protocol to be used for
fetching the IP address dynamically, if the field IP
Address Mode is selected as Dynamic. Allows the
user to only view the selected dynamic IP address
configuration protocol, if the field IP Address Mode
is selected as Manual. The default option is DHCP.
The list contains:

- RARP—Reverse Address Resolution Protocol
(RARP) that allows a client device to dynami-
cally find its IP address, when it has only its
hardware address such as MAC address.

Currently, the RARP option is not supported.

- DHCP—Dynamic Host Configuration Protocol
(DHCP) that allows a client device to obtain
configuration parameters, such as network
address, from the server.

- BOOTP—Bootstrap Protocol (BOOTP) that
allows a client device to obtain its own IP
address, address of a server host and name of
a boot file to be executed.

NOTE: This parameter can be set only when IP
Address Mode is dynamic. When set as
manual IP Address Alloc Protocol is greyed
out.

Default IP Address—enter the default IP address to
change the IP address, if the field IP Address Mode
is selected as Manual. The default value is
192.168.10.1.

NOTE: Default IP address can be configured only
when IP address mode is set as Manual. Default IP
address is greyed out when IP address mode is set
as dynamic.

NOTE: If the network in which the switch is imple-
mented contains a server such as DHCP server, allo-
cating IP address, the configured IP address should
not be within the range of the addresses that will be
allocated by the server to the other switches. This
precaution avoids creation of IP address conflicts
between the switches.

NOTE: The configured IP address should be in the
same IP range of the network in which the switch is
placed.
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Fields Subnet Mask—enter the subnet mask for the
(cont) configured IP address, if the field IP Address Mode

is selected as Manual. Allows the user to only view
the configured subnet mask, if the field IP Address
Mode is selected as Dynamic. The default value is
255.0.0.0.

NOTE: Subnet Mask can be configured only when IP
address mode is set as Manual. Subnet Mask is

greyed out when IP address mode is set as dynamic.

NOTE: The configured subnet mask should be in the
same subnet of the network in which the switch is
placed

Switch Base MAC Address—enter the base MAC
address of the switch. This MAC address is assigned
to the default interface of the switch. The switch
uses this address as its hardware address. Layer 3
modules use the switch MAC address as the source
MAC address in the transmitted packets. The
default value should be from the established by the
manufacturer range- see above for details.

Default Interface Name—enter the interface to be
set as the default interface. This is a combination of
interface type and interface ID. The interface ID is a
combination of slot number and the port number.
The format is <interface type><slot number/port
number>. There is no space between these two
entries. All ports available in the switch at that time
are populated in the list. Example: Gi0/1 (Here Gi is
interface type Gigabit Ethernet interface O is slot
number and 1 is port number). The default value is
Gi 0/1.

SNMP EnginelD—Enter the engine ID that s utilized
as a unique identifier of a SNMPv3 engine. This
engine ID is used to identify a source SNMPv3 entity
and a destination SNMPv3 entity to coordinate the
exchange of messages between the source and the
destination. The default value is
80.00.08.1c.04.46.53.
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Fields . PIM Mode—select the operation mode of the PIM.
(cont) The default option is Sparse. The list contains:

- Dense—sets operation mode of PIM as Dense
Mode. PIM implements a flood and prune
mechanism. PIM floods multicast traffic peri-
odically and prunes branches of shortest-path
tree where no interested receivers are
present. This mode is best suited for networks
where few or no prunes occur.

- Sparse—sets operation mode of PIM as
Sparse Mode. PIM forwards multicast traffic
to the device only if an explicit request is
received from that device for this traffic. This
mode is best suited for Internet.

Snoop Forward Mode—select the mode to be used
for building the forwarding table that is used during
IGS / MLDS. The default option is MAC-Based. The

list contains:

- IP Based—uses table containing IP multicast
forwarding information based on both outer
and inner VLAN, during snooping.

- MAC Based—uses table containing
MAC-based multicast forwardinginformation,
during snooping.

CLI Serial Console—select whether the CLI console

prompt is required for the session through serial

console. The default option is Yes. The list contains:

- Yes—specifies that CL/ prompt is made avail-
able in the serial console session.

- No—specifies that CL/ prompt is not made
available in the serial console session

NOTE: This value does not affect the availability of the CL/
prompt in the sessions established through Telnet. That
is, the CLI prompt is always available in the Telnet
session.

MGMT Port Access -- Select whether the MGMT
Port will be active. This port is typically used for
factory use and advanced debugging with factory
support. Selecting No will disable the MGMT Port.

External Storage Access-- Selecting No will disable
the SD Card and USB peripherals.
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Fields Default VLAN Identifier—enter the default VLAN
(cont) identifier to be used at system startup. This VLAN is

set as default VLAN during reboot of the switch. The
format of this field is integer. This value ranges from
1 to 4094. The default value is 1 which means that
VLAN 1 is set as the default VLAN.

NOTE: Once the Default VLAN ID is configured, the
switch has to be restarted before saving any config-
uration.

NOTE: It is not advisable to change the default VLAN
ID when some configurations are already saved.

Dynamic Port Count—enter the number of ports
required for the iIMX950. The maximum count
equal to the system defined maximum physical
interfaces. The default value is the system defined
maximum physical interfaces.

Reset Dynamic Port Count—click to enable the
Reset Dynamic Port Count. If this check box is
enabled, the system takes the default value on
restarting the system again.

Incremental Save—select one of the options to
indicate whether SNMP Update Trigger for Incre-
mental Save is to be generated or not. The default
option is Disable. The list contains:

- Enable—enables the incremental save which
generates the update trigger for each time an
nmhSet operation is successful.

- Disable—disables the Incremental Save
option which will not generate the update
trigger at all.

NOTE: To disable Incremental Save, Auto-save
Trigger should be disabled.

Auto-save Trigger—the auto-save trigger option is
for saving the completed configuration automati-
cally or manually. The default option is Disable. The
list contains:

- Enable—Specifies that every configuration is
saved automatically.

- Disable—Specifies that completed configura-
tion will not be saved automatically.

NOTE: To enable Auto-Save Trigger, Incremental
Save option should be enabled
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Fields
(cont)

. Rollback—select the SNMP rollback feature. The
default option is Enable. The list contains:

- Enable—enables the SNMP rollback feature.
The enabled value specifies that it allows the
failure in set operation for any varbind (vari-
able binding), which results in rollback of all
Varbinds whose values has been set in this SET
PDU. A Varbind (Variable Binding) represents
a set of Oid/Value pairs.

- Disable—disables the SNMP rollback feature.
The disabled value specifies that it allows the

failure in set operation to simply return error.

. Factory Reset—select to perform factory reset.

Buttons

J Apply—modifies attributes and saves the changes

2.5. Peripheral Settings

The Peripheral Settings tab allows the user to configure the peripheral parameters stored in the NVRAM
(Non-Volatile Random Access Memory) of the switch. Users may enable/disable peripherals.

Whenever the switch is started or rebooted, these initialization parameters are read before task initial-
ization and updated in the local data structure. These peripheral settings are applied to the switch.

Peripheral Settings

Figure 13: Peripheral Settings

Peripherals Settin

=
.
"

CLI Serial Console
MGMT Port Access
External Storage Access

[ (o}

| Apply |
Screen This screen allows the user to configure the peripheral
Objective | setting parameters that are stored in the NVRAM of the
switch.
Navigation | System > Peripheral Settings
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Fields . CLI Serial Console — the user may enable or disable
the CLI Serial console port.

J MGMT Port Access —the user may enable or
disable the MGMT Port Access port.

o External Storage AccessExternal Storage Access —
the user may enable or disable the USB and SD card
slots.

Buttons . Apply—modifies attributes and saves the changes

NOTE: Changes to these settings are applied only after the

switch restarts.

2.6. System Users

The administrator may add, delete and modify system users through this interface. Maximum number of

users allowed is 15.

Figure 14: User Manager

User Manager

Username adrrin
Paszword T
Confirm Password M
Access Level Select v *
Password Reset [
Add || Reset

o W e L

O | admin I Admin ¥ L Enabled
Apply || Delete
Screen This screen displays the User Manager options.
Objective
System > Users
Navigation
Fields ] Username—enter the Username. This field is a
string from 8 to 64 characters.
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Fields

Username—enter the username. This field is a
string from 8 to 64 characters.

—  Anuser name is allowed to have any printable
ASCII character (range 33-126) except colon

character.
Dec Hex Mame Char Ctrl-char |Dec Hex Char Hex Cha
o ] Hull MUL  CTRL-@ > = 4 @
1 1 Start of headng S0H CTRL-A 33 41 A a
2 2 Start of pext S5TH CTRL-B 34 42 B b
a3 Encl of text ETX CTRL-C Q35 43 C c
£ 4 End of xmit EOT CTRL-D 6 “ D d
5 5  Enquiry ENQ CTRL-E [37 45 E [ ]
5 ] Acknowledgs ACK  CTRLF 38 44 F f
7 7 Bel BEL CTRL-G k] 4 G a
a =8 B ackspace BS CTRL-H Q40 44 H h
k=l 9 Horizontd tab HT CTRL-1 41 49 | I
10 & Line fead LF CTRL-] 42 44 ] i
11 0B WVertica tab VT CTRL-K [j43 48 K k
12 0C  Farm feed FF CTRLL EES 4C L |
13 0D Coarriage feed CR CTRL-M 45 40 M i
14 (€ Shit out S0 CTRL-N  R46 . ¥ N n
1S OF Shiftin sl CTRL-O 47 ! # 0 a
16 10 Datalime escape OLE CTRL-P 4B o 0 P 4]
17 11 Device contral 1 DC1 CTRL-Q J49 1 51 Q q
18 12 Davicecontrol 2 DC2 CTRL-R 50 2 2 R r
19 13 Devicecontrol 2 DC2 CTRL-S 51 3 53 5 H
20 14 Device control 4 DC4  CTRL-T 52 4 0T E
21 15 Negacknowledpe MaE  CTRL-U 53 5 s U u
22 16 Synchronouside  SYN  CTRL-Y Q54 & % v v
23 17 End of xmitblock ETE CTRL-W Q55 7 5 W W
24 13 Cance CAN CTRL-X 96 g @M X ®
25 19 End of medum EM CTRL-Y 57 =] - . W
26 14 Subshtute S8 CTRL-Z SEE 34 54 Z 2
27 18 Escape ESC CTRL-[ 5% 38 ¥ L1 | {
28 1C  File separator F& CTRL-\ SOSN 3 < SC O\ |
28 1D Group separator G5 CTRL-] 61 30 = S0 ) ¥
30 1E Recordsepawator RS CTRL-~ §62 3E > xE 2 ~
31 IF  Unit separator s CTRL- 63 3F 7 = »

- Usernames are allowed to have special char-
acters. All printable characters are supported
except the following:

Colon(:)—this is because colon is used
as a delimiter in the users file. A user-
name with colon character will affect
the parsing of the users file and corrupt
the database.

Single(') and Doubt Quote(“)—this is an
escape sequence character which shall
not be parsed by the implementation

Backslash(\)—this is an escape
sequence character which shall not be
parsed by the implementation

Semi-Colon(;)
Pipe(])
Question mark(?)
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Fields . Password—specify the password to be enabled.The
size of password entered must be a maximum of 20
characters. It should follow password configuration
conventions. It should contain at least one upper-
case, one lowercase, one number and one special
character.
NOTE: The following characters/strings are not
allowed in passwords ?' ;" , '|", “Il”
Dec Hex Name Char Ctri-char |Dec_Hex Cher |Dec Hex Char|Dec Hex Char|
[ NUL CTRL-@ Space [ “ ®
& 1 Start of heading S0H CTRL-A 41 A 61 a
2 2 Start of text STK CTRL-B 2 8 a2 b
3 3 End of text ETX CTRLC 43 C 83 [
4 4 End of xmit EOT CTRL-D “ D 100 54 d
S - Emquary ENQ CTRL-E 45 E 101 65 L]
L3 .1 Adknowladge AC¥ CTRL-F 44 F 102 66 f
7 7 Bell BEL CTRL-G 47 G 103 67 g
8 8 Backspace BS CTRL-H 4 H 108 68 h
9 9 Horizorta tab HT CTRL-1 % 1 108 89
04 Line feed LF CTRL-) 48 ) 106 64 )
o8 Vertical tab vT CTRL-K 4B K 107 B k
OC  Form feed FF CTRLL 4C L 108 6C |
0D Carriage feed CR CTRL-M 4D ™ 109 60 m
0E Shiftout S0 CTRL-N i %€ N 110 6E n
OF Shftin sl CTRL-O / # 0 111 6 o
10 Dataline escape OLE CTRL-P 0 s P 112 70 p
11 Device contral 1 DC1 CTRL-Q 1 51 Q 113 71 q
12 Device control 2 DC2 CTRL-R 2 S2 R 114 72 r
13 Device control 3 DC3 CTRL-S 3 - 138 73 s
14 Device control 4 DC+ CTRL-T 4 T 116 74 4
15  Neg acknowledge MNAK CTRLU 5 55 (1) 117 7S u
16 Synchronousidle SYN CTRL-V 6 % v 118 76 v
17 End of xrmat block ETE CTRL-W 7 57 w 119 77 W
18 Cancel CAN CTRL-X 8 | X 120 78 »
19 Erd of madium EM CTRL-Y ] LI 121 79 ¥
14 Substitute SUB CTRL-Z . Sa Z 122 74 2
18 Escape ESC CTRL-[ S8 { 123 78 {
1C  File separator FS CTRL- 5\ 124 7C ]
1D Groupseparator  GS  CTRL-) sp | Px“m_)_
1E Record sepawrator RS CTRL-" = - 126 "E  ~
IF  Unit separator us CTRL- =% 127 7F  DEL
. Confirm Password—confirm the password.
J Access Level—select access level.
—  Admin
- Technician
- Guest
J Password Reset—enter a check mark for password
reset.
. Status—select the status.
—  Enabled
- Disabled
Buttons . Apply—modifies attributes and saves the changes.
. Reset—resets to default value for respective fields

and discards all user inputs.
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2.7. CPU Settings

CPU Settings allows the administrator to control MAC learning rates and intervals. It also permits the
administrator to force certain types of traffic through the CPU.

The CPU Settings link allows the user to access the Protection Against CPU Overloading Settings screen.

This screen allows the user to configure MAC learn rate limit and traffic separation control settings for
protecting the CPU from overloading.

Protecting Against CPU Overloading Settings

Figure 15: Protection Against CPU Overloading Settings

Screen This screen provides control to administrator to have
Objective | system default or user defined ACL/ QoS rules to carry
control traffic to CPU.

System > CPU Settings
Navigation

Fields . MAC Learn Rate Limit—enter the maximum
number of unicast dynamic MAC (L2) entries that a
hardware can learn in the system, in a configured
time interval. This limit is used to control the
number of MAC entries to control plane from the
hardware, when hardware MAC learning is enabled.
This value ranges from 0 to 2147483647. The
default value is 1000. A value 0 disables this feature
in the system. This configuration does not impose
any restrictions on multicast / broadcast and
dynamic / static / protocol MAC learning capability
limits.

NOTE: The hardware can learn the total sum of the previ-

ously learnt MAC entries and present MAC entries until

MAC learning reaches the maximum number of L2

unicast dynamic entries learning capacity of the system.

If rate limit is changed while MAC Learn Rate Limit

Interval timer is running, the modified new rate limit

value takes effect during next timer restart.
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Fields . MAC Learn Rate Limit Interval—enter the time
(cont) interval within which the maximum number of MAC

entries is learned in the system. Any changed timer
interval takes effect only in next timer restart. This
value ranges from 1 to 100000 milli-seconds. The
default value is 1000 milli-seconds.

. Traffic Separation Control—select the type of
configuration to be implemented for carrying
control traffic to CPU. The default option is None.
All below three options can be configured during
system runtime. The list contains:

systemdefault—specifies that the software
automatically installs ACL/ QoS rules for all
control packets during system init time. Either
a switch-and-copy-to-cpu filter or
drop-and-copy-to-cpu filter is installed for
getting the control packets to CPU for
processing. Each ACL rule is associated with
class-map, meter and policy map with
protocol ID, and CPU queue number.

NOTE: If the configuration is changed from 'systemdefault'
to 'userconfig' option, all default ACL/ QoS rules for
carrying protocol control packets to CPU are removed.
Then to carry the intended control packets to CPU for
processing, the user has to install the specific ACL/ QoS

rules.

userconfig—specifies that an administrator
installs required rules for the control packets
as ACL/ QoS rules will be not installed auto-
matically.

None—specifies that the software automati-
cally installs ACL/ QoS rules for all control
packets during system init time. Either a
switch-and-copy-to-cpu filter or
drop-and-copy-to-cpu filter is installed for
getting the control packets to CPU for
processing. Each ACL rule is associated with
class-map, meter and policy map with
protocol ID, and CPU queue number.
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Fields
(cont)

Traffic Separation Control (cont)

NOTE: If the configuration is changed from 'user-
config' to 'systemdefault’, all default ACL/ QoS rules
are installed. Already existing (if any) user config-
ured ACL rules in the system are not removed
during such change.

NOTE: If the configuration is changed from 'user-
config' to 'none’, all default ACL filters are installed.
Already existing (if any) user configured ACL rules in
the system are not removed during such change.

- None—specifies that the software automati-
cally installs ACL/ QoS rules for all control
packets during system init time. Either a
switch-and-copy-to-cpu filter or
drop-and-copy-to-cpu filter is installed for
getting the control packets to CPU for
processing. Each ACL rule is associated with
class-map, meter and policy map with
protocol ID, and CPU queue number.

NOTE: If the configuration is changed from 'none' to
'systemdefault' option, then all default ACL filters
for carrying protocol control packets to CPU are
removed and a new set of filters is installed. Each
filter is associated with QoS rules.

NOTE: If the configuration is changed from 'none' to
'userconfig' option, then all default ACL filters for
carrying protocol control packets to CPU are
removed. To carry the intended control packets to
CPU for processing, the user has to install the
specific ACL/ QoS rules.

Buttons

Apply—modifies attributes and saves the changes

2.8. System Upgrade

System Upgrade describes the fields and file sources used to upgrade firmware on the switch.

The System Upgrade link allows the user to access the System Upgrade screen which is used to perform

an image download operation on a switch stack or on a standalone switch.

Figure 16: System Upgrade
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System Upgrade

Upgrade From TETF ~
Address Type TPvd -

Senver IP Address |

SFTP User Name
SFTP Passwaord

File Mame

|ﬂrmware_upgrade.tgz |

Apply

Image download not started

Screen
Objective

This screen allows the user to perform an image
download operation on a switch stack or on a standalone
switch to download a new image from a TFTP or SFTP

from a remote location, to the switch and to overwrite or

keep the existing image.

Navigation

System > System Upgrade

Fields

Upgrade From—select the type of server from
which the image is to be downloaded. The default
option is TFTP. The list contains:

TFTP—sets the server type as TFTP (Trivial File
Transfer Protocol) mode.

SFTP—sets the server type as SFTP (SSH File
Transfer Protocol) mode.

USB—sets the server type to USB.
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Fields . Address Type—select the IP Address type of the
(cont) machine from which the image is to be down-

loaded. The default option is /Pv4.

o Server IP Address—enter the IP address of the
machine from which the image is to be down-
loaded.

. SFTP User Name—enter the user name required for
downloading the image from SFTP server. This field
is a string with the maximum size 64.
NOTE: This field is disabled if the Upgrade Formiis set
as TFTP server.

. SFTP Password—enter the password required for
downloading the image from SFTP server. This field
is a string with the maximum size 20.

NOTE: This field is disabled if the Upgrade Formis set
as TFTP server.

. File Name—enter the name of the image to be
downloaded from the remote system.

Buttons . Apply—modifies attributes and saves the changes.

2.9. Save and Restore

Used to save and restore configuration files to and from the switch.

The Save and Restore link allows the user to configure the current configuration Save and Restore
options for the switch.

To access Save and Restore screens, go to System > Save and Restore.

The Save and Restore link parameters are configured through the screens displayed by the following
tabs:

Save Configuration
Restore Configuration
Factory Reset

By default, the tab Save displays the Save Configuration screen.

Save Configuration

Figure 17: Save Configuration
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Save configuration

@ Flash Save
Save option (_USB Save
) Remote Save

Save Format

Transfer Mode TFTP
Address Type [Pyd
IP Address 0.0.00

SFTP User Name
SFTP Password

File Name |iss.ccrnf

' Apply H Reset |

Saving configuration not started

Screen
Objective

This screen allows the user to save the current
configuration of the switch in a file. When save operation
is initiated, all configurations made through CLI/, SNMP or
Web interfaces are saved in a configuration file —iss.conf.
There are thee options to save the configuration data:
Flash Save, USB Save, and Remote Save. A Flash Save
Configures that the configurations need to be saved in
Flash, USB Save to a USB, whereas a Remote Save
specifies that the configurations need to be saved to a
remote system.

Navigation

System > Save and Restore > Save
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Fields

Save option—click one of the option buttons to

specify the save option to be used. The options are:

- Flash Save—saves the configurations in the
specified file name of Flash.

- USB Save—saves on a USB.

- Remote Save—saves the configurationsin the
remote system which is specified by Address
Type and IP address.

Save Format—select from the 2 available options
(MIB OID is the current option):

- Script
- MIB OID

Transfer Mode—select the transfer mechanism to
save the Switch configurations in the remote
system. The remote host machine should have a
TFTP / SFTP capable Server running for this opera-
tion to be successful. The default option is TFTP.
The list contains:

- TFTP—saves the switch configuration to the
remote system through TFTP (Trivial File
Transfer Protocol) mode.

- SFTP—saves the switch configuration to the
remote system through SFTP (SSH File
Transfer Protocol) mode.

Address Type—select the IP Address type of the
remote system in which the Switch configurations
are to be saved. The default option is IPv4.
IPv4—Sets the Address type as IPv4.

NOTE: This field is configurable only if the Save
Option is set as Remote Save.

IP Address—enter the IP Address of the remote
system in which the Switch configurations are to be
saved.

NOTE: This field is configurable only if the Save
Option is set as Remote Save.

SFTP User Name—enter the user name required for
saving the configurations to the remote system in

SFTP mode. This field is a string of maximum size 20.

NOTE: This field is configurable only if the Save
Option is set as Remote Save and the Transfer
Mode is set as SFTP.
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Fields
(cont)

SFTP Password—enter the password required for
saving the switch configurations on to the remote
system in SFTP mode. This field is a string of
maximum size 20. The specified SFTP username /
password should have been configured in the SFTP
server running the remote station, for the remote
save operation through SFTP to be successful.

NOTE: This field is configurable only if the Save
Option is set as Remote Save and the Transfer
Mode is set as SFTP.

File Name—Enter the name of the file in which the
switch configurations are to be saved. The default
file name where the switch configurations are
saved is iss.conf. All configurations are saved in a
single configuration file only.

NOTE: This file name is used for saving the switch
configuration, irrespective of the configuration
Save Option which can be Flash or Remote Save.

Buttons

Add—adds and saves new configuration.

Reset—resets to default value for respective fields
and discards all user inputs.

Restore Configuration

Figure 18: Restore Configuration
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Startup Configuration Restore Source

(Mo Restore
Restore Option ®) Flash Restore
() USB Restore

Restore Format Mig OID =

File Name |i-ss,mnl-"

Apply || Reset

Notes :

To skip loading existing saved config on startup use "No Restore" option
To enable loading existing localy saved config on startup use "Flash Restore" option
To transfer config file from USB to Raptor device and enable loading newly saved config
on startup use "USB Restore" option. (The USB storage may be removed after changes are applied.)

Restoring configuration was successful. Please reboot.

Screen This screen allows the user to restore the previously
Objective | saved configurations of the Switch from the Startup
Configuration File.

Navigation | System > Save and Restore > Restore
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Fields .

Restore option—click one of the option buttons to
specify whether the Switch configurations have to
be restored. The options are.

- No Restore—Specifies that the switch config-
urations need not be restored when the
system is restarted

- Flash Restore—Restores the configurations
from the Startup Configuration File in the
Flash, when the system is restarted.

- USB Restore—Restores the configurations on
a USB drive, when the system is restarted

Restore Format—select from the 2 available
options (MIB OID is the current option):

- Script

- MIB OID

File Name—enter the configuration file name avail-

able in the remote system. The default file name is
iss.conf.

Buttons .

Add—adds and saves new configuration.

Reset—resets to default value for respective fields
and discards all user inputs.

Factory Reset

Figure 19: Factory Reset
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Factory Reset
Factory reset will erase following configurations..

1. Startup-config

2. NVRAM Settings

3. Flash Files
® Users
* Privil
* Groups
* [Logs
» SS5L Certificate

Apply
Note:
Reload device after this command to apply factory default settings.
Screen This screen allows the user to perform factory reset. The

Objective | following configuration can be erased:
1)  Startup-config
2)  NVRAM Settings
3)  Flash Files
- Users
- Privil
- Groups
- Logs
- SSL Certificate

NOTE: Reload device after this command to apply factory default
settings.

Navigation | System > Save and Restore > Reset

Buttons . Apply—saves the configuration.

2.10. Reload

This page shows the WebUI to reloading the system.
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Figure 20: Reloading the System

Reloading the System

| Reload |

Screen This screen allows the user to restart the switch.

Objective | notE: The user should wait for 5 minutes before logging
in after reboot.
NOTE: All updates to nvram.file using the screen System >
NVRAM Settings > Factory Default Settings are effective
only after reboot.

Navigation | System > Reload

Buttons o Reload—restarts the switch.

2.11. Syslog Transfer

This screen allows the user to configure Syslog transfer parameters.

Figure 21: Syslog Transfer

Syslog Transfer

Backup To |TETP |

Address Type | Pvd v |
Server IP Address |

SFTP User Mame

SFTP Password

Source File Name [ gyelog.log |

Destination File Name | syslog.log |

| Apply || Reset |

Log transfer not started
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Screen
Objective

This screen allows the user configure Syslog transfer
parameters.

Navigation

System > Syslog Transfer

Fields

. Backup To—select the transfer mode for uploading
log file to the remote system. The default option is
TFTP. The list contains:

- TFTP—uploads the syslog file in TFTP (Trivial
File Transfer Protocol) mode. It is used to
transfer small amounts of data between hosts
on a network. Any transfer begins with a
request to read or write a file, which also
serves to request a connection.

- SFTP—uploads the syslog file in SFTP ( SSH File
Transfer Protocol) mode. It is a network
protocol designed to provide secure file
transfer and manipulation facilities over SSH.

- USB—uploads the syslog file in a USB drive.

- SD card—uploads the syslog file in a SD card.

. Address Type—select the IP address type. The
default option is IPv4.

. Server IP Address—enter the IP address of the
machine to which the syslog file is to be uploaded.

. SFTP User Name—enter the user name required for
uploading syslog file in SFTP mode. This field is a
string with size varying from 1 to 20.

NOTE: This field is enabled when Transfer Mode is
set as SFTP.

Fields
(cont)

) SFTP Password—enter the password required for
downloading the image from SFTP server. This field
is a string with the maximum size 20.

NoOTE: This field is disabled when Transfer Mode is
set as SFTP server.

. Source File Name—enter the file name in which the
syslogs are saved in the remote system. The default
file name is syslog.log. This field is a string of size
varying from 1 to 128.

. Destination File Name—enter the file name in
which the syslogs are saved in the remote system.
The default file name is syslog.log. This field is a
string of size varying from 1 to 128.
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Buttons

Add—adds and saves new configuration.

Reset—resets to default value for respective fields
and discards all user inputs.

2.12. File Transfer

File Transfer allows the user to upload or download files to or from remote servers.

To access File Transfer screens, go to System > File Transfer.

The File Transfer link parameters are configured through the screens displayed by the following tabs:
File Upload

File Download

Diagnostic File Transfer

File Upload

By default, the tab File Upload displays the File Upload screen.
File Upload

Figure 22:

File Upload

Transfer Protocol | TETP w |

Address Type |m|
Server IP Address |

SFTP User Name

SFTP Password

Remote File Name |51}rg||:|g_|[|g |

Source File Name | syslog.log

| Startup-Config [

| Apply || Reset |

File transfer not started
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Screen
Objective

This screen allows the user to upload a file from remote
server.

Navigation

System > File Transfer > File Upload

Fields

Transfer Protocol—select the transfer mode for

uploading file to the remote system. The default

option is TFTP. The list contains:

- TFTP—Uploads the file in TFTP (Trivial File
Transfer Protocol) mode.

- SFTP—Uploads the file in SFTP (SSH File
Transfer Protocol) mode.

Address Type—select the IP Address type of the
machine from which the file is to be downloaded.
The default option is IPv4.

Server IP Address—enter the IP address of the
machine from which the file is to be downloaded.

Fields
(cont)

SFTP User Name—enter the user name required for
uploading file in SFTP mode. This field is a string
with size varying from 1 to 20.

NOTE: This field is enabled when Transfer Protocol is
set as SFTP.

SFTP Password—enter the password required for
uploading file in SFTP mode. This field is a string
with the maximum size 20.

NOTE: This field is enabled when Transfer Protocol is
set as SFTP.

Remote File Name—enter the file name in which
the syslogs are saved in the remote system. The
default file name is syslog.log. This field is a string of
size varying from 1 to 128.

Source File Name—enter the filename or filename
with path to which the local file need to be copied
in the remote system.

Startup Config—select the function Startup config-
uration. A startup configuration contains configura-
tion information that iMX950 uses at reboot. This
command takes a backup of the initial configuration
in flash or at a remote location.
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Buttons . Apply—modifies attributes and saves new configu-
ration.

J Reset—resets to default value for respective fields
and discards all user inputs.

File Download

Figure 23: File Download

File Download

Transfer Protocol TFTP ~
Address Type

Server IP Address | |
SFTP User Name

SFTP Password

File Name |ﬁrmware_upgrade.tgz |Startup—Cnnﬁg L]
Apply Reset
File transfer not started
Screen This screen allows the user to configure the file

Objective | download details.

System > File Transfer > File Download
Navigation
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Fields

Transfer Protocol—select the transfer mode for
downloading file to the remote system. The default
option is TFTP. The list contains:

- TFTP—Downloads the file in TFTP (Trivial File
Transfer Protocol) mode.

- SFTP—Downloads the file in SFTP (SSH File
Transfer Protocol) mode.

Address Type—select the IP Address type of the
machine from which the file is to be downloaded.
The default option is IPv4.

Server IP Address—enter the IP address of the
machine of the file.

SFTP User Name—enter the user name required for
downloading file in SFTP mode. This field is a string
from 8 to 64 characters.

NOTE: This field is enabled when Transfer Protocol is
set as SFTP.

SFTP Password—enter the password required for
downloading file in SFTP mode. This field is a string
with the maximum size 20.

NOTE: This field is enabled when Transfer Protocol is
set as SFTP.

Remote File Name—enter the file name of the file
from the remote system.

Startup config—select the function Startup config-
uration. A startup configuration contains configura-
tion information that the iMX950 uses at reboot.
This command backs up the initial configuration in
a flash or at a remote location.

Buttons

Apply—modifies attributes and saves new configu-
ration.

Reset—resets to default value for respective fields
and discards all user inputs.

Diagnostic File Transfer

Figure 24: Diagnostic File Transfer
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Diagnostic File Transfer

Coredumps

No Coredumps Present

Delete Coredumps

Tech Report

No Tech Report Available

| Delete Tech Report |

Screen This screen allows the user to perform diagnostic file
Objective | transfer.

System > File Transfer > Diagnostic Files

Navigation

2.13. Audit Log

This screen allows the user configure audit log parameters.

Figure 25: Audit Log
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System Logging Information

Local Logging File-Name ‘ audit txt ‘

Local Logging Status

Server IP Address ‘10_1{]_151 250 ‘
Server TCP/UDP port ‘514 ‘

Server TLS port ‘5514 ‘

Protocol

Remote Logging Status

Screen This screen allows the user configure audit log
Objective parameters.

Navigation | System > File Transfer > Audit Log
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Fields . Local Logging Status—enable or disable local
logging of audit messages, which can be saved
under a default or user defined filename.

. Local Logging File-Name—the default filename for
the audit log is “audit.txt”. The user can change the
name of the audit log file by first disabling the audit
logging, changing the name, applying the changes
and then enabling the audit log feature.

J Remote Logging Status—the user may enable
remote audit-logging. Please note that remote
logging status must be disabled in order to change
parameters. Re-enable the logging once the server
parameters have been changed and applied.

. Server IP Address—enter the IP address of the
machine to which the syslog file is to be uploaded.

. Server TCP/ UDP port—the port the remote
audit-logging feature will use to transmit logs

] Server TLS port—the port number for the TLS
protocol.

. Protocol—this is the protocol used for remote
logging—UDP/ TCP or TLS.

Buttons . Apply—adds and saves new configuration.

2.14. ACL

Used to control the traffic allowed to pass through ports on the switch.

ACL (Access Control List) specifies rules that allow or block specific traffic through the switch. These rules
place certain restrictions on the request types sent from computers to the Internet and vice versa.
iMX950 provides support for ACLs based on chipsets capability and provides separate configuration
parameters for the same.

To access ACL screen, go to System > ACL.

The ACL link allows the user to configure the ACL for the switch through the following links:
. MAC ACL Configuration

J IP Standard ACL Configuration

J IP Extended ACL Configuration

MAC ACL Configuration

By default, the tab ACL displays the MAC ACL Configuration screen.
Figure 26: MAC ACL Configuration—Part A
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MAC ACL Configuration

ACL Number(1-65535) [  |*

Source MAC
Destination MAC
Action

Priority

VLAN ID

Port List (Incoming)
Port List (Outgoing)

Encapsulation

i E__
< =
* £

T

Protocol |- V| [
Sub-Action |None v/
Sub-Action-Id

OuterEtherType Ij

SVLAN-ID ]

SVlan Priority ]

CVlan Priority ]

Packet Tag Type

CFIDEI [ ]

Drop Precedence

| Add || Reset |

Figure 27: MAC ACL Configuration—Part B

Select| Number| Source MAC| Destination MAC | Action| Priority| VLAN-ID| Port List | Port List |Encapsulation | Frotocol
{incoming)| (Outgoing)

Pmme:nr Number SubActon-ifVLAN-IDN] DurerEmer Type | SVLAN-ID] SVLAN Prionity] CVLAN Priovity] Packer Tag Type| cr-pei| orop Precedgence

[on ] [ Dot
Screen This screen allows the user to create a MAC (Media

Objective | Access Control) ACL and configure its parameters.

System > ACL > MAC ACL

Navigation
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Fields

ACL Number—enter the ACL number which is the
unique identifier for the access list. This value
ranges from 1 to 65535.

Source MAC—enter the source unicast MAC
address for which the access control must be
applied. The default value is 0 which implies that
any source MAC address can be filtered

Destination MAC—enter the destination unicast
MAC address for which the access control must be
applied. The default value is 0, which implies that
any destination MAC address can be filtered.

NOTE: The status of the access list can be Active only if
both the source and destination MAC addresses are
configured.

Action—select the action to be taken on the packet
if the filter rule matches. The default option is
Permit. The list contains:

- Permit—forwards the packet accordingto the
forwarding rules.

- Deny—discards the packet.

- Redirect—switches the packet according to
the redirect rules.

NOTE: If the selected Action is Redirect, the Redirect
Interface Group screen needs to be configured.

Priority—enter priority of the L3 filter to decide
which filter rule is applicable when the packet
matches with more than one filter rules. Higher
value of ‘“filter priority’ implies a higher priority. This
value ranges from 1 to 255. The default value is 1.
VLAN ID—select the VLAN ID (Identifier) for which
the access control has to be applied. This value
ranges from 0 to 4094. The default value is 0, which
implies that this object is not used.

NOTE: For provider bridge, the VLAN ID is treated as
customer VLAN ID.

Port List (Incoming)—enter the incoming port list
which is the set of ports for which the ingress
filtering is applied.

Port List (Outgoing)—enter the outgoing port list
which is the set of ports for which the egress
filtering is applied.
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Fields . Encapsulation—enter the encapsulation type of
(cont). the packet for which the access control has to be

applied. This value ranges from 1 to 655351.

. Protocol—select the non-IP Protocol type of the
packet for which the access control has to be
applied. The default value is 0, which means that
the filter is applicable for all protocols. The list
contains:

aarp—specifies Ethertype AppleTalk Address
Resolution Protocol (AARP) that maps a
data-link address to a network address.

amber—specifies EtherType
DEC-Amberdec-spanning—specifies Ether-
Type Digital Equipment Corporation (DEC)
spanning tree

decnet_iv—specifies EtherType DECnet Phase
IV protocol

diagnostic—specifies EtherType DEC-Diag-
nostic

dsm—specifies EtherType DEC-DSM/DDP
etype-6000—specifies EtherType 0x6000
etype-8042—specifies EtherType 0x8042
at—specifies EtherType DEC-LAT
lavc-sca—specifies EtherType DEC-LAVC-SCA

mop-consol—specifies EtherType DEC-MOP
Remote Console

mop_dump—specifies EtherType DEC-MQOP
Dump

msdos—specifies EtherType DEC-MSDOS
mumps—specifies EtherType DEC-MUMPS

netbios—specifies EtherType DEC—NETwork
Basic Input / Output System (NETBIOS)

vines-echo—specifies EtherType Virtual Inte-
grated NEtwork Service (VINES)

vines-ip—specifies EtherType VINES IP

xns-id—specifies EtherType Xerox Network
Systems (XNS) protocol suite

other—specifies other protocols.

NOTE: The protocol number corresponding to the selected

protocol is displayed in the text box next to the protocol.

NOTE: The protocol number can be configured only if the
Protocol is selected as other. This value ranges from 1 to

65535.
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Fields(cont

)

. Sub-Action—Id (VLAN-ID)—enter the unique iden-
tifier for the VLAN specific sub action to be
performed on the packet. This value ranges from 0
to 4094. The default value is 0.

NOTE: If the Sub Action is selected as Modify CFIDEI, the
Sub Action Id is either O or 1.

NOTE: If the Sub Action is selected as Modify DP, the Sub
Action Id ranges from 0 to 3.

NOTE: If the Sub Action is selected as Modify DP, the Sub
Action Id ranges from 1to 7.

NOTE: This field cannot be configured if the Action is
selected as DenY.

NOTE: This field cannot be configured if the Sub Action is
selected as None or Strip-Outer Header.

. OuterEtherType—enter the EtherType value of the
outer VLAN tag of a packet. This value ranges from
1to 65535. The default value is 0, which implies the
don’t care condition—packet with any EtherType
value is considered.

. SVLAN-ID—enter the SVLAN-ID presentin the outer
tag to be filtered. This value ranges from 1 to 4094.
The default value is 0.

J SVLAN Priority—enter the service VLAN priority
present in the outer tag to be filtered. This value
ranges from 0 to 7. The default value is 1.

J CV lan Priority—enter the customer VLAN priority
value present in the outer tag to be filtered. This
value ranges from 0 to 7. The default value is 1.

] Packet Tag Type—elect the packet tag type for
which the access control has to be applied. The list
contains Single-Tag and Double-Tag. The default
value is Single-Tag.

- Single-Tag—applies the configured filter
parameters on single VLAN tagged packets

- Double-Tag—applies the configured filter
parameters on double VLAN tagged packets.

. CFI/DEl—enter the CFI/DEI bit value in the c-vlan
tag or s-vlan tag of the packet for which the access
control has to be applied This value ranges from 0
to 1.
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Fields
(cont)

Drop Precedence/DEl—select the drop precedence

level for which the access control has to be applied.

The default option is Green. The list contains:

- None—sets the drop precedence level as
None.

- Green—sets the drop precedence level as
Green.

- Yellow—sets the drop precedence level as
Yellow.

- Red—sets the drop precedence level as Red.

Buttons

Apply—modifies attributes and saves the changes.

Reset—resets to default value for respective fields
and discards all user inputs.

Apply—modifies attributes for the selected entry
and saves the changes.

Delete—deletes the selected entry.

IP Standard ACL Configuration

Figure 28:

IP Standard ACL Configuration
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IP Standard ACL Configuration

ACL Number(1-1000) |2 :
Action [Permit |4
Source IP Address | ]
Subnet Mask | |
Destination IP Address | |
Subnet Mask | |
Port List (Incoming) | ]
Port List (Outgoing) | |
Priority [ ]

| Add || Reset |

Note : If Action selected is Redirect , then navigate to Redirect Interface Group Tab.

ACL Number Subnet Mask| Destination IP Port List | Port List | Priority
{Trrcoming) | (Quigoing)

| Apply || Delete |
Screen This screen allows the user to set the IP Standard ACL
Objective | Configuration. Standard ACLs create filters based on IP
address and network mask only (L3 filters only).
Navigation | System > ACL > IP Standard ACL
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Fields

ACL Number—enter the standard ACL Number
which is the unique identifier for the standard ACL.
This value ranges from 1 to 1000.

Action—select the action to be taken for the access
list. The default option is Permit. The list contains:

- Permit—allows the packets when a match has
been found

- Deny—drops the packets when a match has
been found

- Redirect—switches the packet according to
the redirect rules.

NOTE: If Action selected is Deny, SubAction, and

SubAction-Id(VLAN-ID) fields cannot be configured.

NOTE: If Action selected is Redirect, the Redirect
Interface Group screen needs to be configured

Field
(cont).

Source IP Address—enter the IP Address matching
the packet's source IP address.

Destination IP Address—enter the destination IP
Address to match against the packet's destination
IP address.

NOTE: The status of the access list can be Active only if
both the source and destination MAC addresses are
configured.

Subnet Mask—enter the address mask corre-
sponding to the IP Address.

Ports List (Incoming)—enter the incoming port list
which is the set of ports over which the filter isto be
applied for packets ingress at ports in this list.

Ports List (Outgoing)—enter the out port list which
is the set of ports over which the filter is to be
applied for packets egress at ports in this list.

Priority—enter priority of the L3 filter to decide
which filter rule is applicable when the packet
matches with more than one filter rules. Higher
value of ‘“filter priority’ implies a higher priority. This
value ranges from 1 to 255. The default value is 1.
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Buttons . Apply—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields
and discards all user inputs.

. Apply—modifies attributes for the selected entry
and saves the changes.

J Delete—deletes the selected entry.

IP Extended ACL Configuration

Figure 29: |IP Extended ACL Configuration—Part A

IP Extended ACL Configuration

ACL Number(1001-65535)] |-
Action [ormit v
Address Type ﬁ
Source IP Address

Subnet Mask

Destination IP Address

Subnet Mask

Port List (Incoming)

Port List (Outgoing)

Protocol "IcMP | 1
Message Code 255 |
Message Type 255

Priority

Dscp

TOS Hone

Source Port (Min) 0 Source Port (Max) 65535
Destination Port (Min) Destination Port (Max) 55535
Destination Prefix Length | ' Source Prefix Length

Add Reset

Note : If Action selected is Redirect, then navigate to Redirect Interface Group Tab.

Note : Range for Both Source and Destination Ports cannot be given.

Figure 30: |IP Extended ACL Configuration—Part B
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Figure 31: |IP Extended ACL Configuration—Part C

Port List | Port List |Protocol| Other| Code | Type Source| Source | Destination| Destination | Destination | Sowrce
{Incoming) | {Outgoing) Port | Port Port Port Prefix Prefix
Min) | (Max) (Min) Length |Length

Screen The screen allows the user to set the IP Extended ACL
Objective | Configuration. Extended access lists enable specification
of filters based on the type of protocol, range of TCP
JUDP ports as well as the IP address and network mask
(Layer 4 filters).

Navigation | System > ACL > IP Extended ACL
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Fields

ACL Number—enter the ACL Number which is the
unique identifier for the Extended access list. This
value ranges from 1001 to 65535.

Action—select the action to be taken for the access
list. The default option is Permit. The list contains:

- Permit—allows the packets when a match has
been found

- Deny—drops the packets when a match has
been found

- Redirect—switches the packet according to
the redirect rules.

NOTE: If Action selected is Redirect, the Redirect
Interface Group screen needs to be configured

Address Type Number—select the type of IP
address used by the entry. The list contains:

- IPV4—sets the IP address type for the ACL as
IPv4.

Source IP Address—enter the IP Address matching
the packet's source IP address.

Subnet Mask—enter the address mask corre-
sponding to the IP Address.

Destination IP Address—enter the destination IP
Address to match against the packet's destination
IP address.

NOTE: The status of the access list can be Active only
if both the source and destination MAC addresses
are configured.

Ports List (Incoming)—enter the incoming port list
which is the set of ports over which the filter is to be
applied for packets ingress at ports in this list.

Ports List (Outgoing)—enter the out port list which

is the set of ports over which the filter is to be
applied for packets egress at ports in this list.
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Field Protocol—select the Protocol type to be checked
(cont) against the packet. The default option is ICMP. The

list contains:

- ICMP—specifies that the filter is to be applied
for Internet Control Message Protocol packets
(ICMP).

- IP—specifies that the filter is to be applied for
Internet Protocol packet.

—  TCP—specifies that the filter is to be applied
for Transmission Control Protocol (TCP)
packets.

- UDP—specifies that the filter is to be applied
for User Datagram Protocol (UDP) packets.

- OSPF—specifies that the filter is to be applied
for Open Shortest Path First (OSPF) packets

- PIM—specifies that the filter is to be applied
for Protocol Independent Multicasting (PIM)
packets

- OTHER—specifies that the filter is to be
applied for any other protocol packets

NOTE: The protocol number for the respective
protocol can be entered in the text box next to this
field. This value ranges from 1 to 255. The default
valueis 255, which implies that any protocol packet
can be filtered

NOTE: The protocol value can be configured only if
the protocol is selected as other.

Message Code—enter the message code to be
checked for ICMP Packets. This value ranges from 0
to 255. The default value is 255, which implies that
the message code is not checked against the
packet. Some of the ICMP message Codes are:

- Value ——ICMP code

- 0 ————Network Unreachable

- 1 ————Host Unreachable

- 2 ————Protocol Unreachable

- 3 ————Port Unreachable

- 4 ————Fragment Need

- 5 ————Source Route Fail

- 6 ————Destination Network Unknown
- 7 ————Destination Host Unknown
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Field . Message Code—Some of the ICMP message Codes
(cont) are (cont):

- 9 ————Destination Network Administra-
tively Prohibited

- 10 ————Destination Host Administratively
Prohibited

- 11 ————Network Unreachable TOS

- 12 ————Host Unreachable TOS

- 255 ————No ICMP Code

NOTE: This field can be configured only if the
protocol is selected as ICMP.

Priority—enter priority of the L3 filter to decide
which filter rule is applicable when the packet
matches with more than one filter rules. Higher
value of “filter priority’ implies a higher priority. This
value ranges from 1 to 255 (default of 1).
DSCP—enter the DSCP (Differentiated Services
Code Point) value to be checked against the packet.
This value ranges from 0 to 63. The default value is
1.

NOTE: This field cannot be configured if the protocol is
selected as ICMP or OTHER.

TOS—select the type of service.The default is None.
The list contains:

- None—the ACL does not match the TOS field
in the packets.

- High Reliability—the ACL matches the packets
with TOS field as high reliability.

- High Throughput—the ACL matches the
packets with TOS field as high throughput.

- High Reliability and High Throughput—the
ACL matches the packets with TOS field as
high reliability and High throughput.

- Low Delay—the ACL matches the packets with
TOS field as Low delay.

- Low Delay and High Reliability—the ACL
matches the packets with TOS field as Low
Delay and High Reliability
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Field . TOS—The list contains (cont):
(cont). - Low Delay and High Throughput—the ACL

matches the packets with TOS field as Low
Delay and High Throughput.

- Low Delay, High Throughput and High Reli-
ability—the ACL matches the packets with
TOS field as Low Delay, High Throughput, and
High Reliability.

NOTE: This field cannot be configured if the protocol

other than ICMP is selected.

. Source Port (Min)—enter the TCP /UDP (User Data-
gram Protocol) source port from which the access
list has to be applied. This value ranges from 0 to
65535. The default value is 0.

NOTE: This field can be configured only if the protocol is
configured as TCP or UDP.

. Source Port (Max)—enter the TCP /UDP source
ports to which the access list has to be applied. This
value ranges from 0 to 65535. The default value is
65535.

NOTE: This field can be configured only if the protocol is
configured as TCP or UDP.

. Destination Port (Min)—enter the TCP /UDP desti-
nation port from which the access list has to be
applied. This value ranges from 0 to 65535. The
default value is 0.

NOTE: This field cannot be configured if the protocol
is selected as ICMP or OTHER.

J Destination Port (Max)—enter the TCP /UDP desti-
nation port from which the access list has to be
applied. This value ranges from 0 to 65535. The
default value is 0.

NOTE: This field cannot be configured if the protocol is
selected as ICMP or OTHER.

] Destination Prefix Length—enter the length of the
CIDR (Classless Inter Domain Routing) prefix carried
inthe destination IP address. This value ranges from
0to 32 for /Pv4 addresses and from 0 to 128 for IPv6
addresses. The default value is 0.
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Field . Source Prefix Length—enter the length of the C/IDR
(cont). prefix carried in the source IP address. This value
ranges from 0 to 32 for /Pv4 addresses and from O to
128 for IPv6 addresses. The default value is 0.
Buttons . Apply—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields
and discards all user inputs.

. Apply—modifies attributes for the selected entry
and saves the changes.

. Delete—deletes the selected entry.

2.15. IP Authorized Manager

This screen allows the user to configure the IP Authorized Manager.

Figure 32: |IP Authorized Manager

IP Authorized Manager

IP Address |_ |'

Subnet Mask | r
[ |
|

Port List (Incoming)
VLANs Allowed

ServicesAllowed [ JaLL [JSNMP [JTELNET [IHTTP [IHTTPS [SSH

| Add _Reset

| 1P Address| Subnet Mask| Port List (incoming)| VLANs Allowed| Services Allowed|

 Apply || Delete |

Figure 14-1: IP Authorized Manager

Screen This screen allows the user to configure the IP
Objective | Authorized Manager.
Navigation | System > IP Authorized Manager
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Fields

IP Address—enter the Network or Host address
from which the switch can be managed. The
maximum length of address is 15. An address
0.0.0.0 indicates Any Manager.

Subnet Mask—enter the subnet mask for the
configured IP address. The maximum length of
subnet mask is 15. Value 0.0.0.0 indicates mask for
Any Manager.

NOTE: By default, the authorized manager is allowed
to access the switch through all ports. If a set of
ports are configured in the Port List, the manager
can access the switch only through the configured
ports

Port List (Incoming)—enter the subnet mask for the
configured IP address. The maximum length of
subnet mask is 15. Value 0.0.0.0 indicates mask for
Any Manager.

NOTE: The configured subnet mask should be in the
same subnet of the network in which the switch is
placed.

VLANs Allowed—enter the VLANs in which the IP
authorized manager can reside

NOTE: By default, the manager is allowed to reside in
any VLAN. If a set of VLANSs are configured in the
VLANs Allowed list, the manager can reside only in
the configured VLAN set. Access to the switch will
be denied from any other VLAN.

76



IP AUTHORIZED IMANAGER

CHAPTER 2 SYSTEM SETTINGS
Fields Services Allowed—click the allowed services
(cont) through which the manager can access the switch.

The default option is ALL. Options are:

ALL—Supports all services

SNMP— SNMP (Simple Network Manage-
ment Protocol) is a set of protocols for
managing complex networks. SNMP works by
sending messages, called protocol data units (
PDU)s, to different parts of a network.
SNMP-compliant devices or so called agents
store data about themselves in Management
Information Bases ( MIB)s and return this data
to the SNMP requesters.

TELNET—Telnet is a user command and an
underlying TCP/IP protocol for accessing
remote computers. Through Telnet, an
administrator or another user can access
someone else's computer remotely. On the
Web, HTTP and FTP protocols allow you to
request specific files from remote computers,
but not to actually be logged on as a user of
that computer. With Telnet, the user can log
on as a regular user with whatever privileges
you may have been granted to the specific
application and data on that computer.

HTTP— HTTP (Hyper Text Transfer Protocol) is
an underlying protocol used by the World
Wide Web. HTTP defines how messages are
formatted and transmitted, and what actions
Web servers and browsers should take in
response to various commands. For example,
when you enter a URL in your browser, this
actually sends an HTTP command to the Web
server directing it to fetch and transmit the
requested Web screen.

HTTPS—Another protocol for transmitting
data securely over the World Wide Web is
Secure HTTP (S- HTTP). S- HTTP is designed to
transmit individual messages in a secured
manner.
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Fields . SSH—Secure Shell ( SSH) is a program to log into
(cont) another computer over a network, to execute
commands in a remote machine, and to move files
from one machine to another. take over a network
can only force ssh to disconnect. He or she cannot
play back the traffic or hijack the connection when
encryption is enabled.
Buttons . Add—adds and saves new configuration.

. Reset—resets to default value for respective fields
and discards all user inputs.The attributes of the
default Queue Template cannot be modified.

. Apply—modifies attributes and saves the changes.
. Delete—deletes the selected entry.

2.16. Port Isolation

This screen allows the user to configure the list of allowed forwarding / egress ports, where the ingress
packets for particular VLAN can be forwarded. This rule is applied for all packets that ingress the given
port if the VLAN is not configured.

Figure 33: Port Isolation Configuration

Port Isolation Configuration

Ingress Port —V .

VLAN ID

Egress Ports | 5
| Add || Delete |

DELETE |

Screen
Objective

This screen allows the user to configure the list of
allowed forwarding / egress ports, where the ingress
packets for particular VLAN can be forwarded. This rule is
applied for all packets that ingress the given port if the
VLAN is not configured.
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NOTE:

J The configuration can be done only for physical and link aggre-
gated ports.

Navigation

System > Port Isolation

Fields

J Ingress Port—select the ingress port that should be
mapped with the egress port. This is a combination
of interface type and interface ID. The interface ID
represents the port channel ID or is a combination
of slot number and the port number (slot
number/port number).

NOTE: This list contains only available physical and
link aggregated ports.

. VLAN ID—enter the VLAN ID that uniquely identi-
fies a specific VLAN. The port isolation rule is
applied only for the specified VLAN packets
received on the configured ingress ports. This value
ranges from 1 to 4094.

. Egress Ports—enter the egress port or set of egress
ports that should be mapped with the ingress port.
Use comma as a separator between the ports when
configuring a list of ports. The format of this entry is
<interface type><slot number/port number>.
There is no space needed between these two
entries. Example: Gi0O/1, Gi0/2. Here, Gi is interface
type Gigabit Ethernet Interface, 0 is slot number,
and 1 is port number.

Fields
(cont)

. Storage—select the storage type for the conceptual
row. The default option is Non-Volative. Options
are:

- Volatile—reflects the configurations for an
interface whose interface index has been
assigned, and for which the supporting imple-
mentation is currently present.

- Non-Volatile—reflects the configuration for
an interface whose interface index has been
assigned, but for which the supporting imple-
mentation is currently not present.
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Buttons . Add—adds and saves new configuration.
. Delete—resets to default value for respective fields
and discards all user inputs.The attributes of the
default Queue Template cannot be modified.
[ ]

DELETE—deletes the selected entry.

2.17. CLI Pagination

The CLI Pagination tab allows the user to set the CLI pagination to be on.

CLI Pagination

Figure 34: CLI Pagination

-~
ZCOMMUNICATIONS

SERVICES - SUPPORT « SECURITY - SOLUTIONS « SYSTEMS

Home
"L NVRAM Seftings

Peripherals Settings

Users
) cpu settings
BlacL
B-00s ingress
#00s Egress
D) 1p Authorized Maneger
D) Portisolation
¥ Save & Restore

D Syslog Transfer
D) system Uporace
I File Transfer

CLI Pagination

CLI Pagination Status
Apply |

[ auditiog

WD Reboot

]%P

“D Telnet

.‘AD_

Screen This screen allows the user to set the CLI pagination to

Objective | be on.

Navigation | System > CLI > CLI pagination

Fields . CLI Pagination Status—use it to set the CLI pagina-
tion to be on. The options are:
- On
- Off

Buttons . Apply—modifies attributes and saves the changes
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2.18. Management Configurations

The Management Configurations tab allows the user to configure management server IP and server IP
for each of the following protocols locally.

Management Configurations

Figure 35: Management Configurations

Management Configurations

Management IP Address | |

Sekcct| Prosocol |__BAddress ____

() HTTP 192.168.10.1
() HTTPs 1192.168.10.1
) SSH 1192.168.10.1
O Telnet 1192.168.10.1

@  SNMP Agent 192 168.10.1

Apply |

Screen This screen allows the user to configure management
Objective | server IP and server IP for each of the following protocols
locally.
System > Management > Management Configurations
Navigation
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Fields e  Management IP Address—enter a management IP
address.
J Select—choose a protocol.
. Protocol—choose a protocol.
. IP Address—Enter an IP Address for the selected
protocol.
Buttons . Apply—modifies attributes and saves the changes

2.19. TFTP

The TFTP page allows the user to configure TFTP client source IP address.

TFTP Client Configuration

Figure 36: TFTP Client Configuration
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TFTP Client Configuration

Source IP [192 168.10.1 |

| Apply |
Screen This screen allows the user to configure TFTP client
Objective | source IP address.
Navigation | System > TFTP > TFTP Client
Fields . TFTP Client—configure TFTP client source IP
address.
Buttons . Apply—modifies attributes and saves the changes

2.20. SFTP

The SFTP page allows the user to configure SFTP client source IP address.

SFTP Client Configuration

Figure 37: SFTP Client Configuration
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SFTP Client Configuration

Source IP |[)_[]_[]_ﬂ

| Apply |

Screen
Objective

This screen allows the user to SFTP client source IP
address

Navigation

System > SFTP > SFTP Client

Fields

J SFTP Client—configure SFTP client source IP
address.

Buttons

. Apply—modifies attributes and saves the changes
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QoS Map

3. QoS

QoS Introduction

QoS (Quality of Service) defines the ability to provide different priorities to different applications, users,
or data flows or the ability to guarantee a certain level of performance to a data flow. QoS refers to
resource reservation control mechanisms rather than the achieved service quality and specifies a guar-
anteed throughput level.

3.1. QoS Ingress

Describes the QoS Ingress settings.

QoS (Quality of Service) defines the ability to provide different priorities to different applications, users,
or data flows or the ability to guarantee a certain level of performance to a data flow. QoS refers to
resource reservation control mechanisms rather than the achieved service quality and specifies a guar-
anteed throughput level.

The QoS module provides a complete IP QoS solution across VPNs and helps in implementing service
provisioning policies for application or customers, who desire to have an enhanced performance for their
traffic on the Internet.

QoS Ingress refers to the quality of service offered to the incoming packets.
To access QoS Ingress screens, go to System > QoS Ingress.

The ACL link allows the user to configure the ACL for the switch through the following tabs:
L Basic Settings

. Data Path

. Classifier

J Classifier Element

. Meter
) Token Bucket Meter
. Action

L Priority Map Settings

. Class Map Settings

L Class to Priority Settings
. Policy Map Settings
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. Def UserPri Settings

Basic Settings

By default, the tab Basic Settings displays the Basic Settings screen.

Figure 1: QoS Basic Settings

Basic Settings

Basic Settings

SystemControl start v
DS Status Enabled V|
DS Rate Unit Kbps

Ds Rate Granularity 64

TII.'.‘..'. F’.::.HT'ZIJﬁr.lfln-:T-Z'l.l'.'.l‘.||'-' Element i Weber | TEMeter | Action I Franty ’.‘ar-TIIZI.'l'.'. F.‘J[lTZ lass to Pri rn'.n:1

Screen Objective

This screen allows the user to configure the basic settings of QoS.

Navigation

System > QoS Ingress > Basic Settings
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Fields

NOTE:

System Control—select the control type of the QoS module in the
system. The default option is start. The list contains:

- start—starts QoS in the system. Resources required by QoS module
are allocated and the QoS module starts running.

- shutdown—shuts down QoS in the system. All pools used by QoS
module are released to the system.

DS Status—select the status of the QoS module in the system. The
default option is Enabled. The list contains.

- Enabled—enables QoS Module. The QoS module programs the
hardware and starts protocol operation.

- Disabled—disables QoS Module. This stops protocol operation by
deleting the hardware configuration

DS Status can be enabled only if QoS is started in the system.

DS Rate Unit—displays the unit for the information rate values based on
target platform. The default value is Kbps. The rate unit can be any one
of the following:

- bps—bits per second.

- Kbps—Kilobits per second

- mbps—megabits per second

- gbps—gigabits per second

DS Rate Granularity—displays the acceptable granularity level for

configuring the information rate (CIR, EIR, PIR, PTR, and CTR) values for
a target platform. The default value is 64.

Buttons

Apply—modifies attributes and saves the changes.

Data Path

Figure 2:

Data Path
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Data Path
Interface
IfDirection [ v
[V
Data Path Start Index
[ vF
Storage Iﬁ
| Add || Modify || Reset |
O |Gi0f22 v||Egress V||None v |0 Iﬁjon-‘u'ulatile v
O Gilf23 v || Ingress W |None w0 Non-Volatile
O |GiDf23 v | Egress V| None v |0 Non-Volatile v
®) Gi0f24 % || Ingress ¥ |None w0 MNon-Volatile
O  |Gi0f24 v||Egress v |None v 10 Non-Volatile v
) Ex0f1 % Ingress ¥| Mone v | 0 MNon-Volatile »
£} Ex01 Egress V| None w0 MNon-Volatile v
% BEdf2 % Ingress V| Mone | |0 Non-Volatile
@) Ex0/2 | Egress W | None v 0 MNon-Volatile v
O Ex0f3 % Ingress % | None v |0 Non-Volatile v
() Ex0/3 | Egress “||None W0 Non-Volatile v
O Ex0f4 | Ingress V| Mone W 0 Non-Volatile
(" Ex0f4 | Egress % | None w0 Nen-Volatile v
Delete
Screen This screen allows the user to configure the data path settings. The Data Path table
Objective enumerates the differentiated services functional data paths within the device.
NOTE:

] This screen can be configured only if QoS is started in the system using the Basic Settings screen.

. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation

System > QoS Ingress > Data Path
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Interface—select the interface index from the list of interface created in the
system. The default option is None.

IfDirection—select the option to specify whether the reception or transmission
path for this interface is in view. The default option is Ingress. Options are:

- Ingress—sets the interface direction as Ingress. Reception path for this inter-
face is in view.

- Egress—sets the interface direction as Egress. Transmission path for this
interface is in view.

Data Path Start—select the first differentiated services functional data path
element to handle traffic for this data path. The default option is None. Options
are:

- None—disables the first differentiated services functional data path
element to handle traffic.

- Classifier—enables the first differentiated services functional data path
element to handle traffic.

Index—select the Classifier Index from the list of classifiers configured in the
system:

NOTE: This field lists the Classifier Index created using the Classifier screen.
NOTE: This field can be configured only if Data Path Start is set as Classifier.
Storage—Select the storage type for this conceptual row. The default option is
Non-Volatile. Options are:

- Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

- Non-Volatile—reflects the configuration for an interface whose interface
index has been assigned but for which the supporting implementation is
currently not present.

Buttons

Add—adds and saves new configuration.

Modify—modifies attributes and saves the changes.

Reset—resets to default value for respective fields and discards all user inputs.
Delete—deletes the selected entry.

Classifier

Figure 3:

Classifier
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Classifier

Classifier Id |z Next Free Index |1 .

Storage |-;|."0Eﬂtile v|

LMdHMM@“HﬁqJ
Setect|Giassier ] torage]
; Delete '

Screen
Objective

This screen allows the user to configure the classifier settings. Packet classifiers select
packets in a traffic stream based on the content of some portion of the packet header.
Classifiers are used to steer packets matching some specified rule to an element of a
traffic conditioner for further processing.

NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > Classifier

Fields

Classifier Id—enter the index that enumerates the classifier entries. This value
ranges from 1 to 65535.

Next Free Index—displays an integer which may be used as a new index in the
table. The value of zero indicates that no more new entries can be created in the
relevant table. This is a read only field.

Storage—select the storage type for the conceptual row. The default option is
Volatile. Options are:

- Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

- Non-Volatile—reflects the configuration for an interface whose interface
index has been assigned but for which the supporting implementation is
currently not present

Buttons

Add—adds and saves new configuration

Modify—modifies attributes and saves the changes

Reset—resets to default value for respective fields and discards all user inputs
Delete—deletes the selected entry.

Classifier Element

Figure 4:  Classifier Element
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r.. Lt T f -T " T Classiher Element T-T T "r. arite & T : T ) -T " T . _

Classifier Element

Classifier Id [None v}t NextFreeld|s |
Classifier Element Id ' I

Classifier Element Next  [None | * Index

Classifiar Elemant Specific Mare ~F Index :Nanu Wl
Storage [volstle /]

[ Add || Modify || Reset |

) ] 1 Meler 1 L 0 LY

o 2 Matar ™ ] ot b

0 3 Malar 1 L ] LY

0 4 Milad 1 L LY

0 B Matar 1 L A 1] £

0 B Meter 1 L I 1] W

o 7 Meter ] L | | L

* 0 8 Meter 1 v 0 W

| Delete
Screen This screen allows the user to configure the Classifier Element settings. All traffic

Objective presented to a classifier must match at least one classifier element within the classifier,

with the classifier element parameters specified by a filter. The classifier element table
enumerates the relationship between classification patterns and subsequent
downstream Differentiated Services Functional Data Path elements.

NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > Classifier Element

Fields

. Classifier Id—select the index that enumerates the classifier entries.
NOTE: This field lists the Classifier Index created using the Classifier screen.

. Next Free Id—displays an integer which may be used as a new index in the table.
The value of zero indicates that no more new entries can be created in the rele-
vant table. This is a read only field.

o Classifier Element Id—enter the index that enumerates the classifier element
entries. This value ranges from 1 to 65535.

NOTE: By default, the classifier elements with the IDs 1 to 8 are already created in
the system and cannot be deleted.
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(cont)

Classifier Element Next—select the next differentiated services functional data
path element to handle traffic for this data path. Options are:

Index—select the available entries of corresponding functional blocks displayed
by Classifier Element Next.

NOTE: This field can be configured only if the Classifier Element Next is selected as
Meter or Queue.

Classifier Element Specific—select a pointer to a valid entry in another table, filter
table, which describes the applicable classification parameters. Options are:

Index—select the available entries of corresponding functional blocks displayed
by Multi-Field Classifier.

NOTE: This field can be configured only if the Classifier Element Specific is selected
as Multi-Field Classifier.

Storage—select the storage type for the conceptual row. The default option is
Volatile. Options are:

None—disables next differentiated services functional data path element to
handle traffic for this data path.

Meter—enables meter settings for the next differentiated services func-
tional data path element to handle traffic for this data path.

Queue—enables queue settings for the next differentiated services func-
tional data path element to handle traffic for this data path.

None—disables mapping of an access control list (ACL) entry or a
priority-map to a CLASS of Service.

Multi-Field Classifier—enables mapping of an access control list (ACL) entry
or a priority-map to a CLASS of Service.

Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

Non-Volatile—reflects the configuration for an interface whose interface

index has been assigned but for which the supporting implementation is
currently not present.

Buttons .

Add—adds and saves new configuration.

Modify—modifies attributes and saves the changes.

Reset—resets to default value for respective fields and discards all user inputs.
Delete—deletes the selected entry.

Meter

Figure 5: Meter
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dings ] Data Path ] Ciassifier ] Classifier Element | PrEER Y sttetar ] Action | Priocty Map ] Ciass Map | Ciass 1o Pri Map | P 'T‘
Meter

Meter Id [ l‘ Mext Free |d 1

Meter Succeed Mext _'I_dnpg__ ‘v‘|' Indax

Meter Fail Mext _Nnne V|' Index

Meter Specific 'None v[' Index

Storage Volatike b

| Add || Modify || Reset |

1

Select| Meter Id | Meter Succeed Next| _Index |Merer Fail Next| _index |Meter Specific| __Index |  Storage |
()

Mone A 0 Mone w0 Mone 0 R

| Delete |
Screen This screen allows the user to configure the meter settings. Meters are used to police a
Objective stream of traffic. The traffic stream to be metered is determined by the Differentiated
Services Functional Data Path Element(s) upstream of the meter.
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > Meter

Fields

. Meter Id—select the index that enumerates the meter entries. This value ranges
from 1 to 65535.

NOTE: The default meter with the Id of 1 is already created in the system and
cannot be deleted.

] Next Free Id—displays an integer which may be used as a new index in the table.
The value of zero indicates that no more new entries can be created in the rele-
vant table. This is a read only field.

. Meter Succeed Next—select the Meter Id to be used for applying the second /
next level of conformance on the incoming packet. The default option is None.
Options are:

- None—disables the next differentiated services functional data path
element to handle traffic for this data path if the traffic conforms.

- Action—enables the next differentiated services functional data path
element to handle traffic for this data path if the traffic conforms.
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NOTE:

Index—displays the available entries of corresponding functional blocks displayed
by Meter Succeed Next.

NOTE: This field can be configured only if the selected option of Meter Succeed
Next is Action.

Meter Fail Next—select a pointer to a valid entry in another table, filter table,

which describes the applicable classification parameters. Options are:

- None—disables the next differentiated services functional data path
element to handle traffic for this data path if the traffic conforms.

- Action—enables the next differentiated services functional data path
element to handle traffic for this data path if the traffic conforms.

Index—displays the available entries of corresponding functional blocks displayed
by Meter Fail Next.

NOTE: This field can be configured only if the Meter Fail Next is selected as Action.

Meter Specific—Select the behavior of the meter pointing to an entry containing
detailed parameters. The default option is None. Options are:

- None—does not indicate the behavior of the meter by pointing to an entry
containing detailed parameters.

- TB Param—indicates the behavior of the meter by pointing to an entry
containing Token Bucket parameter (TB Param).

Index—displays the available entries of corresponding functional blocks displayed
by Meter Specific.

This field can be configured only if the Meter Specific is selected as TB Param.
Storage—select the storage type for the conceptual row. The default option is
Volatile. Options are:

- Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

- Non-Volatile—reflects the configuration for an interface whose interface
index has been assigned but for which the supporting implementation is
currently not present.

Buttons

Add—adds and saves new configuration
Modify—modifies attributes and saves the changes
Reset—resets to default value for respective fields and discards all user inputs

Delete—deletes the selected entry.

Token Bucket Meter

Figure 6:

Token Bucket Meter
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Token Bucket Meter
Meter Id | i Next Free Id |1
MeterType |None v
Meterinterval(in Microseconds) | |
Color Mode |ColorBlind V|
CIR | 3
CBS ! |
EIR | i
EBS | |
NextMeterld (0 |
Storage |Volatile v
| Add || Reset |
[Selecieterka| MererType[ Meterimervail Coloriode] GiR| CBS| £R] E65] Nex:Mereia] Storage Type]
Apply || Delete |
Screen This screen allows the user to configure the token bucket parameters. Each entry in the
Objective Token Bucket (7B) Parameter Table is used to configure a single token bucket. Multiple
token buckets can be used together to parameterize multiple levels of conformance.
NOTE:

] This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > TB Meter

Fields

J Meter Id—select the index that enumerates the TB meter entries. This value
ranges from 1 to 65535.

. Next Free Id—displays an integer which may be used as a new index in the table.
The value of zero indicates that no more new entries can be created in the rele-
vant table. This is a read only field.
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Fields . Meter Type—select the metering algorithm associated with the token bucket
(cont) parameters. Options are:

- None—does not sets any metering algorithm associated with the token
bucket parameters.

- simpleTokenBucket—sets the meter type as Two Parameter Token Bucket
Meter.

NOTE: When this option is selected, Meterlnterval, EIR, and EBS are greyed out.

- avgRate—sets the meter type as Average Rate Meter. It supports interval
and committed information rate (CIR) parameters.

NOTE: When this option is selected, CBS, EIR, and EBS are greyed out.

- srTCM—sets the meter type as Single Rate Three Color Marker Metering as
defined by RFC 2697. It supports CIR, committed burst size (CBS) and excess
burst size (EBS) parameters.

NOTE: When this option is selected, MeterInterval and EIR are greyed out.

- trTCM—sets the meter type as Two Rate Three Color Marker Metering as
defined by RFC 2698. It supports CIR, CBS, excess information rate (E/R), and
excess burst size (EBS) parameters.

NOTE: When this option is selected, Meterinterval is greyed out.

- tswTCM—sets the meter type as Time Sliding Window Three Color Marker
Metering as defined by RFC 2859.

NOTE: When this option is selected, CBS and EBS are greyed out.

- mefDecoupleMeter—sets the meter type as Dual bucket meter as defined
by RFC 4115.

NOTE: When this option is selected, Meterinterval is greyed out.

- mefCoupledMeter—sets the meter type as Dual bucket meter as defined by
RFC 2697 and MEF coupling Flag.

NOTE: When this option is selected, Meterinterval and EIR are greyed out.

. Meterlnterval(in Microseconds)—enter the time interval used with the token
bucket. This value ranges from 1 to 10000 microseconds.

NOTE: Meter Interval is mandatory if the Meter Type is set as avgRate and tswTCM.
This field is greyed out for all other meter types.

. Color Mode—select the color mode of the meter. The default option is ColorBlind.
Options are:

- ColorBlind—sets the meter to ignore the pre-color of the packet.
- ColorAware—sets the meter to consider the pre-color of the packet.
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. CIR—enter the Committed Information Rate (C/R). It defines the average rate in
bits/s of Service Frames up to which the network delivers Service Frames and is
committed to meeting the performance objectives defined by the CoS Service
Attribute. This value ranges from 0 to 65535. The default value is 0.

NOTE: CIR must be less than or equal to EIR if EIR is greater than 0.
NOTE: This configuration is applicable for all meter type.

. CBS—enter the committed burst size (CBS). This value ranges from 0 to 65535.
The default value is 0.

NOTE: CBS must be greater than 0 if CIR is greater than 0.
NOTE: This configuration is not applicable if meter type is avgRate and tswTCM.

J EIR—enter the excess information rate (EIR). This value ranges from 0 to 65535.
The default value is 0.

NOTE: EIR must be greater than or equal to CIR if EIR is greater than O.

NOTE: This configuration is not applicable if meter type is simpleTokenBucket,
avgRate, srTCM, and mefCoupledMeter.

. EBS—enter the excess burst size (EBS). This value ranges from 0 to 65535. The
default value is 0.
NOTE: EBS must be greater than O if E/R is greater than 0.

NOTE: This configuration is not applicable if meter type is simpleTokenBucket,
avgRate, and tswTCM.

. NextMeterld—select the meter entry ID to be used for applying the second/next
level of conformance on the incoming packet. The default value is O.

. Storage—select the storage type for the conceptual row. The default option is
Volatile. Options are:

- Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

- Non-Volatile—reflects the configuration for an interface whose interface
index has been assigned but for which the supporting implementation is
currently not present.
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Buttons . Add—adds and saves new configuration.
. Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes and saves the changes.
NOTE: The attributes cannot be modified for the meter id which is set as a Next
Meter ID by another entry.
. Delete—deletes the selected entry.
NOTE: The meter Id which is set as the Next Meter Id by another entry cannot be
deleted. To delete this Meter ID, the Meter ID which uses this ID as its Next Meter
ID should be deleted first.
NOTE: For example, if the Meter ID 2 is set as the Next Meter ID for the Meter ID 6,
the Meter ID 6 should be deleted first, and then only Meter ID 2 can be deleted.
Action
Figure 7:  Action
Action
Action Id B Next Free Id |1
Action Next Index
Action Specific |None V| Index i
Storage Volatile v
| Add || Modify || Reset
mmm—m—
o Mone “ |None v |0 MNone Volatile b4
Screen This screen allows the user to configure the action settings. The Action table allows
Objective enumeration of the different types of actions to be applied to a traffic flow.
NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation | System > QoS Ingress > Action
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Fields Action Id—enter the index that enumerates the action entries. This value ranges

from 1 to 65535.

Next Free Id—displays an integer which may be used as a new index in the table.

The value of zero indicates that no more new entries can be created in the rele-

vant table. This is a read only field.

Fields Interface—specifies the interface index where action occurs.
(cont) Action Next—select the next differentiated services functional data path element
to handle traffic for this data path. Options are:

- None—disables the action to be performed.

- AlgoDrop—enables the algorithm drop action.

- Queue—enables queue setting action.

Index—specifies the available entries of corresponding functional blocks

displayed by Action Next.

Action Specific—select the pointer to an object instance providing additional

information for the type of action indicated by this action table entry. Options are:

- None—disables the pointer to an object instance providing additional infor-
mation.

- Dscp Mark Act Entry—enables the pointer to an object instance providing
description for action table entry.

- Count Act Entry—enables the pointer to an object instance providing count
for action table entry.

- AlgoDrop—enables Drop Algorithm for Congestion Management.

Index—specifies the available entries of corresponding functional blocks

displayed by Action Specific.

Storage—select the storage type for the conceptual row. The default option is

Volatile. Options are:

- Volatile—reflects the configurations for an interface whose interface index
has been assigned, and for which the supporting implementation is currently
present.

- Non-Volatile—reflects the configuration for an interface whose interface
index has been assigned but for which the supporting implementation is
currently not present.

Buttons Add—adds and saves new configuration.

Modify—modifies attributes and saves the changes.

Reset—resets to default value for respective fields and discards all user inputs.

Delete—deletes the selected entry.

Priority Map Settings
Figure 8:  Priority Map Settings
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Prioritymap Settings

ProrityMapid [

Ingress Interface

VLAN Id | |
In Priority | |
PriType

Regen Priority | |
Regen Inner Priority | |

e

[none V| io o [VianPri |0 | |None |
O I—II none v| 0 IE [VlanPri ~|[1 | INone |
O |3 |[none %] |0 ||2 |[VianPri v][2 | INane |
)[4 |[none V| 1] ||3 [VianPri V(3 | INone ]
O |5 |[none V| 0 |4 |[VienPri_v] |4 | INone |
|E || none | 0 ||5 [VlanPri VHE |iN|:|nE |
|? || none M 0 ]|ﬁ |[VianPn V!|E ||N|:|na |
@ |8 |[none | o |E |[VlanPn_v][7 |[None |
| Apply || Delete |
Screen This screen allows the user to configure the Priority Map settings. The Priority Map
Objective table is used to map incoming priority to a regenerated priority. This table is used to
regenerate port / VLAN priorities for an incoming packet. It can be used to directly
program priority tables in the hardware.
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > Priority Map

Fields

J PriorityMap Id—enter a unique ID for priority map. This represents the output
priority map index for the incoming packet received over ingress PORT/ VLAN with
specified incoming priority. This value ranges from 1 to 65535.

NOTE: The default priority maps with the IDs 1 to 8 are already created in the

system and cannot be deleted.
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Fields . Ingress Interface—select the incoming port number from the list of interfaces
(cont) created in the system.

J VLAN ID—enter the VLAN identifier for priority regeneration. The default value is
0. This value ranges from 1 to 4094.

. In Priority—enter the incoming priority value determined for the received frame.
This value is equivalent to the priority (VLAN (4 bit)/DSCP (6 bit) priority bits) indi-
cated in the received frame or one of the evaluated priorities. This value ranges
from 0 to 63. The default value is 0.

] PriType—select the incoming priority type used to identify the incoming priority.
The default option is VlanPri. Options are:

- VlanPri—sets the incoming priority type as VLAN.
- IpTos—sets the incoming priority type as IP Type of Service.

- IpDscp—sets the incoming priority type as IP Differentiated Services Code
Point.

- MplsExp—sets the incoming priority type as MPLS Experimental.

J Regen Priority—enter the regenerated priority value determined for the received
frame. This value ranges from 0 to 63. The default value is 0.

. Regen Inner Priority—enter the regenerated inner-vlan (CVLAN) priority value
determined for the received frame. This value ranges from 0 to 8.

Buttons . Add—adds and saves new configuration.
J Reset—resets to default value for respective fields and discards all user inputs.
J Apply—modifies attributes and saves the changes.

NOTE: The attributes of auto generated default Priority Maps (1-8) cannot be
modified.

J Delete—deletes the selected entry.
NOTE: Auto generated default Class Maps (1-8) cannot be deleted

Class Map Settings

Figure 9: ClassMap Settings
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ClassMap Settings

Class Map ID |:|'

FiterType  [Priority Type |
MacFilter Id

IpFilter Id

Priority Id [0 v

Traffic Class |

PreColor  [None |

[ Ade ] Reset

O

M [Seicci] Classmap 0 | Fitortype | Macrieria | ipFierka | Prionitybiap fo] __Traffc Class | PreColour |
O h ~ |[Priority Type _v|[0 o |[1v] [ |[None
O |2 [Priority Type ][0 |[o [[2 v} [ |[None |
O B | [Priory Type V][0 B BY] [None V]
O 4 |[Pricrity Type  w|[0 [0 |[4 v i |[None w
O 5 |[Priority Type ][0 |lo |[5v L |[None
6 | Pricrity Type ][0 |lo |[6 V] 1 |[None v/
7 [Priority Type ][0 |0 V] L |[None |
® s |[Priority Type ][0 |C |[Bv] i |[None_v]
Apply || Delete
O O O
Screen This screen allows the user to classify the stream of traffic. The class map table takes
Objective input from the ACL or priority-map table and outputs a Class for the traffic-class
pattern/match.
NOTE:
. This screen can be configured only if QoS is started in the system using the Basic Settings screen.
Navigation | System > QoS Ingress > Class Map
Fields e  Class Map Id—enter a unique ID for every classmap. This value ranges from 1 to

65535.

type.

IP type.

NOTE: The auto generated default class with the IDs 1 to 8 are already created in
the system and cannot be deleted.

J FilterType—select the filter type associated with every classmap. The default
option is Priority Type. Options are:
- Priority Type—set the filter type associated with the Classmap as priority

- MAC or IP type—set the filter type associated with the Classmap as MAC or
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Fields
(cont)

NOTE:

NOTE:

MacFilter Id—enter the MAC filter ID (L2 Filter Id) associated with this classmap.
This value ranges from 0 to 65535. The default value is 0.

This field can be configured only if Filter Type is set as MAC or IP Type.

IpFilter Id—enter the IP filter ID (L3 Filter Id) associated with this classmap. This
value ranges from 0 to 65535. The default value is 0.

This field can be configured only if Filter Type is set as MAC or IP Type.

Priority Id—select the Priority Map ID for mapping incoming priority against the
received packets. The default value is 0.

NOTE: This field lists the priority map ids created using the Priority Map Settings
screen.

NOTE: Priority ID can be associated with the classmap only if Filter Type is set as
Priority Type.

Traffic Class—enter the traffic class associated with the classmap. This value
ranges from 0 to 65535. The default value is 0.

PreColor—select the color of the packet prior to metering. The default
Drop-precedence for the packet can be evaluated using the color assigned to the
packet. The default option is None. Options are:

- None—sets the color of the packets to None. This implies that traffic is not
pre-colored.

- Green—sets the color of the packets to None. This implies that traffic
conforms to service-level agreements (SLA)s.

- Yellow—sets the color of the packets to None. This implies that traffic
exceeds the SLAs.

- Red—sets the color of the packets to None. This implies that traffic violates
the SLAs.

Buttons

Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.

NOTE: Auto generated default Class Maps (1-8) cannot be deleted.

Class to Priority Settings

Figure 10: ClasstoPri Settings
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ClasstoPri Settings

Class

RegenPri | |

GmupName| |
' Add || Reset |

[Selecd[PrioryCiass | RegenPr] GroupName

| Apply || Delete |

Screen This screen allows the user to configure the class to priority settings. The
Objective ClassToPriority table assigns local priority values for an input Class. This table provides
easy mapping of Class to priority values.

NOTE:
] This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation | System > QoS Ingress > Class to Priority Map

Fields . Class—select the traffic class to which an incoming frame pattern is classified. This
value ranges from 1 to 2147483647.

NOTE: This field lists the traffic class IDs created using the ClassMap Settings
screen.

] RegenPri—enter the regenerated priority value determined for the input class.
This value ranges from 0 to 7.

. GroupName—enter the unique identification of the group to which an input class
belongs. This value is a string of size from 1 to 31.

Buttons . Add—adds and saves new configuration.

] Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes and saves the changes.

. Delete—deletes the selected entry.

Policy Map Settings

Figure 11: PolicyMap Settings
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PolicyMap Settings
Policy Map 1D R
Ingress Interface
Traffic Class @
PHB Type
DefaultPHB Value |
Meter Id
Conform Act [None b
ConAct Value1
ConAct Value2
ConAct NEWCLASS
Exceed Action [ None W
ExcAct Value 1
ExcAct Value 2
ExcAct NEWCLASS
Violate Act | None v
VioAct Value1
VioAct Valuel
VioAct NEWCLASS

[ Add ][ Reset

Ingress Traffic | PHB Type | DefamiPHE Ve Cdm.ﬂ.ﬂ\"..-h‘!l'
ingerface | cless

|N|;|nu V-l 1 'V||_-u|1n | Mo

| Apply || Delets

Hona

Screen This screen allows the user to configure action for a specified Class Map. This allows
Objective the user to map a policy for a classmap.
NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Ingress > Policy Map

Fields

Policy Map ID—enter the unique ID for policy map. This value ranges from 1 to

65535.

NOTE: The auto generated default policy map with the Id of 1 cannot be deleted.
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Fields . Ingress Interface—select the incoming port number from the list of ports avail-
(cont) able in the system.

. Traffic Class—Select the traffic class for which the policy map needs to be applied.

NOTE: This field lists the Traffic class IDs created using the Class Map Settings
screen.

. PHB Type—select the PHB (Per Hop Behavior) type to be used for filling the
default PHB for the policy map entry. Options are:

- None—disables the PHB type for the policy map entry.

- VlanPri—enables VLAN priority type for the policy map entry.

- ipTos—enables IP Type of Service type for the policy map entry.
- ipDscp—enables as IP DSCP for the policy map entry.

- mplsExp—enables MPLS Experimental for the policy map entry.

. DefaultPHB Value—enter the default outgoing PHB values for the policy map. This
value ranges from 0 to 63.

. Meter Id—select a meter table ID which is the index for the meter table from the
list of meters configured in the system. The default value is O:

. Conform Act—enter the default outgoing PHB values for the policy map. This
value ranges from 0 to 63.

- None—disables action to be performed on the packet
- ActionlIPsetPort—sets the new port value.

- ConformActionIPTos—sets the new IP TOS value.

- ConformActionDSCP—sets the new DSCP value.

- ConformActionVlanPriandDE—sets the VLAN priority and VLAN Drop
Eligible indicator of the outgoing packet.
- ConformActioninnerVlanPri—sets the Inner VLAN priority of the outgoing
packet.
- ConformActionMplsEXP—sets the MPLS Experimental bits of the outgoing
packet.
. ConAct Value 1—enter the conform action value for either VlanPri or VlanDe. The
value ranges from 0 to 7. The default value is O.
NOTE: This field is greyed out and cannot be configured if the Conform Act is set as
None.
. ConAct Value 2—enter the conform action value for either VlanPri or VlanDe. The
value ranges from 0 to 7. The default value is O.

NOTE: This field is greyed out and cannot be configured if the Conform Act is set as
None, ActionlIPsetPort, ConformActionIPTos and ConformActionClanPriandDE.
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Fields . ConAct NEWCLASS1—enter the traffic class to which an incoming frame pattern is
(cont) classified after metering. The priority of the New CLASS should be lower as

compared to the CLASS assigned prior to metering. The value ranges from 0 to
65535. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Conform Act is set as
None.

. Exceed Action—select the action to be performed on the packet, when the
packets are found to be in profile. The default option is None. Options are:

- None— disables actions to be performed on the packet
- Drop—drops the packet.

- ExceedActionIlPTos—sets the new IP TOS value.

- ExceedActionDSCP—sets the new DSCP value.

- ExceedActionVIanPriandDE—sets the VLAN priority and VLAN Drop Eligible
indicator of the outgoing packet.

- ExceedActioninnerVlanPri—sets the Inner VLAN priority of the outgoing
packet.

- ExceedActionMplsEXP—sets the MPLS Experimental bits of the outgoing
packet.

J ExcAct Value 1—specifies the exceed action value for either VlanPri or VlanDe.
This value ranges from 0 to 7. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Exceed Action is set
as None or Drop.

. ExcAct Value 2—specifies the exceed action value for either VIanPri or VlanDe.
This value ranges from 0 to 7. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Exceed Action is set
as None, Drop, ExceedActionlpTos, or ExceedActionDSCP.

] ConAct NEWCLASS1—enter the traffic class to which an incoming frame pattern
is classified after metering. The priority of the New CLASS should be lower as
compared to the CLASS assigned prior to metering. The value ranges from 0 to
65535. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Exceed Action is set
as None or Drop.
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Fields . Violate Act—specifies the exceed action value for either VlanPri or VlanDe. This
(cont) value ranges from 0 to 7. The default value is 0.

- None—disables action to be performed on the packet
- Drop—drops the packet.

- ViolateActionIPTos—sets the new IP TOS value.

- ViolateActionDSCP—sets the new DSCP value.

- ViolateActionVlanPriandDE—Sets the VLAN priority and VLAN Drop Eligible
indicator of the outgoing packet.

- ViolateActionInnerVlanPri—sets the Inner VLAN priority of the outgoing
packet.

- ViolateActionMplsEXP—sets the MPLS Experimental bits of the outgoing
packet

] Violate Valuel—specifies the violate action value for either VlanPri or VlanDe.
The value ranges from 0 to 7. The default value is 0. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Violate Act is set as
None or Drop.

. Violate Value2—specifies the violate action value for either VlanPri or VlanDe.
The value ranges from 0 to 7. The default value is 0. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Exceed Action is set
as None, Drop, ExceedActionlpTos, or ExceedActionDSCP.

] VioActNEWCLASS —represents the traffic class to which an incoming frame
pattern is classified after metering. The priority of the New CLASS should be lower
as compared to the CLASS assigned prior to metering. The value ranges from 0 to
65535. The default value is 0.

NOTE: This field is greyed out and cannot be configured if the Violate Act is set as
None or Drop.

Buttons . Add—adds and saves new configuration.

. Reset—resets to default value for respective fields and discards all user inputs.
] Apply—modifies attributes and saves the changes.

J Delete—deletes the selected entry.

NOTE: This field is greyed out and cannot be configured if the Violate Act is set as
None or Drop.

Def UserPri Settings

Figure 12: Def UserPri Settings
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Def UserPri Settings
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Screen This screen allows the user to configure the default user priority settings. The default
Objective user priority is used to assign ports to the untagged packets and to specify preference
for p-bit over DSCP in tagged packets.
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NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.
] The entries are displayed only if QoS is started in the system.

Navigation | System > QoS Ingress > Def UserPri
Fields . Port—specifies the port, which is a combination of interface type and interface ID.
The interface ID is a combination of slot number and the port number (slot
number/port number
] Def UserPri—enter the default ingress user priority for the specified port. The
default value is 0. This value ranges from 0 to 7.
Buttons ] Apply—modifies attributes and saves the changes.

3.2. QoS Egress

Describes the QoS Egress settings.

QoS Egress refers to the quality of service offered to the outgoing packets.

To access QoS Egress screens, go to System > QoS Egress.

The QoS Egress link, allows the user to configure the QoS (Quality of Service) offered to outgoing packets
through the screens displayed by the following tabs:

Queue Template Settings

Red Conf Settings

Scheduler Table Settings

Queue Table Settings

Min Rate
Max Rate

Queue Map Settings

Scheduler

Queue

Queue Template Settings

By default, the tab QoS Egress displays the Queue Template Settings screen.

Figure 13: Queue Template Settings
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Screen This screen allows the user to configure the queue template settings. The
Objective QueueTemplate table is a template for specifying the queue parameters and the
policing algorithm parameters applied on the queue. The template is re-used for
configuring multiple queues.
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Egress > QueueTemplate
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Fields . QueueTemplate Id—enter the index that enumerates the queue entries. This
value ranges from 1 to 65535.

NOTE: The default Queue Template with an Id of 1 is already created in the
system and cannot be deleted.

J Next Free Id—specifies an integer which may be used as a new index in the
table. The value of zero indicates that no more new entries can be created in
the relevant table. This is a read only field.

. Drop Type—select the type of drop algorithm used by this queue template.
The default option is TailDrop. Options are:

- Other—sets the drop algorithm type as other.

—  TailDrop—sets the drop type as Tail Drop. In this algorithm the Queue
Template size represents the maximum depth of the queue, beyond
which all newly arriving packets are dropped.

- HeadDrop—sets the drop type as Head Drop. This algorithm drops the
packets currently at the head of the queue to make room for the new
packet to be enqueued at the tail of the queue if a packet arrives, when
the current depth of the queue is at queue template size.

- RED—sets the drop type as RED. This executes an active queue
management algorithm which may randomly drop a packet on packet
arrival. This algorithm may be proprietary, and it may drop either the
arriving packet or another packet in the queue.

- AlwaysDrop—sets the drop type as AlwaysDrop. This algorithm implies
that the packets are always dropped.

- WRED—sets the drop type as WRED (Weighted Random Early Detec-
tion). WRED is an enhanced RED mechanism for congestion avoidance
with support for six drop profiles maintained separately for each color
(green, yellow, and red) TCP or NON-TCP traffic. On packet arrival, an
Active Queue Management algorithm is executed which may randomly
drop a packet.
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Fields

Drop Algo Enable Flag—select the option for enabling /disabling drop algo-
rithm for congestion management. The default option is Enable. Options are:

- Enable—enables drop algorithm for congestion management.
- Disable—disables drop algorithm for congestion management.

Queue template size—enter the queue size. This is depth in bytes of the
gueue being measured, at which a trigger is generated to the dropping algo-
rithm. This value ranges from 0 to 65535.The default value is 10000.

NOTE: The value of this field must be greater than or equal to the Random
Detect Min Average Threshold and less-than/equal to Random Detect Max
Average Threshold if Random Detection is enabled. The threshold value can
be configured using the RedConf Settings screen.

NOTE: For the tailDrop or headDrop algorithms, this field represents the
depth of the queue at which the drop action will take place

Drop Next—selects the next differentiated services functional data path
element to handle traffic for this data path. The default option is None.
Options are:

- None—disables the drop next option.

- Classifier—sets classifier as the next differentiated services functional
data path element to handle traffic for this data path.

- Meter—sets meter as the next differentiated services functional data
path element to handle traffic for this data path.

- Action—sets Action as the next differentiated services functional data
path element to handle traffic for this data path.

- Queue—sets Queue as the next differentiated services functional data
path element to handle traffic for this data path

Index—select the available entries of corresponding functional blocks
displayed by Drop Next.

QMeasure—select the Qmeasure to indicate the queue that a drop algo-
rithm is to monitor when deciding whether to drop a packet. If the row
pointed to does not exist, the algorithmic dropper element is considered
inactive

Index—select the available entries of corresponding functional blocks
displayed by QMeasure.

Drop Specific—select the drop specific entry that provides further detail
regarding a drop algorithm. Options are:

- Random Drop—enables random points to a table entry that provides
further detail regarding a drop algorithm.

Index—select the available entries of corresponding functional blocks
displayed by Drop Specific.
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Fields (cont) . Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

—  Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.

Buttons J Add—adds and saves new configuration.
. Modify—modifies attributes and saves the changes.
NOTE: The attributes of the default Queue Template cannot be modified

J Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.
NOTE: The default Queue Template Id 1 cannot be deleted.

Red Conf Settings

Figure 14: Red Conf Settings—Part A
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This screen allows the user to configure parameters for Random Detect

Screen
Algorithm.

Objective
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NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation

System > QoS Egress > Red Conf

Fields

J QTempld—enter the index that enumerates the queue entries. This value
ranges from 0 to 65535.

J Next Free Id—specifies an integer which may be used as a new index in the
table. The value of zero indicates that no more new entries can be created in
the relevant table. This is a read-only field.

. Drop Precedence—select the drop precedence. The default option is 0. The
list contains:

- 0—sets low drop precedence—discards TCP Green.

- 1—sets medium drop precedence—discards TCP Yellow.
- 2—sets high drop precedence—discards TCP Red.

- 3—discards NON-TCP Green

- 4—discards NON-TCP Yellow

- 5—Discards NON-TCP Red

. Max Avg Thres—enter the maximum average threshold for the random
detect algorithm. Below this threshold, packets are admitted into the queue.
This value ranges from 0 to 65535.The default value is 50000.

NOTE: The value of this field should be greater than or equal to the Min Avg
Threshold and less than or equal to the Queue Size. The Queue Size can be
configured using the Queue Template Settings screen.

NOTE: The units for this is based on the Drop Threshold Type configured.

. Min Avg Thres—enter the minimum average threshold for the random
detect algorithm. Below this threshold, packets are admitted into the queue.
This value ranges from 0 to 65535.The default value is 10000.

NOTE: The value of this field should be less than or equal to the Max Avg
Threshold and the Queue Size. The Queue size can be configured using the
Queue Template Settings screen.

NOTE: The units for this is based on the Drop Threshold Type configured.
. Max PktSize—enter the maximum allowed packet size. This value ranges
from 0 to 65535 bytes. The default value is 1000.

J Max Probability—enter the percentage of maximum probability of
discarding a packet. This value ranges from 1 to 100. The default value is 100.

] Exponential Weight—enter the exponential weight for determining the
average queue size. This value ranges from 0 to 31. The default value is 0.

J Gain—enter the gain value which defines an increase in drop-probability on
each granular increase of buffer-occupancy due to received traffic. This
determines the smoothing that should be applied. The value ranges from 0
to 100. The default value is 0.
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Fields (cont). . Dropthreshold Type—select the drop threshold type to set the WRED drop
type. The default option is DISCARD PACKETS. The list contains:

- DISCARD PACKETS—sets the WRED drop type to Discard packets.

- DISCARD BYTES—sets the WRED drop type to Discard in terms of
bytes.

NOTE: Value configured for Min Avg Thresh and Max Avg Thresh is inter-
preted as Packets/Bytes based on the selected option

) ECN Threshold—enter the Explicit Congestion Notification (ECN) threshold
to define the Queue depth in bytes to stop marking and start dropping ECN
eligible packets. The value ranges from 0 to 65535. The default value is 0.

. Additional WRED Flags—select the option to define the additional flags type
for the WRED profiles. The default option is None. The list contains:

- None—disables the additional WRED flags option.

- CapAverage—sets the average queue size as always less than the
actual queue size.

- MarkCongestion—marks ECN instead of dropping the WRED profiles.

- Both—selects both CapAverage and MarkCongestion options to define
the additional flags type for the WRED profiles.

J Min Thresh Packets—specifies the average queue depth in packets, beyond
which traffic has a non-zero probability of being dropped. This value ranges
from 1 to 4294967295. This is read only field.

. Max Thresh Packets—specifies the average queue depth beyond which
traffic has a probability indicated by Max Probability of being dropped or
marked. This value ranges from 1 to 4294967295.This is read only field.

. Sampling Rate—enter the number of times per second the queue is sampled
for queue average calculation. A value of zero is used to mean that the queue
is sampled approximately each time a packet is enqueued (or dequeued).
This value ranges from 1 to 1000000. Default value is 0.

J Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

- Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.
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Buttons . Add—adds and saves new configuration.
] Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.

NOTE: The entries can be deleted only if the Drop Algorithm Flag for the
gueue template is disabled using the Queue Template Settings screen.

Scheduler Table Settings

Figure 15: Scheduler Table Settings
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Screen This screen allows the user to choose the Scheduler settings.
Objective
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.
. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation System > QoS Egress > Scheduler Table
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Fields . Scheduler Id—enter the scheduler identifier that uniquely identifies the

scheduler in the system/egress interface. This value ranges from 0 to 65535.

J Egress Interface—select the outgoing port number which is already specified
in the system.

. Q Algo—select the option to set the packet scheduling algorithm for the
port. The default option is strictPriority. Options are:
- strictPriority—enables the strict priority algorithm for the port.
- roundRobin—enables round robin algorithm for the port.
- weightedRoundRobin—enables weighted round robin algorithm for

the port.

. Shape Id—select the shaper identifier that specifies the bandwidth require-
ments for the scheduler. This value ranges from 0 to 65535.

NOTE: This field list the shape IDs configured using the Shape Template Settings

scree.

. Hierarchy Level—enter the depth of the queue/scheduler hierarchy. This
value ranges from 0 to 10. A value of 0 indicates that there is no hierarchy
and that all queues/schedulers are port-bound. The default value is 0.

J Global Id—specifies the scheduler identifier that uniquely identifies the
schedulerin the system / egress interface. This value ranges from 0 to 65535.

Buttons J Add—adds and saves new configuration.

] Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.
NOTE: The default entries cannot be deleted.

Queue Table Settings

Figure 16: Queue Table Settings
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QueueTable Settings
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Screen This screen allows the user to choose the queue table settings.
Objective
NOTE:

Navigation

System > QoS Egress > Queue Table

Fields

Egress Interface—select the outgoing port number from the list of interfaces
created in the system.

Q Id—enter the queue identifier that uniquely identifies the queue in the
system/port. This value ranges from 1 to 65535.

Q Template Id—select the queue template ID applied for configuring queue
attributes. This value ranges from 1 to 65535.

NOTE: This field lists the queue template id created using the Queue Template
Settings screen.

Q Scheduler Id—enter the scheduler identifier that manages the specified
gueue. This identifier is unique relative to an egress interface. This value
ranges from 1 to 65535.

Q weight—enter the user assigned weight to the CoS queue. The assigned
weights are used only when the scheduling algorithm is a weighted sched-
uling algorithm. This value ranges from 1 to 1000. The default value is 0.

Fields (cont)

Q Priority—enter the user assigned priority for the CoS queue. The assigned
priority is used only when the scheduler uses a priority based scheduling
algorithm. This value ranges from 0 to 15. The default value is 0.

Q Shape Id—select the shaper identifier that specifies the bandwidth
requirements for the queue. The default value is None.
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Buttons . Add—adds and saves new configuration.
] Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs. The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.

Min Rate

Figure 17: Min Rate
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Screen This screen allows the user to configure the minimum rate settings.
Objective
NOTE:

J This screen can be configured only if QoS is started in the system using the Basic Settings screen.
. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation System > QoS Egress > Min Rate

Fields . Min Rate Id—enter the index that enumerates the minimum rate parameter
entries. This value ranges from 1 to 65535.

. Next Free Id—specifies an integer which may be used as a new index in the
table. The value of zero indicates that no more new entries can be created in
the relevant table. This is a read-only field.

] Priority—this field is greyed out.
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Fields (cont) o Absolute—enter the minimum absolute rate, in kilobits/sec, that a down-
stream scheduler element should allocate to this queue. If the value is zero,
then there is effectively no minimum rate guarantee. If the value is non-zero,
the scheduler will assure the servicing of this queue to at least this rate. This
value ranges from 1 to 4294967295. The default value is 10000.

J Relative—enter the minimum rate that a downstream scheduler element
should allocate to this queue, relative to the maximum rate of the interface
as reported by ifSpeed or ifHighSpeed, in units of 1/1000 of 1. If the value is
zero, then there is effectively no minimum rate guarantee. If the value is
non-zero, the scheduler will assure the servicing of this queue to at least this
rate. This value ranges from 1 to 4294967295.

J Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

- Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.

Buttons J Add—adds and saves new configuration.
. Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

] Delete—deletes the selected entry.
NOTE: The default entries cannot be deleted.

Max Rate

Figure 18: Max Rate
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Screen This screen allows the user to configure the minimum rate settings.
Objective
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.
. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation

System > QoS Egress > Max Rate

Fields

J Max Rate Id—enter the index that enumerates the minimum rate parameter

entries. This value ranges from 1 to 65535.

NOTE: The Max rate entries with IDs 1 and 2 are already created in the system

and cannot be deleted.

. Next Free Id—specifies an integer which may be used as a new index in the
table. The value of zero indicates that no more new entries can be created in

the relevant table. This is a read-only field.

o Absolute—enter the maximum absolute rate, in kilobits/sec, that a down-
stream scheduler element should allocate to this queue. If the value is zero,
then there is effectively no maximum rate limit, and the scheduler should
attempt to work conserving for this queue. If the value is non-zero, the
scheduler will limit the servicing of this queue to, at most, this rate in a
non-work-conserving manner. This value ranges from 1 to 4294967295.
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Fields (cont) . Relative—enter the maximum rate that a downstream scheduler element
should allocate to this queue, relative to the maximum rate of the interface
as reported by ifSpeed or ifHighSpeed, in units of 1/1000 of 1. If the value is
zero, then there is effectively no maximum rate limit and the scheduler
should attempt to work conserving for this queue. If the value is non-zero,
the scheduler will limit the servicing of this queue to, at most, this rate in a
non-work-conserving manner. This value ranges from 1 to 4294967295.

. Threshold—specifies the number of bytes of queue depth at which the rate
of a multi-rate scheduler will increase to the next output rate. In the last
conceptual row for such a shaper, this threshold is ignored and by conven-
tion is zero. This value ranges from 1 to 4294967295.

J Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

- Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.

Buttons J Add—adds and saves new configuration.
. Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

] Delete—deletes the selected entry.
NOTE: The default entries cannot be deleted.

Queue Map Settings

Figure 19: QueueMap Settings
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Screen This screen allows the user to map an egress port, CLASS of service to a queue.
Objective

NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.
. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation

System > QoS Egress > Queue Map

Fields

. Egress Interface—select the outgoing port number from the list of interfaces
created in the system.

. Traffic Class—enter the input class (associated with an incoming packet) that
needs to be mapped to an outbound queue. This value ranges from 1 to
65535.
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Fields (cont) . Priority Type—select the regenerated-priority type to interpret the value of
RegenPriority object. Options are

- None—disables regenerated-priority type to interpret the value of
RegenPriority object.

- vlanPri—sets the regenerated-priority type to interpret the value of
RegenPriority object as Vlan.

- ipTos—sets the regenerated-priority type to interpret the value of
RegenPriority object as IP Type of Service type.

- ipDscp—sets the regenerated-priority type to interpret the value of
RegenPriority object as IP Differentiated Services Code Point.

- mplsExp—sets the regenerated-priority type to interpret the value of
RegenPriority object as MPLS Experimental.

- vlanDEl—sets the regenerated-priority type to interpret the value of
RegenPriority object as VLAN Drop Eligibility Indicator.

. Regen Priority—enter the regenerated-priority (for an incoming packet) that
needs to be mapped to an outbound queue. This is mutually exclusive to the
CLASS configuration. This value ranges from 0 to 63.

J Queue Id—enter the queue identifier that uniquely identifies a queue rela-
tive to an interface. It could be configured with a unique value in the system.
This value ranges from 1 to 65535.

Buttons ] Add—adds and saves new configuration.
J Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

] Delete—deletes the selected entry.

Scheduler

Figure 20: Scheduler
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Screen This screen allows the user to choose the Scheduler settings.
Objective
NOTE:

. This screen can be configured only if QoS is started in the system using the Basic Settings screen.
. The entries in the bottom form are displayed only if QoS is started in the system.

Navigation

System > QoS Egress > Scheduler

Fields

. Scheduler Id—enter the index that enumerates the scheduler entries. This
value ranges from 0 to 65535.

. Next Free Id—specifies an integer which may be used as a new index in the
table. The value of O indicates that no more new entries can be created in the
relevant table. This is a read only field.

. Scheduler Next—select the next differentiated services functional data path
element to handle traffic for this data path. Options are:

None—disables traffic handling.
Classifier—enables classifier setting.
Meter—enables the meter setting.
Action—enables the action setting.

AlgoDrop—enables the algorithm drop setting
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Fields (cont) . Method—select the scheduling algorithm used by this scheduler. Options
are:

- Priority—enables the priority scheduling algorithm.
- WRR—enables the weighted round robin scheduling algorithm.
- WFQ—enables the weighted fair queuing scheduling algorithm.

J Scheduler Min Rate—select the entry in minimum rate table which indicates
the priority or minimum output rate from this scheduler. This attribute is
used only when there is more than one level of scheduler.

] Index—specifies the available entries of corresponding functional blocks
displayed by Scheduler Min Rate.

J Scheduler Max Rate—select the entry in maximum rate table which indi-
cates the maximum output rate from this scheduler. When more than one
maximum rate applies (for example, when a multi-rate shaper is in view), it
points to the first of those rate entries. This attribute is used only when there
is more than one level of scheduler.

. Index—specifies the available entries of corresponding functional blocks
displayed by Scheduler Max Rate.

J Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

—  Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.

Buttons J Add—adds and saves new configuration.
. Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.

Queue

Figure 21: Queue
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Screen This screen allows the user to choose the queue parameters.
Objective

NOTE:
] This screen can be configured only if QoS is started in the system using the Basic Settings screen.

Navigation System > QoS Egress > Queue

Fields J Queue Id—enter the index that enumerates the queue entries. This value
ranges from 0 to 65535.

. Next Free Id—specifies an integer which may be used as a new index in the
table. The value of O indicates that no more new entries can be created in the
relevant table. This is a read only field.

o Queue Next—select the next differentiated services scheduler.

. Index—specifies the available entries of corresponding functional blocks
displayed by Queue Next.
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Fields (cont) . Queue Min Rate—select the minimum rate entry that the scheduler, pointed
to by Queue Next, should use to service this queue.

) Index—specifies the available entries of corresponding functional blocks
displayed by Queue Min Rate.

J Queue Max Rate—select the maximum rate entry that the scheduler,
pointed to by Queue Next, should use to service this queue.

. Index—specifies the available entries of corresponding functional blocks
displayed by Queue Max Rate.

. Storage—select the storage type for the conceptual row. The default option
is Non-Volative. Options are:

- Volatile—reflects the configurations for an interface whose interface
index has been assigned, and for which the supporting implementation
is currently present.

- Non-Volatile—reflects the configuration for an interface whose inter-
face index has been assigned, but for which the supporting implemen-
tation is currently not present.

Buttons . Add—adds and saves new configuration.
. Modify—modifies attributes and saves the changes.

. Reset—resets to default value for respective fields and discards all user
inputs.The attributes of the default Queue Template cannot be modified.

. Delete—deletes the selected entry.
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Authentication Map

4. Authentication Protocols

This section describes the interfaces for 802.1x and TACACS+.

4.1.802.1 X

The 802.1X or PNAC ((the IEEE Standard for port-based Network Access Control (PNAC)) provides an
authentication mechanism to devices attached to a bridge port. It prevents access to a port when the
authentication fails. 802.1X defines port-based authentication as a client-server based access control and
authentication protocol that restricts unauthorized clients from connecting to a LAN through publicly
accessible ports. An authentication server validates each supplicant (client) connected to an authenti-
cator (network access switch) port before making available any services offered by the switch or the LAN.

Until the authentication is provided, 802.1X access control allows only EAPOL (Extensible Authentication
Protocol Over LAN) traffic through the port only when the authentication is provided.

To access 802.1X screens, go to Layer 2 Management > 802.1X.

The 802.1X link parameters are configured through the screens displayed by the following tabs:
802.1X Basic Settings

PNAC Traces

802.1X Port Settings

802.1X Timer Configuration

Local Authentication Server Configuration

RADIUS Global Configuration

RADIUS Client

RADIUS Traces

802.1X Basic Settings

By default, the tab Global Settings displays the LLDP Global Configuration screen.
Figure 1: 802.1X Basic Settings
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802.1x Basic Settings

System Control
802.1x Authentication
Authentication Mode

RemoteAuthenticationServerType radius Server

Metwork Access Server ID fehasl

Protocol Version

Apply
Configure Trace Options

Screen This screen allows the user to configure Authentication status, Authentication mode,
Objective and Authentication server type.

Navigation | Layer 2 Management > 802.1x > Basic Settings
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Fields

System Control—select the system control status of the PNAC module. The default
option is Start. The options are:

802.1x Authentication—select the status of 802.1X based port security feature in
the switch. The default option is Enable. The options are:

Authentication Mode—modifies attributes and saves the changes.

Start—starts PNAC Module in the system.

. Memory Resources required by PNAC module are allocated and PNAC
modaule starts running.

J Creates Memory pool, generates the PNAC interface task; initializes all
global data structures.

J Creates a hash table for storing the session nodes for MAC based
authorization entries.

. Creates semaphore for controlling concurrent access to critical data-
bases

o Initializes the timer submodule and PNAC Local authentication server
module.

Shutdown—shuts down PNAC Module.

. All resources used by PNAC module are released to the system and the
PNAC module is shut down.

o Initializes all PNAC state machines.

. Deactivates the PNAC Local authentication server module, the timer
module. Deletes the memory pool for the PNAC module and free its
memory.

. Deletes semaphore used for database access-control.

Enable—enables 802.1X based port security feature in the switch. The
switch initiates authentication and sends an EAP-request/identity frame to
the client to request its identity (typically, the switch sends an initial iden-
tity/request frame followed by one or more requests for authentication
information). Upon receipt of the frame, the client responds with an
EAP-response/identity frame.

Disable—disables 802.1X based port security feature in the switch. EAPOL
frames from the client are dropped. If the client does not receive an
EAP-request/identity frame after three attempts to start authentication, the
client transmits frames as if the port is in the authorized state.

Remote—RADIUS server based authentication. It calls the AS client func-
tions to communicate with the remote authentication server.

Local—provides the authentication service requirements in the local data-
base. It maintains a simple database of users who can be permitted on valid
proof to access a set of Authenticator’s ports. It calls the service functions of
the Local AS.
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Fields
(cont)

. RemoteAuthenticationServerType—select the Remote Authentication Server
Type. The default option is RADIUS Server. The options are:

- RADIUS Server—sets the remote authentication server as RADIUS Server.
RADIUS server is responsible for authentication, authorization and main-
taining its account information with port-based authentication. It is a
gateway that controls access to the network. RADIUS uses the User Data-
gram Protocol (UDP). RADIUS server acts as the centralized authentication
server.

- Tacacs Server—sets the remote authentication server as TACACS Server. The
remote TACACS+ server is responsible for TACACS+ client communication to
authenticate the user, get authorization information, and send accounting
information to the user. TACACS+ uses the Transmission Control Protocol
(TCP). This feature is currently not supported.

NOTE: This field can be configured only if the Authentication Mode is set as
Local.

o Network Access Server ID—enter the Network Access Server ID; it is the server ID
for which authentication is provided. The Authenticator ID originates from the
Access Request packets. The value is a string type.

. Protocol Version—specifies the Version Number of the Protocol. This is a
read-only field.

Buttons

. Apply—modifies attributes and saves the changes.

o Configure Trace Options—accesses the PNAC Traces screen.

PNAC Traces

Figure 2:

PNAC Traces

U] Errors

L] Events
[]Packets

[] State-Machine
[IRedundancy

Apply
Configure Global Options
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Screen
Objective

This screen allows the user to enable the required debug statements that are useful
during debug operation.

A four-byte integer is used for enabling the level of tracing. Each BIT in the four-byte
integer represents a particular level of Trace. Combination of levels is also allowed.
System errors such as memory allocation failures are announced by means of LOG
messages and TRACE messages. Interface errors and protocol errors are made known
by means of TRACE messages.

Navigation

Layer 2 Management > 802.1x > Basic Settings
Click Configure Trace Options

Fields

J Traces—select the traces for which debug statements is to be generated. The
default option is critical. The options are:

- Errors—generates debug statement for all failure traces of the below
mentioned trace.

- Events—generates debug statements for event handling traces. This trace is
generated in case of event processing.

- Packets—generates debug statements for packets handling traces. This
trace is generated in case of transmission or reception of packets.

- State-Machine—generates debug statements for state machine handling
traces. This trace is generated in case of State Machine processing.

- Redundancy—generates debug statements for redundancy code flow
traces. This trace is generated in case of redundancy processing.

Buttons

J Apply—modifies attributes and saves the changes.
J Configure Global Options—accesses the 802.1X Basic Settings screen.

802.1X Port Settings

Figure 3: 802.1X Port Settings
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Screen This screen allows the user to configure the security information at the individual port

Objective levels.

Navigation | Layer 2 Management > 802.1x > Port Settings

Fields J Select—select the port for which the configuration needs to be done.

J Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of slot number and the port number (slot
number/port number).

. Port Control—select the control values of the Authenticator Port. The default
option is ForceAuthorized. The options are:

- ForceAuthorized—allows all traffic through this port; disables 802.1X
authentication and causes the port to transition to authorized state without
requiring authentication exchange. The port transmits and receives normal
traffic without 802.1X-based authentication of the client.

- ForceUnauthorized—blocks all traffic through this port; causes the port to
remain in the unauthorized state, ignoring all attempts by the client to
authenticate. The switch cannot provide authentication services to the
client through the interface.
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Fields Port Control—the options are (cont):
(cont) —  Auto—imposes 802.1X authentication process in this port. Causes the port

to begin the unauthorized state, allowing only EAPOL frames to be sent and
received through the port. The authentication process begins when the link
state of the port transitions from down to up or when an EAPOL-start frame
is received. The switch requests the identity of the client and begins relaying
authentication messages between the client and the authentication server.

Authentication Mode/Host Mode—select the authentication mode to be
imposed on the entry. The default option is Port Based. The list contains:

Port Based/Multi-Host—authenticates and authorizes devices attached to a
Bridge port that has point-to-point connection characteristics named as Port
based network access control. The following occurs when Port Based
authentication is selected:

J Receives incoming tagged / untagged data / control frames from the
CFA Module (Interface Manager) and checks if the Port is authorized.
If authorized, the frame is passed to the higher layer.

) Receives outgoing data/control frames from the other modules. If
authorized, the frame is passed to the CFA module.

] When an EAPOL frame is received from CFA, it sends the EAP packet to
the PNAC Interface Task, which then passes it to the Authenticator
Module or Supplicant Module.

. It forwards all received EAPOL-Start, EAPOL-Logoff and EAP-Responses
to the Authenticator Module via the PNAC Interface Task.

o It forwards all received EAP-Requests, EAP-Success, and EAP-Failure to
the Supplicant Module via the PNAC Interface Task. It forwards all
received EAPOL-Key frames to the Key Handler Module via the PNAC
Interface Task.

] It maintains the physical link status information provided by CFA and
informs the Authenticator and Supplicant modules to take the neces-
sary action on physical link UP/DOWN conditions.

. It forms an EAPOLframe when requested by the Authenticator Module
or Supplicant Module or Key Handler Module and transmits it to CFA

Mac Based / Single-Host—authenticates and authorizes devices attached to
a Bridge port in the shared LAN named as MAC-based network access
control. The following occurs when MAC-based authentication is selected.

J On receiving tagged/untagged data/control frames from the CFA
Module, it checks if the source MAC is present in the Authenticator
Session Table and if it is authorized.

o If itis present in the table and is authorized, the result is passed to CFA,
which then forwards the frame to the appropriate destination module.

. If it is present in the table but not authorized, the CFA Module is
dejected, and the frame is dropped at the CFA Module.
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Fields . Authentication Mode/Host Mode—the list contains (cont):
(cont) - Mac Based / Single-Host—(cont).
. If neither of the above occurs, the Authenticator will initiate a new

authentication session for that source MAC address and return the
unauthorized status to the CFA Module, which then drops the frame.

NOTE: MAC based authentication can be configured only if the Port control
option is Auto.

] Auth Port Status—displays the status of the Supplicant PAE state machine. The
options are:

- Authorized—the module is ready for transmission or reception of data.

- Unauthorized—the module is not ready for transmission or reception of
data.

. Supp Port Status—displays the status of the Authenticator Port. The options are:
—  Authorized—the module is ready for transmission or reception of data.

- Unauthorized—the module is not ready for transmission or reception of
data.

. Access Control—select the Access Control status for the port. This setting is for
the application of the Supplicant authorization state when the port is operating as
both Supplicant and Authenticator. The default option is INACTIVE. The list
contains:

- INACTIVE—indicates that the port uses only the Authenticator authorization
state to restrict access to the port and not the Supplicant authorization
state.

- ACTIVE—indicates that the port applies both the Supplicant authorization
state and Authenticator authorization state.

. Configured Control Direction—select the value of the administrative controlled
directions parameter for the port. The options are:

- Both—authentication control is imposed on both incoming and outgoing
packets.

- In—authentication control is imposed on the incoming packets.

. Operational Control Direction—select the value of the operational controlled
directions parameter for the port. The options are:

- Both—authentication control is imposed on both incoming and outgoing
packets.

- In—authentication control is imposed on the incoming packets.
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Fields AuthSMState—select the value of the operational controlled directions param-
(cont) eter for the port. The options are:

SuppSMState—select the state of the Supplicant State Machine (SM). The options
are:

Initialize—this state occurs when the module is disabled and port is down.

Disconnected—there will be a transition from Initialize to disconnecting.
State Machine (SM) never remains in this state—there will be an immediate
transition.

Connecting—this state is the beginning of the PNAC packet exchange.

Authenticating—this state occurs whenever authenticator receives
response ID from supplicant.

Authenticated—this state occurs whenever authenticator SM port transi-
tions to authorized through EAP exchange.

Aborting—this state occurs when Authenticator SM receives re-authenti-
cating event or EAP start or supplicant log off.

Held—this state occurs when authentication failure occurs due to wrong
user name or password.

ForceAuth—this state occurs when the port control is changed to force
authorized.

ForceUnauth—this state occurs when the port control is changed to force
unauthorized.

Disconnected—there will be a transition from Initialize to disconnecting.
State Machine never remains in this state—there will be an immediate tran-
sition.

Logoff—state Machine never remains in this state and there will be an
immediate transition to the other state.

Connecting—this state is the beginning of the PNAC packet exchange.
Authenticating—this state occurs whenever authenticator receives
response ID from supplicant.

Authenticated—this state occurs whenever authenticator SM port transi-
tions to authorized through EAP exchange.

Aborting—this state occurs when Authenticator SM receives re-authenti-
cating event or EAP start or supplicant log off.

Held—this state occurs when authentication failure occurs due to wrong
user name or password.

ForceAuth—this state occurs when the port control is changed to force
authorized.

ForceUnauth—this state occurs when the port control is changed to force
unauthorized.
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Fields o Restart Authentication—select the value of the administrative controlled direc-
(cont) tions parameter for the port. The options are:

- True—causes the Port to be initialized.
- False—reverts to False once initialization is complete.

NOTE: This field cannot be set as True when Authentication Mode/Host Mode
is set as Mac Based/Single Host.

. Reauth—select the re-authentication mechanism on the port. It re-authenticates
the port without waiting for the configured number of seconds between
re-authentication attempts and automatic re-authentication. The default option
is Disabled. The options are:

- Enabled—enables re-authentication on the port.
- Disabled—disables re-authentication on the port.

. Authentication Max Start—enter the maximum number of successive
EAPOL-Start messages that will be sent before the supplicant assumes that there
is no authenticator present. This value ranges from 1 to 65535. The default value
is 3.

. Reauthentication—select the re-authentication mechanism on the port. It
re-authenticates the port without waiting for the configured number of seconds
between re-authentication attempts and automatic re-authentication. The
default value is False. The list contains:

- True—enables re-authentication on the port.
- False—disables re-authentication on the port.

NOTE: To enable re-authentication, Port control should be Auto, Auth mode should
be Port-based, and Port status should be Authorized.

Buttons ] Apply—modifies attributes and saves the changes.

802.1X Timer Configuration

Figure 4: 802.1X Timer Configuration

139



CHAPTER 4

802.1X
AUTHENTICATION PROTOCOLS

802.1x Timer Configuration
(secs) Period (secs) |authentication| Timeout | Timeout | Period Period Period
Period (secs)
O Gt |60 |30 |3600 (30|30 Jleo {30 [30 |
O Gior |60 |30 |[3600 |20 |30 [eo 3o [0 |
O Gi0i3 |60 |30 ||3600 [fo |30 Jleo  Jfa3o [z |
O Gioid 60 |[30 ||3600 | [30 | [30 ||s0 |[30 |30 |
O Gios |60 |[30 3600 |[30 [[30  fjeo {30 {z0 |
O Gio |60 |[30 ||3600 |30 |30 o Jj3o j3o |
O G0 |60 |30 |[3600 B0 [[30 o 3o jso |
O Gio/g |60 |30 |[36oo [0 |[30 o 3o |30 |
O G/ |60 |30 |[3600 |Bo__ |30 o Jj3o__ Jjzo__ |
O Gi0/10 (60 |30 |[3600 B0 |30 o Jjso jzo |
O Gibi1 60 |30 {3600 | {20 | {30 | |60 1|30 |30 |
) G012 (60 |[30 ||3600 | |30 | [30 | |60 |30 |30 |
O Gi0M3 |60 |30 3600 [0 |fs0 6o [0 [0 |
O G014 60 |[30 ||3600 | |30 | [30 | |60 |30 |30 |
O Gi0M5 60 |30 ||3600 | |30 | {30 | |60 |30 |30 |
O Gibii6 |60 |30 |3600 o |30 o Jjzo fjgo |
O G017 (60 |30 ||3600 | |30 | [30 | |60 |30 |30 |
O Gi0N8 |50 |[30 |[3600 |Bo__ |30 o o {30 |
O Gi0iM9 60 |30 ||3600 | 30 | |30 ||60 | |30 | |30 |
O Gi0/20 60 |30 |[3600 |Bo__ |30 o Jjso  |jzo__ |
O G160 |[30 ||3600 |30 |30 o J[zo  jse |
O G022 60 |30 ||3600 | |30 | [30 | |60 |30 |30 |
O Gi023 |60 |30 |[3600 |Bo__ |30 o o {30 |
O Gio/24 |60 |[30 |[3600 | 30 | [30 |60 |[30 |30 |
O BN |60 |30 |[3600 B0 |30 eo 3o Jfzo_ |
O Exor2 |60 |[30 ||3600 |0 |0 Jleo a0 Jso |
O Ex0i3 [60 130 600 |[30 |0 Jleo 3o |30 |
®  Ex0i4 |60 |30 ||3600 I I

Screen
Objective

This screen allows the user configure the Timer parameters at the individual port level.
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Navigation

Layer 2 Management > 802.1x > Timers

Fields

Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of slot number and the port number (slot
number/port number).

Quiet Period (secs)—enter the number of seconds that the switch remains in
quiet state following a failed authentication exchange with the client. In this the
duration the authenticator remains silent and will not attempt to acquire a suppli-
cant. This value ranges from 0 to 65535 seconds. The default value is 60.

Transmit Period (secs)—enter the Time Period used by the Authenticator State
machine to define when the EAP Request ID PDU is to be transmitted. This value
ranges from 1 to 65535 seconds. The default value is 30.

Re-authentication Period (secs)—enter the time between periodic re-authentica-
tion of the supplicant. Re-authentication period denotes the number of times the
switch restarts the authentication process before the port changes to the unau-
thorized state. This value ranges from 1 to 65535 seconds. The default is 3600.

Supplicant Timeout—enter the amount of time the switch waits for a response
before resending the request to the client, when relaying a request from the
authentication server to the client. This value ranges from 1 to 65535 seconds. The
default value is 30.

Server Timeout—enter the amount of time the switch waits for a reply before
resending the response to the server, when relaying a response from the client to
the authentication server. This value ranges from 1 to 65535 seconds. The default
value is 30.

Held Period—enter the amount of time the client will wait before re-attempting
a failed 802.1X authentication. When the supplicant (in the client) receives an
authentication failure indication from the switch, it remains idle for a period of
time which is determined by the value of held-period. After this time, the suppli-
cant initiates authentication again. Authentication failure might occur if suppli-
cant provides a wrong password. This value ranges from 1 to 65535 seconds. The
default value is 60.

Auth Period—enter the time interval for resending 802.1X request messages after
not receiving a response. This value ranges from 1 to 65535 seconds. The default
value is 30.

Start Period—enter the time interval for resending Start messages. Start period
denotes the number of seconds between successive EAPOL-Start messages
following no response from the authenticator. This value ranges from 1 to 65535
seconds. The default value is 30.

Buttons

Apply—modifies attributes and saves the changes.

Local Authentication Server Configuration

Figure 5:  Local Authentication Server Configuration
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Local Authentication Server Configuration
User Mame |admin =
Password |..... =
Permission *
Auth-TimeOut | |
Port List | |
Add Reset
User Name| Permission| Auth-TimeOut | Port List
(secs)
Apply Delete
Screen This screen allows the user configure the local Authentication Server (AS) information.
Objective It contains authentication related user configuration information maintained by PNAC
local AS. Every entry contains user name, password, authentication protocol used,
authenticated session timeout, and access ports list for an user seeking authentication.
Navigation | Layer 2 Management > 802.1x > Local AS
Fields J User Name—enter the identity of the user seeking authentication. This field is a
string of maximum size 20.

J Password—enter the password specific to the user name—a maximum size of 20.

. Permission—select the allowance /denial of access for local authentication
server. The options are:

- Allow—authentication request is allowed for the set of ports in the Port List.
- Deny—authentication request is not allowed for the set of ports in the Port
List.

. Auth-TimeOut (secs)—enter the Authentication Timeout in seconds. The time in
seconds after which the Authentication offered to the user ceases. When the
object value is 0, the ReAuthPeriod of the authenticator port is used by Authenti-
cator. This value ranges from 1 to 7200 seconds.

J Port List—enter the complete set of ports of the authenticator to which the user
is allowed or denied access, based on the permission.

Buttons J Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes and saves the changes.
Delete—deletes the selected entry.
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RADIUS Global Configuration

Figure 6: RADIUS Global Configuration

RADIUS Global Configuration

Global Status
| Apply

Screen This screen allows the user to enable the RADIUS Server.

Objective

Navigation | System > RADIUS > Global Configuration

Fields . Global Status—select enable or disable

Buttons J Apply—modifies attributes and saves the changes.
RADIUS Client

Figure 7:  RADIUS Client

RADIUS Client

Source [P |10.10.152.100]

Apply)
Screen This screen allows the user to enable the RADIUS Client.
Objective
Navigation | System > RADIUS > Client
Fields J Source IP—enter the Client’s IP address.
Buttons J Apply—modifies attributes and saves the changes.
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RADIUS Server Configuration

Figure 8: RADIUS Server Configuration

Radius Server Configuration

Server Address Type
IP Address |
Primary Server No

Shared Secret |

Response Time (secs)
Retry Count

Authentication Port |

Add || Reset

ﬁ IP Address Type|IF Address Retry Count| Authentication Fort
(secs)

_ E}e.l.ete | Moﬂ.iﬁ._r .

| Configure Trace Options |

Screen This screen allows the user to configure the RADIUS Server settings. RADIUS (Remote
Objective Authentication Dial-In User Service) is a portable implementation of the RADIUS client
protocol. This protocol carries authentication information between the Network Access
Server (NAS) that desires to authenticate its links and the RADIUS server that is
responsible for authenticating and maintaining the authentication information.

Navigation | Layer 2 Management > 802.1x > RADIUS Settings
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Fields . Server Address Type—select the RADIUS server address type. The default option
is IPv4, RADIUS server address type is set as Internet Protocol Version 4, where a
32-bit address is used

. IP Address—enter the IP Address of the RADIUS Server.

. Primary Server—select a server type—a primary server or not. Only one server
can be configured as the primary server. The default option is No. Options are:

- Yes—indicates the server type as a primary server.
- No—indicates the server type is not a primary serve

. Shared Secret—enter the secret string, which is to be shared between the RADIUS
Server and the RADIUS Client. The shared secret is the secret of the server to
which the request was sent and from which the response was received.

. Response Time (secs)—enter the maximum time within which the RADIUS Server

is expected to respond for a request from the RADIUS Client. This value ranges
from 1 to 120 seconds. The default value is 10.

Fields . Retry Count—enter the maximum number of times a request can be re-trans-
(cont) mitted before getting response from the RADIUS Server. If the retransmit count
has exceeded the configured maximum retransmissions, the packet and the user
entry are deleted from the user request table and the error condition is logged.
This value ranges from 1 to 254. The default value is 3.

. Authentication Port—enter the port number used for authentication. This value
ranges from 1 to 65535.

Buttons . Add—adds and saves new configuration.

. Reset—resets to default value for respective fields and discards all user inputs.
J Apply—modifies attributes and saves the changes.

. Delete—deletes the selected entry.

. Configure Trace Options—accesses RADIUS Traces screen.

RADIUS Traces

Figure 9: RADIUS Traces
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RADIUS Traces
TRACES
LI Errors
[|Events
[ Packets
[IResponse
L Timer
Apply
Configure Global Options

Screen This screen allows the user to enable the required debug statements that are useful
Objective during debug operation.

A four-byte integer is used for enabling the level of tracing. Each BIT in the four-byte
integer represents a particular level of Trace. Combination of levels is also allowed.
System errors such as memory allocation failures are announced by means of LOG
messages and TRACE messages. Interface errors and protocol errors are made known
by means of TRACE messages

Navigation | Layer 2 Management > 802.1x > RADIUS Settings > RADIUS Server Configuration
Click Configure Trace Options

Fields J Traces—select the traces for which debug statements is to be generated. The
default option is critical. The options are:

- Errors—generates debug statement for all failure traces of the below
mentioned traces

- Events—generates debug statements for event handling traces. This trace is
generated in case of event processing.

- Packets—generates debug statements for packets handling traces. This
trace is generated in case of transmission or reception of packets.

- Response—generates debug statements for state machine handling traces.
This trace is generated in case of RADIUS processing.

- Timer—generates debug statements. This trace is generated for timer func-
tionality.

Buttons J Apply—modifies attributes and saves the changes.
J Configure Global Options—return to the RADIUS Server Configuration screen.

MAC Session Info

Figure 10: Mac Session Info
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MAC Session Info

[Setect suppicant acada[session wenuter] Aunsw siae Session PortNamberSession ntaize[Session Reauthentcare]

Apply
Screen This screen displays the MAC Session information details. It contains authentication
Objective session information associated with each Supplicant while the Authenticator operates
in MAC-based authentication mode. The MAC session entries are deleted from the port
whenever it receives the port operational status down information.
Navigation | Layer 2 Management > 802.1x > Mac Session Info
Fields J Supplicant Mac Addr—displays the Supplicant MAC Address for the session.

) Session Identifier—displays the Session Identifier of the supplicant.

J Auth SM State—select the state of the Authenticator State Machine (SM) for the
entry. The list contains:

- Initialize—this state occurs when the module is disabled, and port is down

- Disconnected—there will be a transition from Initialize to Disconnected.
State Machine never remains in this state and there will be an immediate
transition.

- Connecting—this state is the beginning of the PNAC packet exchange.

- Authenticating—this state occurs whenever authenticator receives
response ID from supplicant.

- Authenticated—this state occurs whenever authenticator SM port transi-
tions to authorized through EAP exchange.

- Aborting—this state occurs when Authenticator SM receives re-authenti-
cating event or EAP start or supplicant log off.

- Held—this state occurs when authentication failure occurs due to wrong
user name or password.

- ForceAuth—this state occurs when the port control is changed to force
authorized.

- ForceUnauth—this state occurs when the port control is changed to force
unauthorized.
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Fields . Auth Session Status—displays the Authentication Session Status.
(cont) - authorized—the module is ready for transmission or reception of data

- unauthorized—the module is not ready for transmission or reception of data

. Session PortNumber—displays the port number through which a particular
Session MAC address is learnt.

. Session Initialize—select the Session Initialize status for the Supplicant MAC
Address configured. The default value is True. This list contains:

- True—indicates Session Initialize is set.
- False—indicates Session Initialize is reset.

. Session Reauthenticate—select the session reauthentication status for the
supplicant mac address configured. The default value is True. This list contains:

- True—Indicates session re-authentication is initialized.
- False—Indicates session re-authentication is reset.

Buttons . Apply—modifies attributes and saves the change.

4.2. TACACS

Describes TACACS settings.

The Terminal Access Controller Access-Control System (TACACS) is a remote authentication protocol that
is used to communicate with an authentication server commonly used in networks. TACACS allows a
remote access server to communicate with an authentication server in order to determine if the user has
access to the network.

TACACS uses a client-server mechanism. The TACACS server authenticates the TACACS client using infor-
mation such as user name and password.

To access TACACS screens, click System > TACACS.

The TACACS parameters are configured through the screens displayed by the following tabs:
TACACS Server Configuration

TACACS Traces

TACACS Active Server Configuration

TACACS Client

TACACS Server Configuration

By default, the tab TACACS Settings displays the TACACS Server Configuration screen.
Figure 11: TACACS Server Configuration
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Tacacs Server Configuration

Server Address Type Wﬂ
IP Address | |
Shared Secret | |
Single Connection [No ~|

Server Port |:|
Server Timeout {secs) |:|
Add || Reset

| Configure Trace Options |
® IPviv 10.1.0.1 |SECRETKEY |[No ] (49 (s 1

Apply

Screen Objective This screen allows the user to configure the TACACS server configuration.

Navigation System > TACACS > Server
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Fields . Server—select the Server Address Type to be configured or deleted.

. Server Address Type—select the address type of the TACACS+
server. The default option is IPv4.

. IP Address—enter the IPv4 address of the TACACS+ server. The
TACACS+ client interacts with the server having this IP address.

NOTE: TACACS allows information for maximum of 5 servers to be
configured.

] Shared Secret—enter the secret key shared between the client and
server (IPv4 or IPv6) for encryption and decryption. The default
value is TacacsKey.

. Single Connection—select whether single connect support is
enabled/ disabled for the server. The default option is No. The list
contains:

- Yes—allows multiple sessions over a single TCP connection.
Thus, the authentication, authorization and accounting
process are carried out in a single TCP connection.

- No—does not allow the multiple sessions to handle over a
single TCP connection. Thus, the authentication, authorization
and accounting are carried out in separate TCP connection.

. Server Port—enter the server port number for TACACS protocol.
This value ranges from 0 to 65535. The default value is 49 for IPv4
and 4949 for IPvé.

J Server Timeout (secs)—enter the timeout value within which the
TACACS client expects a response from server. This value ranges
from 1 to 255. The default value is 5 seconds. The TACACS client
assumes that the primary server is down and gets connected with
secondary server, after the expiry of this time.

Buttons . Add—adds and saves new configuration.

. Reset—resets to default value for respective fields and discards all
user inputs.The attributes of the default Queue Template cannot be
modified.

. Apply—modifies attributes and saves the changes.
. Delete—deletes the selected entry.
. Configure Trace Options—click to access theTACACS Traces screen

TACACS Traces

Figure 12: TACACS Traces
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facacs Traces

adldl>

[ info Ll Error
LDumpTx [ DumpRx

Apply
Configure Global Options

Screen Objective

This screen allows the user to enable or to select the required debug
statements that will be useful during debug operation.

Navigation

System > TACACS > Server > TACACS Server Configuration screen
appears. Click Configure Trace Options.

Fields

) Traces—select the traces for which debug statements is to be gener-

ated. The list contains:

- Info—generates debug statements for informational
messages

- Error—generates debug statements for error message

- DumpTx—generates debug statements for handling traces.
This trace is generated when there is an error condition in
transmission of packets.

- DumpRx—generates debug statements for handling traces.
This trace is generated when there is an error condition in
reception of packets

Buttons

. Apply—adds and saves new configuration.

J Configure Trace Options—click to access the TACACS Server Config-

uration screen.

TACACS Active Server Configuration

Figure 13: TACACS Active Server Configuration
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Tacacs Active Server Configuration

Active Server Address Type
Active Server IP Address | |

Retransmit {secs)

Apply Reset

m Active Server Address
O]

Delete

Screen This screen allows the user to set the TACACS server that should be used as primary
Objective server.

Navigation | System > TACACS > Active Server
or click TACACS AS tab.

Fields . Select—select the Active Server IP address to be deleted.

] Active Server Address Type—select the address type of the active server. The
default option is IPv4.

. Active Server IP Address—the IP address of the TACACS server that should be set
as primary server. Maximum of 5 server's (IPv4 or IPv6) information can be
configured forTACACS. This object indicates the active server among these 5
servers created using TACACS Server Configuration screen. The TACACS+ client
interacts with the configured server IP address. When set to zero, TACACS
disables the active server concept.

J Retransmit (secs)—enter the number of times the TACACS client remote server
searches the list of maximum number of TACACS servers. This value ranges from
1 to 100 seconds. The default value is 2 seconds. If the TACACS client does not
receive any response from the server for the given retransmit time, it searches
and gets connected with the next server.

Buttons o Apply—modifies attributes and saves the changes.
. Reset—resets to default value for respective fields and discards all user inputs.
. Delete—deletes the selected entry.

TACACS Client

Figure 14: TACACS Client
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TACACS Client
Source [P | 10.10.54.100|
| Apply |

Screen This screen allows the user to enable the TACACS Client.

Objective

Navigation | System > TACACS > Client

Fields o Source IP—enter the Client’s IP address.

Buttons

. Apply—modifies attributes and saves the changes.
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Timing Map

5. Timing Protocols

This is the introduction page for PTP and SNTP.

This section will contain descriptions for the SNTP and PTP interfaces.

5.1. Clock

Used to configure clock features such as PTP and Clock /WF.

CLOCK link provides the following links to configure the various clock features of the switch:

. PTP link allows the user to configure PTP IEEE 1588 Precision Time Protocol and some of its optional
features—Acceptable Master and Alternate Timescale.

. Clock IWF link allows the user to configure various Clock Interworking parameters such as time
source, accuracy, variance, etc.
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The various Clock features of the switch can be configured through the links available in
this page.

Through the PTF link you can configure PTP IEEE 1588 Precision Time Protocol and
some of its optional features-Acceptable Master and Alternate Timescale

Through the C - link you can configure Various Clock Interwoking parameters such
as lime Sﬂurce Accuracy Variance etc._,

PTP

PTP (Precision Time Protocol) is defined in IEEE 1588 as Precision Clock Synchronization for Networked
Measurements and Control Systems and was developed to synchronize the clocks in packet-based
networks that include distributed device clocks of varying precision and stability standalone software
which implements IEEE 1588. PTP is message based protocol which specifies how the real-time clocks in
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a distributed system synchronize with each other. PTP creates master-slave hierarchy to synchronize the
clocks in the system.

To access PTP screens, go to Clock > PTP.

The PTP link on the left pane allows configuring the PTP parameters through the following links:
PTP Global Configurations

Clock Configuration Page

PTP Interfaces

PTP Global Configurations

By default, the tab PTP displays the PTP Global Configurations screen.
Figure 1:  PTP Global Configurations

PTP Global Configurations

Global Status

Metwork Protocol |IEEE 802.3
Apply
Screen This screen allows configuring the basic settings of PTP such as starting the PTP module
Objective and creating the primary context.

Navigation | Clock > PTP > Basic Settings

Fields ] Global Status—specifies the system control status of the PTP module. The default
option is Disabled. The list contains:

- Disabled—shuts PTP in a device. This will remove all PTP related configura-
tions from the system.

- Enabled—starts PTP in a device. This will allow the user to configure the PTP
parameters.

NOTE: PTP module should be started for configuring the PTP parameters.
. Network Protocol—IEEE 802.3.

Buttons . Apply—adds and saves new configuration.

Clock Configuration Page

Figure 2:  Clock Configuration Page
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Clock Configurations Page
PTP Profile | Power Profile V2 ~ [*
Prafile ID 1¢:12:94:00:00:00 |
Clock Mode | Transparent ~ [*
Delay Mechanism *
Domain Number(0-254) |254 %
Domain VLAN ID(1-4094) | |
Domain VLAN F*riurity[[]—?}| 2 |
Max Clock Ports(0-24) |24 2 |
Clock |dentity |eS:eB:?5:FF:fE:9D:5f:82 |
Apply
Screen This screen allows the user to configure the clock data set table information. The clock
Objective data set table contains information of the clock on a particular domain. The entries in
this table are created with the default values.
Navigation | Clock > PTP > Clock Settings
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Fields . PTP Profile—specifies the type of PTP Profile. The default profile is Power Profile
V2. The options are:

- No Profile
- Default E2E
- Default P2P
- Utility Profile
- Power Profile V2
. Profile ID—1c:12:9d:00:00:00

J Clock Mode—specifies the operating mode of the clock in the domain. The default
option is Transparent. The list contains:

- Transparent
- Forward

J Delay Mechanism—specifies the delay mechanism of the clock in the domain. The
default option is P2P. The list contains:

- P2P—the clock is in peer-to-peer (P2P) mode. It measures the time taken for
a PTP event message to transit the device. This information will be updated
in the correction field of the PTP messages.

- E2E— the clock is in end-to-end (E2E) transparent mode. The clock calcu-

lates the residence time of PTP messages and measures the link delay of the
ingress port of PTP.

. Domain Number (0-254)—specifies the unique identifier of the domain. This
domain ID defines the scope of the PTP message communication, state, opera-
tions, data sets and timescale. this value ranges from 0 to 254.

] Domain VLAN ID (1-4094)—Specifies which VLAN that the transparent clock
messages will use.

. Domain VLAN Priority (0-7)—specifies the priority of the transparent clock
messages.

. Max Clock Ports (0-24)—specifies the number of the PTP ports. The maximum and
default is 24.

. Clock Identity—displays the unique ID of the local clock associated with the
domain which is €8:e8:75:ff:fe:90:2e:02

Buttons . Apply—adds and saves new configuration.

PTP Interfaces

Figure 3:  PTP Interfaces
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PTP Interfaces

Select Status Min PDelay FPropagation Delay
Interval (sec) rnsec)

O |g|gab|tethernet 0/1 || Disabled v| |1 v|

® |g|gab|tethernet_ﬂf2 || Disabled --| | 1 v| ICI
O |gigabitethernet_ﬂf3 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂf4 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂf5 || Disabled v| | 1 v| ICI
® |gigabitethernet_ﬂfﬁ || Disabled --| | 1 v| ICI
O |gigabitethernet_ﬂf? || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂfa || Disabled v| | 1 v| D
O |gigabitethernet_ﬂf9 || Disabled v| | 1 v| ICI
® |gigabitethernet_ﬂf1[] || Disabled v| | 1 v| ICI
O |gigabitethernet_tlf11 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂf12 || Disabled v| | 1 v| D
O  [gigabitethernet_0/13  |[Disabled v|  [1 ] o ]
® |gigabitethernet_ﬂfl4 || Disabled v| | 1 v| ICI
O |gigabitethernet_tlf15 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂfl& || Disabled v| | 1 v| D
O [gigabitethernet_0/17  |[Disabled ~|  [1 +] o ]
O |gigabitethernet_ﬂf18 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂf19 || Disabled v| | 1 v| ICI
O |gigabitethernet_nf2[] || Disabled v| | 1 v| ICI
O  [gigabitethernet_0/21  |[Disabled ~|  [1 +] o ]
O |gigabitethernet_ﬂf22 || Disabled v| | 1 v| ICI
O |gigabitethernet_ﬂf23 || Disabled v| | 1 v| ICI
® |gigabitethernet_ﬂf24 || Disabled v| | 1 v| ICI

Apply
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Screen This screen allows the user to add a PTP interface and configure the port table settings.
Objective The port settings table contains PTP configuration information for a particular port.
Valid interface number and type have to be provided for configuring the port specific
parameters.
Navigation | Clock > PTP > Port Settings
Fields . Port—the value for the context name is default. It cannot be changed.

. Status—select the operational status of the port in PTP. The default option is
Disabled. Options are:

- Disabled—disables PTP over the interface.
- Enabled—enables PTP over the interface.

. Min PDelay Interval (sec)—specifies the delay interval.

J Propagation Delay (nsec)—an estimate of the current one-way propagation delay
in scaled nanoseconds on the link attached to the port, calculated using the peer
delay mechanism. If the PTP port delay mechanism is end-to-end, this value will
be 0.

Buttons ] Apply—adds and saves new configuration.
Clock IWF

The Clock IWF module acts as a layer between the system clock and the protocol which synchronizes the
system clock. This module selects the time source to set the system clock and maintains the information
about the clock quality such as clock accuracy, class, variance, etc.

Clock Interworking Settings

Figure 4:  Clock Interworking Settings
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Clock Interworking Settings

Clock Vanance D
Clock Class 248
Clock Accuracy |254 |
Clock Time Source |P'rp vl
Clock UTC Offset o |
Hold Over Mode
Apply |

Note ;1. Set Clock Time Source as PTP/NTP if PTP module/SNTP module is used to set the
system time respectively.
2. Set Clock UTC Offset as (+HH:MM/-HH:MM) in between (+00:00 to +14:00)/(-00:00 to -12:00).

Screen This screen allows the user to configure the clock IWF parameters.
Objective

Navigation | Clock > Clock IWF
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Fields . Clock Variance—enter the variance of the primary clock. This object reflects the
value provisioned by the external source (NTP/SNTP/GPS) that synchronizes the
system clock. This value ranges from 0 to 255.The default value is 0 (minimum
variance).

. Clock Class—enter the class of the primary clock. This object reflects the value
provisioned by the external source (NTP/SNTP/GPS) that synchronizes the system
clock. This value ranges from 0 to 255. The default value is 248.

] Clock Accuracy—enter the accuracy of the primary clock. Clock accuracy is the
mean of the time or frequency error between the clock under test and a perfect
reference clock, over an ensemble of measurements. This object reflects the value
provisioned by the external source (NTP/SNTP/GPS) that synchronizes the system
clock. This value ranges from 32 to 254. The default value is 254.

J Clock Time Source—select the time source of the primary clock. The system clock
is synchronized only through the specified source. The default option is PTP. The
options are:

- None—does not synchronize the system clock.

- Atomic Clock—synchronizes the system clock through atomic clock.

- GPS—synchronizes the system clock through Global Positioning System
(GPS).

- PTP—synchronizes the system clock through Precision Time Protocol (PTP).

- NTP—synchronizes the system clock through Network Time Protocol (NTP).

- Internal Oscillator-Synchronizes the system clock through Internal Oscil-
lator.

. Clock UTC Offset—enter the current UTC (Coordinated Universal Time) offset in
scaled nanoseconds with respect to the system time. This value must be in the
form of (+HAMM or —HH:MM) and in the range from +00:00 to +14:00 or—00:00
to—12:00. The default value is 0.

. Hold Over Mode—select the option to specify whether the system clock is in Hold
Over Mode. The default option is Enabled. The options are:
- Enabled—enables the clock to be in holdover mode.
- Disabled—disables the holdover mode.

NOTE: The clock is said to be in Hold Over Mode if it has been previously synchronized or
synchronized to another clock but is now free-running based on its own internal oscil-
lator whose frequency is adjusted using data acquired while it had been synchronized
or synchronized to the other clock.

Buttons . Apply—adds and saves new configuration.

5.2. SNTP

This section describes how to configure the SNTP features of the switch.
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SNTP (Simple Network Time Protocol) is a simplified version of the NTP protocol. The NTP protocol is
meant for synchronizing the clocks of computer systems over packet-switched, variable-latency data
networks.

To access SNTP screens, click System > SNTP.

The SNTP parameters are configured through the screens displayed by the following tabs:
SNTP Settings

SNTP Unicast Table

SNTP Broadcast Configuration

SNTP Multicast Configuration

SNTP Manycast Configuration

SNTP Settings

By default, the tab SNTP displays the SNTP Settings screen.
Figure 5: SNTP Settings

SNTP Settings

Sntp Admin Status [Enabled v |
Client Version [Version 4 v |
Addressing Mode |Unicast v |
Sntp Client Port [1025

Sntp Client IP (2221

Time Dislay Format [Hours w|
AuthKey Id 0

Auth Algorithm [None v |
AuthKey
TimeZone 1-04:00
DST StartTime ' |

DST EndTime

| Apply || Refresh |

Note : To set system time using SNTP, set Clock Time Source parameter of CLKIWF as NTP.

Screen Objective This screen allows the user to configure the details of SNTP Settings.

NOTE: To set the system time using SNTP, the Clock Time source should be configured as NTP using the
CLKIWF screen. CLKIWF is short for Clock InterWorking Function.

Navigation System > SNTP > SNTP Settings
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Fields

NOTE:

SNTP Admin Status—select the SNTP client module status. The default
option is Disabled. The list contains:

—  Enabled—enables the SNTP client module. On enabling, the server
starts sending the request to the host for synchronization.

- Disabled—Disables the SNTP client module.

All configurations are active only when the SNTP module is enabled.

Client Version—select the SNTP client module version. The default

option is Version 4. The list contains:

- Version 1—sets the SNTP client version as Version 1.

- Version 2—sets the SNTP client version as Version 2.

- Version 3—sets the SNTP client version as Version 3.

—  Version 4—sets the SNTP client version as Version 4.

NOTE: All SNTP requests are sent out with the current configured version
number. When required, the administrator can change the current
version number.

Addressing Mode—select the SNTP client addressing mode. The default
option is Unicast. The list contains:

- Unicast—SNTP client operates in a point-to-point fashion. A
unicast client sends a request to a designated server at its unicast
address and expects a reply from which it can determine the time
and, optionally, the round-trip delay and local clock offset relative
to the server.

- Broadcast—SNTP client operates in a point-to-multipoint fashion.
The SNTP server uses an IP local broadcast address instead of a
multicast address. The broadcast address is scoped to a single
subnet, while a multicast address has Internet wide scope.

- Multicast—SNTP client operates in point-to-multipoint fashion.
The SNTP server uses a multicast group address to send unsolicited
SNTP messages to clients. The client listens on this address and
sends no requests for updates.

- Manycast—SNTP client operates in a multipoint-to-point fashion.
The SNTP client sends a request to a designated IPv4 or IPv6 local
broadcast address or multicast group address. One or more
anycast servers reply with their individual unicast addresses

SNTP Client Port—enter a port number.

SNTP Client IP—enter a Client IP.

Time Display Format—enter the username.

- Hours—Sets the time display as 24 hours format.

—  Am/Pm—Sets the time display as 12 hours am/pm format.
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Fields (cont)

AuthKey Id—enter the key identifier identifying the cryptographic key

used to generate the message-authentication code:

NOTE: This field is greyed out when addressing mode is Broadcast, Multi-

cast and Manycast.

AuthKey Algorithm—select the SNTP authentication algorithm. The

default authentication algorithm is None. The list contains:

- None—the communication will be opened, and no authorization
will be provided.

- md5—MD5 (Message Digest-5) verifies data integrity. MID5 is
intended for use with digital signature applications, which requires
that large files must be compressed by a secure method before
being encrypted with a secret key, under a public key crypto-
system.

NOTE: This field is greyed out when addressing mode is Broadcast, Multi-
cast and Manycast.

AuthKey—enter the key identifier identifying the cryptographic key

used to generate the message-authentication code.

NOTE: This field is greyed out when addressing mode is Broadcast, Multi-

cast and Manycast.

TimeZone—enter the system time zone with respect to UTC. The format

is (+/-) HH:MM. Where:

- +/—denotes the difference with the Greenwich Mean Time. + indi-
cates forward time zone and—indicates backward time zone.

- HH denotes the hours. It is 24-hour format with value ranging from
00 to 23.

- mm denotes the minutes. The value ranges from 00 to 59. For
example, the valid value is +05:30.
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Fields (cont) . DST Start Time—enter the DST (Daylight Saving Time) start time. The
format is weekofmonth-weekofday-month, HH:MM. Where:

- weekofmonth denotes the particular week. The valid values are
First, Second, Third, Fourth and Last

- weekofday denotes the day in the specified week. The valid values
are Sun, Mon, Tue, Wed, Thu, Fri and Sat.

- month denotes the month for which the specified week and day
are applicable. The valid values are Jan, Feb, Mar, Apr, May, Jun,
Jul, Aug, Sep, Oct, Nov, Dec

- HH denotes the hours. It is 24-hour format with value ranging from
00 to 23.

- mm denotes the minutes. The value ranges from 00 to 59. For
example, the valid value is First-Sun-Jan, 23:45.

. DST End Time—enter the DST end time. The format is the same as the
DST Start Time.

NOTE: DST is a system of setting clocks ahead so that both sunrise and sunset
occur at a later hour. The effect is additional daylight in the evening. Many
countries observe DST, although most have their own rules and regulations for
when it begins and ends. The dates of DST may change from year to year.

Buttons . Apply—adds and saves a new configuration.

o Refresh—refreshes the screen.

SNTP Unicast Table

Figure 6: SNTP Unicast Table

SNTP Unicast Table
Forward Address Type

Unicast Serverlp Addr |

Server Port I:I
SNTP Version
Unicast Server Type

Add Reset

[[seect [ serverAdor Type | ServerAdiross | ServorPort | erver Version | Serverype | Last Udated | TxReauesis |

Apply Delete Refresh

Screen Objective This screen allows the user to configure the details of SNTP unicast
parameters.
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Navigation System > SNTP > Unicast
Fields . Select—select the server address for which the configuration need to be

modified or deleted.

. Forward Address Type—select the address type of the unicast server in
the Unicast addressing mode. IPv4—Sets the address type of the unicast
server as Internet Protocol Version 4.

. unicast serverip addr—enter the unicast ipv4/ipv6 server address in the
unicast addressing mode.

. server port—enter the sntp port on which the server is up. the value
ranges between 123, 1025 to 65535. the default value is 123.

J SNTP Version—the SNTP version supported by the server. The list
contains:

- Version 3—Sets the SNTP version as version 3.
- Version 4— Sets the SNTP version as version 4.

. Unicast Server Type—select the Unicast server type. This flag is to distin-
guish between primary and secondary server. SNTP client sends request
to different servers until it receives successful response. This flag tells
the order in which to query the servers. The list contains:

- Primary—sets the unicast server type as primary server
- Secondary—sets the unicast server type as secondary server

. Last Updated—specifies the local time when the configuration was
successful.

. Tx Requests—specifies the number of SNTP requests sent in unicast
addressing mode.

Buttons . Add—adds and saves new configuration.

J Reset—resets to default value for respective fields and discards all user
inputs.

. Apply—modifies attributes and saves the changes.

J Delete—deletes the selected entry.

o Refresh—refreshes the screen.

SNTP Broadcast Configuration

Figure 7: SNTP Broadcast Configuration
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SRTD [l s e ST T
oN IF Broadcast Conftiguration

Reguest InBcast Mode |_[]igat||ed e
POLL Timeout InBcastMode
Delay Time InBcastMode

Primary Addr InBcast Mode ||:|_|;|_|:|_|:| |

Apply

Screen Objective

This screen allows the user to configure the details of SNTP Broadcast
parameters.

Navigation

System > SNTP > Broadcast

Fields

. Request InBcast Mode—select the SNTP send request status in Broad-
cast mode. The default option is Disabled. The list contains:

- Enabled—sends the SNTP request to the broadcast server to calcu-
late the delay time.

- Disabled—does not send the SNTP request.

. POLL Timeout InBcastMode—enter the number of seconds to wait for a
response from a POLL Timeout InBcast SNTP server before considering
the attempt to have timed out. This value ranges from 1 to 30 seconds.
The default value is 5 seconds.

. Delay Time InBcast Mode—enter the delay time when there is no
response from the broadcast server. This value ranges from 1000 to
15000 microseconds. The default value is 8000 microseconds.

. Primary Addr InBcast Mode—enter the primary server IP address learnt
in Broadcast addressing mode. The default address is 0.0.0.0.

Buttons

. Apply—modifies attributes and saves the changes.

SNTP Multicast Configuration

Figure 8: SNTP Multicast Configuration
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SNTP Multicast Configuration
Send Reguestin Disabled -~
Poll timeout |5 |
Delay Time |8EIEIEI |
Group Address Type PV~
Group Address |224.EI.1.1 |
Primary Server Addressing Mode TPV~
Primary Server Address 0.0.0.0.1
Apply
Screen Objective This screen allows the user to configure the details of SNTP Multicast
parameters.
Navigation System > SNTP > Multicast
Fields . Send Request In—the SNTP send request status in Multicast mode. The

default option is Disabled. The list contains:

- Enabled—sends the SNTP request to the broadcast server to calcu-
late the delay time.

- Disabled—does not send the SNTP request.

] Poll timeout—enter the number of seconds to wait for a response from
a SNTP server before considering the attempt to have timed out. This
value ranges from 1 to 30 seconds. The default value is 5 seconds.

J Delay Time—enter the delay time when there is no response from the
multicast server. This value ranges from 1000 to 15000 microseconds.
The default value is 8000 microseconds.

J Group Address Type—select the multicast group address type that can
be configured by the administrator. /Pv4 sets the multicast group
address type as Internet Protocol Version 4.

J Group Address—enter the multicast group address that can be config-
ured by the administrator.

J Primary Server Addressing Mode—select the address type of the
primary server learnt in Multicast addressing mode. The list contains.

J Primary Server Address—displays the primary server IP address learntin
Multicast addressing mode. This is a read-only field. The default address
is 0.0.0.0.

Buttons J Apply—modifies attributes and saves the changes.
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SNTP Manycast Configuration

Figure 9: SNTP Manycast Configuration

SNTP Manycast Configuration

Foll Interval
Poll timeout -
Paoll Retry -

Server Type BroadCast -
Group Address Type

ii

Group Address 0.0.0.0
Primary Server Address Type
Primary Server Address 0.0.0.0
Apply
Screen Objective This screen allows the user to configure the details of SNTP Manycast
parameters.
Navigation System > SNTP > Manycast
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Fields . Poll Interval—enter the time period in seconds between successive
SNTP request transmissions. This value ranges from 16 to 16284. The
default value is 64.

. Poll timeout—enter the number of seconds to wait for a response from
a SNTP server before considering the attempt to have timed out. This
value ranges from 1 to 30 seconds. The default value is 5 seconds.

. Poll Retry—enter the time period in times to retry a request to a SNTP
server that has not successfully responded. This value ranges from 0 to
10 with a default of 3.

J Server Type—select the type of servers used in Manycast addressing
mode, that is to find a Manycast server the client can send the request
to either broadcast or multicast address. The default option is Broadcast.
The list contains:

- Broadcast—configures SNTP broadcast server address in Manycast
mode.

- Multicast—configures SNTP multicast server address in Manycast
mode.

J Group Address Type—select the Manycast group address type to be
configured. /Pv4—sets the Manycast group address type as Internet
Protocol Version 4.

J Group Address—enter the Manycast group address to be configured.

Fields J Primary Server Address Type—select the address type of the primary
server learnt in Manycast addressing mode. IPv4 sets primary server
address type as Internet Protocol Version 4.

J Primary Server Address—displays the primary server IP address learnt in
Manycast addressing mode. This is a read-only field. The default address
is 0.0.0.0.

Buttons J Apply—modifies attributes and saves the changes.
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Interfaces Map

6. Interfaces to the iMX950

This section introduces WebUI pages that configure interfaces to the iMX950 such as SSH, HTTP, SSL, and
SNMP.

6.1. SSH

This section describes how to configure the SSH protocol.

SSH (secure shell) is a network protocol that allows data to be exchanged using a secure channel between
two networked devices. SSH uses public-key cryptography to authenticate the remote computer and
allows the remote computer to authenticate the user, if necessary. SSH is typically used to log into a
remote machine and execute commands.

To access SSH screens, click System > SSH.

SSH Global Settings

Figure 1: SSH Global Settings

SSH Global Settings
SSH Status | Enable v
SSH Server Address 192.168.10.1 |
SSH Server Port 22 |
SSH 'C'Ephﬁﬂ_,iiﬂ‘ B ECDH_RSA_AES256_GCM_SHAZ56

_|ECDH_RSA_AES128_GCM_SHA256

_| ECDH_RSA_CHACHA20_POLY1305
DHE_RSA_AES256_GCM_SHA256
_JECDH_ECDSA_AES128_GCM_SHA256

Trace Level None v |

[2eply |
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Screen
Objective

This screen allows the user to configure the SSH initial settings.

Navigation

System > SSH

Fields

SSH Status—select the status of the SSH module. The default option is Enabled.
The list contains:

- Enable—enables the SSH feature in the switch. SSH feature enables the
user to log into a remote machine and execute commands.

- Disable—disables the SSH feature in the switch. This action disconnects the
secure channel.

NOTE: Version compatibility is set at Version 2 and cannot be changed
SSH Server Address—enter the SSH server address.
SSH Server Port—enter the SSH server post.

SSH CipherList—select a Cipher-List. The cipher list takes values as bit mask.
Setting a bit indicates that the corresponding cipher-list will be used for encryp-
tion. The default option is DES-CBC in NON-FIPS mode and 3DES-CBC in FIPS
mode. The options are:

—  ECDH_RSA_AES256_GCM_SHA256
—  ECDH_RSA_AES128 GCM_SHA256

—  ECDH_RSA_CHACHA20 POLY1305

—  DHE_RSA_AES256_GCM_SHA256

- ECDH_ECDSA_AES128 GCM_SHA256

Trace Level—this option enables debug logging at specific levels.
- None

- Warning

- Protocol

- Packet

- Functions

Buttons

Apply—modifies attributes and saves the changes.

6.2. HTTPS

Describes how to configure the HTTPS protocol on the switch.

Hypertext Transfer Protocol Secure (HTTPS) is an extension of the Hypertext Transfer Protocol (HTTP). It
uses encryption for secure communication over a computer network. In HTTPS, the communication
protocol is encrypted using Transport Layer Security (TLS) or, formerly, Secure Sockets Layer (SSL). The
protocol is therefore also referred to as HTTP over TLS or HTTP over SSL. HTTPS URLs begin with "https://"
and use port 443 by default, whereas, HTTP URLs begin with "http://" and use port 80 by default.

To access HTTPS screens, go to System > HTTPS.
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The HTTPS parameters are configured through the screens displayed by the following tabs:
HTTPS Global Config
HTTPS Certificates

HTTPS Global Config

By default, the tab HTTPS Global Config displays the HTTPS Global Settings screen.
Figure 2: HTTPS Global Config

HTTPS Global Settings

HTTPS Server

| Enable V|

HTTPS Ip Address [192.168.10.1] |
HTTPS Port (443 2|
Minimum SSL Version [Tisviz v |
HTTPS TLSv1.2 Ciphers [JTLS ECDHE_RSA_WITH AES 256 GCM_SHA384

[JTLS ECDHE RSA WITH CHACHA20 PDLY1305 SHAZ256
HTTPS TLSv1.3 Ciphers [JTLS AES 256_GCM_SHA384

[ TLS_CHACHA20_POLY1305_SHA256

[JTLS_AES 128_GCM_SHA256

| Apply |

Note : Please Refresh the page after configuration.

Screen This screen allows the user to configure SSL server on the device and also
Objective configures Ciphersuites.
Navigation System > HTTPS > HTTPS Global Settings
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Fields HTTPS Server—select the status of the HTTPS protocol. The default option is
Disable. The list contains:
—  Enable—enables secure HTTPS in the system. When the server status
is enabled it establishes the secure layer in the network.
—  Disable—disables HTTPS secure server on the device and also disables
Ciphersuites.
HTTPS IP Address—enter the HTTPS IP address.
HTTPS Port—specify the port for the HTTPSS server to listen on. The stan-
dard for this is 443, but a different port may be used.
Minimum SSL Version—select the protocols to configure the SSL version.
The default minimum option is TLSv1.2. The list contains:
—  TLSv1.2—Sets the sets the minimum TLS version as 1.2.
—  TLSv1.3—Sets the sets the minimum TLS version as 1.3.
HTTPS TLSv1.2 Ciphers—select the cipher suite from the list for providing
the input. When an SSL connection is established, the client and server
exchange information about which cipher suites they have in common. By
default all supported ciphers are enabled. The options are:
—  TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
—  TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305_SHA256
NOTE: The encryptions use these combinations to send /receive datain a
secure manner.
HTTPS TLSv1.3 Ciphers—select the cipher suite from the list for providing
the input. When an SSL connection is established, the client and server
exchange information about which cipher suites they have in common. By
default all supported ciphers are enabled. The options are:
—  TLS_AES_256_GCM_SHA384
—  TLS_CHACHA20_POLY1305_SHA256
—  TLS_AES_128 GCM_SHA256
NOTE: The encryptions use these combinations to send /receive datain a
secure manner.
Buttons Apply—modifies attributes and saves the changes.
HTTPS Certificates
Figure 3:  HTTPS Certificates
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HTTPS Certificates
HITPS Certicate | Key |

| HttpsCert.pem v i* | HttpsKey.pem ~ |*

[_sutlrnit_]

This page is to associate certificate and key with HTTPS.

Screen This screen allows the user to configure the server-certificate input in PEM format. It
Objective imports the public certificate of the SSL server. When the SSL server certificate
installation is complete, SSL server sends this certificate for authentication of client. SSL
digital certificates are offered to merchants, banks and organizations that collect
personal information from their clients. These SSL Certificates ensure a safe
transportation of data on the inter network in a remote location. SSL has encouraged
E-commerce, which has grown many folds in the short period of time.

A 4 byte integer is used for enabling the level of tracing. Each bit in the 4 byte integer
represents a particular level of trace. System errors such as memory allocation failures
are communicated using LOG messages and TRACE messages. Interface errors and
protocol errors are communicated using TRACE messages.

Navigation | System > HTTPS > HTTPS Certificates

Fields o HTTPS Certificate—select a HTTPS certificate.
. Key—choose a private key.

Buttons . Apply—modifies attributes and saves the changes.

6.3. PKI Certificates

Describes how to configure the PKI certificates.
To access PKI screens, go to System > PKI

PKI Import Certificate

HTTPS Certificates

PKI Import Certificate

Figure 4:  PKI Configuration
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PKI Configuration

@ Private Key
() CA Certificate
) Cedificate

| Browse... | No file selected.

BN

Apply
Select] ____Name | Twe
O | HttpsKey.pem Private Key
® HttpsCert.pem Certificate

Delete Selected || Delete All

Screen This screen allows the user to configure the PKI Configuration.
Objective

Navigation | System > PKI > PKI Import Certificate

Fields . Private Key—select to enter private key.

J CA Certificate—select to enter certificate signed by Certification Authority (CA).
The user manually enters the details of the certificate.

. Certificate—select to enter a certificate (CA). The user manually enters the details
of the certificate.

. Browse—select a file.

Buttons . Apply—saves the configuration.
o Delete Selected—deletes the selected certificate and key.
o Delete All—saves all selected certificates and keys.
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Notes on Digital Certificates

To have the device participate in a public key infrastructure, a CSR (Certificate Signing Request) must be
generated. This signing request is in PEM format. The CSR contains information such as the common
name, which is the fully qualified domain name that the certificate will be used for, the public key of the
device and key length. When the CSR is provided to the Certificate Authority (CA), the CA will respond
with a signed certificate. If the response is in CRT format, it must be converted back to PEM before it can
be uploaded to the device.

Once the new certificate has been uploaded to the device, the HTTPS service must be disabled and then
re-enabled for the new certificate to be used by the web server.

PKI Generate Certificate

Figure 5: PKI Generate Certificate - Part A

(® Generate New Key and Self Signed Certificate

RSA Key Size 2048 v
Certificate Subject Mame :.Default w
Country (C)

State/Province ()

City/Locality (L)

Organization (9)]

Organizational Unit (8]9)}

Common Mame (CM)

Filename

| required

Generate Certificate Signing Request
CSR Name HttpsCert.pem v [*

Apply |
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Figure 6: PKI Generate Certificate- Part B

W

4

(%) Enter Certificate Signed By Certification Authority

BEGIN CERTIFICATE REQUEST-—==-- ""l
MIHKMHYCAQAWETEPMADGAIUE AxNGe2F oGy L MFwwl QY J Ko Z ThweNAQEBBOAD Swh

SAJBAMOVEELIuZhoxSGe Lr H7oO0uldbnpYO1DAx IEVEr J3ns ZREw0Mud g JIvEv]

Foyl¥FepnI B7vE4+usFUTEZLZ ¥4 Jy0CAwE R Aa A R MAOGCEgGEThADOEREATTALOE AN Sy

=]
1ZdehE/ J IvtErkDOTwHE/ SyndBoTCnh Y06 jpQ0I0y0Zhywppituess£o6lpDhEsKi
=
R5LGkgO8v1uRUdYipw== Rl
Apply
Screen This screen allows the user to configure the server-certificate input in PEM format. It
Objective imports the public certificate of the SSL server. When the SSL server certificate
installation is complete, SSL server sends this certificate for authentication of client. SSL
digital certificates are offered to merchants, banks and organizations that collect
personal information from their clients. These SSL Certificates ensure a safe
transportation of data on the inter network in a remote location. SSL has encouraged
E-commerce, which has grown many folds in the short period of time.
A 4 byte integer is used for enabling the level of tracing. Each bit in the 4 byte integer
represents a particular level of trace. System errors such as memory allocation failures
are communicated using LOG messages and TRACE messages. Interface errors and
protocol errors are communicated using TRACE messages.
Navigation | System > PKI > PKI Generate Certificate
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Fields . Generate New Key and Self Signed Certificate—select the traces for which debug
statements will be generated. The options are:

- RSA Key Size—select the desired key size. The list contains:
J 2048 —Sets the key size to 2048.
- Certificate Subject Name—select one of the following options
. Default
o Current
o Custom
- Country—enter the country of the user.
- State/Province—enter the state and province of the user.
- City/Locality—enter the city of the user.
- Organization—enter the organization of the user.
- Organizational Unit—enter the organizational unit/department of the user.

- Common Name—enter the details of the user requesting for the Digital
Certificate.

- Filename—enter a filename.

NOTE: TheCountry, State/Province, City/Locality, Organization, Organizational
Unit, Common Name, and Filename options are enabled only if the Certificate
Subject Name option is Custom. Otherwise, it is grayed out and cannot be config-
ured.

J Generate Certificate Signing Request—select to configure the server-certificate
input in PEM format. The user manually enters the details of the certificate /
selects a file in PEM format.

Buttons . Apply—modifies attributes and saves the changes.

6.4. HTTP

Describes how to enable/disable the HTTP server as well as how to configure its authentication schemes.

The HTTP (Hyper Text Transfer Protocol) 1.1 Server provides an HTTP Authentication framework in addi-
tion to the proprietary form-based authentication. The HTTP authentication framework provides a
simple challenge-response authentication mechanism that is used by a server to challenge a client
request and by a client to provide authentication information. It uses an extensible, case-insensitive
token to identify the authentication scheme, followed by a comma-separated list of attribute-value pairs
which carry the parameters necessary for achieving authentication via that scheme. The HTTP Authenti-
cation framework supports two authentication schemes namely BASIC and DIGEST (ref. RFC 2617)

The HTTP related parameters are configured through the screens displayed by the following tabs:
HTTP Settings

Web Session
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HTTP Settings

By default, the tab HTTP Configuration displays the HTTP Settings screen.
Figure 7: HTTP Settings

HTTP Settings

HTTP Status [Enable v |

HTTP Ip Address 192.168.10 1

HTTP port 80

Operational HTTP Authentication Scheme Default v |

Configured HTTP Authentication Scheme Default + |
| Aoply |

Screen Objective | This screen allows the user to configure the HTTP related information.

NOTE: The changes in the screen are effective only after saving the configuration using
System > Save and Restore > Save > Save Configuration screen.

Navigation System > HTTP > HTTP Settings
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Fields . HTTP Status—it shows if HTTP is enabled or disabled.

. HTTPS IP Address—enter the HTTPS IP address.

. HTTPS Port—specify the port for the HTTP secure server to listen on. The
standard for this is 443, but a different port may be used.

. Operational HTTP Authentication Scheme—displays the operational HTTP
authentication scheme which is used to authenticate all HTTP sessions. The
default option is Default. The options are:

- Default—specifies Form-Based authentication mechanism.
- Basic—specifies Basic HTTP Authentication scheme of RFC 2617.
- Digest—specifies Digest HTTP Authentication scheme of RFC 2617.

NOTE: This value is set only once at the start up and cannot be modified at run-time.
During the start-up, this field takes the value saved in the Configured HTTP
Authentication scheme.

. Configured HTTP Authentication Scheme—select the configurable HTTP
authentication scheme. The modified value is stored in a configuration file
and applied during the next device Startup. The default option is Default. The
list contains:

- Default—specifies Form-Based authentication mechanism.
- Basic—specifies Basic HTTP Authentication scheme of RFC 2617.
- Digest—specifies Digest HTTP Authentication scheme of RFC 2617.

NOTE: To use the modified value of Configured HTTP authentication scheme,
save your configuration through Save and Restore link and restart the
device. Also, restart the browser and clear all private data, saved session
information, and cache from the browser.

Buttons . Apply—modifies attributes and saves the changes.

Web Session

Figure 8: Web Session Timeout

Web Session TimeOut 300

Apply

Screen Objective | This screen allows the user to configure the web session timeout value.

Navigation System > HTTP > Web Session TimeOut

Fields o Web Session Timeout—enter the web session timeout value in seconds.
This value ranges from 1 to 300 in seconds. The default value is 300.
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Buttons

Apply—modifies attributes and saves the changes.

6.5. SNMP

Used to configure SNMP for network management services.

The SNMP (Simple Network Management Protocol) is a widely deployed protocol that is commonly used
to monitor and manage network devices. SNMP works by sending messages, called protocol data units
(PDUs), to different parts of a network. SNMP-compliant devices, called agents, store data about them-
selves in Management Information Bases (MIBs) and return this data to the SNMP requesters.

To access SNMP screens, go to System > SNMP.

The SNMP link also allows the user to configure SNMP Agent and AgentX parameters through the

following sub-links:

SNMP Agent Control Settings

AGENT

SNMP Agent Control Settings

By default, the tab SNMP displays the SNMP Agent Control Settings screen.

Figure 9: SNMP Agent Control Settings

SNMP Agent Control Settings

@ Agent
() AgentXSubagent

() Disable BOTH
Snmp Agent Port 161

Snmp Agent IP Address

| Apply |

Note : Either Agent or AgentX_Subagent can be enabled.

Goto AgentXSubagent configuration page on selecting AgentXSubagent.

Screen Objective

This screen allows the SNMP user to configure SNMP Agent Control Settings

Navigation

System > SNMP > SNMP

Fields

] Agent—select it to enable SNMP Agent. Enabling this option allows the
software to directly interface with the managed modules and configure
and monitor them. The default option is Enabled.
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Fields . AgentX Subagent— This option is not supported, and will be removed in a
future release.
J Disable BOTH—select Disable BOTH to disable both SNMP Agent and
Agent X Subagent.
. Snmp Agent Port—enter the SNMP Agent Port number on which SNMP
agent listens. This value ranges from 1 to 65535. The default value is 161.
. Snmp Agent IP Adress—enter the SNMP Agent Port address.
NOTE: These value can be entered only if Agent is selected.
NOTE: These fields are grayed for both AgentX Subagent and Disable
options.
Buttons . Apply—modifies attributes and saves the changes.
AGENT

The SNMP Agent provides an interface between a SNMP manager and a switch. The agent processes
SNMP packets received from the manager, frames the appropriate response packets, and sends them to

the manager.

To access SNMP Agent screens, go to System > SNMP > AGENT.

The SNMP AGENT link also allows the user to configure SNMP Agent-related parameters through the

following tabs:

SNMP Community Settings
SNMP Group Settings

SNMP Group Access Settings
SNMP View Tree Settings
SNMP Target Address Settings
SNMP Target Parameter Settings
SNMP Filter Profile Settings
User SNMIP Security Settings
SNMP Trap Manager

SNMP Filter Settings

SNMP Proxy Settings

SNMP Settings

SNMP Community Settings

By default, the tab Community displays the SNMP Community Settings screen.

Figure 10: SNMP Community Settings
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SNMP Community Settings

Community Index

[
Community Name I:It
[ P

Security Mame

Context Name
Transport Tag
Storage Type

IH

Add Reset |

Select] Community Community | Secunity Name| Context Name | Transport Tag | Storage Type
Index Name

NETMAN [NETMAN | |none |[ Nonvolatile
®  PUBLIC PUBLIC | |none || || || Nonvolatile

Apply Delete |

Screen This screen allows the user to add a new community configuration to the table and
Objective delete existing community configuration from the same.

Navigation | System > SNMP > AGENT > Community

Fields J Community Index—enter the Index to the community table. The communities

NETMAN and PUBLIC are created.

J Community Name—enter the community name. The communities NETMAN and
PUBLIC are created.

J Security Name—enter the security name. The default value is None.
. Context Name—enter the context name. The default value is Null.
J Transport Tag—enter the transport tag. The default value is Null.

. Storage Type—select the required Storage Type for the community. The default
option is NonVolatile. The list contains:
- Volatile—sets the storage type as temporary and erases the configuration
setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the configura-
tion to the system. The saved configuration can be viewed when restarting
the system.
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Buttons . Add—adds and saves new configuration.
. Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes and saves the changes.
. Delete—deletes the selected entry.
SNMP Group Settings

Figure 11: SNMP Group Settings

SNMP GROUP Settings

Security Model vl

Security Name I:I*

Group Name | |"'

Storage Type
Add Reset

T e e
none iso MonVolatile -~

v2c none is0 MonVolatile -~
noAuthUser  [noAuthUser MonVolatile -
v3 templateMD5  |noAuthUser MonVolatile ~
v3 templateSHA | [noAuthUser MNonVolatile -

Apply Delete

®@ OO 0O

Screen This screen allows the user to configure the SNMP Group Settings.

Objective

Navigation | System > SNMP > AGENT > Group

Fields . Security Model—select the version of the SNMP. The security model v1, v2c and

v3 are created. The list contains:

- vl—sets the SNMP version as Version 1.
- v2c—sets the SNMP version as Version 2.
- v3—sets the SNMP version as Version 3.

NOTE: Group Name and Storage Type are created. Group Name and Storage Type
can be modified for the default entries. Default entries cannot be deleted.
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Fields (cont)

Security Name—enter the security name of the group. Security names such as
none, noAuthUser, templateMD5, and templateSHA are created. This is a read-
only field.

Group Name—enter the name of the SNMP group. The SNMP groups iso and
initial are created.

Storage Type—select the required storage type for the group entry. The default
option is NonVolatile. The list contains:

- Volatile—sets the storage type as temporary and erases the configuration
setting during restarting of the system.

- Non-Volatile—sets the storage type as permanent and saves the configura-
tion to the system. The Saved configuration can be viewed when restarting
the system.

Buttons

Add—adds and saves new configuration.
Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.

SNMP Group Access Settings

Figure 12: SNMP Group Access Settings

SNMP Group Access Settings
[ F

Security Model vl v

Group Mame

Security Level | NoAuthentication ~ |

A
A —
e —

Storage Type

NonVolatile ~

Add Reset

is0
iso
noAuthlser

noAuthUser

® O OO0 O

noAuthlUser

Securty Love

vl MNoAuthentication ||so |||sc| |||50 | MonVolatile ~

v2C NoAuthentication ||su |||so |||so | MonVolatile ~

v3 NoAuthentication |restricted ||restricted ||restricted | MonVolatile -

v3 Authentication |isu ||isu ||i50 | MonVolatile -~

v3 Private |iscr ||isc| ||iso | MonVolatile
Apply Delete
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Screen Objective | This screen allows the user to configure the SNMP Group Access Settings.

NOTE: A SNMP Group has to be created prior to a Group Access configuration. The groups that are
created in the SNMP Group Access Settings section are displayed in the bottom form of this screen.

Navigation System > SNMP > AGENT > Group Access

Fields . Group Name—enter the name of the group. The maximum size is 32.
J Security Model—select the version of the SNMP. The versions are:

- vl—sets the SNMP version as Version 1.

- v2c—sets the SNMP version as Version 2.

- v3—sets the SNMP version as Version 3.
J Security Level—select the version of the SNMP. The list contains:

- NoAuthentication—sets no authentication.

- Authentication—enables Message digest (MD5) or Secure Hash Algo-
rithm (SHA) packet authentication.

- Private—sets both authentication and privacy.

o Read View—enter the Read View identifier from which the user can read
the data. The maximum size is 32 characters.

o Write View—enter the Write View identifier from which the user has both
read and write access. The maximum size is 32 characters.

J Notify View—enter the Notify View identifier. From this identifier number,
the changes made will be noted and sent to a destination through a tag. The
maximum size is 32 characters.

. Storage Type—select the required storage type for the group access entry.
The list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The Saved configuration can be viewed
when restarting the system.

Buttons . Add—adds and saves new configuration.

) Reset—resets to default value for respective fields and discards all user
inputs.

. Apply—modifies attributes and saves the changes.

. Delete—deletes the selected entry.

SNMP View Tree Settings

Figure 13: SNMP View Tree Settings
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SNMP ViewTree Settings

View Name

—

Veaw by pe

Add || Reset

®

iso

restricted 1 |Included v|| MonVolatile v|

i |Included v|| MonVolatile v|

Apply Delete

Screen Objective

This screen allows the user to configure the SNMP Group Access Settings.

NOTE: SNMP Group has to be created and SNMP Access settings need to be defined prior to the Group
View Tree configuration.

Navigation

System > SNMP > AGENT > View

Fields

View Name—enter the view name for which the view details are to be
configured. The default option is ISO and restricted. The view name iso and
restricted are created.

SubTree—enter the sub tree value for the particular view. The default value
is 1.
Mask—enter the mask value for the particular view. The default value is 1.

View Type—select the view type. The default option is Included The list
contains:

- Included—allows access to the subtree.
- Excluded—denies access to the subtree.
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Fields . Storage Type—select the required storage type for the view tree entry. The
default option is NonVolatile. The list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The saved configuration can be viewed
when restarting the system.

Buttons . Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user
inputs.

Apply—modifies attributes and saves the changes.
Delete—deletes the selected entry.

SNMP Target Address Settings

Figure 14: SNMP Target Address Settings

SNMP Target Address Settings

Target Name —:"
Target IP Address | i
Port 162 I
Transpor Tag —!

Param *

Storage Type Nan'-."ulatlle v .

e e e ==

0]

172.16.19.50 162 | pnram HonVolatile -
Apply | Delete

Screen Objective

This screen allows the user to configure the SNMP Target Address Settings.

Navigation

System > SNMP > AGENT > Target Address

Fields

Target Name—enter a unique identifier of the Target. The maximum size is
32 characters.

Target IP Address—enter a target address to which the generated SNMP
notifications are sent.
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Fields (cont) . Port—enter the port number through which the generated SNMP notifica-
tions are sent to the target address.

) Transport Tag—enter the tag identifier that is used to select the target
address for the SNMP notifications.

o Param—enter SNMP parameters to be used when generating messages to
be sent to transport address. The maximum size is 32 characters.

. Storage Type—select the required storage type for target address entry.
The list contains:
- Volatile—sets the storage type as temporary and erases the configu-

ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The Saved configuration can be viewed
when restarting the system.

Buttons ] Add—adds and saves new configuration.

J Reset—resets to default value for respective fields and discards all inputs.
. Apply—modifies attributes and saves the changes.

. Delete—deletes the selected entry.

SNMP Target Parameter Settings

Figure 15: SNMP Target Parameter Settings
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SNMP Target Parameter Settings

Parameter Name I:I*
MP Model

Security Model vl o~

I

| Authentication  ~ |

Reset

Security Name

Security Level

Storage Type
Add

 Configure Filter Profile |

O internet
®  test1

MF Model| Secority Model Security Level Storage Type

|1.r2c v| |v2c v|

none |N0ﬁuthentication v||N|:rn‘|.|’nIatiIe v|
nane |Nuﬂuthenticati0n v||Ncrn".|’0IatiIe v|

Delete

|1.r2:: v| |1.r1 v|

. Apply

Note : To delete a Target Parameter Entry, please delete the associated Filter

FProfile Entry first.

Screen Objective

This screen allows the user to configure the SNMP Target Parameter Settings.

Navigation

System > SNMP > AGENT > Target Parameter
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Fields Parameter Name—enter a unique identifier of the Target. The maximum

size is 32.

MP Model—select the MP model of the SNMP. The default option is v2c.

The list contains:

- vl—sets the MP model as Version 1.

- v2c—sets MP model as Version 2.

- v3—sets the MP model as Version 3.

Security Model—select the version of the SNMP. The default option is v2c.

The list contains:

- vl—sets the security model as Version 1.

- v2c—sets the security model as Version 2.

- v3—sets the security model as Version 3.

Security Name—enter the security name used in the generation of SNMP

messages. The default option is None. The maximum size is 32.

Security Level—select the level of security to be used when generating

SNMP messages. The default option is NoAuthentication. The list contains:

- NoAuthentication—sets no authentication.

—  Authentication—enables Message digest (MD5) or Secure Hash Algo-
rithm (SHA) packet authentication.

- Private—enables both authentication and privacy.

Storage Type—select the required Storage Type for target parameter entry.

The list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The saved configuration can be viewed
when restarting the system.

Buttons Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user
inputs.

Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.

Configure Filter Profile—click to access SNMP Filter Profile Settings screen.

SNMP Filter Profile Settings

Figure 16: SNMP Filter Profile Settings
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SNMP Filter Profile Settings

Parameter Name *

Filter Profile Name | *

Filter Profile Storage Type | NonVolatile V|
| Add || Reset

Configure Target Parameter

Filter Profile Name|Filter Profile Storage Type

Apply Delete

Screen Objective

This screen allows the user to configure the SNMP Filter Profile Settings.

Navigation

System > SNMP > AGENT > Target Parameter > SNMP Target Parameter Settings
Click Configure Filter Profile

Fields

Parameter Name—select the existing parameter name to which the filter
profile setting should be assigned.

Filter Profile Name—enter the name for the filter profile. This name is used
when generating notifications using the corresponding entry in the target
address table. This value is a string with maximum size of 32 characters.

Filter Profile Storage Type—select the required storage type for filter
profile entry. The list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The Saved configuration can be viewed
when restarting the system.

Buttons

Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user
inputs.

Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.

Configure Target Parameter—click to access SNMP Target Parameter
Settings screen.
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User SNMP Security Settings

Figure 17: SNMP Security Settings

SNMP Security Settings

Engine ID |

User Name admin ®

Authentication Protocol

| Mo Authentication v|

Authentication Key

Privacy Protocol
e e
| Add | | Reset |

v| |Nn Privacy v| |Nc|n‘n.-’|:rlatile v|

v| |Non‘-.-’-:~|ati|& v|

O 80:00:08:1c:04:46:53  noAuthUser | No Authentication ~| |No Privacy ~| |NonVolatile |
O 80:00:08:1c:04:46:53 | templateMD5 | HMAC-MD5
@® BO:00:08:1c:04:46:53 | templateSHA |HMHC—SHP- v| |AES

_Apply | | Delete

Screen Objective

This screen allows the user to configure the SNMP Security Settings.

Navigation

System > SNMP > AGENT > User
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Fields

Engine ID—enter the global SNMP engine id. The value is an octet string

with maximum size of 5 to 32 octets, e.g., 80:00:08:1¢:04:46:53.

NOTE: This value is used only for identification and not for addressing. This

value be read from issnvram.txt file or fromSystem > NVRAM Settings >

Factory Default Settings screen during system initialization.

User Name—enter the user name which is the User-based Security Model

dependent security ID.

Authentication Protocol—select the type of authentication protocol used

for authentication. The default option is No Authentication. The list

contains:

- No Authentication—sets the authentication status as no authentica-
tion required.

- HMAC-MD5—sets the MD5 based authentication.
- HMAC-SHA—sets the SHA based authentication.

Authentication Key—enter the secret authentication key used for
messages sent on behalf of this user to/from the SNMP. This value is a string
with maximum size of 40.

Fields (cont)

Privacy Protocol—select the type of protocol to be is used in this case. The
default option is No Privacy. The list contains:

- No Privacy—sets no privacy.

- DES—sets the privacy protocol as Data Encryption Standard (DES).
This protocol provides an algorithm to encrypt PPP encapsulated
packets.

- AES—sets the privacy protocol as Advanced Encryption Standard
(AES).
Privacy Key—enter the privacy key. The messages sent on behalf of a user

to/from the SNMP, can be protected from disclosure. This value is a string
of maximum size of 32 characters.

Storage Type—select the required storage type for target parameter entry.

The list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The Saved configuration can be viewed
when restarting the system.

Buttons

Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user
inputs.

Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.
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SNMP Trap Manager

Figure 18: SNMP Trap Settings
SNMP Trap Settings, key=snmp_trap_settings

Screen Objective | This screen allows the user to configure set of management targets for receiving
notifications.

Navigation System > SNMP > AGENT > Trap Manager

Fields J Notify Name—enter a unique identifier associated with the entry. The
maximum size is 32 characters.

] Notify Tag—enter the notification tag used to select entries in the Target
Address Table. The maximum size is 32 characters.

. Notify Type—select the notification type. The list contains:

—  Trap—allows routers to send traps to SNMP managers. Trap is a
one-way message from a network element such as a router, switch or
server to the network management system.

- Inform—allows routers / switches to send inform requests to SNMP
managers.

J Storage Type—select the required storage type for trap settings entry. The
list contains:

- Volatile—sets the storage type as temporary and erases the configu-
ration setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the
configuration to the system. The saved configuration can be viewed
when restarting the system.

Buttons . Add—adds and saves new configuration.
] Reset—resets to default value for respective fields and discards user inputs.
. Apply—modifies attributes and saves the changes.

. Delete—deletes the selected entry.

SNMP Filter Settings

Figure 19: SNMP Filter Settings
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SNMP Filter Settings
Profile Name I:Im
Lol
Storage ype
Add Reset
Select| FierProfte Name] SubTree| MasKFier Type[ Storage Type|
Apply Delete
Screen This screen allows the user to configure the notification filters used to determine
Objective whether the management target should receive a particular notification. The
generated notification is compared with filters associated with each management
target to determine the target to which the notification is to be sent.
Navigation | System > SNMP > AGENT > Filter Conf
Fields . Profile Name—enter the filter profile name that should be used during generating

NOTE: The profile name should have been already created through SNMP Filter Profile
Settings screen.

notifications. This value is a string with maximum size of 32 characters.

SubTree—enter the MIB subtree that is combined with corresponding instance of
mask to define a family of subtrees which are included in or excluded from the
filter profile.

Mask—enter the bit mask that is combined with MIB subtree to define a family of
subtrees. This is an octet string with a maximum size of 16 characters.

Filter Type—select the type of filter to be applied for the filter entry. The default

option is included. The list contains:

Included—indicates that the family of filter subtrees is defined using MIB
subtree and a bit mask is included in a filter.

Excluded—indicates that the family of filter subtrees is defined using MIB
subtree and a bit mask is excluded from a filter.
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Fields . Storage Type—select the required Storage Type for trap settings entry. The list
(cont) contains:

—  Volatile—sets the storage type as temporary and erases the configuration
setting during restarting of the system.

- NonVolatile—sets the storage type as permanent and saves the configura-
tion to the system. The Saved configuration can be viewed when restarting
the system.

Buttons . Add—adds and saves new configuration.

] Reset—resets to default value for respective fields and discards user inputs.
J Apply—modifies attributes and saves the changes.
. Delete—deletes the selected entry.

SNMP Proxy Settings

Figure 20: SNMP Proxy Settings

SNMP PROXY Settings

vy e

Proxy Context Engine ID|

Proxy Context Name I:I

Proxy TargetParamin I:It
Proxy SingleTargetOut I:It

Proxy MultipleTargetOut

b 4
Proxy Storage Type

' Add || Reset |

Proxy | Proxy Proxy Proxy Proxy Proxy Proxy Proxy
Name | Type | ContextEnginelD | ContextName | TargetParamin | SingleTargetOut | MultipleTargetOut | Storage
Type

Apply || Delete

Screen This screen allows the user to configure the configure translation parameters for
Objective forwarding SNMP messages.

Navigation | System > SNMP > AGENT > Proxy

Fields J Proxy Name—enter the unique proxy name that identifies an entry in the proxy

table.This value is a string with maximum size of 32 characters.

198



CHAPTER 6

SNMP
INTERFACES TO THE IMX950

Fields ]
(cont)

Proxy Type—select the type of message to be forwarded using the translation
parameters defined by proxy entry. The list contains:

- Read—read messages are forwarded to get the request from the manager.
- Write—write messages are forwarded to set configurations.

- Inform—notification messages are forwarded to the agent.

- Trap—SNMP trap messages are forwarded to the agent

Proxy Context Engine ID—enter the context engine ID of the agent with whom
the manager communicates through the proxy.

Proxy Context Name—enter a unique context name for an SNMP sub agent. This
name is used to identify the corresponding sub agent when more than one sub
agent exists.

Proxy TargetParamin—enter the SNMP version that the manager sends as request

to the proxy.

Proxy Single TargetOut—enter the SNMP version that the proxy uses to commu-

nicate with the agent.

Proxy Multiple TargetOut—enter the SNMP version that the proxy uses to

communicate with multiple agent.

Proxy Storage Type—select the required Storage Type for the proxy. The list

contains:

- Volatile—the configuration is lost after the switch is rebooted, even if the
entry is saved.

- Non-Volatile—the configuration is available even after the switch is
rebooted if the entry is saved

Buttons .

Add—adds and saves new configuration.

Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes and saves the changes.

Delete—deletes the selected entry.

SNMP Settings

Figure 21: SNMP Settings
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SNMP Settings
snmpEnableAuthenTraps | Disabled v |
snmpProxyListenTrapPort 1162 ‘
snmplistenTrapPort i_‘; 61 ‘
snmpAgentSourcelp 15551 ‘
| Apply |
Screen This screen allows the user to configure SNMP scalar parameters which are
Objective independent of each other.
Navigation | System > SNMP > AGENT > SNMP Settings
Fields J snmpEnableAuthenTrap—select the status of the authentication failure traps.
The list contains:
- Enabled—enables generation of authentication failure traps.
- Disabled—disables generation of authentication failure traps
. snmpProxyListenTrapPort—enter the port number on which proxy listens for
trap and inform messages from the agent. The default value is 162.
J snmplistenTrapPort—enter the port number on which SNMP trap messages are
sent to the manager. The default value is 162.
J snmpAgentSourcelp—enter the agent source IP address.
Buttons ) Apply—modifies attributes and saves the changes.
6.6. Telnet

This section describes how to enable Telnet.

The Telnet networking protocol is used to provide a command line interface to a remote host. For secu-
rity reasons, SSH is the preferred method of gaining command line access and is replacing Telnet.

Telnet Settings

Figure 22: Telnet Settings
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Telnet Settings

Telnet Status Enabled v |
Telnet address |192 168.10.1
Telnet port |23

Apply |

Screen Objective

This screen allows the user to enable or disable the Telnet interface.

Navigation System > Telnet
Fields . Telnet Status—drop-down option may be used to enable or disable the
Telnet interface.
J Telnet address—enter a Telnet address.
J Telnet port—enter a Telnet port.
Buttons . Apply—modifies attributes and saves the changes.
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7. Syslog

This section describes how to configure all Syslog-related parameters.

The Syslog is a standard for logging program messages. It separates the software that generates and
stores messages from the software that reports and analyze them.

Syslog is a protocol used to capture log information from the devices on a network. This protocol
provides a transport for allowing a machine to send event notification messages across IP networks to
event message collectors, also known as Syslog servers. This protocol is simply designed to transport the
event messages.

The transmission of SYSLOG messages may be started on a device without a receiver being configured or
even actually physically present. This simplicity has greatly aided the acceptance and deployment of
syslog.

7.1. Web Audit-logging

1) Logs should be displayed in Syslog format RFC5424.
2)  Logs should include all of the configurations in the WEBUI (all post requests).
3)  All events types are Informational.

Table 1: Events types and severity

Event Type Syslog Severity

. USER successful login Alert

. USER successful login Informational
. All changes to configuration (Through Informational

WEBUI)

. Reboot Critical

. Configuration Backup Informational
. Configuration Restore Informational
] Factory Reset Alert

. USER Created Critical

. USER Deleted Critical

Format of the Syslog entry
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<134>Mar 20 23:54:28 ISS: WEBNM: System Settings: AUDIT: admin <Switch
Name>="'iMX950"' ;<Prompt Name>='iS5Comm';<Banner Name>='iBiome O0OS';
SUCCESS

As a comparison, a CLI audit log message looks as follows.

<134>Mar 22 04:48:28 ISS: AUDIT : admin audit-logging local enable
SUCCESS CONSOLE

<134>Mar 25 03:00:54 ISS: AUDIT : admin show nvram SUCCESS CONSOLE

7.2. BSD Syslog

To access SYSLOG Settings screens, go to System > SYSLOG > BSD SYSLOG

BSD stands for Berkeley Software Distribution (BSD) at University of California where this protocol has
been originally developed.

Figure 1:  SYSLOG Settings

SYSLOG Settings

Note : SYSLOG Settings Configurations Page.
Goto BSD SYSLOG

E-sysLoG
E-BsD sYSLOG
L] Syslog Settings
=) Logging
v
=11 File Table
() Mail Table
D) ForwardT
- Forward Table

] Secure Logging

Syslog-related parameters are configured through the screens displayed by the following tabs:

BSD Syslog Settings

BSD Logging Settings

BSD Syslog File Table

BSD Syslog Mail Table
BSD Syslog Forward Table
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Secure Syslog Configuration

By default, the tab Syslog Settings displays the BSD Syslog Settings Configuration screen.

Figure 2:

BSD Syslog Settings
BSD Syslog Settings

Syslog Role |M|
SyslogFile Status |:m'|
SyslogMail Status |:m:|
SMTP Sender Mail Id | | || Reset |
Syslog Profile |Raw—v|
Syslog FileName One |.5},5|,;,g_|,;,g | |
Syslog FileName Two | |
Syslog FileMame Three | |
Syslog Snmp Trap |'m'|
Syslog Relay Port |.51.4 | |
Syslog Relay Transport Type |m|
Syslog Message Format |m|

Syslog Authentication Type

| Mo Authentication |

| Apply |

7.3. BSD Syslog Settings

Screen
Objective

This screen allows the user configure the BSD Syslog settings.

Navigation

System > SYSLOG > BSD SYSLOG > Syslog Settings
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Fields

Syslog Role—select Syslog Role. The default option is Device. The list contains:

- Device—sets the Syslog role as Device. This generates and forwards the
Syslog messages.

- Relay—sets the role as Relay. This receives, generates, and forwards the
Syslog messages. It checks if the received packet is as per BSD Syslog format,
and if it is not, the message is made to BSD Syslog format and then
forwarded.

SyslogFile Status—select the status of the syslog storage. When enabled, the
Syslog messages are stored in a file (as configured by admin). The default option
is Disabled. The list contains:

- Enabled—enables the Syslog local storage option.
- Disabled—disables the Syslog local storage option.

SyslogMail Status—select the status of Syslog mail storage in the system. Syslog
supports sending Syslog message to any mail-id as configured by the admin. The
default option is Disabled.The list contains:

- Enabled—enables the Syslog mail storage option. When enabling Syslog mail
storage, the device sends the Syslog messages as mail messages to the
mail-server configured in the system.

- Disabled—disables the Syslog mail storage option.
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Fields . SMTP Sender Mail Id—enter the sender mail ID to which email alerts should be
(cont) sent using SMTP. The user can customize to add support for specific event for

which email alerts should be sent. This maximum length is 100.

. Syslog Profile—select the status of the syslog storage. When enabled, the syslog
messages are stored in a file (as configured by admin). The default option is
Disabled. The list contains

- Raw—sets the syslog profile as Raw which is the profile for the transport
type beep.

- Cooked—sets the syslog profile as Cooked.

] Syslog FileName One—enter the first file where the syslog can store the messages
locally in three different files. This scalar is to get the file name. This is a string with
maximum size of 32.

. Syslog FileName Two—enter the first file where the syslog can store the
messages locally in three different files. This scalar is to get the file name. This is a
string with maximum size of 32.

J Syslog FileName Three—enter the first file where the syslog can store the
messages locally in three different files. This scalar is to get the file name. This is a
string with maximum size of 32.

. Syslog Relay Port—enter the syslog port on which the relay listens irrespective of
the transport type. The relay opens the socket and listens on the configured port.
This value ranges from 0 to 65535. The default value is 514.

J Syslog Snmp Trap—select the status for generating Syslog server up/ down traps
when connectivity fails. The default option is Enabled. The list contains:

- Enabled—enables the Syslog SNMP Traps. This generates trap whenever
connectivity to the external server collecting logs is lost.

- Disabled—disables the Syslog SNMP Traps. This does not generate Syslog
SNMP server up or down traps

J Syslog Relay Transport Type—select the transport type to be used to send syslog
messages. The default option is UDP. The list contains:

- UDP—sets the relay transport type as UDP i.e. receiving syslog messages
through UDP socket.

- TCP—sets the relay transport type as TCP i.e. receiving syslog messages
through TCP socket.

. Syslog Message Format—select the Syslog message format to be used to send
Syslog messages. Logs should be displayed in Syslog format RFC5424. The list
contains:

- RFC3164—sets the Syslog message format to RFC3164.
- RFC5424—sets the Syslog message format to RFC5424.
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Fields
(cont)

Syslog Authentication Type—select the authentication mode to be used for
sending email alerts to the mail server configured. The default option is No
Authentication. The list contains:

No Authentication—sets the SMTP authentication mode as No Authentica-
tion, where email alerts are sent without authentication.

AUTH LOGIN—sets the SMTP authentication mode as AUTH LOGIN in which
both the user name and password are BASE64 encoded—email alerts are
sent after authenticating the user

AUTH PLAIN—sets the authentication mode as AUTH PLAIN in which the
authentication is done by sending the BASE64 encoded username and pass-
word in a single statement—email alerts are sent after authenticating the
user.

CRAM MD5—sends the BASE64 encoded user name and 16-byte digest in
hexadecimal notation. The digest is generated using HMAC calculation with
password as secret key and SMTP server original challenge as the
message—E-mail alerts are sent after authenticating the user.

DIGEST MD5—sets the SMTP authentication method as DIGEST-MDS5 in
which the BASE64 encoded MD5 digest response string that is calculated
using the user name, password, realm string and nonce string, and where
email alerts are sent after authenticating the user.

Buttons

Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes and saves the changes

7.4. BSD Logging Settings

Figure 3:

BSD Logging Settings
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BSD Logging Settings

Number of Log Buffers 200

Console Log Disable v |
Logging Facility Local0 v |
Logging Severity Critical v
Syslog Logging Enable v|
Source-IP 2221

Logs ] Clear

Screen This screen allows the user configure the BSD Logging.

Objective This screen lists several parameters, such as logging severity. All parameters are related
to the configuration of logging mechanism of Syslog and email alert messages in the
local system.

Navigation | System > SYSLOG > BSD SYSLOG > Logging
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Fields

Number of Log Buffers—enter the number of logs and email alert messages that
can be stored in a local buffer for the syslog messages. This value ranges from 1 to
200. The default value is 50.

Console Log—select the option to set the status of console log. This enables or
disables the logs and email alert messages to be displayed in the console while
being sent to the server. The default option is Enable. The list contains:

- Enable—enables the console Log option. This sends the log and email alert
messages to the server and it will be displayed in the console as well.

- Disable—disables the console log option. This sends the log and email alert
messages to the server alone and it will not be displayed in the console.

Logging Facility—select the facility level used for storing the logs and email alert
messages. The facility refers to different general classification of the messages.
The default option is LocalO. The list contains:

- Local0—specifies that it is reserved for local use facility
- Locall—specifies that it is reserved for local use facility
- Local2—specifies that it is reserved for local use facility
- Local3—specifies that it is reserved for local use facility
- Local4—specifies that it is reserved for local use facility
- Local5—specifies that it is reserved for local use facility
- Local6—specifies that it is reserved for local use facility
- Local7—specifies that it is reserved for local use facility

Logging Severity—select the facility level used for storing the logs and email alert
messages. The facility refers to different general classification of the messages.
The default option is LocalO. The list contains:

- Emergency—sets the severity level as emergency where the messages can
be logged during panic condition.

- Alert—sets the severity level as alert where the messages require imme-
diate attention.

- Critical—sets the severity level as critical where the messages represent crit-
ical error.

- Error—sets the severity level as error where t error messages can be logged.

- Warning—sets the severity level as warning i.e. warning messages can be
logged.

- Notice—sets the severity level as notice or where the log messages repre-
sent significant condition but not errors.

- Info—sets the severity level as info or where informational messages can be
logged.

- Debug—sets the severity level as debug or where the debug messages can
be logged.
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Fields
(cont)

Syslog Logging—select the status of Syslog logging. The default option is Enable.
The list contains:

- Enable—enables the Syslog feature in the system. The syslog messages and
email alert messages are logged in the system.

- Disable—disables the Syslog feature in the system. The syslog messages and
email alert messages are not logged in the system.

Source-IP—enter a source |P.

Logs—add a check mark to clear/delete the logs buffered in the system. By
default, the check box is not selected.

NOTE: Once the buffered logs are cleared, the check box changes to default status
(i.e. the check box is not selected).

Buttons

Apply—modifies attributes and saves the changes

7.5. BSD Syslog File Table

Figure 4: BSD Syslog File Table

BSD Syslog File Table

Seventy Emergency v "
File Mama

Add || Reset

) ey syslog.kog
[alete
Screen This screen allows the user configure the BSD Syslog file table settings.
Objective
Navigation | System > SYSLOG > BSD SYSLOG > File Table
Fields J Severity—enter the priority for which the log messages should be written in file.

The options are Emergency, Alert, Critical, Error, Warning, Notice, Info, and
Debug.

File Name—enter the file name in which the Syslog message should be written.

NOTE: The file name should be one of the file names configured in BSD Syslog
Setting screen.
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Buttons

Add—adds and saves a new configuration.
Reset—resets to default value for respective fields and discards all user inputs.
Delete—deletes the selected entry.

7.6. BSD Syslog Mail Table

Figure 5:  BSD Syslog Mail Table

Syslog MailTable

Mail Pririty |:|*

Server Address Type

Semver Address | -

Mail 1D | *

User Name [admin |

Password |““. |
Create Reset

Note : For Syslog Mail Server,BSD Syslog Seftings Syslog Mail should be enabled and SMTP Sender

Mail ID should be configured.

[[sclect | _marroiiy | ServerdddrossType | _Serverddaross | Mailii | Userame | Password |

Apply Delete |

Screen This screen allows the user configure the BSD syslog mail table settings.
Objective
Navigation | System > SYSLOG > BSD SYSLOG > Mail Table
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Fields ] Mail Priority—enter the priority for the mail-server for mailing the mail. This
value ranges from 0 to 191.

J Server Address Type—select the mail server address type. IPv4 stands for Server
Address Type of Internet Protocol Version 4.

. Server Address—enter the mail server IP; the IP address can be IPv4 or IPv6.

J Mail ID—enter the receiver mail ID. This is a string with maximum size of 100.

. User Name—enter the distinguished user name of the account in the mail server
to which the mails to be sent. The user name is used only if an authentication
method is configured for the system. This is a string with maximum size of 64.

NOTE: When Syslog Authentication Type is set as No Authentication, the user name
is not used while sending mails.

. Password—enter the password to authenticate the user name in the mail server.
The password is used only if a valid authentication method is configured for the
system. This is a string with maximum size of 64.

NOTE: When Syslog authentication type is set as No Authentication, the password
is not used while sending mails.

Buttons J Create—adds and saves a new configuration.
. Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes for the selected entry and saves the changes.

. Delete—deletes the selected entry.

7.7. BSD Syslog Forward Table

Figure 6: BSD Syslog Forward Table
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Syslog Forward Table
Severty Emergency v

Forward Address Type |IPV4w
Server IP Address | |’

Forward Port :
Forward Transition Type | SYSLOG_UDP

I I e
1192.168.20.1 | 514 SYSLOG_TCP v
Delete

Screen This screen shows the BSD Syslog Forward table settings. Syslog Forward Table no
Objective longer supports editting changes by the user.
Navigation | System > SYSLOG > BSD SYSLOG > Forward Table
Fields . Severity—enter the priority for which the log messages should be written in file.
The options are Emergency, Alert, Critical, Error, Warning, Notice, Info, and
Debug.
. Forward Address Type—select the address type for the server at which the syslog
messages need to be forwarded. /IPv4 stands for Server Address Type of Internet
Protocol Version 4.
. Server IP Address—enter the server IP to which the syslog messages are to be
forwarded.
. Forward Port—enter the port through which the syslog message can be
forwarded. This value ranges from 0 to 65535. The default value is 514.
. Forward Transition Type—select the transport type by which the syslog message
can be forwarded. The default option is SYSLOG_UDP. The list contains:
- SYSLOG_UDP—sets the forward transition type as SYSLOG_UDP
- SYSLOG_TCP—sets the forward transition type as SYSLOG_TCP
Buttons . Add—adds and saves a new configuration.

. Reset—resets to default value for respective fields and discards all user inputs.
. Delete—deletes the selected entry.
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7.8. Secure Syslog Configuration

Figure 7:  Secure Syslog Configuration - Disabled

Secure Syslog Configuration

Secure Logging | Disabled w

Client Key
Client Certificats
CA Certificate

| Apply |

When enabled, the Secure Syslog Configuration page looks as shown below.

Figure 8:  Secure Syslog Configuration - Enabled

Secure Syslog Configuration

Secure Logging | Enabled

Client Key | clientKey.pem |

Client Certificate | clientSignedCert.pem |

CA Certificate  [xCAcert pem |

| Apply |

Screen This screen allows the user configure the Secure Syslog Configuration settings.
Objective

Navigation | System > SYSLOG > BSD SYSLOG > Secure Logging

Fields . Secure Logging—select if the secure logging is enabled or disabled.

. Client Key—when secure Syslog is enabled, the Client key is clientKey.pem. If
enabled, this field is dimmed.

J Client Certificate—when secure Syslog is enabled, the Client Certificate is client-
SignedCert.pem. If enabled, this field is dimmed.

. CA Certificate—when secure Syslog is enabled, the CA Certificate is IxCAcert.pem.
If enabled, this field is dimmed.
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Buttons

Apply—modifies attributes for the selected entry and saves the changes.
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8. Port Manager

The Port Manager link helps to configure parameters of the ports such as MTU, IP specific configuration,
and WAN interface specific configuration such as maximum burst size.

To access Port Manager screens, go to Layer 2 Management > Port Manager.

The Port Manager link parameters are configured through the screens displayed by the following tabs:
Port Basic Settings

VLAN Traffic Class Mapping

Port Control

Storm Control

Port Role

8.1. Welcome to Layer 2 Management Page

By default, the tab Basic Settings displays the Port Basic Settings screen.

NOTE: Port Manager is the first option from the Layer 2 Management features. The Welcome to the
Layer 2 Management Page is as shown below.

Figure 1: Welcome to the Layer 2 Management Page
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Welcome to the Layer 2 Management Page

The various Layer 2 features of the iS5com can be configured through the links available in this page.

Through the Port Manager link you can configure the Port settings related to all the physical ports in a the
switch, the mirroring feature, the traffic class associated with each priority class.

Through the VLAN link you can view the mode in which the VLAN is operating and other basic information.
Also you can configure the PVID settings, Static VLANS and the Dynamic Vlan status for the various ports.

Through the GARF link you can configure garp options

Through the Dynamic VLAN link you can view and Modify the Dynamic Vlan status in different Contexts and
for the various poris.

Through the MSTP link you can configure the MSTP status and other related information. You can also
configure the various port related information through this link.

Through the ESTP link you can configure the RSTP status and other port related information.

Through the Link Agoregation link you can configure the Link Aggregation status and the various policies that
are associated with the link.

Through the LLDF link you can configure the Link Layer Discovery Protocol.

Through the 202 1x link you can configure the various security information for Port based Network Access
Control and Radius Client.

Through the Filiers link you can configure the L2 Unicast and Multicast Filters.

Through the Wirroring link you can configure the Mirrering related information.

Through the PVEST link you can configure the PVRST status and other related information.
Through the Split-Horizon link you can configure the Uplink Failure Detection{UFD) information.

Through the UED link you can configure the Uplink Failure Detection(UFD) information.

8.2. Port Basic Settings

Figure 2:  Port Basic Settings
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Port Basic Settings

Status Us;-r .Ir!l'nde Uip'Down
Priority Trap

Custnrr‘e-rEndgeF‘uf‘ [0 ~| [Hybrid ‘-"Hlf’nﬂ ||Enahledi || Switch Port ef:e8:75:00:25:82
D Ginf2 ‘T' Lp | | CustomerBridgeFort [0 ~| |Hybrid Vllliﬂﬂ' ||_Ena|:rled || Switch Port ef:el:75:00:25:83
O Gir3 W [up || CustomerBridgePort [0 «| [Hybrid ~||1500 |[Enabled «| Switch Port - | e8:e8:75:00:25:84
O God4 W [up ] CustomerBridgePort [0 v] [Wybrid ~|[1500 |[Enabled ~| Swatch Fort - | e8:e8:75:90:25:85
O Go5 T (up || CustomerBridgePort [0 ~] [Hybrid ~|[1500 |[Enabled ~| Switch Port - | eB:e8:75:90:25:86
O Gl W [up v CustomerBridgePort [0 «| [Hybrid ~|[1500 |[Enabled «| Switch Fort | e8:e8:75:00:25:87
O GO0F W |Up  ~|| CustomerBridgePort [0 ~] |H}_rbnd VJl&ILE“EEEﬂ1:_| Switch Port - || eB:ef:75:90:25:58
O G0B W |up v || CustomerBridgePost |E | [ teybrid v| 1500 Enahled v_| Switch Fort ~ | e8:e8:75:90:25:89
O Giod W |Up | CustomerBridgePort 0 ~| [Hybrid ~|[1500 |[Enabled v| Switch Port - | e8:e8:75:90:25:82
O G0 & |Up ~ || CustomerBridgePort [0 ~] [Hybrid v_||15:CID || Enabled ~|| Switch Port - | |e8:e8:75:90:25:8b
O G v |up ~|| CustomerBridgePort [0 ~] [mybrid ~|[1500 |[Enabled | Switch Port - | e8:e8:75:90:25:8¢
O G2 W [up v|| CustomerBridgerort [0 ~] [myprd ~]|[1500 |[Enabled | Swatch Port - | e8:e8:75:90:25:8d
O GioM3 W |Uup || CustomerBridgePort |ﬂ | |H',-hr!d v||15EID HEnahled v| Switch Port - ||e8:e8:75:90:25:8e
O GioMd & (up || CustomerBridgeFort |G| | |l~r,-hrld v||15tJD HEnablad vl Switch Port e8:e8:75:90:25: 8
O GiMs 4 [up v|| CustomerBridgerart [0 v] [mbrid ~][1500 |[Enabled ] Switch Port - e8:e8:75:90:25:90
O Gioe W [up +| | Customerandgerort [0 v] [mybrid ~][1500 |[Enabled | Switch Port - | e8:e8:75:90:25:91
O GOt ¥ [up || CustomerBridgerort [0 ~] [mbnd ~][1500 |[Enabled ~| Switch Port - es:es:7s:90:25:92
O Gig W [up +|| CustomerBridgePort [0 ~] [mybrid ~][1500 |[Enabled ~| Switch Fort - eB:e8:75:90:25:93
O G0 T up « || CustomerBridgePort [0 -] [mbrid ~][1500 |[Enabled | Switch Port - e8:e8:75:90:25:94
O Gozo 7 [up +| CustomerBridgerort [0 ~] [mypnd ~|[1500 |[Enabled | Switch Port - | e8:e8:75:90:25:95
O Gz T [up || CustomerBridgerart [0 ~] [mybrid v]|1500 |[Enabled -] Switch Fort - e8:e8:75:90:25:96
O Gz W CustomerBridgePort [0 ~] [myprid ~|[1500 |[Enabled ~| Switch Fort - | eB:e8:75:00:25:97
O Giozz Y |up «|| CustomerBridgerort [0 ~] [mprd ~|[1500 |[Enabled | Switch Port - | e8:e8:75:90:25:98
O G4 Y CustomerBridgePort [0 ~] [mbrd ~]|[1500 |[Enabled v]| Switch Port - | le8:e8:75:00:25:00
O Ex0t W |up w || CustomerBridgeFort [0 «] [mprd ~|[1500 |[Enebled | Switch Port - | e8:e8:75:90:25:9a
O Ex02z T [up +|| customerBridgePort [0 ~] [mbrd ~][1500 |[Enabled v] Switch Port - | eg:es:75:00:25:9
O Exo3 W [up || CustomerBridgerort [0 ~] [mbrd ~|[1500 |[Enabled | Switch Port - | e8:e8:75:00:25:0¢
® Exoid W [up  +|l customerBridgeport [0 ~] [mybrid ~|[1500 |[Enabled ~| Switch Port - ||e8:e8:75:90:25:0d

[Aeely |
Screen This screen allows the user to configure general information applicable for all physical
Objective ports in a switch on port basis. All physical ports of the switch can be customized at any
time.

Navigation | Layer 2 Management > Port Manager > Basic Settings
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Fields

Select—click to select the port for which the configuration needs to be done.

Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of slot number and port number (slot
number/port number).

Link Status—displays the status of the link using graphics. The link represents a
physical connection established between the switches or switch and device in a
network. The graphical representation is:

- Green up arrow—denotes that the link is working; that is, the physical
connection established for the port is active and is ready for exchange of
traffic.

- Red down arrow—denotes that the link is not working; that is, no physical
connection is established for the port, or the established physical connec-
tion is not active and a faulty one.

Admin State—select the desired state of the port. The default option is Up. The
state changes to Up or Down state, as a result of either explicit management
action or per configuration information retained by the managed system. The list
contains:

- Up—allows the port to transmit/receive the traffic. The port cannot transmit
/ receive the traffic if the Link is not working.

- Down—blocks the port from transmitting/receiving the traffic. The port will
not transmit / receive the traffic, even if the Link is working.

- Down*—blocks the port from transmitting / receiving the traffic with some
conditions.

- LoopBack—sets the desired admin state as loopback.

Bridge Port Type—displays the bridge port type for the particular port. The config-
uration associated with the port is flushed, once the bridge port type is changed.
The port type can be configured, only if the bridge mode is selected other than
Customer Bridge and Provider Bridge in the Bridge Mode selection screen. The
default option is CustomerBridgePort for customer bridges and as ProviderNw-
Port for provider core and edge bridges. The list contains:

- ProviderNwPort—denotes that the port is connected to a single provider.

- CustomerNwPort—denotes that the port is in the S-VLAN component and
can transmit or receive frames for single customer. All packets received on
this port are mapped to single service instance identifier by PVID of the port.
The Acceptable Frame Type is always set as UnTagged and Priority Tagged.
This bridge port type is supported only in provider bridging.

- CustomerNwPortStagged—denotes that the port is in S-VLAN component
and can transmit or receive frames for a single customer. VLAN classification
is based on S-tag received on the interface or PVID of the port. The Ingress
Filtering is always set as Enabled on the port.
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Fields . Bridge Port Type— The list contains (cont):
(cont) - CustomerEdgePort—denotes that the portisina PCB (Provider Core Bridge);

Example:

that is, connected to a single customer. The packets received on this port are
initially classified as a CVLAN. CVLAN classification is done based on the VID
in the C-tag present in the packet or from the PVID of the port. Service
instance selection is done for a frame based on the entry present in the
C-VID registration table for the pair (C-VID & reception port).

PropCustomerEdgePort—denotes that the port is connected to a single
customer, where multiple services can be provided based on only propri-
etary S-VLAN classification tables. S-VLAN classification is not done based on
C-VID registration table on the port.

PropCustomerNwPort—denotes that the port is connected to a single
customer, where multiple services can be provided based on CVLANs by
assigning one of the proprietary S-VLAN classification tables to the port. The
services can also be assigned using other proprietary S-VLAN classification
tables, where CVLAN is not the index of the table.

PropProviderNwPort—denotes that the port is connected to a Q-in-Q bridge
located inside the provider network. The port acts as a part of S-VLAN
component. The packets to be tagged and sent out of the port contain
0x8100 as its Ethertype. The packets received with standard Q tag are
considered as S-Tagged packets.

CustomerBridgePort—denotes the port to be used in customer bridges and
in provider (Q-in-Q) bridges. This port type is not valid in PCBs and PEBs.

None—denotes that bridge port type is not set for the port. This is currently
not supported.

The following details are flushed, when port types CustomerNwPortStagged
and ProviderNwPort are changed to any other type:

. Unicast entries learnt on the port
. VID translation table entries associated with the port

The following details are flushed, when port type CustomerBridgePort is
changed to any other type.

. Unicast entries learnt on the port

. C-VID registration table entries associated with the port
. PEP configuration table entries

. Service priority regeneration table entries
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Fields NOTE: Bridge port type can be set only for switch ports and not for router ports, IVR
(cont) interfaces, and I-LAN interfaces.

The port type can be set only as CustomerBridgePort in customer bridges.

The port type can be set only as ProviderNwPort in provider core and edge bridges.
The port type can be set only as CustomerNwPort or ProviderNwPort, in provider
backbone bridge.

The port types CustomerEdgePort and PropCustomerEdgePort, are allowed only in
PEBs.

The port type cannot be set for a port-channel port if physical ports are aggregated in
the port-channel.

The port type cannot be set for a port that is a part of a port-channel.

. Default User Priority—select the default ingress user priority for the port. The
default value is 0. The list contains values from 0 to 7. The value O represents the
lowest priority and the value 7 represents the highest priority.

NOTE: This priority is useful only on media, such as Ethernet, that does not support

native user priority.The default user priority is greyed out and cannot be configured if

the Port Type is set as Router Port.

J Switch Port Mode—select the mode of operation for the switch port. The mode
defines the way of handling of traffic for VLANs. The default option is Hybrid. The
list contains:

- Access—configures the port as access port that accepts and sends only
untagged frames, is added as a member to specific VLAN only, and carries
traffic only for the VLAN to which the port is assigned.

- Trunk—configures the port as trunk port that accepts and sends only tagged
frames, is added as member of all existing VLANs and for any new VLAN
created, and carries traffic for all VLANSs. The trunk port accepts untagged
frames too if the Acceptable Frame Type is set as All.

- Hybrid—configures the port as a hybrid port that accepts and sends both
tagged and untagged frames.

- Host—enables Ingress Filtering and configures the port as a host port that
operates based on the secondary VLAN to which it is configured as a
member port.

. If a host port is a member port of an isolated VLAN, traffic from the
host port is sent only to the promiscuous port of the private VLAN and
the trunk port.

] If a host port is a member port of the community VLAN, traffic from the
host port can be sent only to other ports of the community VLAN, trunk
port and promiscuous port of the private VLAN.

- Promiscuous—enables Ingress Filtering and configures the port as promis-
cuous port that is used to move traffic between ports in community or
isolated VLANSs. This port communicates with all interfaces, including the
isolated and community ports within a PVLAN.
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Fields NOTE: The switch port mode can be set to Access for a port, only if the Dynamic VLAN
(cont) status is set as Disabled, and Acceptable Frame Type is set as UnTagged and Priority

Tagged for that port.

The switch port mode can be set to Trunk for a port, only if the port is not a member of
Untagged Ports for a VLAN.

The switch port mode is greyed out and cannot be configured if the Port Type is set as a
Router Port.

A host port can be associated only with one secondary VLAN and with the associated
primary VLAN.

Promiscuous ports should be configured as member port of primary VLAN and member
port of all secondary VLANSs associated with that primary VLAN.

Host and promiscuous ports should be configured as untagged members of primary /
secondary VLANS.

An access / hybrid port automatically changes as a host port, when configured as a
member port of a primary/secondary VLAN.

Ingress Filtering cannot be disabled on host and promiscuous ports.

The port is removed from the associated PVLAN domain, when the mode is changed
from promiscuous / host to access/hybrid.

J MTU—enter the maximum transmission unit frame size MTU for the interface.
This value defines the largest PDU that can be passed by the interface without any
need for fragmentation. This value is shown to the higher interface sub-layer and
should not include size of the encapsulation or header added by the interface. This
value represents the IP MTU over the interface if IP is operating over the interface.
This value ranges from 46 to 9216 bytes. The default value is assigned for MTU
based on the type/protocol of the interface (as tabulated below), if the MTU value
is not configured during creation of interface.

Protocols Default MTU in bytes
Ethernet v2, PPP default 1500

Ethernet 802 3 1492

Ethernet Jumbo Frames 1500-9000

PEEoE, 1480

L2TP 1460

FDDI 4500

NOTE: The MTU value can be changed for the interface, only if the Admin State of the
interface is set as Down.The MTU value should be set as lowest of the MTU values of
the member ports, while configuring for logical VLAN interfaces.
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. Link Up/Down Trap—select whether the Link Up / linkDown trap should be gener-
ated for the interface. The Link Up trap denotes that the communication link is
available and ready for traffic flow. The linkDown trap denotes that the communi-
cation link failed and is not ready for traffic flow. The default option is Enabled for
interfaces that do not operate on top of any other interface. Otherwise, the trap is
set as Disabled. The list contains:

- Enabled—enables the generation of Link Up/linkDown traps for the inter-
face.

- Disabled—disables the generation of Link Up/linkDown traps for the inter-
face

. Port Type—select the port type as an L2 port or an L3 port. The default option is
Switch Port for the newly enabled physical port. The list contains:

- Switch Port—sets the port as an L2 port. The port forwards traffic based on
the MAC address and operates in Layer 2.

- Router Port—sets the port as an L3 port. The port forwards traffic based on
the IP address and operates in Layer 3. The port is not associated with a
particular VLAN, does not support VLAN sub interfaces, and behaves like a
normal L3 interface.

NOTE: The port type can be configured, only if the Admin State of the interface is set as

Down.

. Mac Address—enter the unicast MAC address of the interface. This value is set as
an octet string of zero length for interface (e.g., serial line) that does not have
address at its protocol sub-layer. By default, the MAC address is obtained from the
switch.

NOTE: The MAC address can be configured only if the Admin State of the interface is set

as Down.This field is valid only if the type/protocol of interface is ethernetCsmacd

(Ethernet/802.3) or ieee8023ad (Link Aggregation MIB).

Buttons

] Apply—modifies attributes and saves the changes.

8.3. VLAN Traffic Class Mapping

Figure 3:

VLAN Traffic Class Mapping
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VLAN Traffic Class Mapping
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Screen This screen allows the user to map evaluated user priority onto traffic class for
Objective forwarding by the bridge. For handling priority traffic, eight traffic classes are

supported. Traffic types are assigned based on the time sensitiveness of the
traffic. Traffic class is used to meet the latency and throughput requirement of
time-critical traffic in a LAN environment, where both time-critical and
non-time-critical traffic compete for the network bandwidth

NOTE: The number of supported traffic classes depends on the hardware used, which may limit the
number of traffic classes to a lower number.

Navigation

Layer 2 Management > Port Manager > Traffic Class
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Fields . Select—click to select the port for which the configuration needs to be done.

. Port—displays the port, which is a combination of interface type and inter-
face ID. The interface ID is a combination of slot number and port number
(slot number/port number).

. Traffic Class—select the traffic class value to which the received frame of
specified priority is to be mapped. The priority value ranges from 0to 7. The
priority determined for the received frame is equivalent to the priority indi-
cated in the received tagged frame or one of the evaluated priorities deter-
mined based on the media-type. The priority determined is equal to the
Default User Priority value for the ingress port if the untagged frames are
received from Ethernet media. The priority determined is equal to the Regen
user priority (configurable only through CL/) value for the ingress port and
media-specific user priority if the untagged frames are received from
non-Ethernet media. The default value is 0. The list for the traffic class
contains:

- 0—Best effort. This represents all kinds of non-detrimental traffic that
is not sensitive to QoS metrics such as jitter.

- 1—Background. This represents bulk transfers and other activities that
are permitted on the network withoutimpacting the network usage for
users and applications.

- 2—Standard (spare traffic). This represents traffic of more importance
than background traffic class but of less importance than excellent
load.

- 3—Excellent load. This represents the best effort type service that an
information services organization should deliver to its most important
customers.

- 4—Controlled load. This represents traffic subject to admission control
for ensuring that the traffic is received even when the network is over-
loaded.

- 5—Interactive voice and video. This represents traffic having delay less
than 100 milli-seconds.

- 6—Internetwork control—Layer 3 network control. This represents
traffic having delay less than 10 milli-seconds.

- 7—Network control—Layer 2 network control reserved traffic. This
represents traffic that demands special treatment based on its require-
ments and relative importance.

Buttons . Apply—modifies attributes and saves the changes.

8.4. Port Control

Figure 4: Port Control
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5:
Basic Settings | Traffic Class Port Control Storm Control | Port Role W‘,
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Screen This screen allows the user to configure port specific parameters, such as negotiation
Objective mode of the switch.

Navigation | Layer 2 Management > Port Manager > Port Control

Fields J Select—click to select the port for which the configuration needs to be done.

J Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of slot number and port number (slot
number/port number).
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Fields Mode—select the negotiation mode for the port. The negotiation avoids the risk
(cont) of network disruption that arises from interference of dissimilar technologies with

each other. The default option is Auto. The list contains:

Duplex—select the duplex mode that represents the flow of data through the
port. The list contains:

NOTE: The duplex mode can be configured, only if the negotiation Mode is set as
NoNego. The duplex mode is automatically configured based on the hardware
after negotiating with the peer if the negotiation Mode is set as Auto.

Speed—select the speed of the interface. The list contains:

Auto—advertises and negotiates parameters such as speed, duplex mode,
and flow control of one port on an end of a link with another port on another
end of the link for finding an optimal connectivity between them. When the
mode is set as Auto, the hardware senses the speed and negotiates with the
port on the other end of the link for data transfer operation as full-duplex or
half-duplex and for flow control.

NoNego—uses the configured values for parameters such as speed, duplex
mode, and flow control. This mode is used when the other switch does not
have the capability to configure negotiation mode as auto and no-negotia-
tion. When the mode is set as NoNego, the configured values for interface
speed, duplex mode, and flow control become effective.
AutoMax100—use this option to make the port to automatically detect the
speed (max to 100 Mbps).

Full—configures interface data transfer mode as full-duplex. Ports can send
and receive data at the same time.

Half —configures interface data transfer mode as half-duplex. Ports can
either send or receive data at that specified time.

10 MBPS—sets the port speed as 10MBPS. This implies that the port can
transfer data at the rate of 10 Megabits per second.

100 MBPS—sets the port speed as 100MBPS. This implies that the port can
transfer data at the rate of 100 Megabits per second.

1 GBPS—sets the port speed as 1IGBPS. This implies that the port can
transfer data at the rate of 1 Giga bits per second.

10 GBPS—sets the port speed as 10GBPS. This implies that the port can
transfer data at the rate of 10 Giga bits per second.

40 GBPS—sets the port speed as 40 GBPS. This implies that the port can
transfer data at the rate of 40 Giga bits per second.

56 GBPS—sets the port speed as 56 GBPS. This implies that the port can
transfer data at the rate of 56 Giga bits per second.

2.5 GBPS—sets the port speed as 2.5 GBPS. This implies that the port can
transfer data at the rate of 2.5 Giga bits per second.

Full—configures interface data transfer mode as full-duplex. Ports can send
and receive data at the same time.

Half—configures interface data transfer mode as half-duplex. Ports can

either send or receive data at that specified time
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Fields NOTE: The speed can be configured, only if the negotiation Mode is set as NoNego. The
(cont) speed is automatically configured based on the hardware after negotiating with the

peer if the negotiation Mode is set as Auto.

. FlowControl Admin Status—select the default administrative PAUSE mode for the
interface. PAUSE is a flow control mechanism that is implied on full duplex
Ethernet link segments. The mechanism uses MAC control frames to carry the
PAUSE commands. This command is used to pause the flow of data for a time that
is measured in units of quanta, where each unit is equal to 512-bit times. The list
contains:

- Disabled—disables the flow control mechanism (that is, PAUSE).

- Transmit—enables the transmission of MAC control frames used for PAUSE
to a remote device.

- Receive—enables the reception of MAC control frames used for PAUSE from
a remote device.

- Both—enables both the transmission/reception of MAC control frames used
for PAUSE to/from a remote device.

NOTE: The PAUSE mode can be configured, only if the negotiation Mode is set as NoNego
for the MAU attached to the interface. The PAUSE mode is automatically configured to
the mode to which the interface will automatically revert once auto-negotiation is
disabled, if the negotiation Mode is set as Auto for the Medium Attachment Unit (MAU)
attached to the interface.This mode is applied only for the interface operating in full
Duplex mode. Otherwise, the value set in this mode is ighored.The PAUSE mode cannot
be set as Transmit and Receive on interfaces that operate at 100 Megabits per second
or less.
*  FlowControl Oper Status—displays the PAUSE mode currently used in the inter-
face. If the negotiation Mode is set as Auto for the MAU attached to the interface,
then the value is set based on the auto-negotiation function. The list contains:

- Invalid—denotes that the flow control operational status is invalid.

- Disabled—denotes that the flow control mechanism (that is, PAUSE) is
disabled. This value is returned by interfaces operating in half Duplex mode
and interfaces on which auto negotiation process is not yet completed.

- Transmit—denotes that the transmission of MAC control frames used for
PAUSE to a remote device is enabled. This value is never returned by inter-
faces operating at 100 Megabits per second or less.

- Receive—denotes that the reception of MAC control frames used for PAUSE
to a remote device is enabled. This value is never returned by interfaces
operating at 100 Megabits per second or less.

- Both—denotes that both the transmission/reception of MAC control frames
used for PAUSE to/from a remote device is enabled.
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Fields
(cont)

. HOL-Block Prevention—select whether the Head-Of-Line (HOL) blocking should
be prevented on a port. HOL blocking happens when HOL packet of a buffer cannot
be switched to an output port (i.e. HOL occurs when a line of packets is held up by
the first packet). The default option is Enabled. The list contains:

- Enabled—prevents HOL blocking from occurring on the port. The high
priority packets are placed in a separate queue and the low priority packets
are discarded. The applications or TCP protocol keeps track of necessity to
retransmit discarded packets.

- Disabled—does not prevent v blocking on the port.

. CPU Controlled Learning—select whether the Head-Of-Line (HOL) blocking should
be prevented on a port. HOL blocking happens when HOL packet of a buffer
cannot be switched to an output port (i.e. HOL occurs when a line of packets is
held up by the first packet). The default option is Enabled. The list contains:

- Enabled—enables the software learning of MAC Address.
- Disabled—disables the software learning of MAC Address.

NOTE: When CPU controlled learning is enabled, for the first time, a packet is copied to
CPU—source MAC address learning does not happen in the hardware. When packet is
received at PNAC, and if the source MAC address is authorized, the packet is allowed to
go through further processing; else, the packet is dropped. When packets from autho-
rized MAC address are received at VLAN, MAC learning happens at VLAN and the same
entry is programmed in the hardware. Once the MAC address is learnt, further
forwarding happens at driver itself.When software learning is enabled, rate limiting to
the port needs to be configured.

. Pause High Water Mark—enter the ingress rate equal to or above which PAUSE
frames are transmitted. The value is from 1 to 80000000 kbps with default of 0.
. Pause Low Water Mark—enter the ingress rate equal to or above which PAUSE
frames are stopped. The value is from 1 to 80000000 kbps with default of 0.
NOTE: This value should be less than Pause High Water Mark (kbps).This value
should be configured as 0 only if Flow Control Oper Status is disabled.
. Auto MDI/ MDIX Capability—select the Auto-MDIX mode for the interface. The
default option is Auto. The list contains:
- Auto—enables MDI/MDIX auto crossover of the interface.
NOTE: This configuration is effective only if the speed of the port is auto nego-
tiable

- MDI—sets the port to MDI mode. This is hardware specific where transmit
pair are pins 1,2 and the receive pair are 3,6 pins respectively for the partic-
ular port.

- MDIX—sets the port to MDIX mode. This is hardware specific where
transmit pair are pins 3&6 and the receive pair are 1&2 pins respectively for
the particular port. MDIX is the vice versa of MDI.

Buttons

. Apply—modifies attributes and saves the changes.
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8.5. Storm Control

Figure 5:  Storm Control
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Screen This screen allows the user to control the rate limiting parameters for all
Objective interfaces in the switch. The rate control feature protects the switch from packet

flooding from malicious users. This feature allows the user to set threshold traffic
rate so that the traffic exceeding the threshold rate is dropped. Rate control can
be applied on unknown unicast, multicast, and broadcast traffic.

Navigation Layer 2 Management > Port Manager > Storm Control

Fields ] Select—click to select the port for which the configuration needs to be done.

. Port—displays the port, which is a combination of interface type and inter-
face ID. The interface ID is a combination of slot number and port number
(slot number/port number).

. DLF Level—enter the limiting value for the maximum number of DLF (Desti-
nation Lookup Failure) packets that can be transmitted per second over the
interface. The value range is limited by the underlying hardware. The value 0
disables rate limiting for destination look up failure packets on the interface.
This value ranges from 0 to 262143. The default value is 0.

. Broadcast Level—enter the limiting value for the maximum number of
broadcast packets that can be transmitted per second over the interface. The
value range is limited by the underlying hardware. The value 0 disables rate
limiting for broadcast packets on the interface. This value ranges from 0 to
262143. The default value is 0.

J Multicast Level—enter the limiting value for the maximum number of multi-
cast packets that can be transmitted per second over the interface. The value
range is limited by the underlying hardware. The value 0 disables rate
limiting for multicast packets on the interface. This value ranges from 0 to
262143. The default value is 0.

] Egress-Port Rate-Limit—enter the rate limit value that represents the
maximum number of packets to be transferred per second on a port. The
rate limit is applied based on the operating speed of the port. It affects the
interface speed and is affected by the metering feature. The value 0 disables
rate limiting; that is, it sets the port to the configured speed. This value
ranges from 0 to 80000000. The default value is 0.

The window resolution is 256 usec. So, to get a resolution of 100 ms, the win-
dow is programmed with a value of 389. (i.e. 389 x 256 usec = 99584 usec =
99.584msec~= 100ms).

Example:

To have rate-limit at 1500 packets per second, this means that in 100ms res-
olution,packets that shall be allowed will be: (100ms x 1500)/1sec = 150
packets. With rate-limit resolution as 64 packets, the value that will be pro-
grammed inthe rate limiter field is: 150/64 = 2.34 ~= 2.

NOTE: The value 0 disables rate limiting for the port. It sets the port to full
speed.
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Fields (cont) . Port Burst-Size—enter the burst size that represents the maximum number
of packet burst to be transferred per second on a port. The burst size is
applied based on the operating speed of the port. It affects the interface
speed and is affected by the metering feature. The value 0 disables burst rate
limiting; that is, it sets the port burst rate limit to the configured speed. This
value ranges from 0 to 80000000. The default value is O.

Buttons J Apply—modifies attributes and saves the changes.

8.6. Port Role

Figure 6: PortRole
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Port Role
Status

O Gl | Downlink

O Gil2 T | Downlink i |
O Gi0/3 W | Downlink |
O G4 W | Downlink |
O G5 W | Downlink |
O Gi0/6 T | Downlink |
O G0 W | Downlink ~|
O Gio's W [Downlink v
O Gi/S T [Downlink v
O GioiM0 & [Downlink v
O G0t W [Downlink v
O G012 7 [ Downlink v
O G013 T [ Downlink v
O GioiM4 L& [Downlink v
O  GioiM5 & [Downlink v
O Gioit6 W [ Downlink v
O GioiM7 T [Downlink v
O Gioit8 W [Downlink v
O Gioi19 ¥ [Downlink ~|
O G020 ¥ |Dpownlink v|
O G021 ¥ |Downlink v|
O G022 ¥ | Dpownlink v|
O G023 ¥ | Dpownlink v|
O G024 ¥ | Dpownlink v|
O Ex0M ¥ |Downlink v|
O Ex02 ¥ |Dpownlink v|
O Ex03 ¥ |Downlink v|
@ Ex04 7 |Dpownlink v

Figure 29-6: Port Role

Screen Objective

This screen allows the user to configure the port role related parameters.

Navigation

Layer 2 Management > Port Manager > Port Role
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Fields . Select—click to select the port for which the configuration needs to be
done.

J Port—displays the port, which is a combination of interface type and inter-
face ID. The interface ID is a combination of slot number and port number
(slot number/port number).

. Link Status—displays the status of the link using graphics. The link
represents a physical connection established between the switches or
switch and device in a network. The graphical representation is:

- Green up arrow—denotes that the link is working. That is, a physical
connection established for the port is active and ready for exchange
of traffic.

- Red down arrow—denotes that the link is not working. That is, no
physical connection is established for the port or the established
physical connection is not active and is a faulty one.

. Port Role—select the port role for the interface for which the configura-
tion is to be applied. The list contains:

- Uplink—sets the port role for an interface as uplink.
- Downlink—sets the port role for an interface as downlink.

- Designated Uplink—sets the port role for an interface as designated
uplink.

Buttons ] Apply—modifies attributes and saves the changes.
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Serial Management

9. Serial Communication

Serial communication is used to exchange information between two hosts. The most used serial commu-
nication standards are RS-232, RS-422, and RS-485 and these are supported on the serial-card. An under-
standing of these communication standards is needed to ensure correct connectivity and application.
Presented here is a summary of these standards and how they can be used on a physical level

9.1. Comparison of Serial Communication Standards

Table 1: Comparison of Serial Communication Standards

RS-232 RS-422 RS-485

Cable Single ended Single ended multi-drop Multi-drop
Number of Devices 1 transmitter 1 transmitter 32 transmitters

1 receiver 10 receivers 32 receiver
Communication Mode Full duplex Full duplex, Full duplex,

Half duplex Half duplex

Maximum Distance 50 feet at 19200 | 4000 feet at 100 kbps 4000 feet at 100 kbps

bps
Maximum Data Rate 1 Mbps 10 Mbps at 50 feet 10 Mbps at 50 feet

9.2. RS-232

RS-232 is a short range connection between a single host and a single device (such as a PC to a modem)
or another host (such as a PC to another PC). The standard uses a single TX line, a single RX line, numerous
modem handshaking lines and a ground line with the option of DB9 and DB25 connectors. A minimal
3-wire RS-232 connection consists only the TX, RX, and ground lines, but if flow control is required a
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minimal 5-wire RS-232 is used adding the CTS and RTS lines. The RS-232 standard has been commonly
used in computer serial ports and is still widely used in industrial communication devices.

Figure1: RS-232

RS-232 Connectivity

A subset of the RS-232 standard signals are available on a serial card, and they allow for most use cases.
The signals available are TX, RX, RTS, and CTS and can be used in different combinations to achieve
different results.

3-wire Mode

This is the simplest connection where two devices can communicate with each other which requires the
use of the TX, RX, and ground lines. The TX line of one device is connected to the RX line of the other
device (and visa versa). This allows one device to send a message to the other device and the other device
to send a message back.

Figure 2:  3-wire Mode

DTE port 1 DTE port 2
lo | Ground | O 5

60 RX O9
20 Oa

70 L TX Os
30 O3

80 O7

90 Os
5O . 01

Simple Null Modem Cable Route

In some cases, the communication takes place through another device, such as a modem. In this case,
the RX and TX signals are not swapped.
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Figure 3: Simple Null Modem Cable Route

DTE port DCE port
10 | Ground ' 05

50 ,—tBX - Os9

70 10 TX 12,4 EEDON Os

20 6 RY__, O7

0 sO . O1 e

Simple Straight Through Cable Route - 5-wire Mode

For the case where a device cannot process all the serial data at line speed, extra flow control signals can
be used to pace the datainto a device. This can be achieved with the RTS and CTS lines and are connected
as follows:

Figure 4:  Simple Straight Through Cable Route - 5 wire Mode

DTE port 1 DTE port 2
10 ' Ground | s
60 RX O Qs
20— crs, O
70 30 X TX O " O 8
80 CTS RIS 07
a0 g0 2 o
9 6
O sO O1

9.3. RS-422

RS-422 was meant as a replacement for RS-232 as it offered much higher speeds, better immunity to
noise and allow for longer cable lengths making it better suited to industrial environments. The standard
uses the same signals as the RS-232 standard, but used differential twisted pair so requires double the
number of wires as RS-232. Connectors are not specified in the standard so block or DB connectors are
commonly used. RS-422 cannot implement a true multi-point communications network since there can
be only one driver on each pair of wires. However, one driver can fan-out to up to ten receivers.

239



RS-422
CHAPTER 9 SERIAL COMMUNICATION

Figure5: RS-422

% RS-422TX Data

L1
il il

Direct Connect Mode

This is the equivalent of the RS-232 3-wire Mode for RS-422, but allows for faster speeds, longer cables
as it is more immune to noise.

Figure 6: Direct Connect Mode

RS422 RS422
Computer Device

Multi Listener Mode

RS-422 also allows for up to 10 devices to be connected to the TX lines of the master. This allows for
one-way communication (or only one device replying).

Figure 7:  Multi Listener Mode

RS5422 Master 422 Device 1 472 Device 2
Name - -
TD{B)+ = EA = =) EA=
TD(B)- 2216 222G
RD(B)+
RD{A) -
GND p
e
.
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9.4. RS-485

The RS-485 standard addresses some short coming of the RS-422 standard. The standard supports inex-
pensive local networks and multidrop communication links, using the same differential signalling over
twisted pairs as RS-422. The main difference being that in RS-485 drivers use three-state logic allowing
the individual transmitters to deactivate while not transmitting, while RS-422 the transmitter is always
active therefore holding the differential lines. Up to 32 devices can be connected, but with repeaters a
network with up to 256 devices can be achieved. RS-485 can be used in a full-duplex 4-wire mode or
half-duplex 2-wire mode. With long wires and high baud-rates it is recommended that termination resis-
tors are used at the far ends of the network for signal integrity.

RS-485 TX Data

=

Figure 8: RS-485

4

4-Wire Full-duplex Mode
In 4-wire mode, the master, which can be either RS-485 or RS-422, can transmit a message to all RS-485
slaves and the addressed slave can reply to the master. Slaves can not communicate among themselves.

Figure 9:  4-wire Full-duplex Mode

Connecting 4-wire
RS485 devicesto a
4-wire RS485 converter

d-wire RS485
Master

TD(A) -
o) +
RI(A) -
RD(B) +
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2-wire Half-duplex Mode

In this mode all devices can communicate with each other, but only one device can communicate at a
time. Higher level protocols and addressing schemes need to be used.

Figure 10: 2-wire Half-duplex Mode

2-Wire R5485 configuration

RS485 Master
DATA [B)+ } “x
DATA [A)- L <
1-pair twisted wire + ground To aj;di'linnﬂl
RS485 devices

9.5. Serial Port Configuration

Use the Serial Port Configuration dialog box to configure all characteristics of a serial port.
To access Serial Port Configuration screens, go to Serial Management > Serial Port Configuration.

By default, the tab Serial Management displays the Serial Port Configuration screen.

Serial Port Configuration

Figure 11: Serial Port Configuration

Serial Por juratior
T el I e 11 5 ] ] 1 7 e ] e ™ el A I =l
Se09 1 0 Disabled v NA |

Up v |[RS232 ~ 9600 v | |8w v | | None v || None v ||Full v [|0 0

5e0/10 Up v |[RS232 ~ 9600 v|(8v v| [None v |[None  ~ |[Full » |0 0 Enabled v | Connected |
Se0/m Up +||RS:232 ~ 9600 «~||8v| [1+~] None v | None v |[Full » |0 [ 0 Enabled v Di\u‘lum;':dl
Se0 Up +||RS-232 + 9800 ~||8+| |1+ |None v ||None v ||Full |0 NA
Se0/13 Up v |[RS232 + 8600 w8+ [1v] None v | None ~ |[Full +||0 NA
Se0i14 Up +~|[RS232 ~ 96500 ~|[8+| [1+] None~| None ~ |[Full » |0 NA
Se0/15 v||R§232 v 9600 ~|[8v| [1v]|None v |[None v |[Full v [0 NA
Se0V1 v||RS232 ~ 9600 v |(8v| [1v][None v |[None v |[Ful ~ [0 NA

Apply
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Screen This screen allows the user to configure the Serial Port Configuration.
Objective
Navigation Serial Management > Serial Port Configuration
Name Select a serial port.
Alias Describe the ifAlias for the interface of the serial port. This is a string with a

maximum of 63 characters.

Description Enter the description of the serial port. This is a string with a maximum of 27
characters.

Admin Status | Up—select for the interface to be up.
o Down—select for the interface to be shut down.

Interface J RS-232—enter this option for RS-232 interface. This is default. Use this option
Type for full duplex, maximum distance of 15 meters at 9600 bps, contacts such as
TxD, RxD, RTS, CTS, DTR, DSR, DCD, GND, point-to-point topology, and 1
connected device

. RS-422—enter this option for RS-422. Use this option for full duplex, maximum
distance of 1200 meters at 9600 bps, 4 wires with contacts such as TxA, TxB,
RxA, RxB and a common GND wire, point-to-point topology, and 1 transmitting
device (with 10 devices in receive mode).

. RS-485-2—enter this option for RS-485 (2 wires). Use this option for multipoint
topology or maximum number of 32 connected devices (with the help of addi-
tional repeaters and signal amplifiers up to 256 devices). Other characteristics
are half duplex, maximum distance of 1200 meters at 9600 bps and contacts
such as DataA, DataB, and GND.

J RS-485-4—this option for RS-485 (4 wires). Use this option for multipoint
topology or maximum number of 32 connected devices (with the help of addi-
tional repeaters and signal amplifiers up to 256 devices). Other characteristics
are full duplex, maximum distance of 1200 meters at 9600 bps and contacts
such as DataA, DataB, and GND.

Termination Specify the status of the termination resistor. The options are:
Resistor . Disabled—enter this option to disable the termination resistor. This is default.

J Enabled—enter this option to enable the termination resistor. A special
120-ohm termination resistor can be used to prevent reflection of the signal
from the end of the line for interface with 1200 meters distance between the
receiver and the transmitter. For RS-422, the resistor is set between RX + and
RX-contacts at the beginning and end of the line.

NOTE: This field can be configured only for RS-422 and RS-485 interfaces.
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Baud Rate Select a number that represent the baud-rate setting. The available values are:
. 115200 baudrate of 115200 bps
. 1200 baudrate of 1200 bps
. 14400 baudrate of 14400 bps
. 19200 baudrate of 19200 bps
J 230400 baudrate of 230400 bps
. 2400 baudrate of 2400 bps
. 38400 baudrate of 38400 bps
J 4800 baudrate of 4800 bps
. 57600 baudrate of 57600 bps
J 9600 baudrate of 9600 bps - this is the default option
Data Bits Select the number of bits for the port to operate with. The available values are:
. 8—this is default. Binary data is typically transmitted as eight bits.
. 7—text-based data is transmitted as seven bits or eight bits. If the data is based
on the ASCIl character set, then a minimum of seven bits is required because
there are 27 or 128 distinct characters. If an eighth bit is used, it must have a
value of 0
Stop Bits Select the number of stop bits to signal the end of a serial frame or packet. The
available values are:
. 1—this is default. Choose 1 stop bit if parity is used.
. 2—choose 2 stop bits with no parity.
Parity Select a number for parity. When parity is used with a serial port, an extra data bit is

sent with each data character and is arranged so that the number of 1 bits in each
character, including the parity bit, is always odd or always even. If a byte is received
with the wrong number of 1s, then, it must have been corrupted. However, an even
number of errors can pass the parity check. The available options are:

. None—this is default. Select this option for no error checking mechanism.

. Odd—select this option for the number of 1's in the data plus parity to be an
even number.

. Even—select this option for the number of 1's in the data plus parity to be an
odd number.
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Flow Control | Select a method of flow control. Flow control provides extra signaling to inform the

transmitter that it should stop (pause) or start (resume) the transmission. There is a

hardware and software flow control. The available options are:

. None—this is default. Select this option for no error checking mechanism.

. Hardware—select this option for the hardware flow control. For RS-232, the
hardware method uses the RTS/ CTS outputs. If the transmitter is ready to send
data, then it sets the signal on the RTS line. If the receiver is ready to receive
data, it sets the signal on the CTS line. If one of the signals is not set, no data
transfer will occur.

J Software —select this option for the software flow control.The software
method uses the Xon and Xoff characters (in the ASCII characters set: Xon =17,
Xoff = 19) which are transmitted using the same TXD / RXD communication lines
as the main data instead of the pins. If the data cannot be received, the receiver
transmits the Xoff symbol. To resume data transmission, the Xon symbol is sent.

Duplex Select the number of enable half duplex or full duplex speed. The options are:

. Full—this is default. Use this option when data can be received and transmitted
simultaneously.

J Half—choose this option for half duplex. Half duplex is to be used while the
interface is either transmit ting or receiving.

Turn Around
Delay

Enter a number for the turn around delay. This is the amount of delay inserted
between the transmission of individual messages on a serial port. It represents the
delay between sending a message and the next poll out of the serial port. Some
devices does not respond to specific message like broadcast; in that case, enough
time must be ensured for processing. This an integer in the range of 0 to 1000 ms
with a default of 0 ms.

Hold Time Enter a a value, in milliseconds, for the delay time after which UART start listening to
Rx line. This an integer in the range of 0 to 15000 ms with a default of 0 ms. Hold
time is the maximum amount of time that the serial packet can be held in the queue
before being sent to the serial line.

Rx to Tx Enter a number for the Rx to Tx Delay. This is the delay between Receive mode and

Delay Transmit mode. This an integer in the range of 0 to 1000 ms.

Serial Line Select for enabling or disabling the Serial port offline indication feature. The options

Monitoring are

o Enabled—when enabled, the state shall be Connected/Disconnectedbased on
presence of Serial tap.

. Disabled—when disabled the Serial Cable Statewould display Not Applicable
(NA).
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Serial Cable
State

It shows the state of the Serial port. The options are:
J NA

. Connected

. Disconnected

Buttons

J Apply—modifies attributes and saves the changes.

9.6. Serial Profile Configuration

Use the Serial Profile Configuration dialog box to configure all parameters of a serial profile.

To access Serial Port Configuration screens, go to Serial Management > Serial Profile Configuration.

By default, the tab Serial Management displays the Serial Port Configuration screen.

Serial Profile Configuration

Figure 12: Active Serial Profile with TCP Mirroring Enabled

Serial Profile Configuration

Profile Name | |
Connection Type
Protocol
Direction

Add

ProfieName | Saws | Cowmecionfype | Protocol | Direcion/Role] ____imeriaces | Show | e |

[PROF_x2

| | Show H Delete |

| [Eeivel ] [Raw Socket | fce | [out | [se0n7

[PROF_x1_ouT

| | Show H Delete |

| [AEWE] [Raw Socket | [TcP | [out | [se0r18

Please note: Data is not live, please refresh the page to see up to date values.
Last updated at: 2023/08/09 17-:47:37

Raw Socket Out Configuration

TCP Mirroring

Destination Mac

Local Source IP

Remote Server Port

Local Client Port

Destination Interface G

Name [PROF_x1_ouT |
Status

Interface Se0/18 v

Packetizing Off v

Remote Server IP 192.168.10.15

15030

15035

Reconnect Timeout (s) 120
Keep Alive Timeout (s) 240

00:01:02:03:04:05
192.168.111.112
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The configuration shall be modified only when the profile is not active. When the TCP mirroring param-
eterisenabled, the not applicable parameters are blocked for configuration and same applies for reverse
scenario as well.

Figure 13: Inactive Serial Profile with Mirroring Enabled

Serial Profile Configuration

Profile Name | |

Connection Type [ Raw Socket v|

Protocol
Direction

Add

prooName | Saus | Comnecooniype | Protocol | Dirscion/Role] ____teriaces | Show | Deu |

[PROF_x2 | [Bave ] [Raw Socket | [Tcp | [out | [seon7 | [show |[ Delete |
[PROF_X1_oUT | [Bavel ] [Raw Socket | [Tcp | [out | [se018 | [Show |[ Delete |

Please note: Data 1s not live, please refresh the page to see up to date values.
Last updated at: 2023/08/09 17:47:37

Raw Socket Qut Configuration

Name [PROF_x1_oUT |
Status

Interface

Packetizing Off v

Remote Server [P [192.168.10.15

Remote Server Port
Local Client Port
Reconnect Timeout (s) 120

Keep Alive Timeout (s) 240

TCP Mirroring
Destination Interface

Destination Mac [00:01:02:03:04:05 |
Local Source IP 192.168.111.112
Apply

Figure 14: Inactive Serial Profile with Mirroring Disabled
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Profile Name | |

Connection Type [Raw Socket v|

Protocol
Direction

Add

profioName | Saus | ComecionType | Protocol | Dirocion/Role] ____imiefaces | Show | Delee |

[PROF_X2 | [Retive ] [Raw Socket | [Tep | [Out | [se0n7 | [Show |[ Delete |
[PROF_x1_ouT | Beive ] [Raw Socket | [Tcp | [out | [se0/18 | [show |[ Delste |

Please note: Data 1s not live, please refresh the page to see up to date values.
Last updated at: 2023/08/09 17:47:37

Raw Socket Out Configuration

Name [PROF_X1_0UT |
Status

Interface

Packetizing

Remote Server IP [192.168.10.15

Remote Server Port
Local Client Port
Reconnect Timeout (s)
Keep Alive Timeout (s)
TCP Mirroring

Destination Interface  Gi0/10 ~
Destination Mac 00:01:02:03:04:05
Local Source [P 192.168.111.112

The configuration shall be modified only when the profile is not active. When the TCP mirroring param-
eterisenabled, the not applicable parameters are blocked for configuration and same applies for reverse

scenario as well.

The add form in this page is dynamic. When Raw Socket connection type is selected, protocol and direc-

tion fields are shown. If a protocol is switched to UDP, direction will be hidden.

Figure 15: Raw Socket with UDP

Serial Profile Configuration

Profile Name | |
Connection Type | Raw Socket v |

Protocol

SERIAL COMMUNICATION
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Figure 16: Preemptive Raw Socket

Serial Profile Configuration

Profile Name | |
Connection Type | Preemptive Raw Socket v |
| Add |

Finally, if Modbus connection type is selected, both protocol and direction fields will be hidden but a new
field Role appears.

Figure 17: Role Modbus

Serial Profile Configuration

Profile Name | |
Connection Type | Modbus v |
Role | Server v |
| Add |
Screen This screen allows the user to configure the Serial Profile Configuration Status.
Objective
Navigation Serial Management > Serial Profile Configuration

Profile Name Enter the name of the profile.

Status This field displays the status of the display.

Connection This field displays / configures the connection type. The options are:

) Raw Socket—select this option for raw mode. User can configure a simple raw
mode for TCP or UDP communication.

. Preemptive Raw Socket—select this option for preemptive mode. The device
acts as a server in preemptive mode. In this mode, direction and protocol are
implicitly set as IN and TCP. Any dynamic client can preempt the permanent
client and start communicating with the device for specified period of time.

. Modbus—select this option for Modbus.

Protocol This field displays / configures the protocol type. The options are:
. TCP—select for Transmission Control Protocol (TCP).
. UDP—select for User Datagram Protocol (UDP).
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Direction / This field displays / configures the direction for a serial protocol. Select one of the
Role following options:

J Out—select this option if the device acts as a client in OUT direction.

. In—select this option when the device acts as a server.

. In-Out—select this option if the device acts as both server and client in IN-OUT

direction. For UDP transport protocol, the default direction is IN-OUT

Interfaces This field displays details about the serial interface.
Buttons . Add—click to modify attributes and save the changes.

. Show—click this button to display the configuration in a separate dialog box

J Delete—click this button to delete the configured profile.

. Apply—click this button to delete the configured profile.

Use the Show button display a configuration panel on the right side of page to edit the given profile. Each
page will include a Close button for exiting the Serial Profile Configuration panel. The following options

are available.

Figure 18: Profile p1 - Raw Socket In Configuration

Raw Socket In Configuration

Name | pl |
Status

Interface

Packetizing

Packet Size 1340

Packet Timer (ms)

Packet Character (Hex) | Off |

Packet Buffering Enabled
Local Server IP [192.168.20.1 |

Local Server Port 15010

Keep Alive Timeout (s)

Maximum Connections

| Apply | Close |

Figure 19: Profile 3 - Raw Socket In-Out Configuration
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Raw Socket In-Out Configuration

Name | profile3 |
Status
Interface Mone w

Packetizing On v
Packet Size 1400
Packet Timer (ms)
Packet Character (Hex) | Off

Packet Buffering
Keep Alive Timeout (5)

In Configuration

Local Server IP |[].U.:].¢]
Local Server Port

Maximum Connections

Out Configuration

Eemote Server [P |'I].El.[].[]

Eemote Server Port

Local ClientPort [0 |
Reconnect Timeout (s)

Close

Figure 20: Profile 1- Raw Socket Out Configuration
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Raw Socket Out Configuration
Name |prnﬂ|e1 |
Starus
Interface
Packetizing
Packet Size
Packet Timer (ms)
Packet Character (Hex) | Off |
Packet Buffering
Remote Server IP |U.U.EI'.L'I' |
Eemote Server Port
Local Client Port 15010
Feconnect Timeout (s)
Keep Alive Timeout (s)
Apply || Close |
Screen This screen allows the user to apply the Serial Profile Configuration.
Objective
Name This field displays the profile name.
Status This field configures the status of the profile. The options are:
o Inactive—select for inactive profile.
. Active—select for active profile.
Interface This field configures the interface for the profile. The options are:

o None

. Se0/9

. Se0/10
. Se0/11
. Se0/12
L Se0/13
. Se0/14
. Se0/15
. Se0/16
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Packetizing This field configures the status of the packetizing feature. The options are:
] On—select for packetizing enabled.
. Off—select for packetizing disabled.
Packet Size Enter a value for packet size. The range is from 16 to 1400. The default value is 1400.

Packet Timer
(ms)

Enter a value for the delay between the packets sent from serial ports. The range is
from 0 to 1000. The default value is 10 ms.

Packet Enter a value for the delay between the packets sent from serial ports. The range is
Character from 0 to 255. The default value is 10 ms. Or configure it as OFF to disable packet
(hex) character feature. This is the default option.

Packet This field configures the status of the packet buffering feature. The options are:
Buffering . Enabled—select for enabled Packet Buffering.

. Disabled—select for disabled Packet Buffering.

Local Server IP

Enter a local server IP address.

Local Server
Port

Enter a value for the local port number. Port numbers range between 15010 to
15110. For Modbus, the software internally assigns 502 TCP port number if an user
configures modbus as its port.

Connections

Keep Alive Enter a value for the time which specifies how long the device will wait for a

Timeout (s) response to keep alive packets sent before terminating the TCP connection The
range is from 60 to 600. The default value is 240 s.

Maximum Enter a value for the maximum number of allowed incoming TCP connections. The

range is from 1 to 64. The default value is 64.

Buttons

J Add—click to modify attributes and save the changes.

. Show—click this button to display the configuration in a separate dialog box
o Delete—click this button to delete the configured profile.

o Apply—click this button to apply the configured profile.

o Close—click this button to exit the configured profile.

Figure 21: Profile 4 - Raw Socket UDP Configuration
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Raw Socket UDP Configuration

Name | profiled

Status
Interface

Packet S1ze
Packet Timer (ms)

Packet Character (Hex) | Off

Local IP [0.0.0.0

Local Port D
Maximum Connections
Remote Connections

Figure 22: Profile 4 - Raw Socket UDP Remote Connection Configuration
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Raw Socket UDP Configuration

Name profiled |
Status Inactive v |
Interface (None. v
Packet Size 1400
Packet Timer (ms) 10
Packet Character (Hex) | Of i |
Local IP 0.0.0.0 ) :|
Local Port 0
Maximum Connections | 64
Remote Connections | Hide |
| Apply |[ Close |

Serial UDP Remote Connection Configuration

Server [P |
Server Port 1

Add

[192.168.33 1 || Delete |

Some extra parameters shown in the Raw Socket UDP Configuration interface are as shown below.

Screen This screen allows the user to apply the Raw Socket UDP Configuration.
Objective

Server IP Enter a local server IP address.

Server Port Enter a value for the server port number.

Remote Enter a value for the maximum number of allowed incoming TCP connections. The
Connections range is from 1 to 64. The default value is 64.

Figure 23: Profile p2 - Preemptive Raw Socket Configuration
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Preemptive Raw Socket Configuration

Name |p2 |
Statue

Interface

Packetizing

Packet Size

Packet Timer (ms)

Packet Character (Hex) |0x64 |
Packet Buffering Disabled v

Dwnamic Packet Timer (ms)
Dwnamic Packet Character (Hex) |'I]Ixﬁ |
Local Server IP |'I]I.'I].[].U |
Local Server Port 16010

Keep Alive Timeout (s) 240

Dvnamic Idle Timeout (s)

Permenant Remote Client IP | 192.168.20 66

Figure 24: Profile p3- Modbus Server Configuration

Modbus Server Configuration

Name |p3 |
Status
Local IP [0.0.0.0 |

Local Port (502 or 15010-15110) [502 |

Keep Alive Timeout (s)
Maximum Connections

Transmit Exceptions Enabled +
Maximum Pending Messages
Interface Configuration

Close |

Figure 25: Profile 6 - Modbus Server Interface Configuration
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Modbus Server Configuration

Name |profile6 |
Status Inactive v

Local IP l0.0.0.0 |
Local Port (502 or 15010-15110) 502 |
Keep Alive Timeout (s)

Maximum Connections

Transmit Exceptions

Maximum Pending Messages III

Interface Configuration

Modbus Server Interface Configuration

Interface
Response Timeout (ms) | 2000

LI i@ ] ISR T =
LIRS 5 ] I |
09 Ow O Qi
01 D1 01 16

Interface| Response |Slave ID's| Delete | Edit
Timeout (ms)

Figure 26: Profile 7 - Modbus Client Configuration

Slave ID's
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Modbus Client Configuration

Name | m1 |
Status

Interface

Remote [P |¢}.¢}.[].EI |
Remote Port 502

Local Port (502 or 15010-15110) |502 |

Keep Alive Timeout (s)
Reconnect Timeout (s)

B (EE E @
[15 []6 7 []8
Slave [D's 18 (1w 1 []12

013 O Q15 [ 16

[SelectAll || DeselectAll |

Response Timeout (ms)

pscp [
Forward Exception Enabled

Apply | Close |

-

Some extra parameters shown in the Modbus Configuration interface are as shown below.

Screen Objective | This screen allows the user to apply the Modbus Server / Client Configuration.

Transmit Select an option to enable / disable sending TCP exception back to the master if
Exceptions a response has not been received from RTU within the expected time.

. Enabled

. Disabled
Maximum Pending | Enter a value for the maximum number of messages that Modbus server can
Messages handle from different clients. The range is from 0 to 16. The default value is 16.
Interface If needed, select the button Configure. When this option is selected, the
Configuration Modbus Server Interface Configuration dialog box appears which has the

following parameters as shown below.
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Interface

This field configures the interface for the profile. The options are:

J None

. Se0/9

. Se0/10
. Se0/11
J Se0/12
] Se0/13
. Se0/14
] Se0/15
. Se0/16

Response Timeout
(ms)

Enter a value for the time to wait for a response from a serial port. The range is
from 50 to 10000. The default is 2000 ms (as shown in the figure).

Slave ID’s

Enter a value for the slave ID. The format is comma separated integer values
with a maximum of 10 slave IDs per command. The range is from 1 to 247.
For Modbus Client Configuration, there two extra buttons as follows:

. Select All
. Deselect All

DSCP

Enter a value decimal value for the Differentiated service code point (DSCP)
which is set in the IP header for the outgoing packets. The range is from 0 to 63.
The default is 0 (as shown in the figure).

Forward Exception

Select an option to enable / disable forwarding TCP exception back to the

master if a response has not been received from RTU within the expected time.

. Enabled—enter this option to enable forwarding TCP exception. Default is
enabled which is numerically denoted as 1.

. Disabled—enter this option to disable forwarding TCP exception. The
numerical notation for disabled is 0.

9.7. Serial Port Statistics

This screen displays the Serial Port Statistics parameters for all serial interfaces.

Figure 27: Serial Port Statistics
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Serial Port Statistics

I s U SE—
| Char Coun[Frame Count] Char Discard] Framing Errors] Party Exrors| Char Count] Frame Count]Char Discarded|
Se09 | 0 0 0 0 o | o 0 0
Se0/10 | 0 0 0 0 o | o 0 0
Se0/11 | 0 0 0 0 o | o 0 0
Se0/12 | 0 0 0 0 o | o 0 0
Se0/13 | 0 0 0 0 o | o 0 0
Se0/14 | 0 0 0 0 0o | o 0 0
Se0/15 | 0 0 0 0 o | o 0 0
Se0/16 | 0 0 0 0 o | o 0 0
Property Description
Screen Objective This screen displays the all serial interface
counters for a particular interface.
Navigation Statistics > Serial > Serial Port Statistics

9.8. Enabling Serial TCP Mirroring

To access Serial Port Configuration screens, go to Serial Management > Profile Configuration.

L

ome = ]
= System
: Layer 2 Management

Layer 3 Management
“Layer 4 Management

Serial Management

% Pod Confiousslion

— Profiie Configuration

Multicast

I

- H

By default, the tab Serial Management displays the Serial Port Configuration screen.

260



ENABLING SERIAL TCP MIRRORING
CHAPTER 9 SERIAL COMMUNICATION

Steps for enabling Serial TCP Mirroring

1) Anew profile may be created by choosing the connection type as Raw-socket, protocol as TCP and
Direction as OUT for TCP client

Figure 28: Create new profile

Serial Profile Configuration

Profile Name  |Serial |
Connection Type | Raw Socket v |
Protocol [TCP v |
Direction Out w

Add

Profle Name Status] Connecion Type] Potocoi]Direcion / Rol|interfaces| Show] Defere]

Please note: Data 1s not live, please refresh the page to see up to date values.
Last updated at: 2023/08/15 20:17:53

2)  Once the profile is created, further parameters are available for configuration by clicking Show.

Figure 29: List of Created Profiles

Serial Profile Configuration

Profile Name | |
Connection Type [Raw Socket v

Protocol [TCP v
Direction [Out  v|

Add

ProfieName | Saws | Coonocion Type | _Prowcol | Dirocion/Role| ____inworfaces | Show | Dolee |

}Seriah | _ ‘Raw Socket | ITCP [ |out ‘ |None | [Show”Delete]

Please note: Data 1s not live, please refresh the page to see up to date values.
Last updated at: 2023/08/15 20:54:01

Figure 30: Edit Profile Parameters
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Serial Profile Configuration

Profile Name |
Connection Type | Raw Socket v
Protocol TCP
Direction Out  v|
[Add ]
PolNamo |  Saws | Comecoonlpe | Protocol |Diecoon/Roie] ___ ierisces | Show | Dol |
[PROF_X1_oUT | [FERE Raw Socket | [Tcp [Out | [se0r18 | [Show || Delete |

Please note: Data 1s not live, please refresh the page to see up to date values.
Last updated at: 2023/07/10 16:06:22

Raw Socket Out Configuration

Name PROF_X1_OUT |
Status

Interface None v

Packenzing Off v

Packet Size 1400 |

Packet Tumeout (ms) 10

Packet Character (Hex) Off |
Packet Buffering Enabled |

Remote Server IP 192 168.10.15 |
Remote Server Port 15030 |

Local Client Port 15035 |

Reconnect Timeout(s)  [120 |

Keep Alive Timeout (s)  [2d0 |

TCP-Senal Muroning Enabled v

Mirroring Destination Port | Ex0/1 |
Mirroning Destination Mac [ 00:0a:0b:0c.0d.0e
[ “Apply || Close | |

3)  TCP Mirroring should be enabled by selecting the TCP Mirroring parameter. When this field is

enabled, only the applicable parameters for mirroring are available for configuration. Similarly, if
mirroring is disabled, the applicable parameters are not available for configuration. After filling in

the parameters as required, clicking Apply should apply configuration.

4)  After complete configuration, the status of the profile should be active in the list of profiles. Other

parameters are not available for configuration

Figure 31: Active Profiles
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Serial Profile Configuration

Profile Name

Protocol
Direction

Connection Type | Raw Sockat

il

Out v

[ roueNme |  seus | Cowecioniyps | prowcol | Ovecion/Ruie] ____riaces | Show | dsio |
PROF_X2 | BERER [Raw Socket TCP Out Se0i1T | [Show |[ Delete |

[PROF_x1_ouT

I o=

| [Tcp

| [out

| [se0n8

| | Show || Delete |

Please note: Data is not live, please refresh the page to see up to date values.

Last updated at: 2023/08/15 21:10:29

Raw Socket Out Configuration

Name

Status

Interface
Packetizing
Remote Server [P
Remote Server Port
Local Client Port

TCP Mirroring

Destination Mac
Local Source [P

Destination [nterface

[PROF_X1_OUT

Active v
Seli18 v

Off »

192.168.10.15

15030
15035

Reconnect Timeout (s) 120
Keep Alive Timeout (s) 240

Enabled v

Gi0M0 -

00:01:02:03:04:05
192.168.111.112
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VLAN Map

10. VLAN

This section describes the VLAN interfaces.

10.1. VLAN

This section describes how to configure VLANSs.

VLAN (Virtual LAN) module logically segments the shared media LAN to form virtual workgroups. It fully
utilizes the forwarding support available in the switch hardware. It redefines and optimizes the basic
transparent bridging functionalities, such as learning, forwarding, filtering, flooding, etc.

VLAN operates in the following modes. They are:

. Transparent bridging—allows the user to connect two similar network segments to each other at
the data link layer in a manner transparent to end stations, so the end stations do not participate
in the bridging algorithm.

. VLAN aware bridging—allows the end stations at different LAN segments to be interconnected and
to communicate with each other using VLANSs. It provides the following optional capabilities that
are not available for the transparent bridging mode of operation:

- High availability (HA)—a feature for enhancing the network resiliency by minimizing the
network downtime by integrating failover systems. VLAN in active node synchronizes the
database with standby node(s).

- Multiple instances—multiple switch instances can be created within a physical switch.
Different instances are identified using context ID.

J Provider bridging—supports IEEE 802.1ad standard.

. Nested VLAN bridging—allows the switch to be subdivided into smaller isolated VLANs. Ethernet
frames are tagged on entering the switch and this tag is removed on exiting the switch leaving the
original frame unaltered (with or without incoming tag).

To access VLAN Screens, click Layer 2 Management > VLAN.

The VLAN parameters are configured through the screens displayed by the following tabs:
VLAN Basic Settings

VLAN Port Settings

Static VLAN Configuration
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Static VLAN Configuration without Nested VLAN
VLAN Protocol Group Settings

VLAN Port Mac Map

FDB Flush

VLAN Basic Settings

VLAN Basic Settings

By default, the tab Basic Settings displays the VLAN Basic Settings screen.
Figure 1: VLAN Basic Settings
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VLAN Basic Settings

Select] Context | Learning MAC Based Port and Global Mac | Default MAC-
Mode On AN Protocol Learming Address-

Poris Based On Al Stawus Table
Poris Aging Time

@ o |[IWL_ v][Disabled v|[Disabled ~|[Enabled v|[Enabled ~|[IVL v|[300 ]|

| Configure VLAN Trace Options |

Note 1: Default VLAN hybrid type can be configured only when learning
mode is hybrid.

Note 2: Dynamic unicast mac limit set for the switch cannot be less than
unicast mac limit of vian and should not exceed the device capablility.

Note 3: Pre-requisite for setting "Base bridge mode” to
DOT_1D_BRIDGE_MODE is to shutdown protocols such as GARP, Snooping,
Pnac, Link Aggregation, LLDP, MSTP/RSTP and all interfaces except physical

interfaces should be deleted.

VLAN Basic Settings

Base Bridge Mode Dynamic Maximum | Number| User Defined
Multicast Supporied of
Oper Staius VLANs

{300 |[0 |[DOT_1Q_VLAN_MODE _ || Disabled | Disabled -~ 4094 4094 1 0 |

| Apply

| Configure VLAN Trace Options ]

Screen This screen allows the user to configure, for all available virtual contexts, the VLAN
Objective details that are used globally in the switch for all ports available in the switch. It allows

the user to set the parameters such as VLAN type, which are fundamental for the VLAN
configuration in the switch.
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NOTE: When all VLAN type-related fields subnet based on all ports, MAC-based on all ports, and port
and protocol based on all ports are set as Enabled, the VLAN membership classification is done in the
following order:

o MAC-based VLAN classification
o Subnet-based VLAN classification
. Port and protocol based VLAN classification

Navigation

Layer 2 Management > VLAN > Basic Settings

Fields

Select—click to select the context ID to configure the VLAN Basic settings for the
virtual context.

Context—displays the virtual context ID that uniquely represents a virtual switch
created in the physical switch. This value ranges from 0 to 65535. The default
value is 0.

Learning Mode—select the type of VLAN learning mode to be applied for all ports.
This mode defines the forwarding database modes of operation to be imple-
mented by the switch. The default option is /VL (Independent VLAN Learning). The
list contains:

NOTE:

IVL—separate forwarding database is created for each VLAN. The informa-
tion learnt from a VLAN is not shared among other relative VLANs during
forwarding decisions. This mode is suitable in situations where the database
size is not a constraint and end stations operate over multiple VLANs with
the same MAC address.

SVL—for Shared VLAN Learning (SVL), single forwarding database is created
for all VLANs. The information learnt from a VLAN is shared among all other
relative VLANs during forwarding decision. This mode is suitable in situations
where the learning database size is a constraint.

HYBRID—same forwarding database is created for some VLANSs and sepa-
rate forwarding database is used for some VLANSs. The usage of same or
separate forwarding database for the VLAN is decided based on the config-
uration done in the L2 Unicast Filter Configuration screen.

When the learning mode is changed:

The static FID-VLAN mapping and static unicast entries should be reconfigured
respectively in the screens port VLAN protocol settings and Static VLAN config-
uration, and

Static unicast configurations associated with old FID (Filtering ID) will be
deleted
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Fields Subnet Based On All Ports—select whether the classification of VLAN member-
(cont) ship should be done based on subnet on all available ports. VLAN membership

classification is done by matching the source IP address in the packet to a VLAN-ID
using an administrator configured table if the subnet based VLAN classification is
enabled. The default option is Disabled. The list contains:

- Enabled—enables the subnet based VLAN membership classification on all
ports of the switch.

- Disabled—disables the subnet based VLAN membership classification on all
ports of the switch

MAC Based on All Ports—select whether the classification of VLAN membership

should be done based on MAC on all available ports. VLAN membership classifica-
tion is done based on the source MAC-address of the received frame if the MAC

based VLAN classification is enabled. For this type, the VLAN membership should
be assigned initially. The default option is Disabled. The list contains:

- Enabled—enables MAC-based VLAN membership classification on all ports
of the switch.

- Disabled—disables MAC-based VLAN membership classification on all ports
of the switch.

Port and Protocol Based on All Ports—select whether the classification of VLAN
membership should be done based on port and protocol on all available ports.
VLAN membership classification is done for all untagged and priority-tagged
frames based on the port-protocol group / higher layer protocol for the port if the
port and protocol based VLAN classification is enabled. The default option is
Enabled. The list contains:

- Enabled—enables Port and Protocol Based VLAN membership classification
on all ports of the switch.

- Disabled—disables Port and Protocol Based VLAN membership classification
on all ports of the switch.

Default Vlan Hybrid Type—select the default VLAN Hybrid Type to be applied for
all ports of the switch if learning mode is set to HYBRID. The default option is IVL.
The list contains:

- IVL—separate forwarding database is created for each VLAN. The informa-
tion learnt from a VLAN is not shared among other relative VLANs during
forwarding decisions. This mode is suitable in situations where the database
size is not a constraint and end stations operate over multiple VLANs with
the same MAC address.

- SVL—single forwarding database is created for all VLANSs. The information
learnt from a VLAN is shared among all other relative VLANs during
forwarding decision. This mode is suitable in situations where the learning
database size is a constraint.
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Fields NOTE: Once the learning mode is changed:
(cont) —  The static FID-VLAN mapping and static unicast entries should be reconfig-

ured respectively in the screens Port VLAN Protocol Settings and Static VLAN
Configuration.

- Static unicast configurations associated with old FID will be deleted.

J MAC-Address-Table Aging Time—enter the timeout period (in seconds) to age out
the dynamically learned forwarding database entries. This timer is started once
the switch identifies the MAC address. This value ranges from 10 to 1000000
seconds. The default value is 300.

] Unicast MAC Learning Limit—enter the maximum number of unicast MAC
addresses that can be learned in the virtual context. This value ranges from 0 to
4294967295. The maximum number of unicast MAC addresses that can be learnt
is 950. The maximum number of unicast MAC addresses that can be learnt is 950.

NOTE: The upper limit value depends upon the underlying hardware.The unicast MAC

learning limit cannot be configured greater than the default value.This value should be

greater than the value set in the field MAC Limit for the VLAN and should not exceed
the switch capability.

J Base Bridge Mode—select the base bridge-mode in which the switch should
operate. The list contains:

- DOT_1D_BRIDGE_MODE—makes the switch to behave according to IEEE
802.1d implementation.

- DOT_1Q_VLAN_MODE—makes the switch to behave according to IEEE
802.1g implementation.

NOTE: The base bridge mode can be set as DOT_1D_BRIDGE_MODE, only if the GARP,
IGS, MLDS, PNAC LA, LLDP, RSTP and MSTP modules are shut down and logical inter-
faces are deleted. This configuration should be done in the following order:
- Shut down GARP. The Dynamic VLAN and Dynamic Multicast should be
disabled in the Dynamic VLAN Global Configuration and Dynamic Multicast
Global Configuration screens before shutting down GARP.
- Shut down IGMP snooping module using the field System Control in the
IGMP Snooping Configuration screen. Go to Multicast > IGMP Snooping >
Basic Settings.
- Shut down MSTP module using the field System Control in the Global Config-
uration screen. Go to Layer2 Management > MSTP > Basic Settings.
- Shut down RSTP module using the field System Control in the Global Config-
uration screen. Go to Layer2 Management > RSTP > Global Settings.
- Shut down PNAC module using the field System Control in the 802.1x Basic
Settings screen. Go to Layer2 Management > 802.1x > Basic Settings.
- Shutdown Link Aggregation module using the field System Control in the

Link Aggregation Basic Settings screen. Go to Layer2 Management > Link
Aggregation > Basic Settings.
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Fields . Base Bridge Mode (cont)
(cont) NOTE: (cont)

- Shutdown LLDP module using the field Global Status in the LLDP Global
Configurations screen under the path Layer2Management > LLDP > Global
Setting.

- Shutdown MLDS module using the field System Control in the MLD Snooping
Configuration screen. Go to Multicast > MLD Snooping > Basic Settings.

The DOT_1D_BRIDGE_MODE operates over the physical interface alone, so all other
VLAN / tunnel interfaces should be deleted.

- If the Web interface is connected through the Layer3 IP interface, then first
create a router port and assign IP address for that router port to re-establish
the Web connectivity through the newly created router port. The existing
Layer 3 IP interfaces can then be deleted, and base bridge mode can be set
as DOT_1D BRIDGE_MODE

] Dynamic Vlan Oper Status—displays the operational status of the Dynamic VLAN
GVRP module). GVRP uses the services of GARP to propagate VLAN registration
information to other VLAN aware bridges in the LAN. This information allows GVRP
aware devices to dynamically establish and update the information about the exis-
tence of the VLANs in the topology. The GVRP module registers the created VLANs
with GARP and de-registers the deleted VLANs from the GARP. The default option
is Enabled. The list contains:

- Enabled—denotes that the GVRP module is enabled in the switch.
- Disabled—denotes that the GVRP module is disabled in the switch.

) Dynamic Multicast Oper Status—displays the operational status of the GMRP
module. GMRP uses the services of GARP to propagate multicast registration
information to the bridges in the LAN. This information allows GMRP aware
devices to reduce the transmission of multicast traffic to the LANs, which do not
have any members of that multicast group. GMRP registers and de-registers the
group membership information and group service requirement information with
the GARP. The default option is Enabled. The list contains:

- Enabled—denotes that the GMRP module is enabled in the switch.
- Disabled—denotes that the GMRP module is disabled in the switch.

J Maximum VLAN ID—displays the largest valid VLAN / VFI ID accepted in the
system. This value ranges from 1 to 65535.

- <vlan —id>—this is a unique value that represents the specific VLAN. This
value ranges from 1 to 4094

- <vfi-id>—VFI ID is a VLAN created in the system which contains Pseudo wires
and Attachment Circuits as member ports. This creates a logical LAN for the
VPLS service. This value ranges from 4096 to 65535.
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Fields NOTE: The VLAN ID 4095 is reserved and may be used to indicate a wildcard match for
(cont) the VLAN ID in management operations or Filtering Database entries. VF/ IDs 4096 and

4097 are reserved identifiers used in MPLS PW. The theoretical maximum for the
maximum number of VFlis 65535 but the actual number of VFI supported is a sizing
constant. Based on this, the maximum number of VF/ ID accepted in the management
interface is restricted. For example if 100 VFIs are supported, the maximum number of
VFI supported will be restricted to maximum number of VLANs + 100. An error message
is displayed for any value beyond this range. The VLAN ID cannot be configured greater
than the value displayed in the field.

J Maximum Supported VLANs—displays the maximum number of VLANSs the
switch can support.

. Number of VLANSs in the System—displays the total number of VLANs currently
active in the device. By default, VLAN 1 is active in the system, and hence, this
value is set as 1.

. User Defined TPID—enter the value for the user defined TPID configurable for an
ingress port or for a VLAN egress Ethertype. The value ranges from 0 to 65535. The
default value is 0.

NOTE: A value 0 (ZERO) deletes the configured entry.

Buttons ] Apply—modifies attributes for the selected entry and saves the changes.
J Configure VLAN Trace Options—accesses VLAN Traces screen.

VLAN Port Settings

Figure 2:  VLAN Basic Settings
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VLAN Port Settings
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Screen
Objective

This screen allows the user to configure VLAN details such as VLAN membership
classification type for the physical ports available in the device.

When all VLAN type related fields subnet based on all ports, MAC- based on all ports,
and port and protocol based on all ports are set as enabled, the VLAN membership
classification is done in the following order:

o MAC-based VLAN classification
o Subnet-based VLAN classification
. Port and protocol based VLAN classification

NOTE: This screen is different for BCM target, refer the BCM specific screens chapter for more details.

Navigation

Layer 2 Management > VLAN > Port Settings

Fields

. Select—click to select the port for which the configuration needs to be done.
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Fields

. Port—displays the port, which is a combination of interface type and interface
ID. The interface ID is a combination of slot number and the port number (slot
number / port number)

. MAC Based VLAN—select whether the MAC-based VLAN membership classifi-
cation is supported in the port. VLAN membership classification is done based
on the source MAC address of the received packets if the MAC based VLAN clas-
sification is supported. By default, the MAC based VLAN classification is set
similar to that of the MAC Based on All Ports. The list contains:

- Enabled—enables MAC-based VLAN classification in the port.
- Disabled—disables MAC-based VLAN classification in the port.

NOTE: This field can be configured independently without depending on the VLAN type
configuration done globally in the switch. That is, this field does not depend upon the
value set in the field MAC-based on All Ports.

J Port and Protocol Based VLAN—select whether the port and protocol based
VLAN membership classification is supported in the port. VLAN membership
classification is done for all untagged and priority-tagged frames based on the
port-protocol group / higher layer protocol for the port if the port and protocol
based VLAN classification is supported. By default, the port and protocol based
VLAN classification is set similar to that of the Port and Protocol Based on All
Ports. The list contains:

- Enabled—enables port and protocol based-VLAN classification in the port.
- Disabled—disables port and protocol based-VLAN classification in port.

NOTE: This field can be configured independently without depending on the VLAN type
configuration done globally in the switch. So this field does not depend upon the
value set in the field Port and Protocol Based on All Ports.

J Port Protected—select whether the port should be configured as protected.
The default option is False. The list contains:
- true—sets the port as protected. the port will not forward frames received
from another protected port on the same switch.

- false—does not configure the port as protected. the port operates as a
normal port.

J Subnet Based VLAN—select whether the subnet based-VLAN membership clas-
sification is supported in the port. VLAN membership classification is done by
matching the source IP address in the packet to a VLAN-ID using an adminis-
trator configured table if the subnet based-VLAN classification is supported. By
default, the subnet based-VLAN classification is set similar to that of the subnet
based on all ports. the list contains:

- Enabled—enables subnet based-VLAN classification in the port.
- Disabled—disables subnet based-VLAN classification in the port.

NOTE: This field can be configured independently without depending on the
VLAN type configuration done globally in the switch. That is, this field does not
depend upon the value set in the field Subnet on All Ports.
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NOTE: In Customer Bridge mode, this object indicates that the primary C-VLAN tag
Ethertype used for the packets received on this port. Packets received on a port are
considered tagged, when the packet Ethertype matches with the port Ethertype
configured. Otherwise, they are considered untagged. By default, on all ports, 0x8100
will be configured as Ethertype. In Provider-Edge Bridge Mode, this object indicates
the primary S-VLAN tag Ethertype used for the packets received on this port. Packets
received on a port are considered tagged, when the packet Ethertype matches with
the port Ethertype configured. Otherwise, they are considered untagged. By default,
on all ports, 0x88a8 will be configured to be Ethertype. On Proprietary PNPs, 0x8100
is configured to be the ingress Ethertype.

PVID—displays the PVID (Port VLAN ID), which represents the VLAN ID assigned
to untagged frames or priority-tagged frames received on the port. The PVID is
used for port based VLAN type membership classification. The default VLAN ID
(thatis, 1) is set as the PVID. This value ranges from 1 to 4094.

Acceptable Frame Types—select the type of VLAN dependent BPDU frames to
be accepted by the port during the VLAN membership configuration. The
default option is All. The list contains:

- All—accepts tagged, untagged, and priority tagged frames received on the
port and subjects the frames to Ingress Filtering setting.

- Tagged—accepts only the tagged frames received on the port. It rejects
untagged or priority tagged frames received on the port.

- UnTagged and Priority Tagged—accepts only the untagged or priority
tagged frames andrejects tagged frames received on the port.

NOTE: This field does not affect VLAN independent BPDU frames such as GVRP
BPDU and STP BPDU. It affects only the VLAN dependent BPDU frames such as
GMRP BPDU.The frame type is always set as UnTagged and Priority Tagged if the
Bridge Port Type is set to CustomerNwPort.

Ingress Filtering—select whether the filtering should be applied for the
incoming frames received on the port. The default option is Disabled. The list
contains:

- Enabled—accepts only the incoming frames of the VLANs that have this
port in its member list.

- Disabled—accepts all incoming frames received on the port.

NOTE: This field does not affect VLAN independent BPDU frames such as GVRP
BPDU and STP BPDU. It affects only the VLAN dependent BPDU frames such as
GMRP BPDU.The filtering is always set as Enabled if the Bridge Port Type is set
as CustomerNwPortStagged.The ingress filtering cannot be disabled for port
whose Switch Port Mode is set as host or promiscuous

Ingress EtherType Prefix Hex values by Ox—enter the value for Ingress Ether-
type. The value ranges from 1 to 65535. For the proprietary PNPs (Provider
Network Ports), default value is 0x8100. For all other ports, default value is
0x88a8.
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. Egress EtherType Prefix Hex values by Ox—enter the value for Egress EtherType.
The value ranges from 1 to 65535. For CEPs (Customer Edge Ports) and propri-
etary PNPs, default value is 0x8100. For all other ports, default value is 0x88a8.

NOTE: In Customer Bridge Mode, this object indicates the Ethertype of the
C-VLAN tag that has to be applied for all outgoing packets on this port. If a valid
valueis in this object, all packets which are outgoing on this port will contain the
Ethertype configured in this object. By default, 0x8100 will be used for packets
transmitted with C-VLAN on the ports.

NOTE: In Provider-Edge Bridge Mode, this object indicates the Ethertype of the
S-VLAN tag that has to be applied for all outgoing packets on this port. If a valid
value is in this object, all packets which are outgoing on this port will contain the
Ethertype configured in this object. By default, 0x88a8 will be used for packets
transmitted with S-VLAN on the ports. On Proprietary PNPs and Customer Edge
Ports, 0x8100 is used as the Ethertype for outgoing packets.

. Egress TPID Type—select the egress TPID (Tag Protocol Identifier) type for the
port. The default option is Portbased. The list contains:

- Portbased—specifies the egress TPID type for a port. If the value is Port-
based, the egress TPID of the packet is selected from Egress Port Table.

- Vlanbased—specifies the egress TPID type for a port. When the value is
Vlanbased, the Egress TPIDis selected from Egress VLAN Table.

. Allowable TPID1—enter the value for TPID1. This specifies the secondary Ether-
type that is allowable for a port. The configurable value for this object is 0x8100
or 0x8808. This value ranges from 0 to 65535. The default value is 0.

NOTE: When this value is set to zero, the secondary Ethertype configurations are
deleted from Hardware.The TPID1 value should be configured as a value different
from the default ingress Ethertype. If the ingress Ethertype is 0x8808, then TPID1
should be configured as 0x8100; and if the ingress Ethertype is 0x8100, TPID1 should
be configured as 0x8808.

] Allowable TPID2—enter the value for TPID2. This specifies the secondary Ether-
type thatis allowable for a port. The configurable value for this object is 0x8100
or 0x8808. This value ranges from 0 to 65535. The default value is 0.

NOTE: When this value is set to zero, the additional standard Ethertype configu-
rations are deleted from Hardware.

J Allowable TPID3—enter the value for TPID3 to specify secondary Ethertype
allowable for a port with configurable value of 0x8100 or 0x8808. This value
ranges from 0 to 65535. The default value is 0.

NOTE: When this value is set to zero, the additional standard Ethertype configu-
rations are deleted from Hardware.

Buttons

. Apply—modifies attributes for the selected entry and saves the changes.
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Static VLAN Configuration

Static VLAN Configuration without Nested VLAN

Figure 3:  Static VLAN Configuration without Nested VLAN

Static VLAN Configuration

VLAN ID D
VLAN Name |

Member Ports | |*

Untagged Ports | |

Forbidden Ports

VLAN Nested [ng |

|£| | Reset |
SeleciviaN D] _VLANName | Memberpons | UnaggeaPors | FornidenPoris_|VLAN Nested
®@ 1 | || Gio/1,Gi0/2,Gi0/3,Gi0/4,Gi0/5, || Gi0/1,Gi0/2,Gi0/3,Gi0/4,Gi0/S, |[No v
|Ap|:||y || Delete |
Screen This screen allows the user to create / delete VLANSs in the switch and statically
Objective configure details such as member port for the VLANSs in the switch. These static

configuration details are permanent and can be restored after the switch is reset.
NOTE: The default VLAN entry, VLAN ID 1, cannot be deleted.

Navigation | Layer 2 Management > VLAN > Static VLANs
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Fields . Select—click to select the vlan id for which the configuration needs to be modified
or deleted.

J VLAN ID—enter the VLAN ID that uniquely identifies a specific VLAN. This value
ranges from 1 to 4094.

. VLAN Name—enter an administratively assigned string, which is used to identify
the VLAN. This value is a string of maximum size of 32.

. Member Ports—enter a port or a set of ports, which need to be part of the VLAN
identified by the VLAN ID. Use comma as a separator between the ports while
configuring a list of ports. This list includes both tagged and untagged members of
the VLAN.

NOTE: The format of this entry is <interface type><slot number/port number> for
Gigabit Ethernet ports. For pseudowire and attachment circuit interfaces, the
format is just the interface ID. There is no space needed between these two
entries. For an example: Gi0/1,Gi0/2,pw1,acl, where Gi is interface type Gigabit
Ethernet, Pw is pseudowire interface, and AC is the attachment circuit interface.
O is a slot number and 1 is a port number.
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Here, the option for Nested VLAN is not activated. So, option No is selected.

Untagged Ports—enter port or set of ports, which should transmit egress packets
for the VLAN as untagged packets. Use comma as a separator between the ports
while configuring a list of ports. Ports which are attached to VLAN-unaware
devices should be configured as untagged-ports for a given VLAN. The untagged
ports list should be a sub-set of the VLAN Member Ports.

NOTE: The format of this entry is <interface type><slot number/port number> for
Gigabit Ethernet ports. For pseudowire and attachment circuit interfaces, the
format is just the interface ID. There is no space needed between these two
entries. For an example: Gi0/1,Gi0/2,pw1,acl, where Gi is interface type Gigabit
Ethernet, Pw is pseudowire interface, and AC is the attachment circuit interface.
0 is a slot number and 1 is port number.The port can be configured to be an
untagged port only if the Switch Port Mode of the port is not set as trunk.The ports
configured as untagged ports should be a subset of Member Ports.

Forbidden Ports—enter port or set of ports which should never receive packets
from the VLAN mentioned in the VLAN ID. Use comma as a separator between the
ports while configuring a list of ports. The ports configured in the Forbidden Ports
list should be mutually exclusive to the Member Ports list field.

NOTE: The format of this entry is <interface type><slot number/port number> for
gigabitethernet ports. For pseudowire and attachment circuit interfaces, the
format is just the interface ID. There is no space needed between these two
entries. For an example: Gi0/1,Gi0/2,pw1,acl, where Gi is interface type Gigabit
Ethernet, Pw is pseudowire interface, and AC is the attachment circuit interface.
0 is a slot number and 1 is a port number.

Vlan Nested—specify if the VLAN is nested or not. Choose from the drop-down
list:

—  Yes for nested VLAN

- No for not nested VLAN.

VLAN ACTIVE—select this check-box to make the configured VLAN active.

Buttons

Add—adds and saves new configuration

Reset—resets to default value for respective fields and discards all user inputs.
Apply—modifies attributes for the selected entry and saves the changes.
Delete—deletes the selected entry.

Static VLAN Configuration with Nested VLAN

The nested VLAN feature allows a set of port on the switch to be combined into smaller independent
switch that leave the Ethernet frames unchanged from entry to exit while still providing the correct
bridging to the destination. This allows tagged and untagged frames to coexist within the nested VLAN
to provide support for multiple protocols connections (for example over an HSR ring)

Figure 4:

Static VLAN Configuration with Nested VLAN
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VLAN ID (D
VLAMN Name
Member PortsgTGi0/7 Gio/s, Gior1 GO 12 9 |
Untagged Poris
Forbidden Poris
VLAN Nested
((Add ) Resel]
® 1| || Ginr, Giz, Gior3, Ginrd, Gio/s, Git|| Gio/1, G2, Gioi3,Gi0/d, Gi/s, Git | | No ~
Screen This WebUI screen provides an user-friendly way to setup a nested VLAN.
Objective
Navigation | Layer 2 Management > VLAN > Static VLANs
Fields . Select—click to select the vlan id for which the configuration needs to be modified
or deleted.

J VLAN ID—enter the VLAN ID that uniquely identifies a specific VLAN. This value
ranges from 1 to 4094. Enter value 20.

J VLAN Name—enter an administratively assigned string, which is used to identify
the VLAN. This value is a string of maximum size of 32.

. Member Ports—enter a port or a set of ports, which need to be part of the VLAN
identified by the VLAN ID. Use comma as a separator between the ports while
configuring a list of ports. This list includes both tagged and untagged members of
the VLAN. For example, enter Gi 0/1-24, Ex 0/1-4.

] Untagged Ports

. Forbidden Ports

J Vlan Nested—specify if the VLAN is nested or not. Choose from the drop-down
list:

- Yes for nested VLAN
- No for not nested VLAN.
J Here, the option for Nested VLAN is to beactivated. So, select option Yes.
. VLAN ACTIVE—select this check-box to make the configured VLAN active.
Buttons . Add—adds and saves new configuration. Click Add to add a nested VLAN.

. Reset—resets to default value for respective fields and discards all user inputs.

. Apply—modifies attributes for the selected entry and saves the changes.

. Delete—deletes the selected entry.
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The nested VLAN can be verified from the WebUI as follows.
Figure 5:  Static VLAN Configuration with Nested VLAN - Verification

Static VLAN Configuration
VLAN ID |:|*

VLAN Mame | |
Member Ports | |’
Untagged Ports | |
Forbidden F'orts| |

VLAN Nested

@) | |[Gio/1, Gin2, Gi0/3 Gioid, Gis, Git || Gio,Gio/2,Gin/3,Gi0/4, G5, Gil)| || No_w
® 20 | | Gi0r7, Gio8, Gior11,Gior12

VLAN Protocol Group Settings

Figure 6: VLAN Protocol Group Settings

VLAN Protocol Group Settings

*

Frame Type | Ethernet ~

Protocol Value _* 00:00

Group Identiﬁer|

. Add Reset

w Frame Type| Protocol Value | Group Identifier

[ J_ﬂ_\pply_ [ DeFett_a [

Screen This screen allows the user to create a protocol group with a specific protocol and
Objective encapsulation frame type combination. The created protocol group is used for
protocol-VLAN based membership classification. The specified protocol is applied
above the data-link layer in a protocol template, and the frame type is applied in the
template.

Navigation | Layer 2 Management > VLAN > Protocol Group
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Select—click to select the Frame Type for which the Group Identifier needs to be
modified or deleted.

Frame Type—select the data-link encapsulation format to be applied in a protocol
template. The default option is Ethernet. The list contains:

Ethernet—applies the standard IEEE 802.3 frame format. This format
contains the following

Preamble—7-byte value that allows the Ethernet card to synchronize
with the beginning of a frame.

SFD—1-byte value that indicates the start of a frame
Destination—6-byte MAC address of the destination.
Source—6-byte MAC address of the source or a broadcast.

Length—2-byte value representing the number of bytes in the data
Fields.

Data—46 to 1500 bytes higher layer information containing protocol
information or user data.

FCS—4-byte value representing the cyclic redundancy check used by
source and destination to verify a successful transmission.
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Fields . Frame Type—(cont):
(cont) - SNAP—applies the sub network access protocol (SNAP) format. This format

contains the same structure as LLC Format except the following additional
Fields added before the data field

. OUI—3-byte value representing Organization Unique Identifier (OUI)
assigned to vendors for differentiating protocols from different manu-
facturers.

. Type—2-byte value representing protocol type that defines a specific
protocol in the SNAP. This maintains compatibility with Ethernet v2.

SNAP802.1H—applies the sub-network access protocol format. This format
contains the same structure as LLC Format except the following additional
fields added before the data field

] 3-octet field having value 00:00:F8 signifying that next 2 octet field is
the encoding of 802.3 type field in an IEEE 802.2/SNAP header.

. 2-octet type field—encoding of 802.3 type field in an IEEE 802.2/SNAP
header.

SNAP_OTHER—applies the sub-network access protocol format. This format
contains the same structure as LLC Format except for an additional 5-octet
SNAP protocol identifier (PID) added before the data field. The value of the
PID is not in either of the ranges used for RFC_1042 (SNAP) or SNAP 802.1H.

LLC_OTHER—applies the LLC format. This format contains the same struc-
ture as IEEE 802.3 frame except the following additional fields added before
the data field.

. DSAP—1-byte value representing destination service access point for
determining the protocol used for the upper layer.

. SSAP—1-byte value representing source service access point for deter-
mining the protocol used for the upper layer.

J Control—1-byte value that is used by certain protocols for administra-
tion.

NOTE: The option SNAP_OTHER can be used, only if the Protocol Value is set
as OTHER.
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. Protocol Value—select the protocol to be applied above the data-link layer in a
protocol template. The default option is IP. The protocol identification is internally
handled using octet string. The list contains:

- IP—sets the protocol as IP, which is used for communicating data across
network using TCP/IP. The corresponding octet string is 08:00

- NOVELL—sets the protocol as Novell Netware protocol suite, which is devel-
oped by Novell Inc. The corresponding octet string is ff:ff.

- NETBIOS—sets the protocol as NetBIOS over TCP/IP, which allows legacy
application relying on the NetBIOS API to be used on modern TCP/IP
networks. The corresponding octet string is fO:fO0.

NOTE: This option can be set only for the Frame Type set as LLC_OTHER.

- APPLETALK—sets the protocol as AppleTalk, which is a proprietary suite of
protocols developed by Apple Inc. The corresponding octet string is 80:9b.

- OTHER—sets the protocol as some other protocol other than IP, NOVELL,
NETBIOS, and APPLETALK.

NOTE: The octet string for the respective protocol can be entered in the text
box placed next to this field. This text box is greyed out and cannot be config-
ured if an option other than OTHER is selected. This value is set as 16-bit (2
octet) IEEE 802.3 type field if the field Frame Type is set as Ethernet, SNAP,
and SNAP802.1H.This value is set as 40-bit (5 octet) PID if the field Frame
Type is set as SNAP_OTHER.This value is set as 2-octet IEEE 802.2 LSAP pair
if the field Frame Type is set as LLC_OTHER. The first octet is used for DSAP
and the second octet is used for SSA.

. Group Identifier—enter the group ID that represents a specific group of protocols
that are associated together when assigning a VID to a frame. This value ranges
from 0 to 2147483647.

Buttons

. Add—adds and saves new configuration
. Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes for the selected entry and saves the changes.

. Delete—deletes the selected entry.

Port VLAN Protocol Settings

Figure 7:

Port VLAN Protocol Settings
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Port VLAN Protocol Settings

P GOl v
Group ID
VLAN ID

Add | | Reset

Setect|Port| Group ID] VLAN 10| Status|

Apply | Delate

Note : Please Enter valid Group ID, VLAN ID. To configure Group ID use Profocol/Group Page.

Screen This screen allows the user to configure the port VLAN protocol settings.
Objective

Navigation | Layer 2 Management > VLAN > Port VLAN Protocol Settings

Fields J Select—click to select the VLAN id for which the configuration needs to be modi-
fied or deleted.

J Port—enter the port to which VLAN should be mapped. This is a combination of
interface type and interface ID. The interface ID is a combination of slot number
and the port number. The format is <interface type><slot number/port number>.
There is no space between these two entries. For an example: Gi0/1, where Gi is
interface type Gigabit Ethernet interface, O is a slot number, and 1 is a port
number.

J Group ID—enter the group ID. To configure Group ID, use the Protocol Group
Page.

J VLAN ID—enter the VLAN ID that uniquely identifies a specific VLAN. This value
ranges from 1 to 4094.

] Status—it shows the status of the port VLAN protocol settings.

Buttons J Add—adds and saves new configuration.

J Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes for the selected entry and saves the changes.

J Delete—deletes the selected entry.

VLAN Port Mac Map

Figure 8: VLAN Port Mac Map

284



CHAPTER 10

VLAN
VLAN

VLAN Port mac Map
Port Mo I:I*

Port Mac-Map Addr|

Port Mac-Map Vid |:|
Bcast Option

Add Reset

Seioc] Porto. | Port Mac-Map Adér__|PortMac-bap Vi Beast opor

®

lGio/1  ||00:11:22:33:44:55 IEt | [Allow ~

Apply Delete

Screen
Objective

This screen allows the user to map the VLAN and MAC address for MAC-based VLAN
classification.

Navigation

Layer 2 Management > VLAN > Port MAC Map

Fields

Port No —enter the port to which MAC and VLAN should be mapped. This is a
combination of interface type and interface ID. The interface ID is a combination
of slot number and the port number. The format is <interface type><slot
number/port number>. There is no space between these two entries. For an
example: Gi0/1, where Gi is interface type Gigabit Ethernet interface, 0 is a slot
number, and 1 is a port number.

Port MAC Map Addr—enter the port to which MAC and VLAN should be mapped.
This is a combination of interface type and interface ID. The interface ID is a
combination of slot number and the port number. The format is <interface
type><slot number/port number>. There is no space between these two entries.
For an example: Gi0/1, where Gi is interface type Gigabit Ethernet interface, O is a
slot number, and 1 is a port number.

Port MAC Map Vid—enter the VLAN ID that uniquely identifies a specific VLAN to
which the MAC address of the port should be mapped. This VLAN ID is associated
with a group of protocols for the specific port and it ranges from 1 to 4094.
Bcast Option—select whether the multicast / broadcast untagged frames should
be allowed / discarded. The default option is Allow. The list contains:

Fields
(cont)

- Allow—drops all multicast / broadcast untagged frames that contain source
MAC address belonging to the address configured in the field Port Mac-Map
Addr if the MAC Based VLAN is enabled on the port.

- Discard—processes all multicast / broadcast untagged frames that contain
source MAC address belonging to the address configured in the field Port
Mac-Map Addr if the MAC Based VLAN is enabled on the port.
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Buttons J Add—adds and saves new configuration

. Reset—resets to default value for respective fields and discards all user inputs.
. Apply—modifies attributes for the selected entry and saves the changes.

] Delete—deletes the selected entry.

FDB Flush

Figure9: FDB Flush

FDB Flush

Context Id IC
Interface Id
Vian Id

Screen Objective | This screen allows the user to flush all dynamically generated MAC addresses.

NOTE: The output for FDB (File Data Buffer) flush cannot be verified in Web Ul as viewing FDB is not
implemented there. This can be seen only in CLI.

Navigation Layer 2 Management > VLAN > FDB Flush

Fields J Context Id—enter the virtual context ID for which the MAC addresses need
to be flushed. This represents uniquely a virtual switch created in the
system. This value ranges from 0 to 65535. The default value is 0.

NOTE: The user can create new virtual contexts from the Switch Creation
screen (Context Manager—> Switch Creation)

J Interface Id—enter the interface ID for which the FDB entries need to be
flushed. This is a combination of slot number and the port number. The
format is <interface type> <slot number/port number>. There is no space
between these two entries.

o VLAN iD—enter the VLAN ID for which the FDB entries need to be flushed.
This value ranges from 1 to 4094.

Buttons J Flush—flushes the dynamically generated MAC addresses for a specified
interface.

10.2. GARP

This section describes how to configure GARP on the switch.
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GARP (Generic Attribute Registration Protocol) is used to synchronize attribute information between the
bridges in the LAN. It allows to register and de-register attribute values, which are disseminated into the
backbone of the GARP participants.

To access GARP screens, go to Layer 2 Management > GARP.

GARP Configuration

Figure 10: GARP Configuration

GARP Configuration

Selecd] Context | GARP iats
® o Start w

Apply

Configure GARP Trace Options

Note: To Shudown GARP, Dynamic Vian & Dynamic Multicast should be

disabled.

Screen Objective

This screen allows the user to enable GARP status in the Virtual contexts created
in the system.

NOTE: To shutdown the GARP functionality:

. Dynamic VLAN should be disabled in the Layer 2 Management > Dynamic VLAN > Dynamic Vlan
Global Configuration screen

. Dynamic Multicast should be disabled using Multicast > GMRP > GMRP Global Configuration

screen
Navigation Layer 2 Management > GARP
Fields ) Select—click to select the context for starting or shutting down GARP

module.

. Context—displays the virtual context ID that uniquely represents a virtual
switch created in the physical switch. This value ranges from 0 to 65535. The
default value is 0.
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. GARP Status—select status requested by management for GARP. The default
option is Start for the default context ID (0) and Shutdown for other context
IDs. The list contains:

- Start—enables GARP in the switch on all ports. GMRP and GVRP are
enabled explicitly, once the disabled GARP is enabled.

- Shutdown—disables GARP in the switch on all ports

NOTE: To shutdown GARP functionality, Dynamic VLAN and Multicast should be
disabled in the Dynamic VLAN and GMRP Global Configuration screens.

Buttons

] Apply—modifies attributes and saves the changes.
J Configure GARP Trace Option—click to access the GARP Traces.

GARP Traces

Figure 11: GARP Traces

GARP Traces
GARP Global Trace

Submi‘t

Debug Trace Options Debug Module Options
Context Init- | Management| Memory| Bpdu| Events| Timer uffer| GARP| Redundancy|
Shut Faﬂ'ures
ML m W B =
| Apply

Configure Global Options |

Screen Objective

This screen allows the user to enable the required debug statements required
during debug operation.

NOTE: Dynamic VLAN should be disabled in the Layer 2 Management > Dynamic VLAN > Dynamic Vlan
Global Configuration screen

Navigation

Layer 2 Management > GARP > GARP Configuration screen.
Click Configure GARP Trace Options button.
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GARP Global Trace—select the global status of the GARP trace to set the
VLAN trace status for all virtual switches in the switch. The list contains:

- ENABLE—enables the GARP traces in the switch for all virtual switches.
The debug statement is generated for the selected traces.

- DISABLE—disables the GARP traces in the switch for all virtual
switches. The debug statement is not generated for any of the traces,
even if the specific trace is selected.

Select—click to select the context for which the trace levels need to be set.

Context—displays the virtual context ID that uniquely represents a virtual
switch created in the physical switch. This value ranges from 0 to 65535. The
default value is 0.

Debug Trace Options—select traces for which debug statements is needed:

- Init-Shut—generates debug statements for init and shutdown traces.
This trace is generated on failed initialization and shutting down of
GARP related entries.

- Management—generates debug statements for management traces.
This trace is generated during failure in configuration of any of the
GARP features.

- Memory—generates debug statements for data path traces. This trace
is generated during failure in packet processing.

- BPDU—generates debug statements for BPDU traces. This trace is
generated during failure in modification or retrieving of GARP entries.

- Events—generates debug statements for packet dump traces. This
trace is currently not used in GARP module.

- Timer—generates debug statements for OS resource related traces.
This trace is generated during failure in message queues.

- All-Failures—generates debug statements for all failure traces of the
above-mentioned traces.

- Buffer—generates debug statements for GARP buffer related traces.
This trace is currently not used in GARP module.

Debug Module Options—select the module for which debug statements is
to be generated. The options are:

- GARP—Generates the debug statements for the GARP module.
- GMRP—Generates the debug statements for the GMRP module.
- GVMRP—Generates the debug statements for the GVRP module.

- Redundancy—Generates the debug statements for the GARP redun-
dancy module

Buttons

Submit—selects the status of the Global Trace and saves the changes.
Apply—modifies attributes and saves the changes.
Configure GARP Trace Option—accesses the GARP Configuration screen.
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10.3. Dynamic VLAN

This section describes the Dynamic VLAN or GVRP features on the switch.

Dynamic VLAN feature (GVRP) allows GVRP aware devices to dynamically establish and update the infor-
mation about the existence of the VLANs in the topology. It uses the services of GARP to propagate VLAN
registration information to other VLAN aware bridges in the LAN. GVRP learnt dynamic VLAN member-
ships are stored in VLAN current database.

The dynamic VLAN feature cannot run in the C-VLAN component of a provider edge bridge.
To access Dynamic VLAN screens, go to Layer2 Management > Dynamic VLAN.

The Dynamic VLAN related parameters are configured through the screens displayed by the following
tabs:

Dynamic VLAN Global Configuration
Dynamic VLAN Port Configuration
GARP Timers Configuration

GARP Clear Statistics

Dynamic VLAN Global Configuration

By default, the tab Dynamic VLAN displays the Dynamic VLAN Global Configuration Screen.
Figure 12: Dynamic VLAN Global Configuration
Dynamic Vian Global Configuration

Selecd] Gontext | Dynamic Vien Satss
(® ] Disabled -

Apply

Screen Objective | This screen allows the user to globally enable/disable dynamic VLAN feature
(GVRP) for the virtual contexts available in the switch. To shut down GARP for the
specific context, the Dynamic VLAN feature should be disabled

Navigation Layer 2 Management > Dynamic VLAN > Dynamic VLAN
Fields . Select—click to select the context for which the configuration needs to be
done.

J Context—displays the virtual context ID that uniquely represents a virtual
switch created in the physical switch. This value ranges from 0to 65535. The
default value is 0.
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Fields . Dynamic VLAN Status—select the administrative status requested by
management for GVRP. The default option is Enabled for the default context

ID (0) and Disabled for other context IDs. The list contains:

- Enabled—enables GVRP on the switch, on all ports for which GVRP is
not specifically disabled in the Dynamic VLAN Port Configuration
screen.

- Disabled—disables GVRP on all ports of the switch and transparently
forwards all GVRP packets.

NOTE: The administrative status affects all GVRP applicant and registrar state
machine. All GVRP state machines on all ports are idle when status is changed
from Disabled to Enabled.

Buttons J Apply—modifies attributes and saves the changes.

Dynamic VLAN Port Configuration

Figure 13: Dynamic VLAN Port Configuration
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Dynamic Vian Port Configuration
Status VLAN

Registration
()  Gi0/ |Disabled | |Disabled |
()  Gi0/2 |Disabled | |Disabled |
()  Gi0/3 |Disabled | |Disabled |
()  Gi0/4 |Disabled | |Disabled |
()  Gi0/5 |Disabled | |Disabled |
(O  Gi0/6 |Disabled ~| |Disabled - |
O  Gi0/7 |Disabled ~| |Disabled |
(O  Gi0/8 |Disabled ~| |Disabled |
O  Gi0/9 |Disabled ~| |Disabled - |
O Gi0A0|Disabled ~| |Disabled - |
O  Gi0A1 |Disabled ~| |Disabled |
O  Gi0A2|Disabled ~| |Disabled - |
O  Gi0A3|Disabled ~| |Disabled |
O  Gi0A4 |Disabled ~| |Disabled |
O  Gi0A5 | Disabled ~| |Disabled - |
O  Gi0A6 | Disabled ~| |Disabled - |
O  Gi0AT |Disabled ~| |Disabled - |
O  Gi0A8 |Disabled ~| |Disabled |
O  Gi0A9|Disabled ~| |Disabled |
O  Gi0/20 | Disabled ~| |Disabled |
O  Gi0/21 | Disabled ~| |Disabled - |
O  Gi0/22 | Disabled ~| |Disabled |
O  Gi0/23 | Disabled ~| |Disabled - |
O  Gi0/24 | Disabled ~| |Disabled - |
(O  Ex0/ |Disabled ~| |Disabled - |
(O  Ex0/2 |Disabled ~| |Disabled - |
(O  Ex0/3 |Disabled ~| |Disabled - |
@  Ex0/4 |Disabled ~| |Disabled - |

Screen This screen allows the user to configure the dynamic VLAN feature related parameters
Objective for every physical port available in the switch.
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Navigation

Layer 2 Management > Dynamic VLAN > Port Settings

Fields

Select—click to select the context for which the configuration needs to be done.

Context—displays the virtual context ID that uniquely represents a virtual switch
created in the physical switch. This value ranges from 0 to 65535. The default
value is 0.

Dynamic VLAN Status—select the state of GVRP operation in the port. This state
affects all GVRP applicant and registrar state machines in the port. All GVRP state
machines in the port are reset once the state is changed from Disabled to Enabled.
The default option is Enabled on all physical ports. The list contains:

Restricted VLAN Registration—displays the virtual context ID that uniquely
represents a virtual switch created in the physical switch. This value ranges from
0 to 65535. The default value is 0.

Enabled—enables GVRP in the port, only if Dynamic VLAN Status is globally
enabled. Otherwise GVRP is not enabled in the port. Once the Dynamic VLAN
Status is globally disabled, GVRP enabled in the port is also disabled.

Disabled—disables GVRP in the port, even if the dynamic VLAN feature
(Dynamic VLAN Status) is globally enabled. Silently discards any received
GVRP packets and does not propagate GVRP registrations from other ports.

Enabled—enables restricted VLAN registration. That is, the creation or
modification of a dynamic VLAN entry is permitted only for VLAN for which
static VLAN registration entries exist.

Disabled—disables restricted VLAN registration. That is, the creation or
modification of a dynamic VLAN entry is permitted for all VLANSs.

Buttons

Apply—modifies attributes and saves the changes.

GARP Timers Configuration

Figure 14: GARP Timers Configuration
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Garp Timers Configuration

GarpJoinTime Garpl eaveTime Garpl eaveAllTime
{msecs) (msecs) (msecs)

O Gion |20 | [600 | {10000 |
O  Giorz 200 | [s00 | (10000 |
O Gio3 (200 | [600 | (10000 |
O Gioia (200 | (800 | (10000 |
O Giols (200 | (800 | (10000 |
O Giole 200 | [s00 | [10000 |
O Gio7 [200 | [600 | [10000 |
O Gio/s (200 | [600 | [10000 |
O  Giog 200 | [e00 | [10000 |
O  Gi0Mo (200 |  [600 | [10000 |
O Giort [200 | [s00 | [10000 |
O Gionz2 [200 | [e00 | {10000 |
O G013 [200 | [s00 | (10000 |
O GioM4 (200 | (800 | [10000 |
O Gi0oiM5 (200 | (800 | [10000 |
O GioiM6 (200 | (800 | {10000 |
O GioM7 (200 | (800 | {10000 |
O GioMs (200 | [600 | (10000 |
O  Giong [200 | [e00 | [10000 |
O  Gio/z0 [200 | [e00 | [10000 |
O Gio21 200 | [s00 | (10000 |
O G2 200 | [s00 | [10000 |
O G023 [200 | [s00 | [10000 |
O Giore 200 | |00 | [10000 |
O Ex0M [200 | [600 | (10000 |
O  Ex02 (200 | [s00 | (10000 |
O Bx0/3 (200 | (800 | (10000 |
@ Ex0/4 (200 | (800 | (10000 |
Apply
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Screen
Objective

This screen allows the user the user to configure the timer used in GARP on physical
ports available in the switch. GARP uses these timer values to control transmission of
GARP PDUs used in synchronizing the attribute information between the switches and
in registering and de-registering of attribute values.

Navigation

Layer 2 Management > Dynamic VLAN > GARP Timers

Fields

. Select—click to select the port for which the configuration needs to be done.

. Port No—displays the port, which is a combination of interface type and interface
ID. The interface ID is a combination of slot number and the port number (slot
number/port number).

J GarploinTime (msecs)—enter the time duration till which a GARP participant
must wait for its join message to be acknowledged before re-sending the join
message. The join message is re-transmitted only once if the initial message is not
acknowledged. This timer is started when the initial join message is sent. The join
message is sent by a GARP participant to another GARP participant for registering:

- Its attributes with another participant
- Its manually configured attributes
- Attributes received from a third GARP participant

This value is represented in milliseconds. The default value is 200. The value can only
be set as multiple of tens (e.g., 210, 220, 230 and so on).This value should satisfy the
condition: GarpJoinTime > 0 and (2*GarpJoinTime) < GarpLeaveTime

. GarpLeaveTime (msecs)—enter the time duration till which a GARP participant
must wait for any join message before removing attribute details (that is, waiting
time for a registrar to move from empty state (MT) to leave state (LV)). This timer
is started when a leave message is sent to de-register the attribute details.The
leave messages are sent from one GARP participant to another one as follows:

- Its attributes should be de-registered
- Its attributes are manually de-registered
- leave messages are received from a third GARP participant

. GarpLeaveAllTime (msecs)—enter the time period during which the details of the
registered attributes are maintained. The attribute details should be re-registered
after this time interval. A leaveall message is sent from a GARP participant to other
GARP participants, after this time interval. This timer is started once a GARP
participant started or re-registration is done. The leaveall messages are sent from
a GARP participant to other participants for:

- De-registering all registered attributes

- Re-registering all attributes with each of the participants. This value is repre-
sented in milliseconds. The default value is 10000. You can set the value as
multiple of tens (that is, as 10010, 10020, and so on).

- The leave all time should be greater than 0 and greater than GarplLeaveTim

Buttons

] Apply—modifies attributes and saves the changes.
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GARP Clear Statistics

Figure 15: GARP Clear Statistics

@

ARP CLEAR STATISTICS

Clear garp Statistics = Al
'® Interface

Interface

Screen This screen allows the user to clear the GARP statistics for a specified interface or all
Objective interfaces

Navigation | Layer 2 Management > Dynamic VLAN > Garp Clear Stats

Fields J Clear garp Statistic—click to select which GARP statistics have to be cleared.

- All—clears the GARP statistics for all port information in the switch

- Interface—clears the GARP statistics for the specified interface in the switch
. Interface—select the interface which clears the GARP counters on the switch.
NOTE: This field is greyed out when the Clear GARP Statistics option is All.

Buttons . Apply—modifies attributes and saves the changes.
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Spanning Tree Map

11. Spanning Tree Protocols

This section describes the Web Interfaces for RSTP, MSTP and PVRSTP protocols.

11.1. RSTP

This section describes how to configure Rapid Spanning Tree Protocol (RSTP) on the switch.

RSTP (Rapid Spanning Tree Protocol) is a portable implementation of the IEEE 802.1D standard. It
provides rapid recovery of connectivity following the failure of a bridge/bridge port or a LAN. It reduces
the time for reconfiguring the active topology of the network when physical topology or topology config-
uration parameters change. It provides increased availability of MAC service when there is a reconfigu-
ration or failure of componentsin a bridged LAN. It can inter-operate with legacy STP bridges without any
change in the configuration. This is the switch’s default spanning tree algorithm.

The RSTP provides an optional capability for:

J High availability

. Executing multiple instances of the protocol

. Provider bridging

To access RSTP screens, go to Layer2 Management > RSTP.

The RSTP related parameters are configured through the screens displayed by the following tabs:
Global Information

RSTP Traces

RSTP Configuration

Port Status Configuration

RSTP Port Status

Global Information

By default, the tab Global Settings displays the Global Configuration screen.

Figure 1:  Global Information
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Global Configuration

Select Conrtext Id System Dynamic Speed Flush Flush BPDU
Control Path Cost | Change | Interval | Indication Guard
Calculation] Path Cost Threshold
Calculation
@ o |

|Start v||EnabIed v| |Fa|se v| |Fa|se v| |[] ||I:I | Disable ~

| Configure Trace Options |

Note : To enable RSTP Functionality, MSTF and PVRST should be disabled.

Screen
Objective

This screen allows the user to configure for each available virtual context the MST
module parameters that are used globally in the switch for all ports.

NOTE: To enable RSTP, MSTP and PVRSTP should be disabled in the selected context.

Navigation

Layer 2 Management > RSTP > Global Settings
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Fields

. Select—click to select the context for which the configuration needs to be done.

. Context—displays the virtual context ID that uniquely represents a virtual switch
created in the physical switch. This is a read-only field. This value ranges from 0 to
65535. The default value is 0.

. System Control—select the administrative shutdown status requested by
management for the RSTP feature. The default option is Shutdown. The list
contains:

- Start—specifies that all resources required by RSTP should be allocated and
RSTP should be supported in the device on all ports.

- Shutdown—specifies that RSTP should be shutdown in the device on all
ports and all allocated memory must be released.

NOTE: The administrative status can be set as Shutdown, only if the RSTP Status is set as
Disabled. The status can be set as Start, only if the MSTP System Control and PVRST
System Control are set as Shutdown using the Layer 2 Management > MSTP > Global
Configuration and Layer 2 Management > PVRST > Global Configuration screen respec-
tively.

. Status—select the administrative module status requested by management for
the RSTP module. RSTP provides rapid recovery of connectivity following the
failure of a bridge/bridge port or a LAN. The default option is Disabled. The list
contains:

- Enabled—enables the RSTP in the device on all ports.
- Disabled—disables the RSTP in the device on all ports.

NOTE: RSTP can be enabled globally in the switch, only if the RSTP System Control
status is set as Start.

] Dynamic Path Cost Calculation—select whether the dynamic path cost calcula-
tion is allowed. The path cost represents the distance between the root port and
designated port. The path cost is based on a guideline established as part of
802.1d. According to the specification, path cost is calculated by dividing the
speed with bandwidth of the segment connected to the port. The default option
is False. The list contains:

- True—dynamically calculates path cost based on the speed of the ports
whose Admin State is set as Up at that time. The path cost is not changed
based on the operational status of the ports once calculated.

- False—dynamically calculates path cost based on the link speed at the time
of port creation.

NOTE: The manually assigned path cost is used irrespective of the status (True or False)
of the dynamic path cost calculation. This field cannot be configured if the RSTP System
Control is shut down or Status is set as Disabled.
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Fields
(cont)

Speed Change Path Cost Calculation—select whether the speed change path cost
calculation is allowed or not. The speed change path cost is to be calculated for
ports whose speed changes dynamically. This feature is mainly used for Link Aggre-
gation ports whose speed changes due to the addition and deletion of ports from
the port channel. The default option is False. The list contains:

- True—specifies that path cost is dynamically calculated for ports based on
their speed at that time. It is calculated if the speed of the port changes.

- False—specifies that path cost is not dynamically calculated for ports based
on their speed at that time.

NOTE: This field can be configured only if System Control is set as Start. The manu-
ally assigned path cost is used irrespective of the status (True or False) of the
dynamic path cost calculation.

Flush Interval—enter the value that controls the number of flush indications
invoked from spanning-tree module per instance basis. This value ranges from 0
to 500 centi-seconds. The default value is 0.

NOTE: This field can be configured only if System Control is set as Start.If the flush
interval timer is set to zero, port based flushing occurs (default functionality). If it
is set to non-zero, global / port based flushing occurs and is dependent on the
flush-indication-threshold value.

Flush Indication Threshold—enter the number of flush indications to go before
the flush-interval timer method triggers. This value ranges from 0 to 65535. The
default value is 0.

NOTE: This field can be configured only if System Control is set as Start.When flush
indication threshold is default value and flush interval is non-default value,
instance based flushing occurs during the first flush indication trigger. When the
flush indication threshold value is non-default(x) and flush-interval value is
non-default, port & instance based flushing is triggered until the threshold(x) is
reached. Once the threshold is reached, instance based flushing is triggered &
timer starts.
BPDU Guard—select the administrative status for the BPDU guard feature in the
port. This feature configures BPDU guard globally in MSTP. This global BPDU is
applicable if and only no port specific BPDU Guard is configured. The default
option is Disable. The list contains:
- Enabled—enables BPDU Guard feature on edge ports globally and moves
the port to disabled discarding state when BPDU is received on the edge
ports

- Disabled—disables BPDU Guard feature on edge ports globally.

Buttons

Apply—modifies attributes and saves the changes.
Configure Trace Options—click to access the RSTP Traces screen

300



CHAPTER 11

RSTP
SPANNING TREE PROTOCOLS

RSTP Traces

Figure 2:  RSTP Traces

o

rRaollF Iraces
Traces
[ Init-Shut [ Management
L] Memory [1Bpdu
L] Events L Timer
[JRedundancy [] Semaphore
L] Errors
State Machine

L] Port-Info L] Port-Receive

LIPort-Role-Select  [1Role-Transition

[ State-Transition ] Protocol-Migration
[ Topology-Change [1Port-Transmit
[]Bridge-Detection []Pseudo-Info

Apply
Configure Global Options

Screen This screen allows the user to enable the required debug statements for RSTP module
Objective that will be useful during debug operation.
Navigation | Layer 2 Management > RSTP > Global Settings > Global Configuration screen.
Click Configure Trace Options.
Fields ] Traces—select the traces for which debug statements is to be generated. The

options are:

Init-Shut—generates debug statements for init and shutdown traces. This
trace is generated on failed and successful initialization and shutting down
of STP related module and memory.

Management—generates debug statements for management traces.

Memory—generates debug statements for memory related traces. This
trace is generated on failed and successful allocation of memory for STP
process.

BPDU—generates debug statements for BPDU related traces. This trace is
generated on failed and successful reception, transmission and processing
of BPDUs.

Events—generates debug statements for event handling traces. This trace is
generated to denote events that are posted to STP configuration queue
whenever you configure any of the STP features.
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Fields . Traces—the options are (cont):

(cont) —  Timer—generates debug statements for timer module traces. This trace is
generated on failed and successful start, stop and restart of STP timers. The
different STP timers are:

. Forward delay timer

. Hello timer

. Migration delay timer

. Recent backup while timer

] Received information while timer
. Recent root while timer

J Topology change timer

] Hold timer

. Edge delay timer

. Rapid age duration timer

. Pseudo information hello timer

- Redundancy—generates debug statements for redundancy code flow
traces. This trace is generated in standby node STP while taking backup of
configuration information from active node.

- Semaphore—generates debug statements for state machine variable
changes traces. This trace is generated on failed and successful creation and
deletion of semaphore.

- Errors—generates debug statements for all failure traces of the traces.

. State Machine—select the SEMs (State Event Machines) for which debug state-
ments are to be generated to denote the event and state of the selected SEM. The
options are:

- Port-Info—generates debug statements for port information SEM.

- Port-Receive—generates debug statements for port receive SEM.

- Port-Role-Select—generates debug statements for role selection SEM.

- Role-Transition—generates debug statements for role transition SEM.

- State-Transition—generates debug statements for state transition SEM.

- Protocol-Migration—generates debug statements for protocol migration
SEM.

- Topology-Change—generates debug statements for topology change SEM.

- Port-Transmit—generates debug statements for port transmit SEM.

- Bridge-Detection—generates debug statements for bridge detection SEM.

- Pseudo-Info—generates debug statements for port receive pseudo informa-
tion SEM.

Buttons o Apply—modifies attributes and saves the changes.

o Configure Global Options—accesses Global Configuration screen
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RSTP Configuration

Figure 3:  RSTP Configuration

RSTP Configuration

Select Context Id Priority Version Tx Max elio | Forward
Age Tnne Delay

|[32768 |[RSTP Compatible v||5 ||2n 2 |15

Apply

Screen
Objective

This screen allows the user to configure the bridge priority to be assigned to the
specified VLAN.

NOTE: Bridge Priority can be configured only if MSTP Instance is created using the VLAN Mapping screen

Navigation

Layer 2 Management > RSTP > Basic Settings

Fields

Select—select the MSTP Instance ID for which the configuration needs to be
applied.

Context Id—displays the context ID.

Priority—enter the priority value that is assigned to the switch. In RSTP, this value
is used during the election of root. This value ranges from 0 to 61440. The default
value is 32768. The values set for the priority must be in increments of 4096, e.g.,
4096, 8192, 12288, etc

Version—select the mode of STP in which the port is currently operating. The
compatibility version allows the switch to operate temporarily (that is, till this
configuration is reset manually) in other STP versions even though the spanning
tree mode is set as some other version. This configuration is useful during cases
where spanning tree mode itself is not required to be changed. The default option
is RSTP Compatible. The list contains:

- STP Compatible—specifies that the mode is set as STP compatible i.e. it
transmits Config/TCN BPDUs.

- RSTP Compatible—specifies that the mode is set as RSTP compatible i.e. it
transmits RST BPDUs.

Tx Hold Count—enter the transmit hold count which is the number of RST BPDUs
that can be transmitted in a given interval. This value is configured to avoid
flooding. Port transmit state machine uses this value to limit the maximum trans-
mission rate. This value ranges from 1 to 10. The default value is 6.
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Fields

Max Age—enter the maximum expected arrival time (in seconds) of Hello BPDUs.
STP information learned from network on any port is discarded, once the config-
ured arrival time expires. The spanning tree topology is re-computed after this
time interval. This value ranges from 6 to 40 seconds. The default value is 20.

NOTE: The maximum age should be lesser than or equal to 2*(Forward Delay—1.0)

and should be greater than or equal to 2*(HelloTime + 1.0).

Hello Time—enter the amount of time between the transmission of configuration
bridge PDUs by this node. This value can be either 1 or 2 seconds. The default is 2.

Forward Delay—enter the value that all bridges use for ForwardDelay when the
bridge is acting as the root. This value is the number of seconds for which a port
waits before changing from the blocking state to the forwarding state. This value

ranges from 4 to 30 seconds. The default value is 15.

Buttons

Apply—modifies attributes and saves the changes.

Port Status Configuration
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Screen This screen allows the user to configure the port information for RSTP used during
Objective computation of loop-free topology.

Navigation | Layer 2 Management > RSTP > Port Settings
Fields J Select—click to select the port for which the configuration needs to be applied.

Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of a slot number and a port number (slot
number/port number).

NOTE: Only the ports whose Admin State is set as Up are displayed.

Port Role—displays the current role of the port for the spanning tree. The values
can be:

- Disabled—specifies that the port is disabled manually (RSTP Status) or auto-
matically (Link). It does not take part in the spanning tree process.

- Alternate—specifies that the port is acting as an alternate path to the root
bridge. It is blocked and not used for traffic. It is enabled and declared as the
root port if the root port is blocked.

- Backup—specifies that the port is acting as a backup path to a segment
where another bridge port already connects. The port is blocked and not
used for traffic, and it is enabled and declared as the designated port if the
active designated port is blocked.

- Root—specifies that the port is used to forward data to root bridge directly
or through an upstream LAN segment.

- Designated—specifies that the port is used to send and receive packets
to/from a specific downstream LAN segment/device. Only one designated
port is assigned for every segment.

Port Priority—enter the priority value that is assigned to the port. This value is
used during the Port Role selection process. This value ranges from 0 to 240. The
default value is 128. This value should be set in steps of 16, e.g., 0, 16, 32, 48, etc.

RSTP Status—select the administrative module status requested by management
for the RSTP Module on the port. This enables or disables RSTP status of the port.
The default option is Enable. The list contains:

- Enable—enables RSTP in the device on the port. The port participates in the
STP process and is ready to transmit/receive BPDUs and data.

- Disable—disables RSTP in the device on the port. The port does not partici-
pate in the STP process and is not ready to transmit / receive BPDUs and
data.

Path Cost—enter the path cost that contributes to the path cost of paths
containing the port. The paths’ path cost is used during calculation of shortest
path to reach the root. The path cost represents the distance between the root
port and designated port. This value ranges from 0 to 200000000. The default
value is 200000 for all physical ports and 199999 for port channels.
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Fields

NOTE: The default value is used as the path cost if this field is not configured, and the
Dynamic Path Cost Calculation and Speed Change Path Cost Calculation are set as False.
The dynamically calculated path cost is used if the path cost is not manually configured,
and one of these Fields is set as True.The configured value is used as the path cost irre-
spective of the status (True or False) of the Dynamic Path Cost Calculation and Sped
Change Path Cost Calculation.The path cost value is calculated automatically based on
the port speed maintained by CFA module if the value is set as 0.

. Protocol Migration—select the protocol migration state of the port. This is used
for controlling of the protocol migration mechanism that enables the module to
interoperate with legacy 802.1D switches. The default option is False. The list
contains:

- True—specifies that the port transmits BPDUs based on the spanning tree
protocol supported by the receiving switch. The port is forced to transmit
RSTP BPDUEs.

- False—specifies that the port does not perform protocol migration mecha-
nism. The port always transmits the standard RSTP BPDUs.

NOTE: This field cannot be configured if the RSTP Status is set as Disable.The
protocol migration triggers the transmission of RSTP BPDUs only once when set as
True. The protocol migration changes automatically as False, once the RSTP BPDU
is transmitted.

] Admin Edge Port—select the administrative status of the Edge Port parameter.
The default option is False. The list contains:

- True—sets the port as an edge port. The Port State is immediately set as
forwarding. It is connected directly to a single end station. It allows RSTP to
converge faster and does not wait to receive BPDUs.

- False—sets the port as a non-Edge port. The spanning tree process is
performed using the RSTP. It is connected to a routing device such as switch.

NOTE: The value of the Edge Port parameter is automatically updated if the Auto
Edge Detection is set as True

J Admin Point-to-Point—select the administrative point-to-point status of the LAN
segment attached to the port. The default option is Auto. The list contains:

- Forcetrue—specifies that port is connected to a point-to-point link.
- Forcefalse—specifies that port is having a shared media connection.

- Auto—specifies that the ports as having a shared media connection, or a
point-point link based on the prevailing conditions.

NOTE: Port is considered to have a point-to-point link if:
- It is an aggregator and all its members can be aggregated.

- The MAC entity is configured for full Duplex operation, either manually or
through auto negotiation process (negotiation Mode is set as Auto).
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Fields Auto Edge Detection—select whether the Edge Port parameter of the port is
(cont) detected automatically or configured manually. The default option is True. The list

contains:

- True—specifies that detection of port as Edge Port happens automatically.
The port is set as edge port, if no BPDU is received on the port. The port is
set as non-edge port, if any BPDU is received by that port. This overrides the
value set in the field Admin Edge Port, based on the reception of BPDU.

- False—specifies that automatic detection of edge port is disabled. This uses
the manually configured value for the Edge Port parameter.

Restricted Role—select whether the selection of port Role as root can be blocked

during the role Selection process. This feature allows the user to block switches

external to a core region of the network from influencing the spanning tree active

topology. The default option is False. The list contains:

- True—blocks the port from being selected as root port for the topology even
if it has the best spanning tree priority vector. It is selected as an alternate
port after the root port is selected.

NOTE: The blocking of port from being selected as a root port may cause lack
of spanning tree connectivity.

- False—includes all available ports of the topology, in the root selection
process to select the port.

Restricted TCN—select the status of transmission of the received topology change
notifications and topology changes to the other ports in the network. This feature
allows the user to block switches external to a core region of the network from
causing address flushing in the region. The default option is False. The list
contains:
- True—blocks the port from propagating the received topology change noti-
fications and topology changes to other ports.
NOTE: The blocking of port may cause temporary loss of connectivity after
changes in a spanning tree active topology as a result of persistent incor-
rectly learnt station location information.

- False—allows the port to propagate the received topology change notifica-
tions and topology changes to other ports.

BPDU Receive—select the processing status of the received RSTP BPDUs. The
default option is True. The list contains:

- True—normally processes the RSTP BPDUs received on the port.
- False—discards the RSTP BPDUs received on the port.

BPDU Transmit—select the BPDU transmission status of the port. The default
option is True. The list contains:

- True—specifies that RSTP BPDU are transmitted from the port.
- False—specifies that RSTP BPDUs transmission is blocked from the port.

NOTE: This field should be set as False for ports to be configured as Layer-2
Gateway Port.
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Fields
(cont)

Layer 2-Gateway Port—select whether the port acts as a normal port or as a L2GP.
The default option is False. The list contains:

- True—specifies that the port operates as a Layer 2 Gateway Port.
- False—specifies that the port operates as a normal port.

NOTE: BPDU Transmit, Restricted Role and Restricted TCN should be set as False
before configuring the port as a Layer 2 gateway port. L2GP operates similarly to
that of the normal port operation but pretends to continuously receive BPDUs
when Admin State is set to Up.

Loop Guard—select the status of loop guard. The Loop Guard does age out the
information even if the peer does not send information. If the port continues to
receive information through BPDUs, the operation on this port will be normal. This
is useful when the neighbor bridge is faulty; that is, the bridge cannot send BPDUs
but continues to send data traffic. The default option is False. The list contains:

- True—enables the loop guard in the port.
- False—disables the loop guard in the port.

Root Guard—select the administrative status for the root guard feature in the
port. When enabled, this feature causes the port not to be selected as Root Port
for the topology, even if it has the best spanning tree priority vector. Such a Port
will be selected as an Alternate Port after the Root Port has been selected. The
default option is Disabled, and this can cause lack of spanning tree connectivity. It
is set by a network administrator to prevent bridges external to a core region of
the network influencing the spanning tree active topology; possibly because those
bridges are not under the full control of the administrator.

- Enabled—enables root guard feature in the port.
- Disabled—disables root guard feature in the port.

NOTE: The root guard feature can be enabled only for the ports whose Switch Port
Mode is configured as Trunk using Layer 2 Management > Port Manager > Port
Basic Settings screen.

BPDU Guard—the administrative status for the BPDU guard feature in the port.
This feature configures BPDU guard globally in RSTP and this global BPDU is appli-
cable if and only if no port specific BPDU Guard is configured. The default option
is Disable. The list contains:

- Enabled—enables BPDU Guard feature on edge ports globally and moves
the port to disable discarding state when BPDU is received on the edge ports

- Disabled—disables BPDU Guard feature on edge ports globally.

Error Recovery—enter the amount of time to bring the interface out of the
error-disabled (err-disabled) state. This value ranges from 30 to 65535 seconds.
The default value is 30.

Buttons

Apply—modifies attributes and saves the changes.
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RSTP Port Status

Figure 5:

RSTP Port Status

RSTP Port Status
| Port | DesignawedRoot | De | Designated Port | Tywe | Aot | PortStare |
GO 8000 68087500 07-db 80.00-08.68.75.00.07 db ~ 800 Point-to-Paint Root Farwarding
G2 00:00.00:00.00-00:00:00 n 00:00-00:00:00:00.00:00 00:00 Sharedlan  Disabled  Discarding
Gil/3 00:00-00:00:00:00:00:00 o 00:00:00:00:00:00-00:00 00:00 SharedLan Disabled Dizcandmg
Gil'4 000000000 00:00-00: 00 1] 00000000 00:00-00: D0 00:00 SharedLan Disabled Discanding
Gil/s 00000000 040 00:00: 00 1] 00 00-00:00:00:00-00: 00 00:00 SharedLan Disabled Discarding
Gil/s  00:00-00:00:00:00:00:00 0 00:00:00-00:00:00-00:00 00:00 SharedLan  Disabled  Discarding
G077 00:00:00:00.00:00.00.00 0 £0:00:00:00:00:00-00:00 00:00 Sharedlan  Disabled  Discarding
GO/ 00:00.00:00:00-00:00.00 0 £0:00-00:00:00:00.00:00 00:00 Sharedlan  Disabled  Discarding
Gl 000000 0e0: 00 00-00:00 0 00 00 0000 00 00-00: 00 00:00 Poant-to-Paint Disablad Discanding
Gilf10 B0:00:e8:e8 75:00:07:db 20000 B0:00-e8:e8: T5:90-25:81 B0:0a Point-to-Foint  Designated  Forwarding
Gidf11 00000000 00 00:-00: 00 o 00 00:00: 00 00:00-00:00 00:00 SharedlLan Disabled Discarding
Gii12  00:00-00:00:00-00-00:00 0 00:00-00-00:00:00:00:00 00:00 Sharedlan  Disabled  Discarding
G013 00:00:00:00.00.00-00:00 0 00:00-00-00:00:00-00:00 00:00 SharedLan  Disabled  Discarding
GiDr4  80:00.08:¢8.75.00-07:db 20000 80:00-08:98:75:90:25:81 80:0e Pointto-Paint  Designated  Forwarding
G5 §0:00.28:28.75.00:07:db 20000 B0:00-08:08:75.90-25:81 80-0f Point-to-Point  Designated  Forwarding
Gilf16 00:00-00:00:00:00-00:00 o 00:00-00:00:00:00-00:00 00:00 SharedLan Disablad Discarding
GilM7 00-00-00-00:00-00-00:00 o 30:00-00-0:0-00-00-00: 00 00:00 SharedlLan Disablad Discanding
GilM8a 00:00:00;00;00:00-00: 00 [i] 00 00-00-00:00:00:00;00 0000 SharedLan Disabled Discarding
GiDi13  00:00:00:00.00.00:00.00 0 00:00-00:00:00:00-00:00 00:00 Sharedlan  Disabled  Discarding
G020 00:00.00:00:00.00-00:00 0 £0:00:00:00:00:00-00:00 00:00 Sharedlan  Disabled  Discarding
G2t 00:00.00:00:00-00:00:00 0 00:00-00:00:00:00-00:00 00:00 Sharedlan  Disabled  Discarding
Gir22 0000000000 00-00: 00 0 00000000 0:0-00-00:00 00:00 SharedLan Desablad Discarding
Gil23 00:00-00:00:100:00-00: 00 (] (0:100-00:00:00:00-00:00 0000 SharadLan Disabled Dizcarding
Gilf24 00:00-00:00;00:00-00: 00 o 00:00:00:00:00:00-00:00 0000 SharedLan Disabled Discarding
ExDA 00:00-00:00:00-00 00:00 0 £0:00-00:00:00:00-00:00 00:00 Pointto-Point  Disabled  Discarding
ExV2  00:00:00:00:00:00:00:00 0 £0:00-00:00:00:00-00:00 00:00 Pointto-Point  Disabled  Discarding
ExV3  00:00-00:00.00.00.00:00 0 £0:00-00:00:00:00-00:00 00:00 Peintto-Paint  Disabled  Discarding
Ex0id 00:00-00:00:00-00-00- 00 (] (60:00-00-00:00-00-00:00: 00:00 Poant-to-Paint Desablad Discarding
Screen This screen allows the user to view information maintained by every port of the switch
Objective for RSTP.
Navigation | Layer 2 Management > RSTP > Port Status
Fields J Port—displays the port, which is a combination of interface type and interface ID.

The interface ID is a combination of a slot number and a port number (slot
number/port number).

. Designated Root—displays the unique identifier of the bridge recorded as the
CIST root in the transmitted configuration BPDUs. This value is an 8-byte octet
string. For example, 80:00:00:01:02:03:04:05

J Designated Cost—displays the Path Cost of the Designated Port of the segment
connected to the port. This value ranges from 1 to 200000000.

J Designated Bridge—displays the unique identifier of the bridge, which the port
considers to be the designated bridge for the port's segment. The designated
bridge is the only bridge allowed to forward frames to and from the segment. This
value is an 8-byte octet string. For example, 80:00:00:01:02:03:04:05.
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Fields . Designated Port—displays the identifier of the port on the Designated Bridge for
(cont) the port's segment and represents the port through which the Designated Bridge

forwards frames. This value is a 2-byte octet string e.g. 80:05.
. Type—displays the operational Admin Point to Point of the LAN segment attached
to the port. The values can be:
- Point-to-point—specifies that the port is treated as if it is connected to a
point-to-point link..
SharedLan—specifies that the port is treated as if it is having a shared media
connection.

NOTE: The values can be set directly or as Auto for the switch to decide about the
point-to-point status, in the field Admin Point to Point provided in the screen Port
Status Configuration.

. Role—displays the current role of the port for the spanning tree instance. The
values can be:

- Disabled—specified that the port is disabled manually (Port State) or auto-
matically (Link status in Layer 2 Management > Port Manager > Basic
Settings). It does not take part in the spanning tree process.

- Alternate—specifies that the port is acting as an alternate path to the root
bridge (i.e. it is blocked and not used for traffic). The alternate port is
enabled and declared as a root port if the current root port is blocked.

- Backup—specifies that the port is acting as a backup path to a segment
where another bridge port already connects (i.e. it is blocked and not used
for traffic). The backup port is enabled and declared as a designated port if
the active designated port is blocked.

- Root—specifies that the port is used to forward data to root bridge directly
or through an upstream LAN segment.

- Designated—specifies that the port is used to send and receive packets
to/from a specific downstream LAN segment/device. Only one designated
port is assigned for each segment.

. Port State—displays the current state of the port as defined by the common STP.
The values can be:

- Disabled—specifies that the port is disabled manually (Port State) or auto-
matically (Link). It does not take part in the spanning tree process.

- Discarding—specifies that the port is in Discarding state i.e. No user data is
sent over the port.

- Learning—specifies that the port is in the Learning state i.e. the port is not
forwarding frames yet, but is populating its MAC-address-table by learning
source addresses from received frames and storing them in the switching
database for using these details while sending and receiving data.

- Forwarding—specifies that the port is in Forwarding state i.e. the port is
operational by sending and receiving data based on the formed spanning
tree topology which is loop-free.
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11.2. MSTP

This section describes how to configure Multiple Spanning Tree Protocol (MSTP) on the switch.

MSTP (Multiple Spanning Tree Protocol) is used to configure spanning tree on per VLAN basis or multiple
VLANs per spanning tree. It allows the user to build several MST over VLAN trunks and a group or asso-
ciate VLANSs to spanning tree instances, so the topology of one instance is independent of the other
instance. It provides multiple forwarding paths for data traffic and enables load balancing. It improves
the overall network fault tolerance, as failure in one instance does not affect the other instances.

The MSTP provides an optional capability for:

J High availability

. Executing multiple instances of the protocol

. Provider bridging

To access MISTP screens, go to Layer2 Management > MSTP.
The MSTP related parameters are configured through the screens displayed by the following tabs:
Global Information

MSTP Traces

MSTP Timers

Port Configuration - CIST Settings

VLAN Mapping

Port Settings

MSTP CIST Port Status

Bridge Priority

Global Information

By default, the tab Basic Settings displays the Global Configuration screen.

Figure 6:  Global Information

Global Configuration

Siiem Protocol nun
MSTF Swaws ursr “ Fam-;m P :, o m:m

Shmdnwn || Disabled

Apply | B
| Configure Trace Options |

Note - To enable MSTP Functionality, RSTF and FVRST should be disabled.
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Screen This screen allows the user to configure for each available virtual context the MST
Objective module parameters that are used globally in the switch for all ports.

NOTE: To enable MSTP, RSTP and PVRSTP should be disabled in the selected context.

Navigation

Layer 2 Management > MSTP > Basic Settings
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Fields

. Select—click to select the context for which the configuration needs to be done.

. Context Id—displays the virtual context ID that uniquely represents a virtual
switch created in the physical switch. This value ranges from 0 to 65535. The
default value is 0.

. System Control—select the administrative shutdown status requested by
management for the MSTP module. The default option is Start for the default
context and shutdown for the other contexts. The list contains:

- Start—specifies that MISTP is active in the device on all ports.

- Shutdown—specifies that MISTP is shutdown in the device on all ports, and
all allocated memory is release

NOTE: The administrative status can be set as Shutdown, only if the MSTP Status is set as
Disabled. The status can be set as Start, only if the RSTP System Control and PVRST
System Control are set as Shutdown using the Layer 2 Management > RSTP > Global
Configuration and Layer 2 Management > PVRST > Global Configuration screen respec-
tively. MISTP System Control cannot be shutdown if MISTP status is enabled.

J MSTP Status—select the administrative status requested by management for the
MST feature. MISTP is used to configure spanning tree on per VLAN basis or
multiple VLANSs per spanning tree. It provides multiple forwarding paths for data
traffic and enables load balancing. The default option is Enabled for the default
context and Disabled for the other contexts. The list contains:

- Enabled—enables MST in the device on all ports.
- Disabled—disables MST in the device on all ports

NOTE: To enable MSTP globally in the switch, the MSTP System Control status should be
set as Start. All fields in this screen (except System Control) are greyed out and cannot
be configured, once the MSTP status is set as Disabled.

o Maximum MST Instances—enter the maximum number of spanning trees to be
allowed in the switch. This value represents the maximum number of active MSTIs
(MST Instances) that can be created. This allows the user to limit the number of
spanning tree instances to be allowed in the switch. This does not count the
special MSTID such as PTETID (Provider Backbone Bridging—Traffic Engineering
Multiple Spanning Tree ID), which is used to identify VIDs used by Ethernet
switched paths (ESPs). This value ranges from 1 to 64. The default value is 64.

NOTE: The maximum available number of instances is 16 (values from 0-15 where 0

being CIST).

J Bridge Priority—enter the priority value that is assigned to the switch. This value
is used during the election of C/ST root, CIST regional root and, IST root. This value
ranges from 0 to 61440. The default value is 32768. The values set for Bridge
Priority must be in steps of 4096.
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Fields . Protocol Version—select the version of STP in which the switch is currently
(cont) running. This allows the user to set the type of STP to be used by the switch to form

NOTE: The Fields Region Name and Region Version are greyed out and cannot be config-
ured, if the protocol version is set as STP or RSTP.

NOTE: This field can be configured only if the protocol version is selected as MISTP.

NOTE: This field can be configured only if the protocol version is selected as MISTP.

loop-free topology. The default option is MSTP. The list contains:

- STP—sets the version as STP specified in IEEE 802.1D.

- RSTP—sets the version as RSTP as specified in IEEE 802.1w.

- MSTP—sets the version as MSTP as specified in IEEE 802.1s.

Region Name—enter the name for the region’s configuration to identify the
specific MST region. Each MST region contains multiple spanning tree instances
and runs special instance of spanning tree known as IST for disseminating of STP
topology information for other STP instances. The default value is same as that of
the Switch Base MAC Address configured in the Factory Default Settings screen.
This value is an octet string of maximum size 32.

Region Version—enter the version that represents the specific MST region. The
default value is 0. This value ranges from 0 to 65535.

Dynamic Path Cost Calculation—select whether the dynamic path cost calcula-
tion is allowed or not. The path cost represents the distance between the root
port and designated port. The path cost is based on a guideline established as part
of 802.1d. The path cost is dynamically calculated using port speed, when the
operational status of the port changes from down to up or link speed at the time
of port creation. The default option is False. The list contains:

- True—dynamically calculates path cost based on the speed of the ports
whose Admin State is set as Up at that time. The path cost is not changed
based on the operational status of the ports, once calculated.

- False—dynamically calculates path cost based on the link speed at the time
of port creation

NOTE: The manually assigned path cost is used irrespective of the status (True or
False) of the dynamic path cost calculation.

Speed Change Path Cost Calculation—select whether the speed change path cost
calculation is allowed or not. The speed change path cost is to be calculated for
ports whose speed changes dynamically. This feature is mainly used for Link
Aggregation ports whose speed changes due to the addition and deletion of ports
from the port channel. The default option is False. The list contains:

- True—specifies that path cost is dynamically calculated for ports based on
their speed at that time. It is calculated if the speed of the port changes.

- False—specifies that path cost is not dynamically calculated for ports based
on their speed at that time.

NOTE: The manually assigned path cost is used irrespective of the status (True or
False) of the path cost calculation if Path Cost for the port is manually assigned.
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Fields o Flush Interval—enter the value that controls the number of flush indications
(cont) invoked from spanning-tree module per instance basis. This value ranges from 0 to

500 centi-seconds. The default value is 0.

NOTE: If the flush interval timer is set to zero, port and instance based flushing
occurs (default functionality). If it is set to non-zero, instance based flushing
occurs (dependent on the flush-indication-threshold value).

. Flush Indication Threshold—enter the number of flush indications to go before
the flush-interval timer method triggers. This value ranges from 0 to 65535. The
default value is 0.

NOTE: The flush indication threshold value can be configured only when flush
interval value is other than default value. When flush indication threshold is
default value and flush interval is non-default value, instance based flushing
occurs during the first flush indication trigger. When the flush indication threshold
value is non-default(x) and flush-interval value is non-default, port & instance
based flushing is triggered until the threshold(x) is reached. Once the threshold is
reached, instance based flushing is triggered & timer starts.

. BPDU Guard—select the administrative status for the BPDU guard feature in the
port. This feature configures BPDU guard globally in MSTP. This global BPDU is
applicable if and only no port specific BPDU Guard is configured. The default
option is Disable. The list contains:

- Enabled—enables BPDU Guard feature on edge ports globally and moves
the port to disabled discarding state when BPDU is received on the edge
ports

- Disabled—disables BPDU Guard feature on edge ports globally.

Buttons J Apply—modifies attributes and saves the changes.

J Configure Trace Options—click to access the MSTP Traces screen.

MSTP Traces

Figure7:  MSTP Traces

315



MSTP

CHAPTER 11 SPANNING TREE PROTOCOLS
MSTP Traces
Traces
[ Init-Shut []Management
[ IMemory [ 1Bpdu
[|Events L Timer
[ ]Redundancy [ ISemaphore
[|Errors
State Machine
[ |Pori-Info [|Paort-Receive
[ |Pori-Role-Select  [|Role-Transition
[ ]State-Transition  []Protocol-Migration
[ I Topology-Change [ |Port-Transmit
[ 1Bridge-Detection [ _|Pseudo-Info
Apply
| Configure Global Options |
Screen This screen allows the user to clear the GARP statistics for a specified interface or all
Objective interfaces
Navigation | Layer 2 Management > MSTP > Basic Settings > Global Configuration screen.
Click Configure Trace Options.
Fields . Traces—select the traces for which debug statements is to be generated. The

options are:

Init-Shut—generates debug statements for init and shutdown traces. This
trace is generated on failed and successful initialization and shutting down
of STP related module and memory.

Management—generates debug statements for management traces.

Memory—generates debug statements for memory related traces. This
trace is generated on failed and successful allocation of memory for STP
process.

BPDU—generates debug statements for BPDU related traces. This trace is
generated on failed and successful reception, transmission and processing
of BPDUs.

Events—generates debug statements for event handling traces. This trace is
generated to denote events that are posted to STP configuration queue
whenever you configure any of the STP features.
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Fields . Traces—the options are (cont):

(cont) —  Timer—generates debug statements for timer module traces. This trace is
generated on failed and successful start, stop and restart of STP timers. The
different STP timers are:

. Forward delay timer

. Hello timer

. Migration delay timer

. Recent backup while timer

] Received information while timer
. Recent root while timer

J Topology change timer

] Hold timer

. Edge delay timer

. Rapid age duration timer

. Pseudo information hello timer

- Redundancy—generates debug statements for redundancy code flow
traces. This trace is generated in standby node STP while taking backup of
configuration information from active node.

- Semaphore—generates debug statements for state machine variable
changes traces. This trace is generated on failed and successful creation and
deletion of semaphore.

- Errors—generates debug statements for all failure traces of the traces.

. State Machine—select the SEMs (State Event Machines) for which debug state-
ments are to be generated to denote the event and state of the selected SEM. The
options are:

- Port-Info—generates debug statements for port information SEM.

- Port-Receive—generates debug statements for port receive SEM.

- Port-Role-Select—generates debug statements for role selection SEM.

- Role-Transition—generates debug statements for role transition SEM.

- State-Transition—generates debug statements for state transition SEM.

- Protocol-Migration—generates debug statements for protocol migration
SEM.

- Topology-Change—generates debug statements for topology change SEM.

- Port-Transmit—generates debug statements for port transmit SEM.

- Bridge-Detection—generates debug statements for bridge detection SEM.

- Pseudo-Info—generates debug statements for port receive pseudo informa-
tion SEM.

Buttons o Apply—modifies attributes and saves the changes.

o Configure Global Options—accesses Global Configuration screen
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MSTP Timers

Figure 8: MSTP Timers Configuration

Timers Configuration

Sefect| Contextld | Maximum Max Forward Transmit Hello
Hop Count Age Delay Hold Time
Count

o o JC JE Lo
| Apply
Screen This screen allows the user to configure the timers used in MISTP protocol for
Objective controlling the transmission of BPDUs during the computation of loop free topology.
This configuration is applied globally in the switch on all ports.

NOTE: This screen displays the default configuration details only for the context for which the MSTP
System Control status is set as Start. For the contexts for which MSTP is shutdown, it displays the value
as 0 for all fields.

Navigation | Layer 2 Management > MSTP > Timers
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Fields . Select—click to select the context for which the configuration needs to be applied.
. Context Id—displays the context ID.

. Maximum Hop Count—enter the maximum hop count value that represents the
maximum number of switches that a packet can cross before it is dropped. This
value is used by the switch to avoid infinite looping of the packets, if it is selected
as the root switch in the topology. This value ranges from 6 to 40. The default
valueis 20. The root switch always transmits a BPDU with the maximum hop count
value. The receiving switch decrements the value by one and propagates the
BPDU with modified hop count value. The BPDU is discarded and the information
held is aged out, when the count reaches 0.

. Max Age—enter the amount of time a port waits for STP/RSTP information. This
value is used by MSTP while interacting with STP/RSTP domains on the boundary
ports. This value ranges from 6 to 40 seconds. The default value is 20.

NOTE: The maximum age should be lesser than or equal to 2*(Forward Delay—1.0)
and should be greater than or equal to 2* (HelloTime + 1.0).

J Forward Delay—enter the number of seconds a port waits before changing from
the learning/listening state to the forwarding state. This value ranges from 4 to 30
seconds. The default value is 15.

. Transmit Hold Count—enter the value used by the port transmit state machine
for limiting the maximum transmission rate i.e. the number of packets that can be
sent for a given interval. This value is configured to avoid flooding. Port transmit
state machines use this value to limit the maximum transmission rate. This value
ranges from 1 to 10. The default value is 6.

Fields J Hello Time—enter the amount of time between the transmission of configuration

(cont) bridge PDUs by this node. This value can be either 1 or 2 seconds. The default
value is 2.

Buttons J Apply—modifies attributes and saves the changes.

Port Configuration - CIST Settings

Figure 9:  CIST Settings

CIST Settings

Port| Path| Priority| PointToPoint| Edge Protocol | Hello| AuroEdge | Restricted| Restricted| BPDU | BPDU Layer?2- | Loop | Root | Bpdu | Error
Cost| Status Port Migration| Time| Status Role TCN Receive| Transmit| Gateway |Guard|Guard|Guard| Recovery)|
Port

Apply
Screen This screen allows the user to configure the timers used in MISTP protocol for
Objective controlling the transmission of BPDUs during the computation of loop free topology.

This configuration is applied globally in the switch on all ports.
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Navigation | Layer 2 Management > MSTP > Port Configuration
Fields Select—click to select the port for which the configuration needs to be applied.

Port Id—displays the port, which is a combination of interface type and interface
ID. The interface ID is a combination of a slot number and a port number (slot
number/port number).

Path Cost—enter the value that contributes to the path cost of paths towards the
CIST Root which includes this port. The paths’ path cost is used during calculation
of shortest path to reach the CIST root. The path cost represents the distance
between the root port and designated port. This value ranges from 1 to
200000000. The default value is 200000 for all physical ports and 199999 for port
channels.

NOTE: The default value is used as path cost if this field is not configured and the
Dynamic Path Cost Calculation and Speed Change Path Cost Calculation are set as
False. The dynamically calculated path cost is used if the path cost is not manually
configured and one of these Fields is set as True.The configured value is used as
the path cost irrespective of the status (True or False) of the Dynamic Path Cost
Calculation and Speed Change Path Cost Calculation.

Priority—enter the priority value that is assigned to the port. This value is used
during the role selection process. The four most significant bits of the Port Identi-
fier of the Spanning Tree instance can be modified by setting the CIST Port Priority
value. The values that are set for Port Priority must be in steps of 16. The Priority
value ranges from 0 to 240. The default value is 128.
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Fields . Point-to-Point Status—select the point-to-point status of the LAN segment
(cont) attached to the port. The default option is Auto. The list contains.

NOTE:
is set

- ForceTrue—specifies that port is connected to a point-to-point link.
- ForceFalse—specifies that port is having a shared media connection.

- Auto—specifies that the ports as having a shared media connection, or a
point-point link based on the prevailing conditions.

Port is considered to have a point-to-point link if:
- It is an aggregator and all of its members can be aggregated.

- The MAC> entity is configured for full Duplex operation, either manually or
through auto negotiation process (that is, negotiation Mode is set as Auto).

Edge Port—select the administrative value of the Edge Port parameter. The
default option is False. The list contains:

- True—sets the port as an edge port (then Port State is immediately set as
forwarding). It is connected directly to a single end station. It allows MSTP to
converge faster and does not wait to receive BPDUs.

- False—sets the port as a non-Edge port (the spanning tree process is
performed using the MSTP). It is connected to a routing device such as a
switch.

MSTP Status—select the MISTP status of the port for all spanning tree instances.
This value will override the port’s status in the MSTI contexts. The default option
is Enable. The list contains:

- Enable—enables MST in the port. MAC frames are forwarded, and their
source addresses are learnt.

- Disable—disables MST in the ports. MAC frames are not forwarded, and
their source addresses are not learnt.

Protocol Migration—select the protocol migration state of the port. This is used
to control the protocol migration mechanism that enables the module to interop-
erate with legacy 802.1D switches. The default option is False. The list contains:

- True—specifies that the port transmits BPDUs based on the spanning tree
protocol supported by the receiving switch. The port is forced to transmit
MSTP BPDUs without instance information.

- False—specifies that the port does not perform protocol migration mecha-
nism. The port always transmits the standard MSTP BPDUs.

The protocol migration is greyed out and cannot be configured, if the MISTP Status
as Disable.

Hello Time—enter the amount of time between the transmission of Configuration
bridge PDUs by this node in units of hundredths of a second. This value can be
either 1 or 2 seconds. The default value is 2.
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Fields . Auto Edge Status—select whether the Edge Port parameter of the port is detected
(cont) automatically or configured manually. The default option is True. The list contains:

NOTE:

- True—specifies that detection of port as Edge Port happens automatically.
. The port is set as edge port if no BPDU is received on the port.
. The port is set as non-edge port, if any BPDU is received by that port.
This overrides the value set in the field Edge Port, based on the reception of BPDU.
- False—specifies that the auto edge feature is disabled and the manually
configured value for the Edge Port parameter is used.

Restricted Role—select whether the selection of port Role as root can be blocked
during the role Selection process. This feature allows the user to block switches
external to a core region of the network from influencing the spanning tree active
topology. The default option is False. The list contains:

- True—blocks the port from being selected as root port for the CIST or any
MSTI, even if it has the best spanning tree priority vector. It is selected as an
alternate port after the root port is selected.

NOTE: The blocking of port from being selected as a root port may cause lack
of spanning tree connectivity.

- False—includes all available ports of the topology, in the root selection
process to select the root for CIST or any MSTI.

Restricted TCN—select the status of transmission of the received topology change
notifications and topology changes to the other ports in the network. This feature
allows the user to block switches external to a core region of the network from
causing address flushing in the region. The default option is False. The list
contains:

- True—blocks the port from propagating the received topology change noti-
fications and topology changes to other ports.

NOTE: The blocking of port may cause temporary loss of connectivity after
changes in a spanning tree active topology as a result of persistent incor-
rectly learnt station location information.

- False—allows the port to propagate the received topology change notifica-
tions and topology changes to other ports.

BPDU Receive—select the processing status of the received MSTP BPDUs. The
default option is True. The list contains:

- True—normally processes the MSTP BPDUs received on the port.
- False—discards the MISTP BPDUs received on the port.

BPDU Transmit—select the BPDU transmission status of the port. The default
option is True. The list contains:

- True—specifies that MSTP BPDUs are transmitted from the port.
- False—specifies that MSTP BPDUs transmission is blocked from the port
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Fields
(cont)

NOTE: This field should be set as False for ports to be configured as Layer-2 Gateway
Port.

J Layer 2-Gateway Port—select whether the port acts as a normal port or as a L2GP
The default option is False. The list contains:

- True—specifies that the port operates as a Layer 2 Gateway Port.
- False—specifies that the port operates as a normal port.

NOTE: BPDU Transmit, Restricted Role and Restricted TCN should be set as False before
configuring the port as a Layer 2 gateway port (L2GP). L2GP should not be enabled on
ports whose Bridge Port Type is set as PIP (Provider Instance Port)s or CBP (Customer

Backbone Port)s, as the effect is unknown. L2GP operates similarly to that of the normal
port operation but pretends to continuously receive BPDUs when Admin State is set as
Up. L2GP cannot be enabled on ports with Switch Instance Shared Port (S/SP) enabled
interfaces. The Port State of the L2GP is always set as Discarding.

. Loop Guard—select the status of loop guard. The Loop Guard does age out the
information even if the peer does not send information. If the port continues to
receive information through BPDUs, the operation on this port will be normal. This
is useful when the neighbor bridge is faulty; that is, the bridge cannot send BPDUs
but continues to send data traffic. The default option is False. The list contains:

- True—enables the loop guard in the port.
- False—disables the loop guard in the port.

. Root Guard—select the administrative status for the root guard feature in the
port. When enabled, this feature causes the port not to be selected as Root Port
for the CIST or any MSTI, even if it has the best spanning tree priority vector. Such
a Port will be selected as an Alternate Port after the Root Port has been selected.
The default option is Disabled, and this can cause lack of spanning tree connec-
tivity. It is set by a network administrator to prevent bridges external to a core
region of the network influencing the spanning tree active topology; possibly
because those bridges are not under the full control of the administrator.

- Enabled—enables root guard feature in the port.
- Disabled—disables root guard feature in the port.

] BPDU Guard—the administrative status for the BPDU guard feature in the port.
This feature configures BPDU guard globally in MISTP and this global BPDU is appli-
cable if and only if no port specific BPDU Guard is configured. The default option
is Disable. The list contains:

- Enabled—enables BPDU Guard feature on edge ports globally and moves
the port to disable discarding state when BPDU is received on the edge ports
- Disabled—disables BPDU Guard feature on edge ports globally.

. Error Recovery—enter the amount of time to bring the interface out of the
error-disabled (err-disabled) state. This value ranges from 30 to 65535 seconds.
The default value is 30.

Buttons

. Apply—modifies attributes and saves the changes.
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VLAN Mapping

Figure 10: VLAN Mapping
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Screen This screen allows the user to map / unmap VLANSs for each instance of MSTP and to
Objective create / delete instance specific information for the member ports of the VLAN. The
instance specific information for the port in one instance is independent of its
information in another instance.

Navigation | Layer 2 Management > MSTP > VLAN Mapping

Fields J Select—select the instance Id for which the mapping is to be deleted.

. MSTP Instance ID—enter an integer value that is used to uniquely identify an
instance of the MISTP. This value ranges from 1 to 64. The special value 4094 is
used in a switch that supports PBB-TE. This special value represents PTETID that
identifies VID used by Ethernet switched paths (ESPs).

NOTE: The MSTP Instance ID depends on the Maximum MSTP instance configured in the
Global Configuration page. Any external agent can separately provide ESPs. The ESPs do
not use spanning tree.

] Add VLAN—select the VLAN that should be mapped to the MSTPinstance. The list
contains VLAN Name of all VLANSs available in the switch. The mapping of VLAN to
the MSTP instance is not done again if the VLAN is already mapped to that
instance.

J Delete VLAN—select the VLAN that should be unmapped from the MSTP instance.
The list contains VLAN Name for the VLANs available in the switch. The unmapping
of VLAN from the MSTP instance cannot done if the VLAN is already unmapped
from that instance.

J Mapped VLANs—displays the VLAN ID mapped to the spanning tree instance
specified. All Instance Specific information for the member ports of the VLAN will
be created.
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Buttons . Add—adds and saves new configuration

Reset—resets to default value for respective fields and discards all user inputs
. Deleted—deletes the selected entry

Port Settings

Figure 11: Port Settings

Port Settings
Port] MSTP |Port State|Priority| Cosr| PseudoRootld | PsesdoRootid
Instance ID Priority Address
Apply
Screen This screen allows the user to map / unmap VLANs for each instance of MSTP and to
Objective

create / delete instance specific information for the member ports of the VLAN. The

instance specific information for the port in one instance is independent of its
information in another instance.

Navigation | Layer 2 Management > MSTP > Port Settings
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Fields . Select—click to select the port for which the configuration needs to be applied.

. Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of a slot number and a port number (slot
number/port number).

. MSTP Instance ID—enter an integer value that is used to uniquely identify an
instance of the MSTP. This value ranges from 1 to 64. The special value 4094 is
used in a switch that supports PBB-TE. This special value represents PTETID that
identifies VID used by Ethernet switched paths (ESPs).

NOTE: This field displays the Instance ID created using the VLAN Mapping screen. The
maximum available number of instances will be 16 (values from 0—15 where 0 being
CIST).

. Port State—select the status of the MSTP in the port. The list contains:

- Enabled—enables MSTP in the port. The port participates in the STP process
and is ready to transmit/receive BPDUs and data.

- Disabled—disables MSTP in the port. The port does not participate in the
STP process and is not ready to transmit/receive BPDUs and data

J Priority —enter the priority value that is assigned to the port. This value is used
during the role selection process. The four most significant bits of the Port Identi-
fier of the Spanning Tree instance can be modified by setting the CIST Port Priority
value. The values that are set for Port Priority must be in steps of 16. This value
ranges from 0 to 240. The default value is 128.

J Cost—enter the value that contributes to the path cost of paths towards the CIST
Root which includes this port. The paths’ path cost is used during calculation of
shortest path to reach the MSTI root. The path cost represents the distance
between the root port and designated port. This value ranges from 0 to
200000000.The default value is 200000 for all physical ports and 199999 for port

channels.
Fields NOTE: The default value is used as the path cost if this field is not configured and the
(cont) Dynamic Path Cost Calculation and Speed Change Path Cost Calculation are set as False.

The dynamically calculated path cost is used if the path cost is not manually configured
and one of these Fields is set as True.The configured value is used as the path cost irre-
spective of the status (True or False) of the Dynamic Path Cost Calculation and Sped
Change Path Cost Calculation.

. PseudoRootld Priority—enter the priority of the pseudo root. This value is used
by a port configured as L2GP, and the field Layer 2-Gateway Port is set as True. This
value ranges from 0 to 61440. The default value is 32768. The value should be set
in steps of 4096; that is, you can set the value as 0, 4096, 8192, 12288, and so on.

. PsuedoRootld Address—enter the unicast MAC address of the pseudo root. This
value is used by port configured as L2GP (the field Layer 2-Gateway Port is set as
True). The default value is 00:08:02:03:04:01.

Buttons ] Apply—modifies attributes and saves the changes.
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MSTP CIST Port Status

Figure 12: MSTP CIST Port Status

MSTP CIST Port Status
Port| Designated Root Designated Designated Designated Regional Regional Root Regional Fath |Type Port
Root Priority Bridge Port Cost Root Priority Cost State

Screen This screen allows the user to view information maintained by every port of the switch
Objective for CIST.

Navigation | Layer 2 Management > MSTP > CIST Port Status

Fields . Port—displays the port, which is a combination of interface type and interface ID.
The interface ID is a combination of a slot number and a port number (slot
number/port number).

. Designated Root—displays the unique identifier of the bridge recorded as the
CIST root in the transmitted configuration BPDUs. This value is an 8-byte octet
string. For example, 80:00:00:01:02:03:04:05

. Root Priority—displays the Bridge Priority configured in Global Configuration
Screen that represents the priority of the bridge recorded as the CIST root in the
configuration BPDUs transmitted. This value ranges from 0 to 61440. The default
value is 32768.

. Designated Bridge—displays the unique identifier of the bridge, which the port
considers to be the designated bridge for the port's segment. The designated
bridge is the only bridge allowed to forward frames to and from the segment. This
value is an 8-byte octet string. For example, 80:00:00:01:02:03:04:05.
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Fields . Designated Port—displays the identifier of the port on the Designated Bridge for
(cont) the port's segment. This represents the port through which the Designated Bridge

forwards frames to and from the segment. This value is a 2-byte octet string. For
example, 80:05.

. Designated Cost—displays the identifier of the port on the Designated Bridge for
the port's segment. This represents the port through which the Designated Bridge
forwards frames to and from the segment. This value is a 2-byte octet string. For
example, 80:05.

J Regional Root—displays the unique identifier of the bridge recorded as the CIST
regional root in the configuration BPDUs transmitted. This value is an 8-byte octet
string. For example, 80:00:00:01:02:03:04:05

] Regional Root Priority—displays the Bridge Priority that represents the priority of
the bridge recorded as the CIST regional root in the configuration BPDUs trans-
mitted. This value ranges from 0 to 61440. The default value is 32768.

. Regional Path Cost—displays the port’s Path Cost that contributes to the cost of
paths (including the port) towards the CIST Regional Root. This value ranges from
1 to 200000000.

J Type—displays the operational Point-to-Point Status of the LAN segment
attached to the port. The values can be:

- Point-to-point—port is treated as if it is connected to a point-to-point link.
- SharedLan—port is treated as if it is having a shared media connection.

NOTE: The User can set the values directly or can set as Auto for the switch to decide
about the point-to-point status, in the field Point-to-Point Status provided in the screen
CIST Settings.

. Role—displays the current role of the port for the spanning tree instance. The
values can be:

- Disabled—specified that the port is disabled manually (Port State) or auto-
matically (Link status in Layer 2 Management > Port Manager > Basic
Settings). It does not take part in the spanning tree process.

- Alternate—specifies that the port is acting as an alternate path to the root
bridge (i.e. it is blocked and not used for traffic). The alternate port is
enabled and declared as a root port if the current root port is blocked.

- Backup—specifies that the port is acting as a backup path to a segment
where another bridge port already connects (i.e. it is blocked and not used
for traffic). The backup port is enabled and declared as a designated port if
the active designated port is blocked.

- Root—specifies that the port is used to forward data to root bridge directly
or through an upstream LAN segment.

- Designated—specifies that the port is used to send and receive packets
to/from a specific downstream LAN segment/device. Only one designated
port is assigned for each segment.

328



MSTP

CHAPTER 11 SPANNING TREE PROTOCOLS
Fields . Port State—displays the current state of the port as defined by the common STP.
(cont) The values can be:

Disabled—specifies that the port is disabled manually (Port State) or auto-
matically (Link). It does not take part in the spanning tree process.

Discarding—specifies that the port is in Discarding state i.e. No user data is
sent over the port.

Learning—specifies that the port is in the Learning state i.e. the port is not
forwarding frames yet, but is populating its MAC-address-table by learning
source addresses from received frames and storing them in the switching
database for using these details while sending and receiving data.

Forwarding—specifies that the port is in Forwarding state i.e. the port is
operational by sending and receiving data based on the formed spanning
tree topology which is loop-free.

Bridge Priority

Figure 13: Bridge Priority

Bridge Priority

MS5TP Bridge | Bridge | Root
Instance ID Priority| Cost | Port

Apply

F o e =

Screen
Objective

This screen allows the user to configure the bridge priority to be assigned to the
specified VLAN.

NOTE: Bridge Priority can be configured only if MISTP Instance is created using the VLAN Mapping screen

Navigation

Layer 2 Management > MSTP > Bridge Priority

Fields

J Select—select the MSTP Instance ID for which the configuration needs to be
applied.

. MSTP Instance ID—displays the integer value that uniquely identifies an instance
of the MSTP. This value ranges from 1 to 64. The special value 4094 is used in a
switch that supports PBB-TE. This special value represents PTETID that identifies
VID, which can be used by ESPs.

NOTE: This value is the instance ID created using the VLAN Mapping screen.Any external
agent can separately provide ESPs. The ESPs do not use spanning tree.
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Fields . Root—select the root type for the given VLAN interface. The list contains:

- primary—configures the switch to become root for a given VLAN. The
priority of the switch is lowered until it becomes root

- secondary—configures the switch to become backup root for a given VLAN.
The priority of the switch is lowered until it becomes one priority higher than
the root, so it can become root if the current root fails.

] Bridge Priority—denter the priority value that is assigned to the switch. This value
is used during the election of CIST root, CIST regional root, and /ST root. This value
ranges from 0 to 61440. The default value is 32768.

NOTE: The value should be set in increments of 4096. For example, 0, 4096, 8192,
12288, and so on.

. Bridge Cost—displays the Cost of the path to the MSTI Regional Root seen by this
bridge. This is a read-only field

. Root Port—displays the port number of the port which offers the lowest path cost
from this bridge to the CIST Root Bridge. This is a read-only field

Buttons . Apply—modifies attributes and saves the changes.

11.3. PVRST

This section describes how to configure Per VLAN Spanning Tree Protocol (PVRSTP) on the switch.

PVRST (Per VLAN Rapid Spanning Tree) is an enhancement of RSTP, which works in conjunction with
VLAN to provide better control over traffic in the network. It maintains a separate spanning tree for each
active VLAN in the network, thus providing load balancing through multiple instances of spanning tree,
fault tolerance, and rapid reconfiguration support through RSTP.

To access PVRST screens, go to Layer 2 Management > PVRST

The PVRST related parameters are configured through the screens displayed by the following tabs:
Global Configuration

Port Configurations

Instance Bridge Configurations

Instance Port Configurations

Instance Port Status

Global Configuration

By default, the tab Basic Settings displays the Global Configuration screen.
Figure 14: PVRST Global Configuration
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Global Configuration

m System Control Module Status
) EI Shutdown Disabled

Apply

Note : To enable PVRST Functionality MSTF,RSTF and GVRF shouid be

disabled.
Screen This screen allows the user to configure for each available virtual context the PVRST
Objective basic details that are used globally in the switch for all ports available in the switch.

NOTE: To enable PVRST, the following should be disabled in the selected context
. MSTP

| RSTP
| GVRP

Navigation | Layer 2 Management > PVRST > Basic Settings

Fields ] Select—click to select the context for which the configuration needs to be done.
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Fields . Context ID—displays the context ID. Currently PVRST can be enabled only for the
(cont) Context ID of 0.

J System Control—select the administrative system control status requested by
management for the PVRST. This status allows the user to set availability of the
PVRST feature on all ports in the switch. The default option is Shutdown. The list
contains:

- Start—specifies that PVRST is active on all ports of the device. The required
memory is allocated for the feature.

- Shutdown—specifies that PVRST is shut down on all ports of the device. The
allocated memory is released on all ports.

NOTE: The system control status can be set as Start, only if the MSTP System
Control is set as Shutdown, RSTP System Control is set as Shutdown, and Dynamic
VLAN Status is set as Disabled.The system control status can be set as Shutdown,
only if the PVRST Module Status is set as Disabled. Currently PVRST can be enabled
only for the Context ID of 0.

. Module Status—select the administrative module status requested by manage-
ment for the PVRST. The default option is Disabled. The list contains:

- Enabled—enables the PVRST feature on all ports in the switch.
- Disabled—disables the PVRST feature on all ports in the switch.

NOTE: The module status is grayed out and cannot be configured, if the PVRST
System Control is set as Shutdown.The module status can be set as Enabled, only
if the PVRST System Control is set as Start.

Buttons . Apply—modifies attributes for the selected entry and saves the changes.

Port Configurations

Figure 15: Port Configurations
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Apply

Screen This screen allows the user to configure, on per port basis, the PVRST port information
Objective that is used during computation of loop-free topology.

NOTE: The parameters in the screen are not populated with the values (the screen is blank) if the PVRST
System Control status is set as Shutdown for the context selected using the Context Selection screen.

Navigation | Layer 2 Management > PVRST > Port Settings
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Fields . Select—click to select the port for which the configuration needs to be done.
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Fields Port—displays the port, which is a combination of interface type and interface ID.
(cont) The interface ID is a combination of slot number and the port number (slot

number/port number).
NOTE: Only the ports whose Admin State is set as Up are displayed.

Status—select the PVRST status for the port. The default option is Enabled. The
list contains:

- Enabled—enables PVRST in the port. The port participates in the STP process
and is ready to transmit/receive BPDUs and data.

- Disabled—disables PVRST in the port. The port does not participate in the
STP process and will not transmit/receive BPDUs and data.

Point to Point—select the administrative point-to-point status of the LAN
segment attached to the port. The default option is Auto. The list contains:

- ForceTrue—specifies that the port is connected to a point-to-point link.

- ForceFalse—specifies that the port is connected to shared media connec-
tion.

- Auto—specifies that the port is connected to point-to-point link or it is
configured as a MAC entity.

NOTE: The port is considered to have a point-to-point link if it is an aggregator and
all of its members can be aggregated.The MAC entity is configured for full Duplex
operation, either manually or through auto negotiation process (Negotiation
Mode is set as Auto).

Root Guard—select the administrative status for the root guard feature in the
port. The root guard feature prevents the port from becoming root port or
blocked port. The port changes to the root-inconsistent state if the port receives
a superior BPDU. The port automatically reverts back to forwarding state, once
the superior BPDUs are not received. The default option is Disabled. The list
contains:

- Enabled—enables the root guard feature in the port.
- Disabled—disables the root guard feature in the port.

NOTE: The root guard feature can be enabled only for the ports whose Switch Port
Mode is configured as Trunk using Layer 2 Management > Port Manager > Port
Basic Settings screen.

BPDU Guard—select the administrative status for the BPDU guard feature in the
port. The BPDU guard feature prevents the port from receiving a BPDU for
providing security from invalid configurations. The default option is None. The list
contains:

- None—sets the BPDU Guard status as None. This removes the BPDU Guard
functionality on this port. Global BPDU guard configuration will take effect if
this port is edge port.

- Enabled—enables BPDU guard feature in the port. This prevents temporary
loops and moves the port to disabled discarding state when BPDU is
received on this port.
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Fields
(cont)

- Disabled—disables BPDU guard feature in the port. The port state is main-
tained till is manually enabled

Encap Type—select type of encapsulation to be used in the port. Encapsulation
defines the VLAN services available and identifies/tags frames transmitted
between switches. The default option is dot1Q. The list contains:

- dot1Q—specifies that the encapsulation type is dot1Q.This indicates that
the port sends BPDUs to the native VLAN as normal IEEE RSTP BPDUs. BPDU's
for other VLAN are sent with proprietary tunneled address. The PVRST
unaware bridge considers these BPDUs as data packets and forwards them
through VLAN.

NOTE: The encapsulation type is always set as dot1Q and cannot be changed
if the Switch Port Mode is set as Access using Layer 2 Management > Port
Manager > Port Basic Settings screen.

- isl—specifies that the encapsulation type is isl. This indicates that the port
sends BPDUs for all VLANs as normal RSTP BPDUs (including the IEEE
Ethernet header) encapsulated within an additional proprietary ISL Ethernet
header that contains the VLAN ID.

NOTE: The encapsulation type can be configured as isl, only if the Switch Port
Mode is configured as Trunk using Layer 2 Management > Port Manager >
Port Basic Settings screen.

Row Status—select the status of the row to create or delete interfaces at PVRST
module level. Ports can be created at PVRST module level only for ports that have
been created in Interface Manager.

NOTE: This field is greyed out since it is applicable only when Automatic Port Create
Feature is Disabled. Automatic Port Create Feature can be configured using CLI.

Loop Guard—select the status of Loop Guard. The Loop Guard does not age out
the information even if the peer does not send information. If the port continues
to receive information through BPDUs, the operation on this port will be normal.
This is useful when the neighbor bridge is faulty, that is, the bridge cannot send
BPDUs but continues to send data traffic. The default option is False. The list
contains:

- True—enables the Loop Guard in the port.
- False—disables the Loop Guard in the port.

Buttons

Apply—modifies attributes for the selected entry and saves the changes.

Instance Bridge Configurations

Figure 16:

Instance Bridge Configuration
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Instance Bridge Configurations

[setect] contextia|instanceid] Max-Age(secs)[ HetloTime(secs)| Forwardbelay (secs) BridgePriority|

Apply

Note :
To set the parameters Forward Delay and Max Age, the following relation is to be
satisfied :
2 * (Forward Delay - 1.0 ) == Max Age.
To set the parameters Hello Time and Max Age, the following relation is to be sa
tisfied :
Max Age >= 2 * (Hello Time + 1.0).

Screen This screen allows the user to configure bridge information specific to spanning tree
Objective instance, for virtual contexts available in the switch. This configuration is applied
globally to all ports in the switch.

NOTE: The parameters in the screen are not populated with the values (the screen is blank) if the PVRST
System Control status is set as Shutdown for the context selected using the Context Selection screen.

Navigation | Layer 2 Management > PVRST > Instance Bridge Settings

Fields ] Select—click to select the context for which the configuration needs to be done.

J Context ID—displays the context ID. Currently PVRST is enabled only for the
Context ID of 0.

J Instance ID—displays the spanning tree instance to which the bridge information
belongs. The instance represents the VLAN ID created in the Static VLAN Configu-
ration screen. For example, the instance IDs 1 and 3 are displayed if VLAN IDs 1
and 3 are created. These values range from 1 to 4094. The default value is 1.

J Max-Age (Secs)—enter the maximum age (in seconds) of the bridge information.
This value represents the time interval after which the spanning tree protocol
information learnt from the network for any port is discarded. This value ranges
from 6 to 40 seconds. The default value is 20 seconds.

NOTE: The maximum age should be lesser than or equal to 2* (Forward Delay-1.0)
and should be greater than or equal to 2* (HelloTime + 1.0)

J HelloTime (Secs)—enter the time interval (in seconds) between two successive
configuration BPDUs generated by the root switch. This value ranges from 1to 10
seconds. The default value is 2 seconds.

. ForwardDelay (Secs)—enter the ForwardDelay of the Root Bridge i.e. the time
that is spent in the listening and learning state. This value ranges from 4 to 30
seconds. The default value is 15 seconds.
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Fields . Tx HoldCount—enter the value used by the Port Transmit state machine to limit
(cont) the maximum transmission rate. This value is configured to avoid flooding and
limit the maximum transmission rate. This value is from 1 to 10 with default of 6.

. BridgePriority—enter the priority value that is assigned to the switch. This is used
during the election of root. This value is from 0 to 61440, the default is 32768.

NOTE: The value should be set in increments of 4096; that is, the value can be set
as0,4096, 8192, 12288, and so on.The configured priority is added to the instance

ID, and the total value is displayed. For example, the default priority value is
displayed as 32769 if the instance ID is 1 (32768 + 1).

Buttons ] Apply—modifies attributes for the selected entry and saves the changes.

Instance Port Configurations

Figure 17: Instance Port Configurations

Instance Port Configurations

[setecdnstance Porodue Status[Paus GosiPrioiy]|

Apply
Screen This screen allows the user to configure port specific information for all ports available
Objective in the switch on per port basis. It also allows the user to assign ports to specific
instances so that the instances can make use of the port information.

NOTE: The parameters in the screen are not populated with the values (the screen is blank) if the PVRST
System Control status is set as Shutdown for the context selected at the Context Selection screen.

Navigation | Layer 2 Management > PVRST > Instance Port Settings
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Fields

Select—click to select the context for which the configuration needs to be done.

Instance—displays the spanning tree instance to which the bridge information
belongs. The instance represents the VLAN ID created in the Static VLAN Configu-
ration screen. For example, the instance IDs 1 and 3 are displayed if VLAN IDs 1
and 3 are created. This value ranges from 1 to 4094. The default value is 1.

Port—displays the port # identifying a port in the switch- from 1 to 65535.
NOTE: Only the ports whose Admin State is set as Up are displayed.

Module Status—select the administrative status for the PVRST module. By
default, the value is set same as the value shown in the field Status in Port Config-
uration screen. The list contains:

- Enabled—enables PVRST in the device on all ports. The port participates in
the STP process and is ready to transmit/receive BPDUs and data.

- Disabled—disables PVRST in the device on all ports. The port does not partic-
ipate in the STP process and is not ready to transmit/receive BPDUs / data.

Fields
(cont)

NOTE: The module status can be set as Enabled, only if the Status in Port Configuration
is set as Enabled.

NOTE: The configured value is applied, only if the Status in Port Configuration is set as
Enabled.

NOTE: The configured value is applied, only if the Status in Port Configuration is set as
Enabled.

Path Cost—enter the administratively assigned value for the contribution of this
port to the path cost of paths toward the spanning tree root. The path cost
represents the distance between the root port and designated port. The path cost
is used during calculation of shortest path to reach the root. This value ranges
from 0 to 200000000. The default value is 200000 for all physical ports and 199999
for port channels.

Priority—enter the priority value that is assigned to the port. The four most signif-
icant bits of the port identifier for a given spanning tree instance can be modified
independently for each spanning tree instance supported by the bridge. This value
is used during the port role selection process. This value ranges from 0 to 240. The
values that are set for Port Priority must be in steps of 16. The default value is 128.

Buttons

Apply—modifies attributes for the selected entry and saves the changes.

Instance Port Status

Figure 18:

Instance Port Status

Instance Port Status
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Screen This screen allows the user to view information maintained by every port of the switch
Objective for PVRST.

NOTE: The parameters in the screen are not populated with values (the screen is blank) if the PVRST
System Control status is set as Shutdown for the context selected using the Context Selection screen.

Navigation

Layer 2 Management > PVRST > Instance Port Status

Fields

Instance—displays the spanning tree instance to which the bridge information
belongs. The instance represents the VLAN ID created in the Static VLAN Configu-
ration screen. For example, the instance IDs 1 and 3 are displayed if VLAN IDs 1 and
3 are created. This value ranges from 1 to 4094. The default value is 1.

Port—displays the port number that uniquely identifies the specific port in the
switch. This value ranges from 1 to 65535.

NOTE: Only the ports whose Admin State is set as Up are displayed.
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Fields . Designated Root—displays the unique identifier of the bridge recorded as the
(cont) instance root in the transmitted configuration BPDUs. This value is an 8-byte octet

string. For example, 80:01:00:01:02:03:04:01.

. Designated Bridge—displays the unique identifier of the bridge, which the port
considers to be the designated bridge for the port's segment. The designated
bridge is the only bridge allowed to forward frames to and from the segment. This
value is an 8-byte octet string. For example, 80:01:00:01:02:03:04:01.

J Designated Port—displays the ID of the port on the Designated Bridge for the
port's segment. This represents the port through which the Designated Bridge
forwards frames to and from the segment. This is a 2-byte octet string (e.g. 80:05).

. Port State—displays the current state of the port state as defined by the STP. The
port states are:

- Disabled—specifies that the port is disabled manually (PVRST Module
Status) or automatically (Link). The port does not take part in the spanning
tree process.

- Discarding—specifies that the port is in the Discarding state i.e. no user data
is sent over the port.

- Learning—specifies that the port is in Learning state i.e. the port is not
forwarding frames yet, but it is populating its MAC-address-table by learning
source addresses from received frames and storing them in the switching
database for using them while sending and receiving data.

- Forwarding—specifies that the portis in the Forwarding state i.e. the port is
operational by sending and receiving data based on the formed spanning
tree topology which is loop free.

J Port Role—displays the current role of the port for the spanning tree instance.
The port roles are:

- Disabled—specifies that the port is disabled manually (PVRST Module
Status) or automatically (Link). The port does not take part in the spanning
tree process.

- Alternate—speci