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TRADEMARKS
COPYRIGHT NOTICE

Copyright Notice

© 2024 iS5 Communications Inc. All rights reserved.

No Part of this publication may be reproduced in any form without the prior written consent of iS5
Communications Inc. (iS5).

Trademarks

iS5Com is a registered trademark of iS5. All other trademarks belong to their respective owners.

Regulatory Compliance Statement

Product(s) associated with this publication complies/comply with all applicable regulations. For more
details, refer to the Technical Specifications.

Warranty

iS5 warrants that all products are free from defects in material and workmanship for a specified warranty
period from the invoice date (5 years for most products). iS5 will repair or replace products found to be
defective within this warranty period including shipping costs. This warranty does not cover product
modifications or repairs done by persons other than iS5-approved personnel, and this warranty does not
apply to products that are misused, abused, improperly installed, or damaged by accident. Refer to the
Technical Specifications for the actual warranty period(s) of the product(s) associated with this publica-
tion. Warranty certificate available at: https://isScom.com/warranty

Disclaimer

Information in this publication is intended to be accurate. iS5 shall not be responsible for its use or
infringements on third-parties because of the use of this publication. There may occasionally be uninten-
tional errors on this publication. iS5 reserves the right to revise the contents of this publication without
notice.

Contact Information

iS5 Communications Inc. 5895 Ambler Dr., Mississauga, Ontario, L4W 5B7 Tel: 1+ 905-670-0004 Website:
http://www.is5com.com/ Technical Support: E-mail: support@is5com.com Sales Inquiries:Phoenix
Contact Sales Subsidiaries
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End User License Agreement (EULA)

TERMS AND CONDITIONS FOR SOFTWARE PROGRAMS AND EMBEDDED SOFTWARE IN PRODUCTS

1)

2)

EULA

All products which consist of or include software (including operating software for hardware sup-
plied by Supplier and software in object code format that is embedded in any hardware) and/or any
documentation shall be subject to the End User License Agreement (“EULA”) attached hereto as Ex-
hibit A. Buyer shall be deemed to have agreed to be bound by all of the terms, conditions and obli-
gations therein and shall ensure that all subsequent purchasers and licensees of such products shall
be further bound by all of the terms, conditions and obligations therein. For software and/or docu-
mentation delivered in connection with these Terms and Conditions, that is not produced by Supplier
and which is separately licensed by a third party, Buyer’s rights and responsibilities with respect to
such software or documentation shall be governed in accordance with such third party’s applicable
software license. Buyer shall, on request, enter into one or more separate “click-accept” license
agreements or third party license agreements in respect thereto. Supplier shall have no further ob-
ligations with respect to such products beyond delivery thereof. Where Buyer is approved by Suppli-
er to resell products, Buyer shall provide a copy of the EULA and applicable third party license
agreements to each end user with delivery of such products and prior to installation of any software.
Buyer shall notify Supplier promptly of any breach or suspected breach of the EULA or third party
license agreements and shall assist Supplier in efforts to preserve Supplier’s or its supplier’s intellec-
tual property rights including pursuing an action against any breaching third parties. For purposes
of these terms and conditions: “software” shall mean scripts, programs, macros, computer pro-
grams, application programming and other interfaces, tools and other instructions and sets of in-
structions for hardware to follow, including SQL and other query languages, hypertext markup
language (“html”) and other computer mark-up languages; “hardware” shall mean mainframes,
personal computers, servers, client/server stations, network equipment, routers, semi-conductor
chips, communication lines and other equipment; and “documentation” shall mean documentation
supplied by Supplier relating to the development, use, installation, implementation, integration,
configuration, operation, modification, maintenance or support of any software.

INTELLECTUAL PROPERTY

Buyer shall not alter, obscure, remove, cancel or otherwise interfere with any markings (including
without limitation any trademarks, logos, trade names, or labelling applied by Supplier). Buyer ac-
knowledges that Supplier is the sole owner of the trademarks used in association with the products
and that Buyer has no right, title or interest whatsoever in such trademarks and any goodwill asso-
ciated therewith and that all goodwill associated with such trademarks is owned by and shall enure
exclusively to and for the benefit of Supplier. Further, Buyer shall not represent in any manner that
it has acquired any ownership rights in such trademarks or other intellectual property of Supplier.
Supplier will defend any claim against Buyer that any iS5Com branded product supplied under these
Terms and Conditions infringes third party patents or copyrights (a “Patent Claim”) and will indem-
nify Buyer against the final judgment entered by a court of competent jurisdiction or any settle-
ments arising out of a Patent Claim, provided that Buyer: (1) promptly notifies Supplier in writing of
the Patent Claim; and (2) cooperates with Supplier in the defence of the Patent Claim, and grants
Supplier full and exclusive control of the defence and settlement of the Patent Claim and any subse-
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3)

quent appeal. If a Patent Claim is made or appears likely, Buyer agrees to permit Supplier to procure
for Buyer the right to continue using the affected product, or to replace or modify the product with
one that is at least functionally equivalent. If Supplier determines that none of those alternatives is
reasonably available, then Buyer will return the product and Supplier will refund Buyer’s remaining
net book value of the product calculated according to generally accepted accounting principles.
Supplier has no obligation for any Patent Claim related to: (1) compliance with any designs, specifi-
cations, or instructions provided by Buyer or a third party on Buyer’s behalf; (2) modification of a
product by Buyer or a third party; (3) the amount or duration of use which Buyer makes of the prod-
uct, revenue earned by Buyer from services it provides that use the product, or services offered by
Buyer to external or internal Buyers; (4) combination, operation or use of a product with non-Sup-
plier products, software or business processes; or (5) use of any product in any country other than
the country or countries specifically authorized by Supplier.

EXPORT CONTROLS AND SANCTIONS

a) Inthese Term and Conditions, “Export Controls and Sanctions” means the export control and
sanctions laws of each of Canada, the US and any other applicable country, territory or juris-
diction including the United Nations, European Union and the United Kingdom, and any regu-
lations, orders, guides, rules, policies, notices, determinations or judgements issued
thereunder or imposed thereby.

b)  Supplier products, documentation and services provided under these Terms and Conditions
may be subject to Canadian, U.S. and other country Export Controls and Sanctions. Buyer shall
accept and comply with all applicable Export Control and Sanctions in effect and as amended
from time to time pertaining to the export, re-export and transfer of Supplier’s products,
documentation and services. Buyer also acknowledges and agrees that the export, re-export
or transfer of Supplier products, documentation and services contrary to applicable Export
Controls and Sanctions may be a criminal offence.

c)  For greater certainty, Buyer agrees that (i) it will not directly or indirectly export, re-export or
transfer Supplier products, documentation and services provided under these Terms and
Conditions to any individual or entity in violation of any aforementioned Export Controls and
Sanctions; (ii) it will not directly or indirectly export, re-export or transfer any such products,
documentation and services to any country or region of any country that is prohibited by any
applicable Export Controls and Sanctions or for any of the following end-uses, or in any of the
following forms unless expressly authorized by any applicable government permit issued
under or otherwise expressly permitted by applicable Export Controls and Sanctions:

i) For use that is directly or indirectly related to the research, design, handling, storage,
operation, detection, identification, maintenance, development, manufacture, produc-
tion or dissemination of chemical, biological or nuclear weapons, or any missile or other
delivery systems for such weapons, space launch vehicles, sounding rockets or
unmanned air vehicle systems;

ii)  Technical information relating to the design, development or implementation of the
cryptographic components, modules, interfaces, or architecture of any software; or

iii)  Source code or pseudo-code, in any form, of any of the cryptographic components,
modaules, or interfaces of any software.

d) Buyer confirms that it is not (i) listed as a sanctioned person or entity under any Export
Controls and Sanctions list of designated persons, denied persons or specially designated
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nationals maintained by the Canadian Department of Foreign Affairs, Trade and Develop-
ment, the Canadian Department of Public Safety and Emergency Preparedness, the U.S.
Office of Foreign Assets Control of the U.S. Department of the Treasury, the U.S. Department
of State, the U.S. Department of Commerce, United Nations Security Council, the European
Union or any EU member state, HM’s Treasury, or any other department or agency of any of
the aforementioned countries or territories, or the United Nations or any other country’s
sanctions-related list; (ii) owned or controlled by such person or entity; or (iii) acting in any
capacity on behalf of or for the benefit of such person or entity. Buyer also confirms that this
applies equally to any of its affiliates, joint venture partners, subsidiaries and to the best of
Buyer’s knowledge, any of its agents or representatives.

Exhibit A: End User License Agreement

IMPORTANT — READ CAREFULLY: iS5 Communications Inc. (“iS5Com”) licenses the iIS5Com Materials (as
defined below) subject to the terms and conditions of this end user license agreement (the “EULA”). BY
SELECTING “ACCEPT” OR OTHERWISE EXPRESSLY AGREEING TO THIS EULA, BY DOWNLOADING,
INSTALLING OR USING THE SOFTWARE, OR BY USING THE HARDWARE (AS DEFINED BELOW), ALL OF THE
TERMS AND CONDITIONS CONTAINED IN THIS EULA BECOME LEGALLY BINDING ON THE CUSTOMER.This
End User License Agreement (the “EULA”) supplements the Terms and Conditions or such other terms
and conditions between iS5Com or, if applicable, a reseller for iISSCom, and the Customer (as defined
below) (in either case, the “Contract”).

1)

DEFINITIONS

“Confidential Information” means all data and information relating to the business and manage-
ment of iS5Com, including iS5Com Materials, trade secrets, technology and records to which access
is obtained hereunder by the Customer, and any materials provided by iS5Com to the Customer, but
does notinclude any data or information which: (a) is or becomes publicly available through no fault
of the Customer; (b) is already in the rightful possession of the Customer prior to its receipt from
iS5Com; (c) is already known to the Customer at the time of its disclosure to the Customer by iS5Com
and is not the subject of an obligation of confidence of any kind; (d) is independently developed by
the Customer; (e) is rightfully obtained by the Customer from a third party; (e) is disclosed with the
written consent of iS5Com; or (f) is disclosed pursuant to court order or other legal compulsion.

- “Customer” means the licensee of the iISSCom Software pursuant to the Contract.

- “iS5Com Documentation” means Documentation supplied by or on behalf of iSS5Com under
the Contract relating to the development, use, installation, implementation, integration,
configuration, operation, modification, maintenance or support of iS5Com Software, or
iS5Com Firmware.

- “iS5Com Firmware” means iS5Com Software in object code format that is embedded in
iS5Com Hardware.

- “iS5Com Hardware” means Hardware supplied by or on behalf of iS5Com under the Contract.

- “iS5Com Materials” means, collectively, the iS5Com Software and the iIS5Com Documenta-
tion.
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2)

“iS5Com Software” means Software supplied by or on behalf of iISSCom under the Contract.
For greater certainty, iS5Com Software shall include all operating Software for iS5Com Hard-
ware, and iS5Com Firmware.

“Documentation” means written instructions and manuals of a technical nature.
“EULA” means this End User License Agreement.

“Hardware” means hardware, mainframes, personal computers, servers, client/server
stations, network equipment, routers, semi-conductor chips, communication lines and other
equipment.

“Intellectual Property Rights” means any and all proprietary rights provided under: (i) patent
law; (ii) copyright law (including moral rights); (iii) trade-mark law; (iv) design patent or indus-
trial design law; (v) semi-conductor chip or mask work law; or (vi) any other statutory provi-
sion or common law principle applicable to this EULA, including trade secret law, which may
provide a right in either Hardware, Software, Documentation, Confidential Information,
ideas, formulae, algorithms, concepts, inventions, processes or know-how generally, or the
expression or use of such Hardware, Software, Documentation, Confidential Information,
ideas, formulae, algorithms, concepts, inventions, processes or know-how trade secret law;
any and all applications, registrations, licenses, sub-licenses, franchises, agreements or any
other evidence of a right in any of the foregoing; and all licenses and waivers and benefits of
waivers of the intellectual property rights set out herein, all future income and proceeds from
the intellectual property rights set out herein, and all rights to damages and profits by reason
of the infringement of any of the intellectual property rights set out herein.

“Software” means scripts, programs, macros, computer programs, application programming
and other interfaces, tools and other instructions and sets of instructions for hardware to
follow, including SQL and other query languages, hypertext markup language (“html”) and
other computer mark-up languages.

“Third Party License Terms” means additional terms and conditions that are applicable to
Third Party Software.

“Third Party Software” means Software owned by any third party, licensed to iS5Com and
sublicensed to the Customer.

“Update” means a supplemented or revised version of iS5Com Software which rectifies bugs
or makes minor changes or additions to the functionality of iS5Com Software and is desig-
nated by iS5Com as a higher release number from, for example, 6.06 to 6.07 or 6.1 to 6.2.

LICENSE

2.1 License Grant

The iS5Com hereby grants to the Customer, subject to any Third Party License Terms, a non-ex-
clusive, non-transferable, non-sublicensable right and licence to use iS5Com Materials solely
in object code format, solely for the Customer’s own business purposes, solely in accordance
with this EULA (including, for greater certainty, subject to Section 6.1 of this EULA) and the ap-
plicable iS5Com Documentation, and, in the case of iS5Com Firmware, solely on iS5Com Hard-
ware on which iS5Com Firmware was installed, provided that Customer may only install
iS5Com Software on such number of nodes expressly set out in the Contract.

2.2 License Restrictions

Vi
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Except as otherwise provided in Section 2.1 above, the Customer shall not: (a) copy iS5Com
Materials for any purpose, except for the sole purpose of making an archival or back-up copy;
(b) modify, translate or adapt the iS5Com Materials, or create derivative works based upon all
or part of such iS5Com Materials; (c) assign, transfer, loan, lease, distribute, export, transmit,
or sublicense iS5Com Materials to any other party; (d) use iS5Com Materials for service bu-
reau, rent, timeshare or similar purposes; (e) decompile, disassemble, decrypt, extract, or oth-
erwise reverse engineer, as applicable, iS5Com Software or iS5Com Hardware; (f) use iS5Com
Materials in a manner that uses or discloses the Confidential Information of iS5Com or a third
party without the authorization of such person; (g) permit third parties to use iS5Com Materi-
als in any way that would constitute breach of this EULA; or (h) otherwise use iS5Com Materi-
als except as expressly authorized herein.

2.3 Updates and Upgrades

The license granted hereunder shall apply to the latest version of iS5Com Materials provided

to the Customer as of the effective date of this EULA, and shall apply to any Updates and Up-
grades subsequently provided to the Customer by iS5Com pursuant to the terms of this EULA.

Customer shall only be provided with Updates and/or Upgrades if expressly set out in the Con-
tract.

2.4 Versions

In the event any Update or Upgrade includes an amended version of this EULA, Customer will
be required to agree to such amended version in order to use the applicable iS5Com Materials
and such amended EULA shall be deemed to amend the previously effective version of the EU-
LA.

2.5 Third Party Software

Customer shall comply with any Third Party License Terms.

3) OWNERSHIP

3.1 Intellectual Property

Notwithstanding any other provision of the Contract, iS5Com and the Customer agree that
iS5Com is and shall be the owner of all Intellectual Property Rights in iS5Com Materials and all
related modifications, enhancements, improvements and upgrades thereto, and that no pro-
prietary interests or title in or to the intellectual property in iS5Com Materials is transferred to
the Customer by this EULA. iS5Com reserves all rights not expressly granted to the Customer
under Section 2.1.

3.2 Firmware

iS5Com and the Customer agree that any and all iS5Com Firmware in or forming a part of
iS5Com Hardware is being licensed and not sold, and that the words “purchase,” “sell” or sim-
ilar or derivative words are understood and agreed to mean “license,” and that the word “Cus-
tomer” as used herein are understood and agreed to mean “licensee,” in each case in
connection with iS5Com Firmware.

3.3 Third Party Software
Certain of iS5Com Software provided by iS5Com may be Third Party Software owned by one or
more third parties and sublicensed to the Customer. Such third parties retain ownership of and

title to such Third Party Software, and may directly enforce the Customer’s obligations here-
under in order to protect their respective interests in such Third Party Software.

vii
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4)  CONFIDENTIALITY

4.1 Confidentiality

The Customer acknowledges that iS5Com Materials contain Confidential Information of
iS5Com and that disclosure of such Confidential Information to any third party could cause
great loss to iS5Com. The Customer agrees to limit access to iS5Com Materials to those em-
ployees or officers of the Customer who require access to use iS5Com Materials as permitted
by the Contract and this EULA and shall ensure that such employees or officers keep the Con-
fidential Information confidential and do not use it otherwise than in accordance with the Con-
tract and this EULA. The obligations set out in this Section 4 shall continue notwithstanding
the termination of the Contract or this EULA and shall only cease to apply with respect to such
part of the Confidential Information as is in, or passes into, the public domain (other than in
connection with the Customer’s breach of this EULA) or as the Customer can demonstrate was
disclosed to it by a third person who did not obtain such information directly or indirectly from
iS5Com.

4.2 Irreparable Harm

Without limiting any other rights or remedies available to iS5Com in law or in equity, the Cus-
tomer acknowledges and agrees that the breach by Customer of any of the provisions of this
EULA would cause serious and irreparable harm to iS5Com which could not adequately be
compensated for in damages and, in the event of a breach by the Customer of any of such pro-
visions, the Customer hereby consents to an injunction against it restraining it from any fur-
ther breach of such provisions.

4.3 Security

Any usernames, passwords and/or license keys (“Credentials”) provided to you by iS5Com
shall be maintained by the Customer and its representatives in strict confidence and shall not
be communicated to or used by any other persons. THE CUSTOMER SHALL BE RESPONSIBLE
FOR ALL USE OF CREDENTIALS, REGARDLESS OF THE IDENTITY OF THE PERSON(S) MAKING
SUCH USE, AND WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, IS5COM SHALL
HAVE NO RESPONSIBILITY OR LIABILITY IN CONNECTION WITH ANY UNAUTHORIZED USE OF
CREDENTIALS.

5)  LIMITATION OF LIABILITY

5.1 Disclaimer

EXCEPT FOR THE EXPRESS WARRANTIES MADE BY IS5COM IN THE CONTRACT, (A) ISSCOM
MAKES NO AND HEREBY EXPRESSLY DISCLAIMS, AND THE PARTIES HERETO HEREBY EXPRESS-
LY WAIVE AND EXCLUDE TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAWS, AND THE
CUSTOMER AGREES NOT TO SEEK OR CLAIM ANY BENEFIT THEREOF, IN EACH CASE, ALL WAR-
RANTIES, CONDITIONS, REPRESENTATIONS OR INDUCEMENTS (AND THERE ARE NO OTHER
WARRANTIES, CONDITIONS, REPRESENTATIONS OR INDUCEMENTS, ORAL OR WRITTEN, EX-
PRESS OR IMPLIED, STATUTORY OR OTHERWISE, OF ANY KIND WHATSOEVER SET OUT HERE-
IN) WITH RESPECT TO THE ISS5COM MATERIALS, INCLUDING AS TO THEIR MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE, DESIGN OR CONDITION, COMPLIANCE WITH THE
REQUIREMENTS OF ANY APPLICABLE LAWS, CONTRACT OR SPECIFICATION, NON- INFRINGE-
MENT OF THE RIGHTS OF OTHERS, ABSENCE OF LATENT DEFECTS, OR AS TO THE ABILITY OF
THE IS5COM MATERIALS TO MEET CUSTOMER’S REQUIREMENTS OR TO OPERATE OF ERROR

viii
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FREE; AND (B) THE IS5COM MATERIALS ARE PROVIDED “AS IS” WITHOUT WARRANTY OR
CONDITION OF ANY KIND.

5.2 Limitation of Liability

EXCEPT AS EXPRESSLY PROVIDED IN THE CONTRACT, IN NO EVENT SHALL IS5COM BE LIABLE
TO THE CUSTOMER OR ANY THIRD PARTY FOR ANY DIRECT, INDIRECT, SPECIAL OR CONSE-
QUENTIAL DAMAGES ARISING UNDER OR IN CONNECTION WITH THIS EULA EVEN IF ADVISE
OF THE POSSIBILITY THEREOF. THIS LIMITATION SHALL APPLY IRRESPECTIVE OF THE NATURE
OF THE CAUSE OF ACTION, DEMAND OR CLAIM, INCLUDING BREACH OF CONTRACT, NEGLI-
GENCE, TORT ORANY OTHER LEGAL THEORY, AND SHALL SURVIVE A FUNDAMENTAL BREACH
OR BREACHES AND/OR FAILURE OF THE ESSENTIAL PURPOSE OF THIS EULA.

6) TERM

6.1 Term

Customer’s right to use iS5Com Materials shall terminate at such time as set out in the Con-
tract or upon termination or expiration of the Contract, in each case at which time this EULA
shall be deemed to terminate.

6.2 Survival
Each of Sections 1, 2.4, 3, 4, 5, 6.2, and 7 shall survive termination of the EULA.

7)  MISCELLANEOUS

7.1 Miscellaneous

This EULA is (together with, as applicable, any click-wrap license agreement or Third Party Li-
cense Terms pertaining to the use of iS5Com Materials) the entire agreement between the
Customer and iS5Com pertaining to the Customer’s right to access and use iS5Com Materials,
and supersedes all prior or collateral oral or written representations or agreements related
thereto. Notwithstanding anything to the contrary contained in the Contract, to the extent of
any inconsistency between this EULA and the Contract, or any such applicable click-wrap
agreement, this EULA shall take precedence over the Contract and such click- wrap agree-
ment. In the event that one or more of the provisions is found to be illegal or unenforceable,
this EULA shall not be rendered inoperative but the remaining provisions shall continue in full
force and effect. The parties expressly disclaim the application of the United Nations Conven-
tion for the International Sale of Goods. This EULA shall be governed by the laws of the Prov-
ince of Ontario, Canada, and federal laws of Canada applicable therein. In giving effect to this
EULA, neither party will be or be deemed an agent of the other for any purpose and their re-
lationship in law to the other will be that of independent contractors. Any waiver of any terms
or conditions of this EULA: (a) will be effective only if in writing and signed by the party grant-
ing such waiver, and (b) shall be effective only in the specific instance and for the specific pur-
pose for which it has been given and shall not be deemed or constitute a waiver of any other
provisions (whether or not similar) nor shall such waiver constitute a continuing waiver unless
otherwise expressly provided. The failure of either party to exercise, and any delay in exercis-
ing, any of its rights hereunder, in whole or in part, shall not constitute or be deemed a waiver
or forfeiture of such rights, neither in the specific instance nor on a continuing basis. No single
or partial exercise of any such right shall preclude any other or further exercise of such right
or the exercise of any other right. Customer shall not assign or transfer this EULA or any of its
rights or obligations hereunder, in whole or in part, without the prior written consent of
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iS5Com. The division of this EULA into sections and the insertion of headings are for conve-
nience of reference only and shall not affect the construction or interpretation of this EULA.
References herein to Sections are to sections of this Agreement. Where the word “include”,
“includes” or “including” is used in this EULA, it means “include”, “includes” or “including”, in
each case, “without limitation”. All remedies provided for iS5Com under this EULA are non-ex-
clusive and are in addition, and without prejudice, to any other rights as may be available to
of iS5Com, whether in law or equity. By electing to pursue a remedy, of iS5Com does not waive
its right to pursue any other available remedies. The parties acknowledge that they have re-
quired this Agreement to be written in English. Les parties aux présentes reconnaissent

qu’elles ont exigé que la présente entente soit rédigée en anglais.
7.2 Subject to Change

Terms and Conditions are subject to change. For the latest information please visit:
https.//is5com.com/terms-and-conditions/
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Introduction

1. Introduction

This document is designed to provide users with the web pages' information required to configure the
switch through the CLI. All CLI configurations and statistics related pages are illustrated with field descrip-
tions and additional information to help the end user.

This document is designed to provide users with the information required to configure the product
through the CLI. All configurations and statistics related pages are illustrated with field descriptions and
additional information to help the end user.

1.1. Scope

This document explains in detail all web screens and fields for the CLI.

This document explains in detail all commands and fields for the CL/. It does not include the details of the
HTTP server architecture, backend processing of web screens, or the protocol details.

Convention Usage DESCRIPTION
Font as shown Syntax of the CL/ configure
command terminal

1.2. Qualification of Users

This section describes who should be using the switch.

This document describes in detail the Command Line Interface (CLI) commands supported by the
RAPTOR

The use of products described in this user manual is oriented exclusively to:

J Qualified electricians or persons instructed by them. The users must be familiar with the relevant
safety concepts of automation technology as well as applicable standards and other regulations.

. Qualified application programmers, software engineers and industrial information technology (IT)
engineers. The users must be familiar with the relevant safety concepts of automation technology
as well as applicable standards and other regulations.
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Product Changes

Changes or modifications to hardware and core software of the device are not permitted. Incorrect oper-
ation or modifications to the device can endanger your safety or damage the device. Do not repair the
device yourself. If the device is defective please contact iISSCom.

Copyright

This document was created with content and permission of Phoenix Contact GmbH. (© 2023 PHOENIX
CONTACT GMBH, ALL RIGHTS RESERVED).

Overview

The RAPTOR switch is an intelligent Ethernet Switch that supports L2/L3 switching and routing on a single
platform, provides the basic bridging functionality and also offers advanced features such as link aggre-
gation, multicast control, security, Peer to Peer precision timing and Network Access Control. It has a
simplified user interface which allows easy configuration and monitoring with a Web-based graphical
user interface or Command Line Interface (CLI). The CLI is a text-based interface used for entering
commands.

Documentation purpose/scope and switch access limitations

This document describes in detail the command line interface (CLI) commands supported by the RAPTOR
It is intended to be a reference manual for users and system administrators who will configure using CLI.
This document details all base CLI commands provided by its software. Additional characteristics of the
functions are noted in the web Ul manual. Simultaneous access to the switch is switch limited to one SSH,
one Telnet, and two web sessions.

1.3. CLI Document Convention

This section describes the CLI document convention.

CLI commands presentation will follow this CLI Document Convention. To provide a consistent user expe-
rience, this CL/ document convention adhere to the Industry Standard CL/ syntax. The font & format is
also updated to show DITA / Structured Framemaker 2019 layout.

Conventio

n Usage DESCRIPTION
Font as Syntax of the CLIcommand | configure terminal
shown
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Conventio
n Usage DESCRIPTION
<> Parameter inside the <integer
brackets < > indicate the (100-1000) >
Input fields of syntax
[] Parameter inside [ ] show split-horizon
indicate optional fields of [all]
syntax
{1} Grouping parameters in ip address
the syntax <ip-address>
[secondary {node0
nodel} ]
Separating grouped set http
parameters in the syntax authentication-sche
me {default| basic|
digest}
Font & Example & CLI command iSS5Comm# show
format as outputs split-horizon interface 1
shown Ingress Port
VlianId
StorageType
Egress List
Gio/1
Volatile
Gi0/2,Gi0/3,Gi0
/6
Note Notes NOTE: All commands are
case-sensitive

1.4. Keyboard Conventions and Shortcuts

Keyboard shortcuts are shown in this section.

Some Keyboard Conventions and Shortcuts are as shown below:

. Up Arrow / Down Arrow—displays the previously executed command.

J Backspace / Ctrl + H—removes a single character.
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. TAB—completes a command without typing the full word.
. Alt + V—pastes content.

] Alt + C—copies content.

) Left Arrow / Right Arrow—traverses the current line.

J g—aborts long running text output.
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Command Line Interface

2. Command Line Interface

This chapter explains how to access Command Line Interface (CL/) for the switch and elaborates on the
different CLI command modes. It also gives guidelines on context sensitive help.

The CLI can be used to configure switch from a console terminal connected to the serial port of the switch
or from a remote terminal using TELNET.

The CLI supports a simple login authentication mechanism. The authentication is based on a username
and password provided by the user during login. The user "admin" is created by default with password
"admin".

NOTE: A new user can be created, or an existing user can be deleted, and the own password or password
of the other users can be modified, only if login as a admin.

When login process is started, the username and password have to be given at the login prompt to access
the CL/ shell:

iS5Comm Login: admin
Password: admin
1S5Comm#

The Privileged Exec is now available for the user. The next section provides a detailed description of the
various modes available for the switch.

CLI commands are also case sensitive.

CLI commands will be successful only if the dependencies are satisfied for a particular command that is
issued. The general dependency is that the module specific commands are available only when the
respective module is ‘enabled’ or they are used only in the suitable mode. Appropriate error messages
will be displayed if the dependencies are not satisfied.

2.1. Context-Sensitive Help

The switch’s CLI framework offers context-sensitive help. The user can type a question mark (?) anytime
during a session to get help. The help can be invoked in several ways. It is not displayed as a whole and
is available only for the specific token from where it is invoked

Examples of possible scenarios are given below.

When a user types a character followed immediately by a question mark (?), this displays the current
possible tokens without a help string.
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iS5Comm(config)# service?

dhcp related configuration
dhcp-relay DHCP relay related configuration
dhcp-server DHCP server related configuration

Some of the basic concepts implemented for context-sensitive help are:

. The next possible tokens are listed only in the lexical order and not in the order as available in the
syntax or command structure.

] All possible tokens are listed along with the help string, even though the command is ambiguous.
Any ambiguous command and value range errors are taken care only during the execution of the
command.

. The help tokens provided within <> brackets denote that the user should input values of specified
format. For example, <string(32)> represents that the user should input a string of size varying from
1to 32.

. The help tokens provided within () brackets denotes that the user should input only the values
represented. For example, (1-4094) represents that the user should input value within the
mentioned range alone.

. The format is directly provided as help token for some non-keyword such as IP address, IP mask,
MAC address and so on. For example, aa:aa:aa:aa:aa:aa represents that a MAC address of this
Format should be provided.

. Only the most commonly used format is provided as help token for some non-keywords such as
IPv6 address. But the command supports most of the valid formats. For example, AAAA::BBBB
represents the IPv6 address, but the command will accept the format AAAA:B::BBBB.

. The help token <CR> along with help string explaining the operation of the command is displayed
if the command can be executed at that point (errors are handled only during the execution).

2.2. CLI Command Modes

Depending on the CLI mode, iIS5Comm prompt will be specific. This cannot be changed by the end user.
For example, when the command mode is Global Configuration, the prompt display will be
iS5Comm (confiqg) #.

The Hierarchical structure of the command modes is shown below. See them in the figure below.

Figure 1: CLI Command Modes
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User EXEC
iS5comm =

¥

Privileged
EXEC
iS5comm #

h 4

Global
Configuration
iSScomm{config)#

hJ

i J

Y

Interface
Configuration
isscommyconfig-ifl#

Router
Configuration
isscomm(config-
router)#

Line Configuration
isscommyiconfig-
line)#




CHAPTER 2

CLI CommAND MODES
COMMAND LINE INTERFACE

User Exec Mode

Prompt Access method Exit Method
This is the initial mode to logout
iS5Comm | start a session.
>
Privileged Exec Mode
Prompt Access method Exit Method
The User EXEC mode To return from the
iS5Comm | command enableisused | Privileged EXEC mode to
# to enter the Privileged User EXEC mode, the

EXEC Mode

command disableiis
used.

Global Configuration Mode

Exit
Prompt Access method Method
The Privileged EXEC mode | To return
iS5Comm | command configure from the
(config | terminalisusedtoenter | Global
) # the Global Configuration Configuratio
Mode. n Mode to
Privileged
Mode, the
command
exitis
used.
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Interface Configuration Mode

terface-id>isused to
enter the Interface
Configuration Mode.

Prompt Access method Exit Method
The Global Configuration To return from the
iS5Comm | mode command Interface Configuration
(config | interface mode to Global
-if)# <interface-type><in | Configuration Mode, the

command exit isused. To
exit from the Interface
Configuration mode to
Privileged EXEC Mode, the
command end is used.

Port Channel Interface Configuration

Prompt

Access method

Exit Method

1S5Comm
(config
-1f) #

The Global Configuration
mode command
interface port
<port channel-id>is
used to enter the Port
Channel Interface
Configuration Mode.

To return from the Port
Channel Interface
Configuration mode to
Global Configuration
Mode, the command exit
is used. To exit from the
Port Channel Interface
Configuration mode to
Privileged EXEC Mode, the
command end is used.

VLAN Interface Configuration Mode

Prompt Access method Exit Method
The Global Configuration To return from the VLAN
iS5Comm | mode command Interface Configuration
(config | interface vlan mode to Global
-if) # <vlan id>isusedto Configuration Mode, the

enter the Port Channel
Interface Configuration
Mode.

command exit isused. To
exit from the VLAN
Interface Configuration
mode to Privileged EXEC
Mode, the command end
is used.
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UFD Configuration Mode

Prompt

Access method

Exit Method

iS5Comm
(config
-1f) #

The Global Configuration
mode command ufd
group <group-id
(1-65535) > is used to
enter the UFD Interface
Configuration Mode.

To return from the UFD
Configuration mode to
Global Configuration
Mode, the command exit
is used. To exit from the
UFD Configuration mode
to Privileged EXEC Mode,
the command end is used.

Privilege Levels and Command Access

The following table will list out the commands available for the different user levels in Privileged and User

Exec levels.
First
Para | Gue Adm
Command m st | Tech in Description
archive dow X X Downloads software image
nloa
d-sw
clear Clears the specified
parameters
alar | x X X Alarm related information
m
au- X X X Address update messages
mes related information
sage
cfa X X X CFA module related
information
inter | x X X Protocol specific
face configuration of the
S interface
met | X X X Specific configuration for
er-st meter
ats
poe | X X X PoE related configuration

10
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First
Para | Gue Adm
Command m st | Tech in Description
scre | X X X Screen information
en
ip X X IP related configuration
line X X Configures line information
logs X X Log information
prot X X Clears the specified
ocol protocol counters
span X X Spanning tree related
ning configuration
-tree
tcp X X TCP related configuration
clock set X X Sets the system clock value
config-rest Configures the restore
ore option
flash X X File in flash to be used for
restoration
nore X X No configuration restore
stor
e
rem X X Remote location
ote configuration
configure term X X Configures the terminal
inal
copy X X Various copy options
debug Configures trace for the
protocol
ip X X X IP related configuration
sho | x X X Show mempool status
w
sntp | x X X SNTP related configuration

11
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First
Para | Gue Adm
Command m st | Tech in Description

cryp X X Crypto related information

to

cybs X X Cybsec related information

ec

dotl X X PNAC related configuration

X

ethe X X Etherchannel related

rcha information

nnel

fire X X Firewall related

wall configuration

garp X X GARP related configuration

inter X X Configures trace for the

face interface management

lacp X X LACP related configuration

lldp X X LLDP related configuration

Ins X X LCD notification server

nat X X Network Address
Translation related
configuration

np X X NPAPI configuration

ptp X X Precision time protocol
related configuration

gos X X QOS related configuration

secu X X Security related

rity configuration

span X X Spanning tree related

ning protocol configuration

-tree

ssh X X SSH related configuration

12
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First
Para | Gue Adm
Command m st | Tech in Description
tac X X Transmission and
m admission control related
configuration
vlan X X VLAN related configuration
display X Display firewall rules
firewall
rules
dotlx clear | x X X Clear dot1x configuration
initi X X State machine and fresh
alize authentication
configuration
re-a X X Re-authentication
uthe
ntica
te
dump Display memory content
from the given memory
location
me X X Dump memory
m
que X X Show the queue related
information
sem X X Show the semaphore
related information
task X X Show the task related
information
egress X X
bridge
end X X Exit to the privileged Exec
(#) mode
erase X X Clears the contents of the
startup configuration
exit X X X Logout

13
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First
Para | Gue Adm
Command m st | Tech in Description
factory X Reset to factory default
reset configuration
factory user X Reset all users on switch
reset s
firmware X X Upgrades firmware
generate tech X X Generate the tech report
of various system
resources and protocol
states for debugging
help X X X Displays help for
commands
ip igm | x X X Clears the IGMP snooping
p statistics
sSnoo
ping
clear
coun
ters
clear X X Clear operation
coun
ters
dhc X X DHCP related configuration
p
pim X X PIM related configuration
ssh X X SSH related information
listuser X X List the user, mode and
groups
lock X X Lock the console
logout X X X Logout
memtrace X X Configures memtrace
mst

14
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First
Para | Gue Adm
Command m st | Tech in Description
insta X X Enables and disables the
nce- multiple STP.
port
-ma
ppin
g
no ip IP related information
dhc X X DHCP related configuration
Y
ssh X X SSH related information
no debug Configures trace for the
module
ip X X X Stops debugging on IGMP
or PIM
sntp | x X X Stops debugging on SNTP
related configurations
addi X X Stops debugging for other
tion options
al
opti
ons..
ping
AB. | x X X Ping host
C.D
ip X X X Ping host
dns
host
nam
e
ip X X X Ping host
A.B.
C.D

15
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First
Para | Gue Adm
Command m st | Tech in Description
readarpfro | A.B. X X Reads the arp for the given
mHardwar | C.D IP
eip
readregist X X Reads the value of the
er register from the hardware
release X X Performs release
dhcp operation
reload X X Restarts the switch
renew X X Performs renew operation
dhcp
run script X X Runs CLI commands
shell X Shell to Linux prompt
show X X X Shows configuration or
information
sleep X X X Puts the command prompt
to sleep
ssl X Configures secure sockets
layer related parameters
snmpwalk Allows the user to view
mib Management Information
Base related configuration.
nam | x X X
e
oid X X X
traceroute Traces route to the
destination IP
A.B. X X
C.D
traffic
en X X Traffic generation
command

16
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First
Para | Gue Adm
Command m st | Tech in Description
write X X Writes the running-config

to a flash file

writeregist X X writes in the specified
er register

Configuration Terminal Access

The Guest user level does not have access to the configuration terminal.
The Administration level has access to all commands in the configuration terminal.

The Technical level has access to all commands in the configuration terminal with the following excep-
tions listed below.

J bridge-mode

2.3. Stopping Long Running Commands

Some CLI commands generate a long series of screen output. Typing ‘q” will abort this text and quickly
return the user to the command prompt.

This section will describe how to manage the text flow for commands that generate screens worth of text
output. Examples will be provided using the show running-config command.

When a command generates more than one screen worth of text, the user will be prompted to advance
the screen when the following text appears --More--.

iS5Comm# show running-config

#Building configuration...!!

syslog localstorage

syslog relay

syslog filename-one "syslog.log"

logging local flash emergencies file syslog.log
logging local flash alerts file syslog.log
!

!

ip pim component 1

!

set gvrp disable

set gmrp disable

17



STOPPING LONG RUNNING COMMANDS

CHAPTER 2 COMMAND LINE INTERFACE

spanning-tree mode rst

interface gigabitethernet 0/1
|

interface gigabitethernet 0/2
|

interface gigabitethernet 0/3
|

interface gigabitethernet 0/4
--More--

In order to advance the text the user should hit the spacebar.

If the user would like to stop the text from scrolling and abort the output from the command, the user
should type q.

Typing g will return the user to the prompt.

18
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System Commands

3. System Commands

The System Commands are the commands used to manage access permissions, mode access, and
terminal configuration.

3.1. help

To display a brief description for any given command, use the help command in the mode where
command is used.

help

help [<command>]

Parameters
Parameter Type Description
<command> Enter the name for the particular command for which help should
be displayed. To display help description for commands with more
than one word, do not provide any space between the words. The
examples below show how help command is used in any of the
modes.
Mode
Any Mode
Examples
iSS5Comm# help configure terminal
EXEC commands
configure terminal
[Desc]: Enter configuration mode.

19
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iSS5Comm(config)# help interface
CONFIGURE commands

interface range { <interface-type> <slot/port-port> | vlan <vlan-id
(1-4094)>- <vlan-id (1-4094)>} [Desc]: Selects the range of L2 and IVR
interfaces to be configured interface {mgmt0 | vlan <vlan-id/vfi-id>
[switch <switch-name>] | port-channel<port-channel-id (1-65535)> | tunnel
<tunnel-id (0-128)> | <interface-type> <interface-id> | linuxvlan
<interface-name> | loopback <interface-id (0-100)> | ppp<l-128> | pw
<interface-id (1-65535)> | ac <integer (1-65535)>| s-channel <integer
(1-65535) >}

[Desc]: Select an interface to configure.

iIS5Comm(config-crypto-map)# help setipvbpeer

VPN commands

set ipvb6 peer <peer-ipv6 address>

[Desc]: This IPv6 address is the destination address in the packet
during authentication and encryption of outbound datagrams.

3.2. clear screen

To clear all contents from the screen, use the clear screen command in any mode.

clear screen

Mode

Any Mode

3.3. configure terminal

To enter Global Configuration Mode, use the configure terminal command in Privileged EXEC Mode.

configure terminal

Mode

Privileged EXEC Mode
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Examples

iISS5Comm# configure terminal

iS5Comm(config)#

3.4. listuser

To list the user modes and privilige levels, use the command listuser in Privileged EXEC Mode.

listuser

Mode

Privileged EXEC Mode

Examples

iSSCommtt listuser

USER MODE PRIVILEGE

root / 16

admin / 15

guest / 1
3.5. lock

To lock the CLI console, use the lock command in Privileged EXEC Mode. The command allows the
user/system administrator to lock the console to prevent unauthorized users from gaining access to the
CLI command shell. Enter the login password to release the console lock and access the CLI command
shell.

lock

Mode

Privileged EXEC Mode

Examples

iSSComm # lock
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3.6. username

To create a user and sets the password and the privilege level for the user, use the username command
in Global Configuration Mode. The no form of the command deletes the specified user.

username
username <user-name> {password [0 | 7 | LINE} <passwd>}

[privilege {<1-15 | tech | guest}] {confirm-password [0 | 7 | LINE]
<passwd>}

[status {enable | disable}]

no username

no username <user—-name>
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Parameters
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Parameter | Type Description
Specify the login user name to be created. It
<user-na must be a a minimum of 8 and maximum of 64
me> characters.

. An user name is allowed to have any print-
able ASCll character (range 33-126) except
colon character.

Dec Hex Name char Ctrl-char [Dec Hex Char [Dec Hex Cha

0 0 Kl HUL CTRL-@ J39 i rarclfd 4 @

1 1 Statofheadng S0 CTRL-A §33 21 | # A 3
2 2 Start of text STX CTRL-B Q34 22 " 2 B b
3 3 Endoftedt B CTRLC 35 23 4 & C ¢
4 4 End of umit EOT CTRL-D R3& 24 ¢ “ 0 d
5 5 Enqury END CTRLE Q37 25 % 4% E ]
6 GO Ackrowledge ACK CTRLF Qg8 26 & # F f
7 7 Bal BEL CTRL-G Q38 27 ° 4 6 ]
B 8 Bakspae B5 CTRLH Q40 28 | & W h
9 9 Horizored tab HT CTRL-l Q41 29 ) LI |
10 04 Line fesd LF CTRL-) Q42 28 * 4] ]
1L 08 Vrtica tab VToCTRLK 4B B 4 @ K k
12 0C Form feed FF  CTRLL Q44 2C € L |
13 00 Carriage feed CR  CTRL-M Q§48 20 40 M Ml
14 (€ Shift out S0 CTRL-N Q46 26 . £ N n
15 OF Shitin S1 CTRLO Q%7 2F |/ # 0 ]
16 10 Datalineescape OLE CTRLP §48 30 O QP ]
17 11 Devicecontral L DCI CTRLQ §49 31 1 51 Q q
18 12 Devicecontrol2 DC2 CTRL-R gS0 32 2 %2 R f
190 13 Devicecontrl 2 DC3 CTRLS 5L 33 3 8§ H
20 14 Devicecontrold  DC4 CTRL-T BS2 34 4 T t
21 15 Negacknowledpe MaK CTRLU J53 35 § s U u
22 16 Synchronouside  SYN CTRLY g4 36 6 % v ¥
23 17 Endof xmitblock ETE CTRL-W QS8 37 7 5 W W
24 18 Cancel CAN CTRL-x J§56 38 8 | X %
25 19 Endof medium EM CTRL-Y Q57 39 4@ L ¥
26 14 Subshtute SUB CTRL-Z g58 34 4 Z 2
27 10 Escape ESC CTRL[ 59 38 ; 58 | {
28 IC  File separdtor F§  CTRL Q60 3¢ < %\ |
20 10 Groupseparator G5 CTRL] f61 30 = 50 ) }
30 IE Recordseparator RS CTRL~ Q62 E » ® ~ [
31 IF Unit separator 95 CTRL- 63 ? F

Usernames are allowed to have special

chara

cters. All printable characters are

supported except the following:

Colon(:)—this is because colon is
used as a delimiter in the usersfile. A
username with colon character will
affect the parsing of the users file and
corrupt the database.

Single(') and Doubt Quote(“)—this is
an escape sequence character which
shall not be parsed by the implemen-
tation

Backslash(\)—this is an escape
sequence character which shall not
be parsed by the implementation

Semi-Colon(;)
Pipe(])

Question mark(?)
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Parameter

Type

Description

<user—-na
me> (cont)

NOTE: a factory reset must be performed in order
to downgrade from a version that supports 64
character username to a version that supports
only 20 characters. Without the reset, if there
was a username configured with greater than 20
characters, post downgrade the version would
crash.

password

Specifies the password to be entered by the
user to login to the system, and password
encryption to be used. The password parameter
is made a mandatory parameter when creating
a new user. The size password entered must be
a a minimum of 8 and maximum of 20
characters containing at least one uppercase,
one lowercase, one number and one special
character.

The password encryption options are as follows:

Inte
ger

Uses an unencrypted password.

Inte
ger

Uses a hidden password.

LINE

Uses the Line password; This feature is currently
not supported

<passwd>

Enter a password. The size of password entered
must be a minimum of 8 and maximum of 64
characters.

privileg
e <1-15>

inte
ger

Applies restriction to the user for accessing the
CLI commands. This values ranges between 1
and 15. For example, a user ID configured with
privilege level s 4 can access only the commands
having privilege ID lesser than or equal to 4.

tech

Specifies an user type technician (privilege 7).

guest

Specifies an user with guest privileges.

confirm-
password

Specifies the password to be entered by the
user to login to the system, and password
encryption to be used. The password encryption
options are as follows:
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Parameter | Type Description
0 Inte | Uses the unencrypted password
ger
7 Inte | Uses the hidden password
ger
LINE Uses the Line password; This feature is currently
not supported
<passwd> Enter the confirmation password.
status Specifies the status of the user name.
enable Enables the user name.
disable Disables the user name.
Mode

Global Configuration Mode

Prerequisites

Only the root user can create new users using this command.

When a new users are created, the user can login with any username and the respective password.

Privilege ID is set as zero for all show commands and is set as 15 for all configuration commands, in
the def files. Root users can access all commands and other users can access only the show
commands. Users can change the privilege IDs of the commands in the def file to customize and
segregate the commands as per the needs

Examples

iIS5Comm (config)# username products password Prod@1234 privilege 15

NOTE: The user products are created with the privilege level 15. Hence, the user will be visible to view all
commands.

iIS5Comm (config)# username support password Supp@123 privilege 1

NOTE: The user support is created with the privilege level 1. Hence, the user will be visible to view only

the below commands.

Show - Show commands related to all features.

Enable - Enables the privilege level.

Exit
Logout
Clear
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. Debug
. No Debug

3.7. enable password

To enable privilege level for the password, use the command enable password in Global Configuration
Mode. The no form of the command disables the password or privilege level for the password.

enable password

enable password level < 1 | 7 | 15 > <password (20)>

no enable password

no enable password level < 1 | 7 | 15 >

27



ENABLE PASSWORD

CHAPTER 3 SYSTEM COMMANDS
Parameters
Parameter Type Description
level Specify level related configuration. There
3 predefined levels of privilege as shown
by the parameters below:
1 Integer | Guest
7 Integer | Tech
15 Integer | Admin
String Specify the password to be enabled.The

<password (
20) >

size of password entered must be a
maximum of 20 characters. It should
follow password configuration
conventions. It should contain at least one
uppercase, one lowercase, one number
and one special character. Privilege level
related configuration

NOTE: CLI framework does not allow the
following characters/strings to be used in
passwords

stitute SUB8 CTRL-Z
e ESC CTRL-[
separator FS CTRL-\

Lip Separ stor GS CTRL-)
prd separator RS CTRL-™
Separakor us CTRL~

° l?l (9] I|I Il||ll
A . ’? .
ne Char Ctrl-char |Dec Hex Char |Dec Hex Char|Dec
NUL CTRL-® Space |8 0 ®
[t of heading S04  CTRL-A 41 A
It of bext STX CTRL-B 42 B
of text ETX CTRL-C 43 C
of xmit EOT CTRL-D “4 D
|y ENQ CTRL-E 9% E
fowlados ACY CTRLF 4% F
BEL CTRL-G 47 G
(SPace BS CTRL-H 48 H
2ortal tab HT CTRL-1 ® 1
fead LF CTRL-) 44 )
ical tab VT  CTRL-K 48 K
n feed FF CTRLL 4C L
i age feed CR  CTRL-M 40 M
£ out S0 CTRL-N ; € N
£in sl CTRL-O / % 0
B line escape DLE CTRL-P 0 0 P
ce contral 1 0C1 CTRL-Q 1 51 Q
ce contral 2 DC2 CTRL-R 2 2 R
ce contral 3 DC3 CTRL-S 3 a8 s
ce control 4 DC+  CTRL-T 4 4 T
acknowledoe  NAK  CTRLU S s v
chronous ide SYN CTRL-V 6 % VvV
of xmit flock ETB  CTRL-W 7 57 W
el CAMN CTRL-X 8 o X
of medium EM  CTRL-Y 9 %9 Y
. sa z
S8 |
5\
S0 ]
€ -~
- g
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Mode

Global Configuration Mode

Prerequisites

. Only the root user can enable the password for any other blocked user using this command

. This command allows the root user to enable a password for other users to access the commands
in the specified privilege level. The other users can access commands in the privilege level using the
password enabled for that level.

Examples

iS5Comm (config)# enable password level 1 Ad@1231
1. Switch-3(config)# snmp user user! auth sha Abcd1234!@ priv DES Abcd1234!@

Switch-3(config)# snmp user user2 auth sha Abcd1234!1#%% priv DES Abcd123411#8%

% Invalid token at input

2. Switch-3(config)# snmp user user2 auth sha Abed1234!@#8% M &()_+{}|:":'<> priv DES Abed1234!@u5% &) +{}]:"; <>
% Invalid Command
% Invalid Command

% Invalid Command

3. Switch-3(config)# snmp user user3 auth sha ZXvbngh!@#3% " &*()-+={[I\|;:"", <>./?
% Invalid Command

Switch-3(config)# snmp user user3 auth sha ZXvbngh!@#5% " 804 ()_-+ ={[[P\[»". <=./?

% Invalid Command

4, Switch-3(config)# snmp user user3 auth sha ZXvhngh!@#$% M 8*()_-+={[IN\;:"", <=/~ oriv DES Divengh!@#S% 8> ()_-+={[I1N\|3:"", ./~
% Invalid Command
% Invalid Command

Switch-3(config)#

5.Switch-3(config)# snmp user user3 auth sha test!@#$%8()_- +={[J}\| priv DES test! @%5% "&()_-+={[1N\|
% Invalid Command

NOTE: As we can see from the examples above, the characters not to be used are marked in red.

3.8. alias

To replace a given token / command by a string, use the alias command in Global Configuration Mode.
The no form of the command removes the alias created for the given string.
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alias

alias {interface | configure} <alias-name> <token to be replaced> | token

no alias

no alias <alias—-name>

Parameters
Parameter Type Description
interface Enter for Interface Mode commands
configure Enter for Global Mode commands
<alias-name> String Enter abbreviated/short form string
to be used.
<token to be String Enter command for which alias name
replaced> should be configured. <max 10
tokens>
token Specify the token for which alias
name should be configured.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# alias int interface
iIS5Comm(config)# alias config ct configure terminal
iIS5Comm(config)# exit

iIS5Commi# show aliases
ct -> configure terminal

int -> interface
iS5Comm(config)# exit
iIS5Comm(config)# no alias ct
iS5Comm(config)# exit

iSSCommit show aliases

int -> interface
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3.9. access-list

To create an IP access-list and specify packets to be forwarded depending on associated parameters,
trigger provisioning of active filter rules to hardware based on configured priority, or configure the provi-
sion mode for the access list, use the command access-list in Global Configuration Mode. The no form of
the command deletes the IP access-list with a specified access-list number.

access-list

access-list <access list> {permit | deny} {any | host <ucast addr> |
A.B.C.D(<ucast addr>) <ip mask>} |

commit |
provision mode {consolidated | immediate}
no access-list

no access-list <access list>
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Parameters
Parameter Type Description
<access list> Enter an access list number- a
number from 1 to 65535.
permit Permits access if conditions are
matched
deny Deny access if conditions are
matched
any Enter to permit or deny packets from
all addresses
host Permits or denies packets from the
source
<ucast addr> A.B.C.D | Enter unicast IP address of the source
A.B.C.D A.B.C.D | Enter unicast IP address of the
<ucast addr> destination
<ip mask> A.B.C.D | Enter IP mask of the destination

commit

Specify to trigger provisioning of
active filter rules to hardware based
on configured priority. This command
is applicable only when provision
mode is consolidated. Traffic flow
would be impacted when filter-rules
are reprogrammed to hardware

provision
mode

Enter to specify provisioning mode

consolidated

Enter to specify consolidated
provisioning mode. When the
provision mode is set to
consolidated, the active filter rules
are programmed to the hardware
based on configured priority only
when a commit trigger is issued.

immediate

Enter to specify immediate
provisioning mode. In the immediate
mode, the active filter rules are
programmed immediately in the
order of creation.
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Mode

Global Configuration Mode

Examples

iS5Comm(config)# access-list 2 permit any
iIS5Comm(config)# access-list provision mode consolidated
iS5Comm(config)# access-list commit

iS5Comm(config)# no access-list 2

3.10. exec-timeout

To set time (in seconds) for EXEC line disconnection with a value ranging from 1 to 18000 seconds, use
the exec-timeout command in Line Configuration Mode. The no form of the command resets the EXEC
timeout to its default value of 1800 seconds.

exec-timeout

exec-timeout <integer (1-18000)>

no exec-timeout

Parameters
Parameter Type Description
<integer Integer | Enter time (in seconds) for EXEC line
(1-18000) > disconnection. This value ranges from 1 to
18000 seconds.
Mode

Line Configuration Mode

Default

Integer - 18000 seconds

Examples

iSS5Comm# configure terminal
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iS5Comm(config)# line console
iIS5Comm(config-line)# exec-timeout 18000
iS5Comm(config-line)# end

iSSComm#t

3.11. logout

To exit from Privileged EXEC/ User EXEC mode to iS5Comm login prompt in case of console session, use
the logout command in Privileged EXEC/ User EXEC Mode. In case of a Telnet session, this command
terminates the session.

logout

Mode

Privileged EXEC/ User EXEC Mode

Examples

iS5Comm # logout

TT55H X

| Server disconnected with message "‘Connection Closed’

iS5Comm login:

3.12. end

To exit from the current mode to the Privileged EXEC mode, use the end command in all modes.
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end

Mode

All modes

Examples

iIS5Comm(config-if)# end
iS5Commit:
iS5Comm(config)# end
iS5Comm#t:

3.13. exit

To exit from the current mode and revert to the mode used prior to this mode, use the exit command in
all modes.

exit
Mode

All modes

Examples

iS5Comm(config-if)# exit
iIS5Comm(config)#:

3.14. enableuser

To release a blocked user specified by the user name string, use the enableuser command in Global
Configuration Mode.

enableuser

enableuser <username>
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Parameters
Parameter Type Description
<username> String Enter the user ID of the blocked user.
Mode

Global Configuration Mode

Examples

iIS5Comm (config)# enableuser userl

3.15. clear line vty

To clear the virtual terminal line (vty) to an idle stat, use the clear line vty command in Global Configu-
ration Mode.

clear line vty

clear line vty {2 | all}

Parameters

Parame

ter Type Description
vty Enter to clear the virtual terminal line
information related configuration.

2 Integer | Enter 2 for ID of a Telnet session

all Enter to clear all vty information
Mode

Global Configuration Mode

Examples

iISS5Comm# clear line vty all
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The following message appears. Click OK.

TT55H X

| Server disconnected with message
Session has been cleared !V

3.16. password

To set the maximum life time after which the password has to be expired or determine a password vali-
dation mask, use the password command in Global Configuration Mode.

password

password max-life-time [<days (0-366)>] | validate char [lowercase] [upper-
case] [numbers] [symbols]
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Parameters

Parameter

Type

Description

max—-life-time

Enter to configure the time after
which the user password has to
expire.

<days
(0-366) >

Enter expiry date in days. This value
ranges from 0 to 366 days. The
default value of
password-max-life-time is O days,
indicates the password does not
expire.

validate

String

Enter to configure the type of
characters to be considered for
password validation rules; takes
values as bitmask.

char

String

Enter to create password rules.

lowercase

Specify to configure the minimum
number of lower case characters that
are to be present in the password. If
the given password has less than the
configured number of lower case
characters, it will not be allowed. This
value ranges from 0 to 20. The
default value is 1.

uppercase

Specify to configure the minimum
number of upper case characters that
are to be present in the password. If
the given password has less than the
configured number of upper case
characters, it will not be allowed. This
value ranges from 0 to 20. The
default value is 1.

numbers

Specify to configure the minimum
number of numbers that are to be
present in the password. If the given
password has less than the
configured number of upper case
characters, it will not be allowed. This
value ranges from 0 to 20. The
default value is 1.
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Parameter Type Description

symbols Specify to configure the minimum
number of symbols to be present in
the password. If the given password
has less than the configured number
of numerical characters, it will not be
allowed This value ranges from 0 to
20. The default value is 1. The list of
supported symbols are as follows:
l@#S%"&*()_+-"; {11\~

Mode

Global Configuration Mode

Examples

iS5Comm(config)# password max-life-time 1

iS5Comm(config)# password validate lowercase 1
iIS5Comm(config)# password validate uppercase 1
iIS5Comm (config) # password validate numbers 1

iS5Comm (config) # password validate symbols 1

3.17. set user

To modify user status and enable/disable a user or enable/disable forced password reset, use the
command set user in Global Configuration Mode.

set user
set user <username string (8-64)> [status {enable | disable}] [pass-
word-reset {enable | disable}]
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Parameters
Parameter Type Description

<username Enter a user name. This is a string with a

string minimum of 8 and maximum of 64

(8-64)> characters.

status Enter to set the state of user account.

enable Enter to enable the account for use.

disable Enter to disable the account for logging in.

password-r
eset

Enter to force a user to reset or not reset his
/her password upon subsequent login
depending on the selected option.

enable Enter to force a user to reset his /her
password upon subsequent login.
disable Enter to not prompt a user to reset his /her
password upon subsequent login.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set user guestonly status enable

To disable an user, use the following command

iIS5Comm(config)# set user tech status disable

Maximum Number of Users Allowed

Maximum number of users allowed is 15.

3.18. set minimum password length

To configure minimum password length, use the set minimum password length command in Global
Configuration Mode. If the given password has less than the configured password length, it will not be

allowed.

40



CHAPTER 3

SET CLI PAGINATION
SYSTEM COMMANDS

set minimum password length

set minimum password length <minimum-len>

Parameters
Parameter Type Description
<minimum-len> | Integer | Enter the minimum password length

(8-20)

value which ranges from 8 to 20. The
default value is 8.

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set minimum password length 8

3.19. set cli pagination

To enable and disable CLI pagination, use the set cli pagination command in Global Configuration Mode.
The no form of the command no pagination disables the pagination as well. The pagination setting is
saved as part of the NVRAM settings and remains persistent across reboots/restarts. After changing the

settings executing the “write startup-config” command is not required.

set cli pagination

set cli pagination {on

no pagination

no pagination

off}
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Parameters
Parameter | Type Description
on Enter the enable pagination.
off Enter the disable pagination.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set cli pagination off
iIS5Comm(config)# set cli pagination on

iS5Comm(config)# no pagination

3.20. set banner-name

To configure the switch’s banner name, use the set banner-name command in Global Configuration
Mode.

set banner-name

set banner-name <string (50)>

Parameters
Parameter Type Description
<string (50)> String Enter a banner name. The banner name is a string with
maximum size of 50.
Mode

Global Configuration Mode
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Examples

iSSComm (config)# set banner-name bannername

3.21. set prompt-name

To configure the switch’s CLI prompt name, use the set prompt-name command in Global Configuration
Mode.

set prompt-name

set prompt-name <string (50)>

Parameters
Parameter Type Description
<string String Enter a prompt name. The banner name is
(50) > a string with maximum size of 128.
Mode

Global Configuration Mode

Examples

iIS5Comm (config)# set prompt-name promptname

3.22. factory reset

To reset to the default configuration of the switch and erase user privileges and group flash files, use the
factory reset command in Privileged EXEC Mode.

factory reset

factory reset users

43



SHOW PRIVILEGE
CHAPTER 3 SYSTEM COMMANDS

Parameters
Parameter | Type Description
users Enter to erase user privileges and group flash
files.
Mode

Privileged EXEC Mode

Examples

iS5Comm # factory reset
Factory reset will erase following configurations..
1. Startup-config
2. NVRAM settings
3. Flash files
- users
- privil
- groups

Are you sure you want to reset device to factory default settings? (Y/N)
[N]?

3.23. show privilege

To show current user privilege level, use the show privilege command in Privileged EXEC Mode.

show privilege

show privilege
Mode

Privileged EXEC Mode

Examples

iISSComm# show privilege
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3.24. show line

To display TTY line information such as EXEC timeout, use the show line command in Privileged EXEC
Mode.

show line

show line {console | vty <line>}

Parameters
Parameter Type Description
console Enter to display the console information
vty Enter to display information for the virtual
terminal line
<line> Integer | Enterthe ID of a specific Telnet session for
which the information will be displayed.
The range is from 2 to 9.
Mode

Privileged EXEC Mode

Examples

iSS5Commit show line console

Current Session Timeout (in secs) = 180

Default Telnet Session Timeout (in secs) = 180
iISS5Comm# show line vty 3

Current Session Timeout (in secs) = 180

Default Telnet Session Timeout (in secs) = 180

o)

% Line 2 not active

iSS5Comm# show line vty 2

o)

% Line 2 not active
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3.25. show aliases

To display all aliases, use the show aliases command in Privileged EXEC Mode.

show aliases

show aliases

Mode

Privileged EXEC Mode

Examples

iSSCommit show aliases

ct -> configure terminal

int -> interface

3.26. show history

To display a list of recently executed commands, use the show history command in Privileged EXEC

Mode.

show history

show history

Mode

Privileged EXEC Mode

Examples

iSS5Comm# show history

3

4
5
6

show
show
show

show

privilege
line vty 3
vty 2

line vty 2
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7 show line console

8 show aliases

9 ¢t

10 alias
11 alias
12 alais
13 alias
14 exit
15 show
16 show
17 show

ct configure terminal
config ct configure terminal
int interface

int interface

aliases
users

history

3.27. show eula

To display the information about the end user license agreement (eula), use the show eula command in
Privileged EXEC Mode.

show eula

show eula

Mode

Privileged EXEC Mode

Examples

iSSComm# show eula

3.28. show users

To display the information about the current user, use the show users command in Privileged EXEC

Mode.

show users

show users
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Mode

Privileged EXEC Mode

Examples

iSSComm# show users

Line User Peer-Address
3 ssh admin 192.168.10.10

3.29. set cli-console access

To enable or disable the switch’s CLI console port

set cli-console

set cli-console access {enable | disable }
Parameters
Parameter Type Description
enable / disable String Used to enable or disable access to
the cli console port

Mode

Global Configuration Mode

Examples

iS5Comm (config)# set cli-console access enable

Related Commands

iSSCommit show nvram
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3.30. set mgmt-port access

To enable or disable the switch’s management port

set mgmt-port

set mgmt-port access {enable | disable }
NOTE: This command is not supported on both the iMR320 and iMR920

Parameters
Parameter Type Description
enable / disable String Used to enable or disable access to
the management port
Mode

Global Configuration Mode

Examples

iIS5Comm (config)# set mgmt-port access enable

Related Commands

iSSComm# show nvram

3.31. set external-storage access

To enable or disable the switch’s storage peripherals

set external-storage

set external-storage access {enable | disable}
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Parameters
Parameter Type Description
enable / disable String Used to enable or disable access to
the storage peripherals such as the
SD Card and USB port.
Mode

Global Configuration Mode

Examples

iIS5Comm (config)# set external-storage access enable

Related Commands

iSSComm# show nvram
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System Features

4. System Features

A rich set of system features are available to the user, such as login services, copying / writing facilities,
duplex / negotiation support, and many other capabilities.

Some features have special hardware requirements, and others have special design considerations.

4.1. ip address

To set the IP address for an interface, use the command ip address in Interface Configuration Mode. The
no form of the command delete the IP Address configured on the given interface, resets the IP address
of the interface to its default value, and deletes the IP address used in VPN and firewall.

ip address

ip address <ucast addr> <ip mask> [secondary {nodeO | nodel}] | dhcp
{client-id (FastEthernet <string(32)> | GigabitEthernet <string(32)> |
Port-channel <string(32)> | Vlan <string(32)>) | hostname <string(32)>} |
rarp {client-id (FastEthernet | GigabitEthernet | Port-channel | Vlan) |
hostname <string(32)>}

no ip address

no ip address {<ucast addr> | cybsec}
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Parameters

Parameter Type

Description

<ucast addr> A.B.C.D

Sets the IP address for an
interface. If the network in which
the switch is implemented
contains a server such as DHCP
server, dynamically allocating IP
address, the configured IP address
should not be within the range of
the addresses that will be
allocated by the server to the
other switches. This precaution
avoids creation of IP address
conflicts between the switches.

<ip mask> A.B.C.D

Sets the subnet mask for the
configured IP address. The
configured subnet mask should be
in the same subnet of the network
in which the switch is placed.

secondary A.B.C.D

Sets the configured IP address as
an additional IP address for the
interface (the configured address
is used as secondary address
instead of primary address).

NOTE: this parameter is not
supported on OOB and PPP inter-
face.

node0 A.B.C.D

Specifies the secondary IP address
associated with the OOB interface
of NodeO.

nodel A.B.C.D

Specifies the secondary IP address
associated with the OOB interface
of Nodel.

dhcp

Enter to allow the client device to
obtain configuration parameters
such as network address, from the
DHCP server.
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Parameter

Type

Description

client-id

Enter to set the client identifier
that specifies the interface type
and hexadecimal MAC address of
the specified interface. The
various interface types that can be
specified areas shown below.

FastEthernet

Enter to set FastEthernet client-id.
FastEthernet is officially referred
to as 100BASE-T standard. Thisis a
version of LAN standard
architecture that supports data
transfer up to 100 Megabits per
second.

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.

GigabitEthernet

Enter to set GigabitEthernet
client-id. GigabitEthernet is a
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<string (32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.
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Parameter

Type

Description

Port-channel

Enter to set Port-channel client-id.
Port-channel is a logical interface
that represents an aggregator that
contains several ports aggregated
together.

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of
interfaces. Example:0/1,0/3 or1,3.

Vlan

Enter to set Vlan client-id. Vlanis a
logical interface that specifies a
group of hosts that can
communicate with each other as
in the same broadcast domain.

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.

hostname

Enter to set Port-channel client-id.
Port-channel is a logical interface
that represents an aggregator that
contains several ports aggregated
together.
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Parameter

Type

Description

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of
interfaces. Example:0/1,0/3 0r1,3.

rarp

Enter to set Port-channel client-id.
Port-channel is a logical interface
that represents an aggregator that
contains several ports aggregated
together.

client-id

Enter to set the client identifier
that specifies the interface type
and hexadecimal MAC address of
the specified interface. The
various interface types that can be
specified areas shown below:

FastEthernet

Enter to set FastEthernet client-id.
FastEthernet is officially referred
to as 100BASE-T standard. Thisis a
version of LAN standard
architecture that supports data
transfer up to 100 Megabits per
second.

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.
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Parameter

Type

Description

GigabitEthernet

Enter to set GigabitEthernet
client-id. GigabitEthernet is a
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<string (32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of
interfaces. Example:0/1,0/3 or1,3.

Port-channel

Enter to set Port-channel client-id.
Port-channel is a logical interface
that represents an aggregator that
contains several ports aggregated
together

<string (32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.

Vlan

Enter to set Vlan client-id. Vlan is a
logical interface that specifies a
group of hosts that can
communicate with each other as
in the same broadcast domain.
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Parameter

Type

Description

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 0r1,3.

hostname

Enter to set Port-channel client-id.
Port-channel is a logical interface
that represents an aggregator that
contains several ports aggregated
together.

<string(32)>

Enter string for interface name.
This value is a combination of slot
number and port number
separated by a slash, for interface
type other than port-channel and
VLAN. Only VLAN or port-channel
ID is provided, for interface types
VLAN and port-channel. Use
comma as a separator without
space while configuring list of

interfaces. Example:0/1,0/3 or1,3.

cybsec

Enter IP address used in VPN and
firewall.

Mode

Interface Configuration Mode

This command is applicable in VLAN Interface Mode/Router Interface / OOB Interface Mode / PPP mode

Default

. IP address specified in nvram.txt is taken as default for the default VLAN identifier.

. IP address is assigned as 0.0.0.0 and subnet mask as 255.255.255.255 for other interfaces.
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Prerequisites

. The interface should be shut down before executing this command.

. The primary and secondary IP addresses should be different.

. The primary address should be configured before configuring the secondary address.

. The connection to the switch is lost if the IP address of the connected interface is modified.

J When the same network interface is used for OOB and NFS mounting, the operation done on OOB
will have impact on NFS.

. For PPP mode, PPP interface should be attached to the physical interface first.

Examples

iIS5Comm(config-if)# ip address 10.0.0.3 255.255.255.0
iS5Comm(config-if)# ip address 10.0.0.2 255.255.255.0 secondary
iS5Comm (config-ppp)# ip address 17.0.0.100 255.255.255.
iIS5Comm(config-if)# ip address dhcp

iS5Comm(config-if)# ip address rarp

4.2. switchport

To configure the port as switch port, use the command switchport in Interface Configuration Mode.
Switch port-related commands are made available for the interface, only when the port is configured as
switch port. The no form of the command resets the port as a router port. Only router port related
commands are made available for the interface, when the port is configured as router port.

switchport

switchport

no switchport

no switchport

Mode

Interface Configuration Mode

Default

] switchport
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Prerequisites

. The interface should be shut down before executing this command

Examples

iS5Comm(config-if)# switchport
iS5Comm(config-if)# no switchport

4.3. default ip address allocation protocol

To configure the protocol used by the default interface for acquiring its IP address, use the command
default ip address allocation protocol in Global Configuration Mode. This configuration takes effect only
on rebooting the system.

default ip address allocation protocol

default ip address allocation protocol {bootp | rarp | dhcp}
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Parameters
Parameter | Type Description
bootp Enter to allow the client device to obtain its own
IP address, address of a server host and name of
a boot file to be executed from a BOOTP server.
rarp Enter to allow the client device to dynamically
find its IP address from RARP server, when it has
only its hardware address such as MAC address
dhcp Enter to allow the client device to obtain
configuration parameters such as network
address, from the DHCP server.
Mode

Global Configuration Mode

Default

dhcp

Prerequisites

] This command executes only if the default mode is configured as Dynamic.

J If the default interface is configured as OOB and if the same network interface is used for OOB and

NFS mounting, then the operation done on OOB will have impact on NFS.

Examples

iIS5Comm(config)# default ip address allocation protocol bootp

4.4. ip http

To set the HTTP port, use the command ip http in Global Configuration Mode. The no form of the
command resets the HTTP port to its default value.

ip http

ip http {address <ip-address> [port <(1-65535)>]

| port <port-number (1-65535)>

| secure
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{<ip-address> [port <(1-65535)>]

| crypto key <key-name> cert <cert-name>

| minimum version | {TLSvl 2 | TLSv3}

| port <port-number (1-65535)> <(1-65535)>]

{server | ciphersuite ([TLS ECDHE RSA WITH AES 256 GCM SHA384] | TLS ECD-
HE RSA WITH CHACHA20 POLY1305 SHA256] [TLS AES 256 GCM SHA384] [TLS_CHA-
CHA20 POLY1305 SHA256] [TLS AES 128 GCM SHA256])}

no ip http
no ip http {address | port | secure port

| secure {server | ciphersuite ([TLS ECDHE RSA WITH AES 256 GCM SHA384] |
TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256] [TLS AES 256 GCM SHA384]
[TLS CHACHA20 POLY1305 SHA256] [TLS AES 128 GCM SHA256])}
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Parameter Type Description
address Enter to configure HTTP address.
<ip-address> Enter for network or host IP address.
port Enter to configure HTTP port. The
port is used to configure the router
using the Web interface. The
available port numbers are from 1 to
65535
<port-number Integer | Enter a port number. The available

(1-65535) >

port numbers are from 1 to 65535

NOTE: TACACS user will be given root
privilege by default or local user priv-
ilege if the user exists in local data-
base

secure

Enter for SSL secure server related
configuration.

crypto key

Enter for crypto key.

<key name>

Enter a name of the created list.

cert

Enter a cert name.

<cert-name>

Enter a cert name.

minimum This is used to specify the minimum

version level of TLS to be used. The choices
are as follows.

TLSvl 2 TLS version 1.2

TLSv1l 3 TLS version 1.3

server Enter to enable the SSL server on the
device and also to configure the
ciphersuites.

ciphersuite Enter for Cipher-suites list options.

TLS_ECDHE_RSA
_WITH AES 256
_GCM_SHA384

Enter for this encryption algorithm.
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Parameter Type Description

TLS ECDHE RSA Enter for this encryption algorithm.
_WITH CHACHA2
0 _POLY1305 SH
A256

TLS AES 256 G Enter for this encryption algorithm.
CM SHA384

TLS CHACHA20 Enter for this encryption algorithm.
POLY1305 SHA2
56

TLS AES 128 G Enter for this encryption algorithm.
CM_SHA256

Mode

Global Configuration Mode

Default

80

Prerequisites

HTTP port number configuration takes effect only when HTTP is disabled and enabled again

Examples

iIS5Comm(config)# ip http port 90
iS5Comm(config)# ip http secure ciphersuite

For a new certificate to be used, the HTTP service must be disabled and then re-enabled.
(config)# no ip http secure server

iSS5Comm(config)# ip http secure server

4.5. login authentication

To configure the authentication method for user logins for accessing the GUI to manage the switch, use
the command login authentication in Global Configuration Mode. Few network routers and other
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network equipment allows access to a server or a managing computer to determine if the user
attempting to log in has the proper rights or is in the user database. The no form of the command resets
the authentication method for user logins to its default values. Changing login authentication from
default to another value may disconnect the telnet session.

login authentication
login authentication {radius | tacacs | local | default <string(32)>
no login authentication

no login authentication default <string(32)>
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Parameters

Parameter

Type

Description

radius

Enter to set the RADIUS server to be used as an
authentication server. Enables remote access
servers to communicate with a central server to
authenticate dial-in users and authorize their
access to the requested system or service.

NOTE: RADIUS user will be given privilege based
on service type attribute value received in access
accept packet from radius server

tacacs

Enter to set the TACACS server to be used as an
authentication server. It communicates with the
authentication server commonly used in
networks.RADIUS user will be given privilege
based on service type attribute value received in
access accept packet from radius server

NOTE: TACACS user will be given root privilege by
default or local user privilege if the user exists in
local database

local

Enter to set local authentication. The user
identification, authentication, and authorization
method is chosen by the local system
administration and does not necessarily comply
with any other profiles.

default

Enter to set the default authentication method
for User Login.

<string
(32) >

Enter a name of the created list.

Mode

Global Configuration Mode

Default

local

Examples

iS5Comm(config)# login authentication radius
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iIS5Comm(config)# login authentication default

4.6. set ip http

To enable / disable HTTP in the switch, use the command set ip http in Global Configuration Mode.

setip http
set ip http {enable | disable}

Parameters
Parameter | Type Description
enable Enter to enable HTTP in the switch.
disable Enter to disable HTTP in the switch.
Mode

Global Configuration Mode

Default

enable

Examples

iIS5Comm(config)# set ip http disable

4.7. authorized-manager ip-source

To configure an IP authorized manager, use the command authorized-manager ip-source in Global
Configuration Mode. The no form of the command removes manager from authorized managers list.
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authorized-manager ip-source

authorized-manager ip-source <ip addr> [<subnet-mask> |
<prefix-length(1-32)>] | [interface {[fastethernet interface-type <0/a-Db,
0/c, ...>] | [gigabitethernet interface-type <0/a-b, 0/c, ...>] |
[extreme-ethernet <interface-type <a,b or a-b or a,b,c-d...>] | [vlan [vlan
<a,b or a-b or a,b,c-d>] [cpulO] [service [snmp] | [service [snmp] | [telnet]
| [http] | [https] | [ssh]] | port-channel <port channel list (a,b or a-b or
a,b,c-d)>

no authorized-manager ip-source

no authorized-manager ip-source <ip addr> [<subnet-mask> |
<prefix-length(1-32)>]
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Parameters
Parameter Type Description
ip addr A.B.C.D | Enter to set the network or host
address from which the switch is
managed. An address 0.0.0.0
indicates 'Any Manager'.
<subnet-mask> Enter to set the subnet mask for the
configured IP address. The configured
subnet mask should be in the same
subnet of the network in which the
switch is placed
Integer | Enter to configure the number of

<prefix-lengt

h(1-32)>

high-order bits in the IP address.
These bits are common among all
hosts within a network. This value
ranges from 1to 32.

interface

Configures the network or host
address for the specified interface.
The details to be provided are:

fastethernet

Enter for fastethernet. Officially
referred to as 100BASE-T standard.
This is a version of LAN standard
architecture that supports data
transfer up to 100 Megabits per
second.

interface-typ
e <0/a-b, 0/c,

Enter to set the list of interfaces or a
specific interface identifier. This value
is a combination of slot number and

> port number separated by a slash.
Use comma as a separator without
space while configuring list of
interfaces. Example: 0/1,0/3 or 1,3.
Enter for gigabitethernet.
gigabitethern
et
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Parameter

Type

Description

interface-typ
e <0/a-b, 0/c,
>

Enter to set the list of interfaces or a
specific interface identifier. This value
is a combination of slot number and
port number separated by a slash.
Use comma as a separator without
space while configuring list of
interfaces. Example: 0/1,0/3 or 1,3.

extreme-ether
net

Enter for extreme-ethernet.

interface-typ
e <a,b or a-b
or a,b,c-d...>

Enter to set the list of interfaces or a
specific interface identifier. This value
is a combination of slot number and
port number separated by a slash.
Use comma as a separator without
space while configuring list of
interfaces. Example: 0/1,0/3 or 1,3.

vlan

Enter for vlan. It set the list of VLANs
or a single specifc VLAN in which the
IP authorized manager can reside

vlan <a,b or
a-b or

Enter to determine the set of vlan
interfaces.

a,b,c-d>

cpu0 Enter to configure the access rights
for the manager of the switch
through OOB Port

service Enter to configure the type of service
to be used by the IP authorized
manager. The values can be

snmp Enter for snmp. It manages complex

networks. SNMP works by sending
messages, called PDUs, to different
parts of a network. SNMP-compliant
devices, called agents, store data
about themselves in MIBs and return
this data to the SNMP requesters
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Parameter

Type

Description

http

Enter for HTTP service. It defines how
messages are formatted and
transmitted, and what actions Web
servers and browsers should take in
response to various commands. For
example, when you enter a URL in
your browser, this actually sends an
HTTP command to the Web server
directing it to fetch and transmit the
requested Web page

https

Enter for HTTPS service. It transmits
data securely over the World Wide
Web. S-HTTP is designed to transmit
individual messages in a secured
manner.

ssh

Enter for SSH service. It logs into
another computer over a network, to
execute commands in a remote
machine, and to move files from one
machine to another. It provides
strong authentication and secure
communications over insecure
channels. It is a replacement for
rlogin, rsh, rcp, and rdist. SSH
protects a network from attacks such
as IP spoofing, IP source routing, and
DNS spoofing. An attacker who has
managed to take over a network can
only force ssh to disconnect. He or
she cannot play back the traffic or
hijack the connection when
encryption is enabled

telnet

Enter for Telnet service.

port-channel

Enter for port-channel.

port channel
list (a,b or
a-b or
a,b,c-d)

Enter a combination for port_channel
list. This value is a combination of
numbers separated by a slash. Use
comma as a separator without space
while configuring list.
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Mode

Global Configuration Mode

Default

All services are allowed for the configured manager

Examples

iS5Comm(config)# authorized-manager ip-source 10.203.113.5 255.255.255.255 inter face gigabiteth-
ernet 0/1

4.8. mtu

To configure the Maximum Transmission Unit (MTU) frame size for all frames transmitted and received
on all interfaces in a switch, use the command mtu in Interface Configuration Mode. The no form of this
command sets the maximum transmission unit to the default value in all interfaces.

mtu

mtu <frame-size (46-9216)>
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Parameters

Parameter

Type

Description

<frame-size
(46-9216)>

Integer

Enter a size of the MTU frame. The
value ranges from 46 t0 9216 and
defines the largest PDU that can be
passed by the interface without any
need for fragmentation. This value is
shown to the higher interface
sub-layer and should not include size
of the encapsulation or header added
by the interface. This value
represents the IP MTU over the
interface, if IP is operating over the
interface

Mode

Interface Configuration Mode

Default

1500

Examples

iIS5Comm (config-if)# mtu 900

4.9. loopback local

To enables loopback on a physical interface, use the command loopback local in Interface Configuration

Mode. The no form of this command disables the loopback on a physical interface.

loopback local

no loopback local

Mode

Interface Configuration Mode
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Examples

iIS5Comm (config-if)# loopback local

4.10. archive download-sw

To perform an image download operation on a switch stack or download a new image from a TFTP or
SFTP from a remote location to the switch and to overwrite or keep the existing image, use the command
archive download-sw in Privileged EXEC Mode.

archive download-sw

archive download-sw /overwrite {<tftp://server/filename> |
<sftp://<user-name>:<pass-word>@server/filename> | <flash://}
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Parameters
Parameter Type Description
overwrite Enter to overwrites the software

image in flash with the downloaded

one. This option should be specified

only if the flash device has sufficient

space to hold two images.

Enter to configure the source URL
tftp://server and filename used to overwrite /
/filename update the existing image. The file is
startup-confi transferred using TFTP.

g

<sftp://<user Enter to configure the source URL,

-name>:<pass-— user name, password and filename

word>@server/ used to overwrite / update the

filename> existing image. The file is transferred
using SFTP.

user-name Enter for the user name of remote
host or server

pass-word Enter for the password for the
corresponding user name of remote
host or server

server A.B.C.D | Enter for the IP address or host name
of the server

filename Enter for filename in which we are
copying

flash Enter to configure the name of the
flash file used to overwrite / update
the existing image

Mode

Privileged EXEC Mode

Prerequisites

Filenames and directory names are case sensitive.
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Examples

iSSComm#t archive download-sw /overwrite tftp://20.0.0.1/FILENAME.exe

Download is in Progress...

4.11. interface

To configure interface features, such as out of band management, port channel, tunnel, etc., use the
command interface in Global Configuration Mode. The no form of the command deletes interface such
as VLAN, port-channel, tunnel interface, etc.

interface

interface {Extreme-Ethernet <interface-id> | gigabitethernet <interface-id>]
| ac <integer (1-65535)> | linuxvlan <interface name> | loopback <loopback
(1-1000)> | mgmtO | port-channel <port-channel-id (1-65535)> | ppp <inter-
face-id(1-128)> | pw <interface-id (1-65535)> | range {Extreme-Ethernet |
fastethernet | gigabitethernet} | s-channel <s-channel-id (1-65535)> |
tunnel <interface-id(1-128)> | {vlan <vlan-id(1-4094> [switch default]}

no interface

interface {Extreme-Ethernet <interface-id> | gigabitethernet <interface-id>]
| ac <integer (1-65535)> | linuxvlan <interface name> | loopback <loopback
(1-1000)> | port-channel <port-channel-id (1-65535)> | ppp <inter-
face-1d(1-128)> | pw <interface-id (1-65535)> | range {Extreme-Ethernet |
fastethernet | gigabitethernet} | tunnel <interface-id(1-128)> | {vlan
<vlan-id(1-4094>}
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Parameters

Parameter

Type

Description

Gigabitethernet

Enter to configure
gigabitetethernet type of
interface. Gigabitethernet is a
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to configure a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

Extreme-Ethernet

Enter to configure the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits
per second and only full duplex
links

ac

Enter to configure the
Attachment Circuit identifier in
the system. Attachment Circuit
(AC) is a physical or virtual circuit
attaching a Customer Edge to a
Provider Edge port.

<integer (1-65535
) >

Integer

Enter a specific ac ID. This value
ranges from 1 to 65535.

linuxvlan

Enter to configure the interface
name of the Linux VLAN
Interface.

<interface name>

Integer

Enter a specific Linux VLAN ID.
This value ranges from 1 to
65535.

loopback

Enter to display the IP interface
configuration for the specified
loopback ID
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Parameter Type Description
<loopback-id Integer | Enter a specific loopback ID. This
(0-100) > is a unique value that represents
the specific loopback created that
ranges from 0 to 100.

mgmt 0 Enter for Out of Band
management interface.

port-channel Enter to display the Port channel
interface configuration for the
specified port channel ID

<port-channel-id | Integer | Enter a specific port channel ID.

(1-65535) > This value ranges from 1 to
65535.

PpPP Enter to configure the PPP
interface configuration.

<interface-id Integer | Enter a PPP ID. This value ranges

(1-128) > from 1 to 128.

pw Enter to configure the Pseudo
wire interface

<interface-id Integer | Enter a specific pw ID. This value

(1-65535) > ranges from 1 to 65535.

range Enter to configure interface range
configuration

Gigabitethernet Enter to configure
gigabitetethernet type of
interface. Gigabitethernet is a
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

fastethernet Enter to configure fastenetherner

type of interface or as referred to
as 100BASE-T standard. This is a
version of LAN standard
architecture that supports data
transfer up to 100 Megabits /
second.
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Parameter Type

Description

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits
per second and only full duplex
links

s—channel

Enter to configure S-channel
interface or the specified

S-channel ID.
<interface-id Integer | Enter a specific s-channel ID. This
(1-65535) > value ranges from 1 to 65535.
tunnel Enter to display the tunnel
interface configuration for the
specified tunnel ID
<tunnel-id Integer | Enter a tunnel ID. This value
(1-128)> ranges from 1 to 128.
vlan Enter a specific VLAN ID. This is a

unique value that represents the
specific VLAN created that ranges
from 1 to 4094.

<vlan-1id (1-4094) Integer
>

Enter a specific VLAN ID. This is a
unique value that represents the
specific VLAN created that ranges
from 1 to 4094.

switch default

Enter to specify default switch.

Mode

Global Configuration Mode

Prerequisites

o The command no shutdown must be executed for the interface to be active.

. Logical interfaces cannot be created in the switch, if the base bridge mode is configured as trans-

parent bridging.
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Examples

iSSCommt#t interface tunnel 0
iS5Comm(config-if)#

4.12. mac-addr

To configure unicast MAC address for the interface, use the command mac-addr in Interface Configura-
tion Mode.

mac-addr

mac-addr <aa:aa:aa:aa:aa:aa>

Mode

Interface Configuration Mode

Default

MAC address of the switch is assigned as MAC address for the interface.

Prerequisites

. The MAC address can be set only when ifMainAdminStatus for the interface is down.

. The object is valid only for interfaces that have the ifMainType set as ethernetCsmacd(6) or
ieee8023ad(161)

Examples

iSSComm (config-if)# mac-addr 00:22:33:44:55:66

4.13. system

To configure the Maximum Transmission Unit (MTU) frame size for all frames transmitted and received
on allinterfaces in a switch, to assign system contact information, name, and location, use the command
system in Global Configuration Mode. The no form of this command sets the maximum transmission unit
to the default value in all interfaces
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system

system [mtu <frame-size(46-9216)>] [contact <string(255)>] [location
<string(255)>] [name <string (255)>]

no system mtu

Parameters

Parameter Type Description

mtu Enter to configure the Maximum
Transmission Unit (MTU) frame size.

Integer | Enter a size of the MTU frame. The
<frame-size (4 value ranges from 46 to 9216. This
6-9216) > value defines the largest PDU that
can be passed by the interface
without any need for fragmentation.
This value is shown to the higher
interface sub-layer and should not
include size of the encapsulation or
header added by the interface. This
value represents the IP MTU over the
interface if IP is operating over the
interface.

contact Enter to configure the system contact
information.

<string(255)> Enter a string for contact information
/ location / system name respectively

location Enter to configure the system
location.

name Enter to configure the system name.

Mode

Global Configuration Mode
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Examples

iIS5Comm(config)# system mtu 200
iS5Comm(config)# system contact support@x.com
iIS5Comm(config)# system location Controls

iIS5Comm(config)# system name My _switch

4.14. snmp trap link-status

To enable snmp trap link-status, use the command snmp trap link-status in Global Configuration Mode.
The interface generates linkUp or linkDown trap. The linkUp trap denotes that the communication link is
available and ready for traffic flow. The linkDown trap denotes that the communication link failed and is
not ready for traffic flow. The no form of this command disables trap generation on the interface.

snmp trap link-status

no snmp trap link-status

Mode

Interface Configuration Mode

Default

SNMP trap link status is enabled

Prerequisites

] This configuration can be done, only if the interface is administratively down.
. Any messages larger than the MTU are divided into smaller packets before transmission

Examples

iIS5Comm (config-if)# snmp trap link-status
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4.15. monitor session

To configure port mirroring, monitor traffic on the source switch from a remote switch across the LAN or
to create a new RSPAN destination session, use the command monitor session in Global Configuration
Mode. The no form of this command cancels the specified session.

monitor session
monitor session <session-id (1-7)>

{destination {interface <interface-type> <interface-id> | remote vlan
<integer (1-4094)>} interface <ifXtype> <ifnum>}} [COMP]

| {source {interface <interface-type> <interface-id> | {both | rx | tx} |
remote vlan <integer (1-4094)>}} [COMP]

no monitor session

no monitor session local | range <port list> | {destination {interface
<interface-type> <interface-id> | remote vlan <integer (1-4094)>} interface
<ifXtype> <ifnum>}} [COMP]

| {source {interface <interface-type> <interface-id> | {both | rx | tx} |
remote vlan <integer (1-4094)>}} [COMP]

82



CHAPTER 4

MONITOR SESSION
SYSTEM FEATURES

Parameters
Parameter Type Description

<session-id | Integer | Enter a number for monitoring session.

(1-7)> The scope is from 1 to 7.

local Enter to remove all local mirroring
configuration sessions.

<port list> | Integer | Enter a number for monitoring session
to be removed.

destination Enter for destination port related
configuration.

interface Enter for interface for the RSPAN
session.
Specify the interface type.

<interface-

type>
Enter a number combination for

<interface- interface. For example, 0/1.

id>

source Enter for source port related
configuration.

both Enter to mirror both received and
transmitted traffic.

rx Enter to mirror received traffic.

tx Enter to mirror transmitted traffic.

remote Enter for remote VLAN ID.

vlan Enter for remote VLAN ID.

<integer Integer | Specify the VLAN ID. The scope is from 1

(1-4094)> to 4094.

interface Enter for destination interface for RSPAN
session.

<ifXtype> Specify the destination interface for
RSPAN session type.

<ifnum> Integer | Specify the destination interface for

RSPAN session number.
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Parameter Type Description
COMP Enter for Compatibility Mode.
Mode

Global Configuration Mode

Examples

iS5Comm # configure terminal

iS5Comm (config)# vlan 100

iISSComm (config - vlan)# ports add gigabitethernet 0/18

iS5Comm (config - vlan)# exit

iSS5Comm (config)# monitor session 1 source interface gigabitethernet 0/17

iS5Comm (config)# monitor session 1 destination remote vlan 100 interface gigabitethernet 0/18

4.16. show monitor

To display the mirroring Information present in the system, use the command show monitor in Privileged

EXEC Mode.

show monitor

show monitor {session <session-id
<session-list> | all} [detail]

(1-7)> | local
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Parameters
Parameter Type Description
session Enter to display the mirroring
information for a session.
<session-id Integer | Enter a number of an session for
(1-7)> which the mirroring information
will be displayed. The scope is from
1to?7.
local Enter to display the Mirroring
information for the Flash.
detail Enter Displays the detailed
information regarding the session.
range Enter to display the mirroring
information for the specified range
of sessions.
<session-list> | Integer | Enter a number of a range of

sessions for which the mirroring
information will be displayed.

all

Enter to display mirroring
information for all sessions.

Mode

Privileged EXEC Mode

Examples

iSSComm#t show monitor all

Mirroring is globally Enabled.

Session 1

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : GiO/1
Session Status : Inactive

Rspan Disabled
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4.17. rspan-vian

To enable and disable the Remote Switch Port Analyzer (RSPAN) feature, use the rspan-vlan command
in VLAN Configuration Mode.

rspan-vian

rspan-vlan

{ enable | disable }
Parameters
Parameter | Type Description
enable Enter to enable the RSPAN feature.
disable Enter to disable the RSPAN feature.
Mode

VLAN Configuration Mode

Examples

For Intermediate Switch Configuration

iS5Comm # configure terminal

iS5Comm (config)# vlan 100

iISSComm (config - vlan)# ports add gigabitethernet 0/12

iS5Comm (config - vlan)# ports add gigabitethernet 0/3

iIS5Comm (config - vlan)# rspan-vlan enable

iS5Comm (config - vlan)# end

4.18. mirror cpu-port

To configure the type of mirroring and mirror-to port for CPU traffic, use the command mirror cpu-port
in Global Configuration Mode.
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mirror cpu-port

mirror cpu-port {both | both meta | rx | rx meta | tx | tx meta} destination

{interface (Extreme-Ethernet <ifnum (0/1-28)> | Gigabitethernet <ifnum
(0/1-28)>)}
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Parameters

Parameter

Type

Description

both

Enter to configure mirroring of
both egress and ingress traffic
over CPU port to the CPU
mirrored-to port in the system.

both meta

Enter to configure mirroring of
both egress and ingress traffic
over CPU port to the CPU
mirrored-to port in the system
with meta data.

rx

Enter to configure mirroring of
ingress traffic over CPU port to
the CPU mirrored-to port in the
system.

rx _meta

Enter to configure mirroring of
ingress traffic over CPU port to
the CPU mirrored-to port in the
system with meta data.

tx

Enter to configure mirroring of
egress traffic over CPU port to the
CPU mirrored-to port in the
system.

tx meta

Enter to configure mirroring of
egress traffic over CPU port to the
CPU mirrored-to port in the
system with meta data.

interface

Enter for Interface related
configuration.

Extreme-Ethernet

Enter for Extreme Ethernet
interface.

<ifnum (0/1-28)>

Enter a number combination for
interface. For example, 0/1 or
port channel ID.

Gigabitethernet

Enter for Gigabit Ethernet
interface.
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Parameter Type Description
<ifnum (0/1-28)> Enter a number combination for
interface. For example, 0/1 or
port channel ID.
Mode

Global Configuration Mode

Examples

iSSComm (config)# mirror cpu-port both destination interface gi 0/1

4.19. show cpu-mirroring

To display the CPU mirroring Information present in the system, use the command show cpu-mirroring

in Privileged EXEC Mode.

show cpu-mirroring

show cpu-mirroring

Mode

Privileged EXEC Mode

Examples

iSS5Comm# show cpu-mirroring
CPU Traffic Mirror-To port
CPU Traffic Mirroring Type

4.20. write

GiO/1

Ingress & Egress

To write the running-config in a flash, startup-configuration file or to a remote site, use the command

write in Global Configuration Mode.
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write

write <flash:filename> | <sftp://<user-name>:<pass-word>@server/filename> |
<tftp://server/filename> | startup-config
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Parameters
Parameter Type Description

flash Enter to write the configuration to a flash
drive.

filename Enter to configure the name of the file to
which the configuration is to be saved.
This file is present in the flash drive.

sftp Enter to configure the SFTP option to be

used for writing the configuration to a file
in SFTP server.

user—name

Enter the username of remote host or
server.

pass-word

Enter the password for the corresponding
username of remote host or server.

Enter the IP address or host name of the

server
server in which configuration should be
maintained.

filename Enter the name of the file in which the
configuration should be written.

tftp Enter to configure the TFTP related details
for writing the configuration to a file in
TFTP server.

server Enter the IP address or host name of the
server in which configuration should be
maintained.

filename Enter the name of the file in which the

configuration should be written.

startup-co
nfig

Enter to start the switch with the saved
configuration during reboot.

Mode

Privileged EXEC Mode
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Prerequisites

. Filenames and directory names are case sensitive

Examples

iSS5Comm# write startup-config

4.21. copy

To copy the configuration from a remote site to flash, make a backup of the initial configuration in flash
or at aremote location, or write the system logs to a remote site, SD card or USB, use the command copy
in Privileged EXEC Mode.

copy
copy <flash url>

| <sftp://<user-name>:<pass-word>@server/filename>

| <tftp://server/filename> startup-config

| flash {coredump <file name> (<tftp url> | SD-Card | usb) <file name>}
| log <file name> (<sftp url> | <tftp url> | SD-Card | usb) <file name>
| tech report (<sftp url> | <tftp url> | SD-Card | usb) <file name>

| seminfo (<sftp url> | <tftp url> | SD-Card | usb)

| startup-config {<flash://> {<flash://> | <tftp://server/filename> |
<sftp://<user-name>:<pass-word>@server/filename> | usb}

| running-config startup-config
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Parameters
Parameter Type Description
<flash url> Enter to copy to flash or remote site.
Enter to configure the name of the
<sftp://<user- file in remote location to be copied
name>:<pass-wo (downloaded) into configuration file
rd>@server/fil (iss.conf). This option configures the
ename> SFTP server details.
user-name Enter for the user name of remote
host or server
pass-word Enter for the password for the
corresponding user name of remote
host or server
server A.B.C.D | Enter for the IP address or host name
of the server
filename Enter for filename in which we are

copying

tftp://server/
filename
startup-config

Enter to configure the address from
which the file is to be copied and the
file name from which configuration is
to be copied. This option configures
the TFTP server details

flash Enter for flash related configuration
coredump Enter for coredump file in flash
seminfo Enter for semiphore information in

flash

<file name>

Enter file name of size (1-128)
characters

<tftp url>

Enter for a file in remote location
using the TFTP option.

SD-Card Enter for SD-Card file transfer
operation
usb Enter for a USB file transfer operation

<file name>

Enter file name of size (1-128)
characters
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Parameter

Type

Description

<file name>

Enter file name of size (1-128)
characters

SD-Card Enter for SD-Card file transfer
operation
usb Enter for a USB file transfer operation

tech report

Enter for tech.report file in flash

<sftp url>

Enter for a file in remote location to
be copied using the SFTP option.

<tftp url>

Enter for a file in remote location to
be copied using the TFTP option.

SD-Card Enter for SD-Card file transfer
operation
usb Enter for a USB file transfer operation

startup-config

Enter to copy the running
configuration to the startup
configuration file in NVRAM, where
the running-config is the current
configuration in the router and the
startup config is the configuration
that is loaded when the router boots

up

<flash://

Enter to configure the name of the
file in which the initial configuration
should be stored. This file is available
in the Flash.

running-config

Enter to copy running-configuration
to startup-configuration. This
command copies the variables from
the running configuration to the
startup configuration file in NVRAM,
where the running-config is the
current configuration in the router
and the startup config is the
configuration that is loaded when the
router boots up
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Mode

Privileged EXEC Mode

Prerequisites

Filenames and directory names are case sensitive

Examples

iSSComm# copy flash:clcliser startup-config
iSSComm# copy startup-config flash:clcliser
iSS5Comm# copy running-config startup-config

iIS5Commit copy logs tftp://12.100/log.txt standby
Log Upload Successful

iSSCommit copy tftp://12.0.0.2/clclirel flash:clcliser
iSS5Commi# copy flash log file_name SD-Card myfile

iS5Commi# copy flash seminfo usb myfile

4.22. set linkup-delay

To enable / disable the Linkup-delay of the interface, use the command set linkup-delay in Global Config-
uration Mode.

set linkup-delay
set linkup-delay {enable | disable}
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Parameters
Parameter | Type Description
enable Enter to enable linkup delay in the system by
suspending operational status of the link for a
configured delay time
disable Enter to disable linkup delay in the system by not
delaying and indicating the operational status of
the link to the higher layers immediately.
Mode

Global Configuration Mode

Prerequisites

. Linkup-delay configurations are supported only on physical interfaces.

. Linkup-delay configurations are not supported for the logical interfaces like port-channel, router
ports.

Examples

iS5Comm (config)# set linkup-delay enable

4.23. linkup-delay

To enable the Linkup-delay of the interface, use the command linkup-delay in Interface Configuration
Mode. The no form of the command disables the Linkup-delay of the interface or resets the Linkup-delay
Timer.

linkup-delay
linkup-delay [timer] <integer (1-1000)>
no linkup-delay

no linkup-delay [timer]
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Parameters
Parameter Type Description
timer Enter to set up timer for Linkup-delay.
<integer Integer | Enter a number for timer value. The scope
(1-1000) > is from 1 to 1000.
Mode

Interface Configuration Mode

Prerequisites

. The command linkup-delay executes only if LinkUp Delay is enabled in the system Configuration
Mode. See command set linkup-delay.

J The command linkup-delay timer executes only if LinkUp Delay is enabled in the system Configu-
ration Mode. Execute first the command linkup-delay.

Examples

iIS5Comm (config)# set linkup-delay enable
iSS5Comm (config-if)# linkup-delay
iS5Comm (config-if)# linkup-delay timer 10

4.24. show linkup-delay

To display the mirroring Information present in the system, use the command show linkup-delay in Priv-
ileged EXEC Mode.

show linkup-delay

show linkup-delay [interface {gigabitethernet <ifnum (0/1-28)> |
extreme—-ethernet] <ifnum (0/1-28)>}]
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Parameters
Parameter Type Description
interface Enter to display the mirroring
information for a session.
gigabitethernet Enter for interface type.
<ifnum (0/1-28)> Enter an interface combination.
The format is <0>/<1-28> which
stands for slot number / port
number.
extreme-ethernet Enter for interface type.
Mode

Privileged EXEC Mode

Examples

iS5Commi#t show linkup-delay interface gi 0/9
LinkUp Delay Table

Interface Id : Gi0/9

Link Up Delay System Status : ENABLED

Link Up Delay Port Status : ENABLED

Link Up Delay Port Time : 10 SecondsLink Up Delay
Remaining Time : 0 Seconds

4.25. firmware switch

To perform switch firmware primary or secondary partition, use the command firmware switch in Privi-
leged EXEC Mode.

firmware switch

firmware switch partition
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Mode

Privileged Mode

Examples

iIS5Comm # firmware switch partition

4.26. firmware upgrade

To perform firmware upgrade using TFTP from a remote location, SFTP, or from a USB flash drive, use the
command firmware upgrade in Privileged EXEC Mode.

firmware upgrade

firmware upgrade <tftp://ip addr//File-path/file-name.tgz-name> |
sftp://<user name>:<pass word>@ip addr//File-path/file-name.tgz | usb
file-name.tgz
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Parameters
Parameter Type Description

tftp:// Enter for upgrade by TFTP from a
remote location.

ip addr A.B.C.D | Enter for IP address or host name of
the TFTP server.

File-path Enter for the file path to be used for
firmware upgrade.

file-name Enter for the file name of the
upgrade software.

sftp:// Enter for upgrade by TSFTP.

<user name> Enter for user name of remote host
or server.

pass-word Enter for password for the
corresponding username of remote
host or server.

ip addr A.B.C.D | Enter for IP address or host name of
the server.

File-path Enter for name of the file path where
the information is to be copied.

usb Enter for upgrade from a USB flash
drive.

file—-name Enter for the file name of the
upgrade software.

Mode

Privileged EXEC Mode

Prerequisites

Filenames and directory names are case sensitive

Examples

iSSComm# firmware upgrade tftp: //192.168.10.10//UpgradeFolder/firmware_upgrade.tgz
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4.27. clock set

To manage the system clock, use the command clock set in Privileged EXEC Mode.

clock set

clock set hh:mm:ss <day (1-31)> <month (01-12)> {january | february | march
| april | may | june | july | august | september | october | november |
december} <year (2000 - 2037)>
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Parameters
Parameter Type Description
hh:mm:ss:// Enter to set the current time.
<day (1-31)> Enter to set the current day. This value
ranges from 1to 31.
<month Enter the month. This value ranges from
(01-12)> 01 (January) to 12 (December)..
january Enter to set the month as January.
february Enter to set the month as February.
march Enter to set the month as March.
april Enter to set the month as April.
may Enter to set the month as May.
june Enter to set the month as June.
july Enter to set the month as July.
august Enter to set the month as August.
september Enter to set the month as September.
october Enter to set the month as October.
november Enter to set the month as November.
december Enter to set the month as December.
<year (2000 - Enter to set the year. This value ranges
2037)> from 2000 to 2037

Mode

Privileged EXEC Mode

Examples

iISS5Comm# clock set 4:42:55 9 july 2019
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4.28. erase

To clear the contents of the startup configuration or set parameters in NVRAM to default values or erase
the syslog file from an internal flash, use the command erase in Privileged EXEC Mode.

erase
erase {startup-config | nvram: | flash log | <flash url>}
Parameters
Parameter Type Description
startup-config Enter to clear the startup configuration
file.
nvrams: Enter to clear the content from
NVRAM.
flash Enter to clear the content from flash
files.
log Enter to clear the content of the log
file.
<flash url> Enter to clear the content from the
local system flash file.
Mode

Privileged EXEC Mode

Examples

iISS5Comm# clock erase startup-config

4.29. cli console

To enable the console CLI through a serial port, use the command cli console in Privileged EXEC Mode.
The no form of the command disables console CLI.
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cli console
no cli console
Mode

Privileged EXEC Mode

Default

Enabled

Examples

iSSCommtt cli console

4.30. flowcontrol

To set the send or receive flow-control value for an interface, use the command flowcontrol in Interface
Configuration Mode.

. If flowcontrol send is on for a device and if it detects any congestion at its end, then it notifies the
link partner or the remote device of the congestion by sending a pause frame.

J If flowcontrol receive is on for the remote device and it receives a pause frame, then it stops
sending any data packets. This prevents any loss of data packets during the congestion period.

. PAUSE is a flow control mechanism that is implied on full duplex Ethernet link segments. The mech-
anism uses MAC control frames to carry the PAUSE commands.

flowcontrol

flowcontrol {send | receive} {on | off | desired}
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Parameters

Parameter

Type

Description

send

Enter to set the interface to send flow control
packets to a remote device.

receive

Enter to set the interface to receive flow control
packets from a remote device.

on

Enter for “on” option. If used with “receive”, it
allows an interface to operate with the attached
device to send flow control packets. If used with
“send”, the interface sends flowcontrol packets
to a remote device if the device supports it.

off

Enter to turn-off the attached devices (when
used with receive) or the local ports (when used
with send) ability to send flow-control packets
to an interface or to a remote device
respectively.

desired

Enter to allow a local port to operate with an
attached device that is required to send flow
control packets or that may send the control
packets, when used with receive option. Allows
the local port to send administrative status to a
remote device if the remote device supports it,
when used with send option

Mode

Interface Configuration Mode

Prerequisites

Interface must first be made administratively down before setting flow control status.

Default

The default flow control for the interfaces are

o flowcontrol receive on

o flowcontrol send on
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Examples

iIS5Comm# (config-if)# flowcontrol send on

4.31. shutdown

To disable a physical interface / VLAN interface / port-channel interface / tunnel interface / OOB inter-
face, use the command shutdown in Interface Configuration Mode. The no form of the command
enables a physical interface / VLAN interface / port-channel interface / tunnel interface / OOB interface.

shutdown

no shutdown

Mode

Interface Configuration Mode for physical interface / port-channel/tunnel interface/OOB Interface /
VLAN Interface Mode for VLAN interface

Prerequisites

. All functions on the specified interface are disabled by the shutdown command
o if OOB interface is enabled, then the Physical Interface ethO is disabled.

. When the same network interface is used for OOB and NFS mounting, the operation done on OOB
will have impact on NFS. For example, when interface ethO is used for OOB and NFS mounting,
executing shutdown command on the OOB interface will make the admin down and the NFS
communication will be lost.

Default

. The Physical Interface ethO is enabled
. The interface VLAN 1 is enabled
J The Port-channel interface is disabled

Examples

iISSComm# (config-if)# shutdown
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4.32. debug interface

To set the debug traces for the specified level and severity for all interfaces, use the command debug
interface in Privileged EXEC Mode. The no form of the command resets the configured debug traces.

debug interface

debug interface [track] [enetpktdump] [ippktdump] [arppktdump] [trcerror]
[os] [failall] [buffer] [all {<short (0-7)> | alerts | critical | debugging
| emergencies | errors | informational | notification | warnings}]

no debug interface

debug interface [track] [enetpktdump] [ippktdump] [arppktdump] [trcerror]
[os] [failall] [buffer] [all]
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Parameters

Parameter

Type

Description

track

Enter to generate debug messages for all
track messages.

enetpktdump

Enter to generate debug messages for
Ethernet packet dump messages.

ippktdump

Enter to generate debug messages for IP
protocol related packet dump messages.

arppktdump

Enter to generate debug messages for
address resolution protocol related
packet dump messages.

trcerror

Enter to generate debug messages for
trace error messages.

oS

Enter to generate debug messages for
OS resources. For example, when there
is a failure in mem pool creation /
deletion, this trace level is used.

failall

Enter to generate debug messages for all
failures including packet validation.

buffer

Enter to generate debug messages for
buffer trace levels where packet buffer is
used.i.e in cases where packet is
enqueued .

all

Enter to generate debug messages for
buffer trace levels where packet buffer is
used.i.e in cases where packet is
enqueued .

<short (0-7)>

Enter to generate debug statements for
the specified severity level. This value
ranges from 0to 7.

alerts

Enter to generate debug statements for
alert messages.

critical

Enter to generate debug statements for
critical conditions.

debugging

Enter to generate debug statements for
debugging messages.
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Parameter Type Description

emergencies Enter to generate debug statements
when system is unusable.

errors Enter to generate debug statements for
error conditions.

informational Enter to generate debug statements for
informational messages.

notification Enter to generate debug statements for
normal but significant messages.

warnings Enter to generate debug statements for
warning conditions.

Mode

Privileged EXEC Mode

Examples

iISS5Comm# debug interface trcerror critical

4.33. debug-logging

To configure the debug logging option in the system and specifies whether the logging is to be done at
console, to a file (system buffer), or through flash, use the command debug-logging in Global Configura-
tion Mode. The no form of the command displays debug logs in the console.

debug-logging

debug-logging <flash url> {console | file | flash} [standby]
no debug-logging

no debug-logging [standby]
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Parameters
Parameter | Type Description
Enter to debug logs in a flash URL
<flash u
rl>
console Enter to configure debugging logs in console.
file Enter to debug logs in a flash URL.
flash Enter to specify that the traces are logged into a
file.
standby Enter for logs in standby node as file or flash.
Mode

Global Configuration Mode

Default

console

Examples

iIS5Comm(config)# debug-logging flash standby
iS5Comm(config)# debug-logging console standby

4.34. rollback

To enable /disable the rollback function, use the command rollback in Global Configuration Mode.

rollback
rollback {enable | disable}
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Parameters

Parameter | Type

Description

enable Enter to enable the rollback function.
disable Enter to disable the rollback function.
Mode

Global Configuration Mode

Default

enable

Examples

iIS5Comm(config)# rollback enable

4.35. shutdown

To shut down all ports in the corresponding modules and releases all allocated memory, use the
command shutdown in Global Configuration Mode.

shutdown

shutdown {bgp |
port-channel |

dotlx | garp | isis | 1dp |
ptp | rsvte | snooping | spanning-tree

switch-instance-shared-port | ufd | vlan}

split-horizon |
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Parameters
Parameter Type Description

bgp Enter to shut down the Border
Gateway Protocol (BGP) module.

dotlx Enter to shut down the PNAC related
configuration.

garp Enter to shut down the GARP related
configuration.

isis Enter to shut down the ISIS protocol.

1ldp Enter to shut down the LDP protocol.

11ldp Enter to shut down the LLDP related
configuration.

ospf Enter to shut down the Open Shortest
Path First (OSPF) module.

ospf3 Enter to shut down the Open Shortest

Path First version 3 (OSPFv3) module.

port-channel

Enter to shut down the port channel
related configuration.

ptp Enter to shut down the ptp
configuration.

rsvte Enter to shut down the Resource
Reservation Protocol with Traffic
Engineering (RSVPTE) module.

snooping Enter to shut down the snooping

related configuration.

spanning-tree

Enter to shut down the Spanning tree
related protocol configuration.

split-horizon

Enter to shut down the Split-Horizon
related configuration.

switch-instance-
shared-port

Enter to shut down the Switch
instance shared port related
configuration.

ufd

Enter to shut down the UFD related
configuration.
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Parameter

Type

Description

vlan

Enter to shut down the VLAN related

configuration.

Mode

Global Configuration Mode

Prerequisites

BGP, OSPF, ISIS, RSVPTE, LDP shutdown command implementations are applicable only for stack environ-

ment

Examples

iIS5Comm(config)# shutdown ospf

4.36. start

To start and enable the corresponding modules and allocate the required resources to the corresponding
module, use the command start in Global Configuration Mode.

start

start {bgp | ospf

ospf3

| isis | rsvte |

1dp}
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Parameters
Parameter | Type Description
bgp Enter to start and enable the Border Gateway
Protocol (BGP) module.
ospf Enter to start and enable the Open Shortest Path
First (OSPF) module.
ospf3 Enter to start and enable the Open Shortest Path
First version 3 (OSPFv3) module.
isis Enter to start and enable the ISIS protocol.
rsvte Enter to start and enable the Resource
Reservation Protocol with Traffic Engineering
(RSVPTE) module.
1dp Enter to start and enable the LDP protocol.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# start ospf

4.37. set switch

To set the switch maximum threshold values of RAM, CPU, and Flash, or the maximum and minimum
temperature threshold values of the switch in Celsius, or the maximum and minimum threshold values
of the switch power supply in volts, use the command set switch in Global Configuration Mode.

set switch

set switch [<string(1l5)>] [maximum {RAM | CPU | flash} threshold <percentage
(1-100)>] [temperature {min | max} threshold <celsius ((-15)-35)/(30-40)>]
[power {min | max} threshold <volts (100-230)>]

114



CHAPTER 4

SET SWITCH
SYSTEM FEATURES

Parameters

Parameter

Type

Description

<string (15)>

Enter a switch name (Example:
my-switch)

maximum

Enter to set maximum threshold values
of RAM, CPU, and Flash for the switch.
When the current resource usage rises
above the threshold limit, the SNMP trap
message with maximum severity will be
sent for the specified resource and the
syslog message will be displayed. This
threshold value is represented as
percentage and ranges between 1 and
100 percent.

RAM

Enter to indicate the maximum RAM
usage of the switch in percentage. When
the RAM usage crosses the threshold
percentage, an SNMP trap with
maximum severity will be sent to the
manager.

CPU

Enter to indicate the maximum CPU
usage of the switch in percentage. When
the CPU usage crosses the threshold
percentage, an SNMP trap with
maximum severity will be sent to the
manager.

flash

Enter to indicate the maximum flash
usage of the switch in percentage. When
the flash usage crosses the threshold
percentage, an SNMP trap with
maximum severity will be sent to the
manager.

threshold

Enter to configure the threshold.

<percentage
(1-100) >

Enter to configure the threshold value as
percentage. This value ranges from 1 to
100 percents.
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Parameter

Type

Description

temperature

Enter to indicate the maximum and
minimum temperature threshold values
of the switch in Celsius. When the
current temperature drops below the
threshold, an SNMP trap with maximum
severity will be sent to the manager.

min

Enter to indicate the minimum
temperature threshold value for the
switch. When the current temperature
drops below the threshold, an SNMP
trap with maximum severity will be sent
to the manager. This threshold value
ranges between from -15 to 30 degree
Celsius.

max

Enter to indicate the maximum
temperature threshold value for the
switch. When the current temperature
rises above the threshold, an SNMP trap
with maximum severity will be sent to
the manager. This threshold value ranges
between from 30 to 40 degree Celsius

threshold

Enter to configure the temperature
threshold.

<celsius
((-15)-35)/(3
0-40)>

Enter to configure the temperature
threshold value in Celsius.

power

Enter to indicate the maximum and
minimum threshold values of the switch
power supply in volts. When the current
temperature drops below the threshold,
an SNMP trap with maximum severity
will be sent to the manager. This
threshold value ranges between 100 and
230 V.

min

Enter to indicate the minimum threshold
power supply for the switch. When the
voltage drops below the threshold, an
SNMP trap with maximum severity will
be sent to the managerr.

116



CHAPTER 4

SET SWITCH
SYSTEM FEATURES

Parameter Type Description

max Enter to indicate Sets the maximum
threshold power suppy for the
switch.When the voltage rises above the
threshold, an SNMP trap with maximum
severity will be sent to the manager.

threshold Enter to configure the power supply
threshold.
<volts Enter to configure the threshold value in
(100-230)> volts.
Mode

Global Configuration Mode

Default

Switch defaults

. RAM - 100%
J CPU-100 %
. flash - 100%

Temperature
] min - 10 degree Celsius

J max - 40 degree Celsius

Power Supply
. min - 100 V
. max - 230V

Examples

iIS5Comm(config)# set switch maximum RAM threshold 98
iS5Comm(config)# set switch temperature min threshold -10
iIS5Comm(config)# set switch temperature max threshold 37
iIS5Comm(config)# set switch power min threshold 110

iS5Comm(config)# set switch power max threshold 220
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4.38. hostname

To configure the name of the switch, use the command hostname in Global Configuration Mode.

hostname

hostname <switchname>

Parameters
Parameter | Type Description
<switch This is a string with maximum size of 15.
name>

Mode

Global Configuration Mode

Examples

iS5Comm(config)# hostname switchl

4.39. set designated-uplink

To configure the name of the switch, use the command set designated-uplink in UFD Configuration
Mode.

set designated-uplink

set designated-uplink <ifXtype> {fastethernet <ifnum> | gigabitethernet
<ifnum> | extreme-ethernet <ifnum>} | port-channel <integer <1-65535)>
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Parameters

Parameter

Type

Description

<ifXtype>

Enter to set the type of interface.
The interface can b

fastethernet

Enter for fastethernet. Officially
referred to as 100BASE-T
standard. This is a version of LAN
standard architecture that
supports data transfer up to 100
Megabits per second.

gigabitethernet

Enter for gigabitethernet. A
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

extreme—-ethernet

Enter for extreme-ethernet. A
version of Ethernet that supports
data transfer up to 10 Gigabits
per second. This Ethernet
supports only full duplex links.

<ifnum>

Enter to set the interface
identifier for the specificinterface
type. This is a unique value that
represents the specific interface.
This value is a combination of slot
number and port number
separated by a slash

port-channel

Enter to set the port-channel for
the desiginated-uplinks.

<integer
(1-65535)>

Integer

Enter a port channel identifier.
This is a unique value that
represents the specific
port-channel created. This value
ranges from 1 to 65535.

Mode

UFD Configuration Mode
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Prerequisites

This command executes only if,
. UFD group is configured
. uplink port is added in the group

Examples

iSS5Comm (config-ufd)# set designated-uplink gigabitethernet 0/6

4.40. mac-learn-rate

To configure the maximum number of unicast dynamic MAC (L2) MAC entries hardware can learn in the
system, in a configured time interval, use the command mac-learn-rate in Global Configuration Mode.
The no form of the command removes the limit on number of unicast MAC entry indications (limit value
is set as 0) and resets the configured time interval to default value.

In next subsequent time interval, hardware can learn number of previously learnt MAC entries plus
present MAC entries, this cycle will continue until MAC learning reaches to maximum number of L2
unicast dynamic entries learning capacity of the system. If rate limit is changed while timer is running,
new rate limit value takes effect on next timer restart. This limit is to control the number of MAC entries
indication to control plane from hardware, when hardware MAC learning is enabled. Configuration value
'0' disables this feature in the system.

mac-learn-rate

mac—-learn-rate <no of MAC entries(0-2147483647)> [interval <millisec-—
onds (1-100000) >]
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no mac-learn-rate

Parameters

Parameter

Type

Description

<no of MAC
entries (0-214
7483647) >

Enter to configure the maximum number
of unicast dynamic MAC (L2) entries that
can be learned in the switch within the
specified time interval. The configured
value takes effect on next timer restart if
this value is changed while the timer is
running. This value is used to control the
number of MAC entries indicated to
control plane from the hardware, when
hardware MAC learning is enabled and
ranges from 0 to 2147483647. The value
0 represents that no limit is set in the
switch. This limit value does not impose
any restrictions on multicast / broadcast
and dynamic / static / protocol (MMRP)
MAC learning capability limits.

interval

Enter to configure the time interval (in
milli-seconds) for maximum number of
MAC entries to be learned in the switch.
The configured value takes effect from
the next timer restart. This value ranges
from 1 to 100000 milli-seconds..

<milliseconds
(1-100000) >

Enter an interval value. The configured
value takes effect from the next timer
restart and ranges from 1 to 100000
milli-seconds.

Mode

Global Configuration Mode

Default

This command executes only if,
. <no of MAC entries(0-2147483647)> - 1000

) interval - 1000
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Examples

iISS5Comm (config)# mac-learn-rate 100 interval 500

4.41. ports

To configure the ports for the UFD group, use the command ports in UFD Configuration Mode.

ports

ports {add | delete} [fastethernet <interface-id> | gigabitethernet <inter-
face-id> | Extreme-Ethernet <interface-id> | port channel <port channel ID>]
counters

122



CHAPTER 4

PORTS
SYSTEM FEATURES

Parameters

Parameter

Type

Description

add

Enter to add ports to the UFD
group.

delete

Enter to delete ports from the
UFD group.

Gigabitethernet

Enter to set to gigabitetethernet
type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter a specific slot number /
port number. The format is
<0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to set to Extreme-Ethernet
type of interface. Extreme
Ethernet is a version of Ethernet
that supports data transfer up to
10 Gigabits per second and only
full duplex links.

fastethernet

Enter to set to fastethernet type
of interface. Fast Ethernet is
officially referred to as 100BASE-T
standard. This is a version of LAN
standard architecture that
supports data transfer up to 100
Megabits per second.

port-channel

Enter to set to port channel
interface. This is a logical
interface that represents an
aggregator which contains several
ports aggregated together.

<port channel
ID>

Integer

Enter a number for port channel
ID. The range is from 1 to 65535.

Mode
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UFD Configuration Mode

Prerequisites

This command executes only if UFD group is configured.

Examples

iSSComm (config-ufd)# ports add gigabitethernet 0/1

4.42. set port-role

To configure the ports for the UFD group, use the command set port-role in Interface Configuration
Mode.

set port-role

set port-role {uplink [designated] | downlink}

Parameters
Parameter Type Description
uplink Enter to set the port role for an interface as
uplink.
designated Enter to set the port role for an interface as
designated uplink.
downlink Enter to set the port role for an interface as
downlink
Mode

Interface Configuration Mode

Examples

iS5Comm (config-if)# set port-role uplink
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4.43. clear interfaces

To clear current interface counters for all interfaces or for only specific interface types and numbers, use
the command clear interfaces in Global Configuration Mode. When used in Privileged EXEC Mode, the
command can be used to clear port channel interface counters as well.

clear interfaces

clear interfaces [gigabitethernet <interface-id> | Extreme-Ethernet <inter-
face-id>] counters

When used in Privileged EXEC Mode

clear interfaces

clear interfaces [gigabitethernet <interface-id> | Extreme-Ethernet <inter-
face-id>] [port channel <port channel ID>] counters
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Parameters

Parameter

Type

Description

Gigabitethernet

Enter to clear gigabitetethernet
type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter a specific slot number /
port number. The format is
<0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to clear Extreme-Ethernet
type of interface. Extreme
Ethernet is a version of Ethernet
that supports data transfer up to
10 Gigabits per second and only
full duplex links

counters

Enter to clear all interface
counters

port-channel

Enter to clear port channel
interface.

<port channel
ID>

Integer

Enter a number for port channel
ID. The range is from 1 to 65535.

Mode

Privileged EXEC Mode / Global Configuration Mode

Examples

iSSCommt#t clear interfaces counters

iSSComm# clear interfaces port-channel 1 counters

iIS5Comm(config)# clear interfaces counters

iS5Comm(config)# clear interfaces gigabitethernet 0/1 counters
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4.44. clear counters

To clear current interface counters for all interfaces or for only specific interface types and numbers, use
the command clear counters in Global Configuration Mode. When used in Privileged EXEC Mode, the
command can be used to clear port channel interface counters as well.

clear counters

clear counters [gigabitethernet <interface-id> | Extreme-Ethernet <inter-
face-id>] counters

When used in Privileged EXEC Mode

clear interfaces

clear counters [fastethernet <interface-id> | gigabitethernet <interface-id>
| Extreme-Ethernet <interface-id>] [port channel <port channel ID>] counters
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Parameters

Parameter

Type

Description

Gigabitethernet

Enter to clear gigabitetethernet
type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter a specific slot number /
port number. The format is
<0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to clear Extreme-Ethernet
type of interface. Extreme
Ethernet is a version of Ethernet
that supports data transfer up to
10 Gigabits per second and only
full duplex links

fastethernet

Enter to clear fastethernet type of
interface. Fast Ethernet is
officially referred to as 100BASE-T
standard. This is a version of LAN
standard architecture that
supports data transfer up to 100
Megabits per second.

counters

Enter to clear all interface
counters

port-channel

Enter to clear port channel
interface.

<port channel
ID>

Integer

Enter a number for port channel
ID. The range is from 1 to 65535.

Mode

Privileged EXEC Mode / Global Configuration Mode
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Examples

iISSComm# clear counters
iSSComm# clear counters port-channel 1
iIS5Comm(config)# clear counters

iS5Comm(config)# clear interfaces gigabitethernet 0/1

4.45. show ip interface

To display the IP interface configuration, use the command show ip interface in Privileged EXEC Mode.

show ip interface

show ip interface [vlan <vlan-1d(1-4094>] [switch default]] [gigabitethernet
<interface-id>] [Extreme-Ethernet <interface-id>] [loopback <loopback ID
(1-1000>] [vlan-counters]
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Parameters

Parameter

Type

Description

vlan

Enter to display the IP interface
configuration for the specified
VLAN ID.

<vlan-id(1-4094)

>

Enter a specific VLAN ID. This is a
unique value that represents the
specific VLAN created that ranges
from 1 to 4094.

switch default

Enter to specify default switch.

Gigabitethernet

Enter to display gigabitetethernet
type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits
per second and only full duplex
links

loopback

Enter to display the IP interface
configuration for the specified
loopback ID.

<loopback-id(0-1

Integer

Enter a specific loopback ID. This
is a unique value that represents

00)> the specific loopback created that
ranges from 0 to 100.
vlan-counters Enter to display VLAN counters

related configuration.
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Mode

Privileged EXEC Mode

Examples

iISS5Comm# show ip interface vlan 1
vlanl is up, line protocol is up
Internet Address is 192.168.10.1/24
Broadcast Address 192.168.10.255

Vlan counters disabled

4.46. show authorized-managers

To display the configured authorized managers' related information available in the switch, use the
command show authorized-managers in Privileged EXEC Mode.

show authorized-managers

show authorized-managers [ip-source <ip addr>]

Parameters
Parameter Type Description
ip-source Enter to display a Network or Host
address
<ip addr> A.B.C.D | Enter an IP Address for a network or
host
Mode

Privileged EXEC Mode

Examples

iSSComm# show authorized-managers
Ip Authorized Manager Table
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Ip Address : 12.0.0.1

Ip Mask : 255.255.255.255
Services allowed : ALL

Ports allowed : Gi0/1

On cpul : Deny

Vlans allowed : All Available Vlans

4.47. show interfaces
To display the interface status and configuration, use the command show interfaces in Privileged EXE

Mode.

show interfaces
show interfaces

[<interface-type> <interface-id>] etherchannel

| [{[<interface-type> <interface-id>] [{description |storm-control | flow-
control | capabilities | status |port-security-state |rate-limit}] | {vlan
<vlan vfi id> | [{switch <switch-name>}] }| tunnel <tunnel ID (1-128)>}]

| [bridge port-type [{port-channel <port-channel ID(1-65535)>] <inter-
face-id> <ifnum> | pw <integer (1-65535)>] [s-channel <integer (1-65535)>]]

| configuration hardware
| hardware

| mcounters [{{gigabitethernet | extreme-ethernet} <ifnum> | redundant
<integer (1-8)>}]

| mtu [{vlan <vlan vfi id> [{switch <switch-name>}] | port-channel
<port-channel ID(1-65535)>] | <interface-type> <interface-id>}]

| port-role

| redundant [<integer (1-8)>] {configuration | nodes-table |
proxy-node-table | link-stats | trap-mapping | port mapping | quad-box
{configuration |nodes-table}}

| redundant fast-recovery

[counters [gigabitethernet <interface-id>]
| statistics

| transceivers

| trap-mapping

| {counters |HC-counters} [{ppp <PPP-id range (1-4094)>] |<interface-typ
<interface-id> | {vlan <vlan vfi id> | [switch <switch-name>] }| tunnel
<tunnel ID (1-128)>}] | redundant {[<number (1-8)>]1}]
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Parameters

Parameter

Type

Description

<interface-type>

. Enter Gigabitethernet to
display gigabitetethernet
type of interface. Giga-
bitethernet is a version of
LAN standard architecture
that supports data transfer
up to 1 Gigabit per second.

L Enter Extreme-Ethernet to
display the
Extreme-Ethernet type of
interface. Extreme Ethernet
is a version of Ethernet that
supports data transfer up to
10 Gigabits per second and
only full duplex link

<interface-id>

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

etherchannel Enter to display the interface
specific port-channel information
description Enter to display the interface

description.

storm-control

Enter to display the broadcast,
multicast, and unicast storm
control suppression levels for the
specified interface.

flowcontrol Enter to display the flow control
related statistics information for
the specified interface.

capabilities Enter to display the interface

type, interface speed, duplex
operation and flow control status
for the specified interface.
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Parameter Type Description

status Enter to display the status, duplex
details, speed and negotiation
mode of the specified interface.

port-security-st Enter to display the state of the

ate port security option.

rate-limit Enter to display the rate limit
burst size and rate-limit value of
the interface.

vlan Enter to display the IP interface
configuration for the specified
VLAN ID.

<vlan-1d(1-4094) Enter a specific VLAN ID. This is a

> unique value that represents the
specific VLAN created that ranges
from 1 to 4094.

switch Enter to display by switch name.

<switch-name> Integer | Enter a specific switch name.

tunnel Enter to display Tunnel interface
configuration

<tunnel IP Integer | Enter a specific tunnel ID. The

(1-128)>

range is from 1 to 128.

bridge port-type

Enter to display the bridge port
type of interfaces.

port-channel

Enter to display the port channel
interfaces.

<port-channel
ID(1-65535)>

Enter a specific port channel ID
that ranges from 1 to 65535.

bridge port-type

Enter to display the bridge port
type of interfaces.

port-channel

Enter to display the port channel
interfaces.

<integer (1-65535
) >

Enter a specific port channel ID
that ranges from 1 to 65535.

Pw

Enter to display the pseudo wire
interface.
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Parameter

Type

Description

<integer (1-65535)
>

Enter a specific pw ID that ranges
from 1 to 255.

s—-channel

Enter to display the s-channel
interfaces.

<integer (1-65535
) >

Enter a specific s-channel ID that
ranges from 1 to 65535.

configuration

Enter to display the
configuration-related statistics
information for the specified
interface.

hardware

Enter to display the
hardware-related statistics
information for the specified
interface.

mcounters

Enter to display MIB counters
obtained directly from hardware.
Full resolution counters can be
obtained to get better insight into
the traffic patterns and issues.

gigabitethernet

Enter to select gigabitethernet
interface.

extreme—-ethernet

Enter to select extreme-ethernet
interface.

ifnum

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

redundant

Enter for HSR/PRP Redundant
Interface

<integer (1-8)>

Enter a number for the HSR/PRP
Redundant Interface.

mtu

Enter to display the Maximum
Transmission Unit (MTU) of
interfaces in the switch.

135



CHAPTER 4

SHOW INTERFACES
SYSTEM FEATURES

Parameter

Type

Description

port-role

Enter to display the interface port
role configuration details and
detailed information of UFD
mapped in the interface.

redundant

Enter to display the HSR-PRP
redundancy-related
configuration.

<integer (1-8)>

Enter to display the RED interface
identification number.

configuration

Enter to display the hsp-prp
specific configuration.

nodes-table

Enter to display the node table
information.

proxy-node-table

Enter to display the proxy node
table information.

link-stats

Enter to display the HSR/PRP
redundancy links stats.

trap-mapping

Enter to display interfaces trap
mapping indexes.

port-mapping

Enter to display the port
mapping.

quad-box-table

Enter to display the Quad-Box
node table information.

fast-recovery

Enter to display the HSR/PRP
redundancy links stats.

counters Enter to display the counter
statistics for specified interface.

statistics Enter to display the UFD global
configuration details.

transceivers Enter to display the transceiver

related live diagnostic
information.

trap-mapping

Enter to display interfaces trap
mapping indexes.
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Parameter Type

Description

HC-counters

Enter to display the HC interface
counters related information.

PpPpP Enter to display the Protocol
Packet Processing (PPP) interface
related configuration.

<PPP-id range Integer | Enter a specific PPP ID. The range

(1-4094) > is from 1 to 4094.
Mode

Privileged EXEC Mode

Examples

iISSComm# show interfaces gigabitethernet 0/1

Gi0/1 up, line protocol is up (connected)

Bridge Port Type: Customer Bridge Port

Interface SubType: Gigabit Ethernet

Interface Alias: interfacel
Hardware Address is 00:03:02:03:04:01

MTU 200 bytes,

Error in Duplex status

100 Mbps, Auto-Negotiation
HOL Block Prevention disabled.
CPU Controlled Learning disabled.

Auto-MDIX on

Link Up/Down Trap is enabled

Reception Counters
Octets

Unicast Packets
Multicast Packets
Broadcast Packets
Discarded Packets
Error Packets

Unknown Protocol

O O O O o O O
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Transmission Counters

Octets : 158406
Unicast Packets : 0
Multicast Packets : 1702
Broadcast Packets : 0
Discarded Packets : 0
Error Packets : 0

iSSComm # show interfaces mcounters
MIB RECEIVE COUNTERS

Port Octets Unicast Multicast Broadcast Discards
Errors

Gi0/1 915185 44 2869 1373 0
0

Gi0/2 546837 0 1967 759 0
0

Gi0/3 184609 0 702 70 0
0

Gi0/4 531967 0 1891 762 0
0

Gi0/5 4641423 59 55635 1375 0
0

Gi0/6 5412423 101 60671 2129 0
0

i0/7 4641564 59 55636 1375 0
0G1i0/8 5412561 101 60672 2129 0
0

Gi0/9 3845022 58 44602 1384 0
0

Gi0/10 0 0 0 0 0
0

Gi0/11 7879751 43 106674 745 0
0

Gi0/12 0 0 0 0 0
0

Red-3A 522786 0 1734 754 0
0

Red-3B 3359316 58 43141 630 0
0

Red-3I 7915993 43 106935 745 0
0
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Red-4A 4638829 59 55637 1375 0
0
Red-4B 4638959 59 55638 1375 0
0
Red-4I 3848156 58 44413 1384 0
0

MIB TRANSMIT COUNTERS

Port Octets Unicast Multicast Broadcast Discards
Errors

Gi0/1 47441 43 259 1 0
0

Gi0/2 998346 87 3389 1374 0
0

Gi0/3 5398732 99 60907 1914 0
0

Gi0/4 10030182 160 115852 3494 0
0

Gi0/5 5401602 101 60620 2124 0
0

Gi0/6 4638959 59 55638 1375 0
0

Gi0/7 5401954 101 60620 2125 0
0

Gi0/8 4638959 59 55638 1375 0
0

G10/9 7915993 43 106935 745 0
0

Gi0/10 0 0 0 0 0
0

Gi0/11 3848156 58 44413 1384 0
0

i0/12 0 0 0 0 0 0
Red-3A 4911845 101 59405 1232 0
0

Red-3B 4487972 43 57941 672 0
0

Red-3T 3845022 58 44602 1233 0
0

Red-4A 5412701 101 60674 2129 0
0
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Red-4B 5412701 101 60674 2129 0
0
Red-41I 7879751 43 106674 745 0
0

iIS5Comm # show interfaces mcounters gigabitethernet 0/4
Gi0/4 MIB Counters Receive Transmit
Good Octets 533372 10057124
Bad Octets 0
Unicast 0 160
Multicast 1896 116189
Broadcast 763 3494
Flow Control 0 0
Bad Flow Control 0
Fragmentation 0
Collisions
Late Collisions
Multiple Send
Deffered Send

o O O O

MAC Errors

CRC Errors
Undersized Packets
Oversized Packets
Drop Packets
Jabber Packets

O O O O o o

Excessive Collisions 0
64 Octets 561
65-127 Octets 116406
128-255 Octets 2692
256-511 Octets 683
512-1023 Octets 2150
1024-max Octets 10

iS5Comm # show interfaces mcounters redundant 4

Red 4 MIB Counters RX-A RX-B RX-I TX-A TX-B
TX-I

Enabled 1 1 1 1 1
1

140



SHOW INTERFACES
CHAPTER 4 SYSTEM FEATURES

Bytes 4668639 4668769 3872054 5445535 5445535
7935679

Frames 51077 51147 40971 63344 63344
108252

CRC errors 0 0 0
604 0 0 498 0 00

65-127 55746 55746 43933 60688 60688
107356

128-255 853 854 861 1222 1222
347

256-511 173 173 171 344 344
173

512-1023 700 700 714 1085 1085
371

1024+ 5 5 0 5 5
5

Unicast 59 59 58 101 101
43

Multicast 56039 56040 44731 61108 61108
107462

Broadcast 1379 1379 1388 2135 2135
747

VLAN 0 0 0 0 0
0

PTP 0 0 0 0 0
0

Control 0 0 0 0 0
0

Pause 0 0 0 0 0
0

Oversize 0 0 0 0 0
0

Undersize 0 0 0

Error frames 0 0
0

Fragmented 0 0 0

Drop (mem issue) 0 0 0 0 0
0

HSR-PRP 57215 57215 43885 63344 63344
108252

Own HSR 0 0
HSR-PRP dup 48539 52519
PRP wrong LanID 0 0
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iS5Comm # show interfaces port-role

Gi0/1
Gi0/2
Gi0/3
Gi0/6

vlanl

Downlink
Downlink
Downlink
Uplink
Uplink

iSSComm # show interfaces statistics
DownlinkEnabledCount DownlinkDisabledCount

Interface
Gi0/1
Gi0/2
Gi0/3
Ex0/1
Ex0/2
Ex0/3
Ex0/4

vlanl

iS5Comm # show interfaces status

Port
Capability
Gi0/1
Gi0/2
Gi0/3
Gi0/4
Gi0/5
Gi0/6
Gi0/7

Status

not connected
not connected
not connected
connected

not connected
not connected

not connected

not connected -

G10/9(I)
Gi0/11(I)
Red3
Red3A
Red3B
Red4
Red4A
Red4B

admin down

admin down

not connected

not connected

not connected

not connected

iS5Comm(config-if)# speed automax100

iSS5Commend

iS5Comm # show interfaces gigabit 0/17

1

O O O O O O O

1

O O O O O O O

Speed Nego

1 Gbps Auto

- Auto

tiation

Auto-MDIX
Auto-MDIX
Auto-MDIX
Auto-MDIX
Auto-MDIX
Auto-MDIX

on

on

on

on

on

on

Auto Auto-MDIX onGi0/8

Auto Auto-MDIX o

n

- Auto Auto-MDIX on
- Auto Auto-MDIX on

Auto
Auto

Auto
Auto

Auto-MDIX
Auto-MDIX

Auto-MDIX
Auto-MDIX

on

on

on

on
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Gi0/17 up, line protocol is down (not connect)

Bridge Port Type: Customer Bridge Port

Interface SubType: gigabitEthernet
Interface Alias: Slot0/17

Hardware Address is e8:e8:75:90:35:92
MTU 1500 bytes, Half duplex, 1 Gbps,
HOL Block Prevention enabled.

CPU Controlled Learning disabled.
Auto-MDIX on

Input flow-control is off, output flow-control is on

Link Up/Down Trap is enabled

iISS5Comm # show interfaces show interfaces trap-mapping

Interface Trap Index

Gi0/1 1
Gi0/2 2
Gi0/3 3
Gi0/4 4
Gi0/5 5
Gi0/6 6
Gi0/7 7
Gi0/8 8
Gi0/9 9
Gi0/10 10
Gi0/11 11
Gi0/12 12
Gi0/13 13
Gi0/14 14
Gi0/15 15
Gi0/16 16
Gi0/17 17
Gi0/18 18
Gi0/19 19
Gi0/20 20
Gi0/21 21
Gi0/22 22

Auto-Negotiation-Max100
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Gi0/23
Gi0/24
Ex0/1
Ex0/2
Ex0/3
Ex0/4

4.48. show system-specific port-id

23
24
25
26
27
28

To display the custom-parameters configurations, use the command show system-specific port-id in

Privileged EXEC Mode.

show system-specific port-id

show system-specific port-id

Mode

Privileged EXEC Mode

Examples

iS5Comm# show system-specific port-id
Interface PortID

Slot0/1 45

4.49. set custom-param

To configure the custom parameters for a particular port, use the command set custom-param in Inter-
face Configuration Mode. The no form of the command deletes the custom parameter configuration.
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set custom-param

set custom-param {type <integer> | length <integer> | value <string>} |
attribute <integer (1-4)> | value <integer (0-4294967295)>}

no set custom-param

no set custom-param [type <integer>] [attribute <integer (1-4)]

Parameters
Parameter Type Description

type Enter to set the type of TLV
information.

integer Integer | Enter a specific TLV information
type value.

length Enter to set the length of TLV
information.

integer Integer | Enter a specific TLV information
length value.

value Enter to set the value of TLV
information.

string Enter a specific TLV information
value

attribute Enter to set the opaque attribute ID
configured on the port.

integer (1-4) Integer | Enter a specific opaque attribute ID.
This value ranges from 1 to 4.

value Enter to set the value for the
Opaque attribute.

integer Integer | Enter a specific Opaque attribute

(0-4294967295) value. This value ranges from 0 to
4294967295.

Mode

Interface Configuration Mode
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Default

value -0

Examples

iIS5Comm (config-if)# set custom-param attribute 2 value 40

4.50. show custom-param

To display the custom-parameters configurations, use the command show custom-param in Privileged
EXEC Mode.

show custom-param

show custom-param

Mode

Privileged EXEC Mode

Examples

iSS5Comm# show custom-param

Slot0/1

AttrID AttrValue

4 5454

Slot0/2

AttrID AttrValue

2 2424

Type Length Value
4 root

root
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4.51. show env

To display the configured authorized managers' related information available in the switch, use the
command show env in Privileged EXEC Mode.

show env

show env {all

temperature | RAM | CPU | flash | power}

Parameters
Parameter Type Description
all Enter to display the threshold information
of all resources such as CPU, Flash, RAM,
power and temperature
temperature Enter to display temperature threshold
values of the switch in Celsius
RAM Enter to display maximum RAM usage of
the switch in percentage
CPU Enter to display maximum CPU usage of the
switch in percentage
flash Enter to display the maximum flash usage
of the switch in percentage
power Enter to display power suply(ies) for the
switch
Mode

Privileged EXEC Mode

Examples

iSSCommit show env all

CPU Threshold 80%
Current CPU Usage : 3%
RAM Threshold %
Current RAM Usage : 37%
Flash App Threshold : 80%
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Flash Dedicated for App : 95%
Dedicated Flash Usage by App : 19%
Flash Size 8GByte
Power Supply 1 Presence : Uknown
Power Supply 2 Presence : Uknown
Switch Thermal Limit : 85C
Switch High Threshold : 80C
Switch Low Threshold : —-35C
Switch Current Temperature : 36C
Core Temperature : 58C
Line Module 1 Temperature : 42C
Line Module 2 Temperature : 45C
Line Module 3 Temperature : 39C
Line Module 4 Temperature : 37CMgmt Port Routing

Disabled

4.52. show system

To display the configured authorized managers' related information available in the switch, use the

command show system in Privileged EXEC Mode.

show system

show system {acknowledgement | information | port-id}
Parameters
Parameter Type Description
acknowledgement Enter to display acknowledgment for
open sources used in the system
information Enter to display the system
informaion
port-id Enter to custom-parameters
configuration
Mode

Privileged EXEC Mode

148



SHOW FLOW-CONTROL
CHAPTER 4 SYSTEM FEATURES

Examples

iISS5Comm# show system acknowledgement

Product Name: U-Boot 2016.09
License : GPLv2

Description : U-Boot Boot Loader

Product Name: NXP SDK v2.0-1703
License : GPLv2

Description : Linux Drivers, Linux Kernal-4.1.3

Product Name: OpenSSL v1.1.1
License : OpenSSL License and the original SSLeay license
Description : OpenSSL is a toolkit for the Transport Layer Security an

Secure Sockets Layer protocols.

Product Name: libssh v0.8.90
License : LGPL

Description : Multiplatform C library implementing the SSHv2 protocol on
client and server side

Product Name: Marvell CPSS v4.1.622 Components
License : GPLv2

Description : Buildroot and Patches Linux cross compilation tool.

iSS5Commitshow system information

4.53. show flow-control

To display the flow-control information, use the command show flow-control in Privileged EXEC Mode.

show flow-control

show flow-control [interface {gigabitethernet <interface-id>]
[Extreme-Ethernet <interface-id>] [port-channel <port-channel ID
(1-65535)>11}

Parameters
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Parameter

Type

Description

interface

Enter to display the
protocol-specific configuration of
the interface.

Gigabitethernet

Enter to display gigabitetethernet
type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links

port-channel

Enter to display the IP interface
configuration for the specified
loopback ID

<port-channellID

Integer

Enter a specific port-channel ID.

(1-65535) > This is a unique value that
represents the specific loopback
created that ranges from 0 to
65535.

Mode

Privileged EXEC Mode

Examples

iSS5Comm# show flow-control Interface gigabitethernet 0/1

Port Admin
Tx Rx Tx

Oper

Tx Pause Rx Pause HC

TxPause

HC RxPause
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Gi0/1 off off on off O 0 0 0

4.54. show debug-logging

To display the debug logs stored in file or the standby lob file, use the command show debug-logging in
Privileged EXEC Mode.

show debug-logging
show debug-logging [standby]

Parameters
Parameter Type Description
standby Enter to display the standby log file.
Mode

Privileged EXEC Mode

Examples

iS5Comm# show debug-logging standby
Creating log file fsir.log.4693
iS5Comm# show debug-logging standby

o)

% File does not exist

4.55. show debugging

To display the state of each debugging option, use the command show debugging in Privileged EXEC
Mode.

show debugging
show debugging
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Mode

Privileged EXEC Mode

Examples

iIS5Comm# show debugging
LLDP
LLDP critical debugging is on

4.56. show clock

To display the system date and time, use the command show clock in Privileged EXEC Mode.

show clock

show clock

Mode

Privileged EXEC Mode

Examples

iSSComm#t show clock
Mon Jan 20 23:54:44 2020 (UTC +00:00)

4.57. show running-config

To display the configuration information currently running on the router, the configuration for a specific
interface, or map class information and this configuration is lost if the system is restarted, use the
command show running-configin Privileged EXEC Mode. The command is useful when there are multiple
interfaces and you want to look at the configuration of a specific interface
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show running-config

Mode

Privileged EXEC Mode

Examples

iISS5Comm# show running config ?

<CR> Command to enable or disable
memtrace

<CR> Displays the currently operating
configuration in the system

<CR> show memtrace

Openflow Client related configuration
acl ACL related configuration
alarm alarm related configuration

beep-server
bfd

bgp
clkiwf
cn

cru

dcbx
dhcp
dhcp6
disable
dns
dsmon
dvmrp
ecfm
elmi
elps
enable
entity-mib
eoam
erps
firewall
fm

fsb

hb

BEEP-SERVER related configuration
BFD related configuration

BGP related configuration
CLKIWF related configuration
CN related configuration
Common routing utilities

DCBX related configuration
DHCP related configuration
DHCP6 related configuration
Disable memtrace

DNS related configuration
DSMON related configuration
DVMRP related configuration
ECFM related configuration
ELMI related configuration
ELPS related configuration
Enable memtrace

ENTITY-MIB related configuration
EOAM related configuration
ERPS related configuration
FIREWALL related configuration
FM related configuration

FSB related configuration

Heartbeat related configuration
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hs HS related configuration
http HTTP related configuration
icch ICCH related configuration
igmp IGMP related configuration
igmp-proxy IGMP-PROXY related configuration
igs IGS related configuration
interface Interface related configuration
ip IP related configuration
ipsourceguard IPSOURCEGUARD related configuration
ipv6 IPv6 related configuration
isis ISIS related configuration
12dhcsnp L2Dhcsnp related configuration
la LA related configuration
11dp LLDP related configuration
mbsm MBSM related configuration
mef MEF related configuration
mempool Mempool related information
memtrace Memtrace related information
mld MLD related configuration
mlds MLD Snooping related configuration
mpls MPLS related configuration
msdp MSDP related configuration
msdpv6 MSDPV6 related configuration
nat NAT related configuration

network-clock
ospf
ospf3
ospfte
pbb
pim
pimveé
pnac
poe

ppp

ptp
gosxtd
radius
rbridge
rip

rip6

network-clock related configuration
OSPF related configuration
OSPF3 related configuration
OSPFTE related configuration
PBB related configuration

PIM related configuration
PIMV6 related configuration
PNAC related configuration
POE related configuration

PPP related configuration

PTP related configuration
QOSXTD related configuration
Radius related configuration
RBridge related configuration
RIP related configuration

RIP6 related configuration
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rm RM related configuration
rmon RMON related configuration

route-map
rsna

snmp

sntp
split-horizon
ssh

ssl
status
stp
switch
syslog
system
tac
tacacs
tlm

ufd
related configuration

vlan

vrf

vrrp
watchdogstatus

WSS

iSS5Comm# show running-config

#Building configuration...

|
!
syslog localstorage

syslog relay

syslog filename-one "syslog file"

ROUTE-MAP related configuration
RSNA related configuration

SNMP related configuration

SNTP related configuration
Split-Horizon related configuration
SSH related configuration

SSL related configuration
Memtrace status

STP related configuration
Switch related configuration
Syslog related configuration
System related configuration
TAC related configuration
TACACS related configuration
TLM related configuration
Uplink Failure Detection (UFD)

VLAN related configuration
VRF related configuration

VRRP related configuration
Status of software watchdog

WSS related configuration

logging local flash emergencies file syslog file

logging local flash alerts file syslog file

interface gigabitethernet 0/1

interface gigabitethernet 0/2

interface gigabitethernet 0/3
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interface gigabitethernet 0/17
no shutdown

!

interface gigabitethernet 0/17

speed automax100

set banner-name "RAPTOR iBiome OS"

system contact "my name"

system name "my system"

system location "my location"

username root password xXxXxxxxxx privilege 16
username guest password XXXxxxXxXX privilege 1
|

end

iISS5Comm# show running-config sntp

#Building configuration...

!

set sntp client enabled

set sntp client post 1025

set sntp client ip-address 2.2.2.1

set sntp client time-zone -04:00

set sntp unicast-serer ipv4 192.168.10.102
|

end

4.58. show health status

To display the device’s health status and error reasons, use the command show health status in Privi-
leged EXEC Mode.

This command displays the device’s health status and error reason. The list of health-check status for
device is as follows:

upAndRunning - Indicates that device is up and running.

downNonRecoverableErr - Indicates that the health status of device is down due to occurence of

some critical error.

upRecoverableRuntimeErr - Indicates that the health status of device is up but indicates the

occurence of a runtime error that is recoverable.

The list of error reasons for is as follows;
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. None - Indicates no errors

. nonRecovTasklInitializationFailure - Indicates the occurence of non-recoverable failure during Task
initialization.

. nonRecovinsufficientStartupMemory - Indicates that there is insufficient memory for successful

startup. This error is non-recoverable and requires sufficient memory to be available in the system
for successful device startup.

. recovCruBuffExhausted - Indicates that CRU Buffer Exhausted.
J recovConfigRestoreFailed - Indicates that config-restore failed. This is a recoverable error.

] recovProtocolMemPoolExhausted - Indicates that a mem-pool associated with a specific module in
the device has drained out. This error may affect the functioning of the specific protocol alone and
is treated as a recoverable error

show health status

Mode

Privileged EXEC Mode

Examples
iSSComm#t show health status

SWITCH HEALTH STATUS—-—-——=——=-————————————— o=

4.59. show mac-learn-rate

To display the maximum number of unicast dynamic MAC (L2) MAC entries hardware can learn in the
system, in MAC learning limit rate interval, use the command show mac-learn-rate in Privileged EXEC
Mode.

show mac-learn-rate

show mac-learn-rate

Mode

Privileged EXEC Mode
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Examples

iSSComm#t show mac-learn-rate
Switch MAC Learn Limit Rate : 100
Switch MAC Learn Limit Rate Interval: 1000

4.60. set timer speed

To configure the system timer speed, use the command set timer speed in Global Configuration Mode.

set timer speed

set timer speed <timer-speed(1-1000)>

Parameters

Parameter Type Description

<timer-speed | Integer | Enter avalue for the timer. This value
(1-1000) > ranges from 1 to 1000.

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set timer speed 100

4.61. audit-logging

Audit logging uses Syslog platform as tools to send/store Audit logs. So for allowing the Audit-logging to
work, the Syslog should configured and working. Audit-logging uses configuration, supported by Syslog.
Audit logging provides two ways to save audit messages: local and remote. Both ways work inde-
pendently between each other. Both local and remote logging are disabled by default.

audit-logging

audit-logging { [ local [ enable | filename <string(128)> ] | remote [ enable |
[ipv4-address <ip addr>] [port <integer (1-65535)>] [{ tcp | udp | tls}] ]}
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Parameters

Parameter

Type

Description

local enable

enable the local audit-logging

local filename
<string (128)>

set the local audit-logging file name

remote enable

enable the remote audit-logging

remote
[ipv4-address
<ip_ addr>] [port
<integer (1-65535
)>1 [{ tcp | udp
| tls}]

set the remote server parameters

Mode

Global Configuration Mode

Examples

Audit messages are saved to the local file, which can be default file or user defined file.

Local file name can not be changed if the local audit-logging enabled.

The way to change the file name is:

1) disable the local audit-logging (if enabled)

2)  change the file name

3) enable the local audit-logging (if required)

Example

iIS5Comm(config)# no audit-logging local

iS5Comm(config)# audit-logging local filename LOCAL_FILE.txt

iIS5Comm(config)# audit-logging local enable

Default paramters:

1. local logging status: disabled

2. local file name is “audit.txt”

Remote Logging Example

Remote audit-logging is done by sending the audit messages to the remote server by tcp or udp protocol.
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To enable the remote audit logging user should configure the server ip , port and protocol first.
The way to change the server parameters is:

1) disable the remote audit-logging (if enabled)

2) Toenable TLS use the “ secure logging crypto key” command.

3) change the remote server parameters

4) enable the remote audit-logging (if required)

iIS5Comm(config)# no audit-logging remote

iS5Comm(config)# audit-logging remote ipv4-address 192.168.0.100 port 5000 tls
iS5Comm(config)# audit-logging remote enable

iIS5Comm(config)#

NOTE: To enable TLS protocol, the certificates should be present

Default parameters:

1) remote logging status: disabled

2) remote server ipv4 address: NOT_VALID (0.0.0.0)
3) remote server tcp/udp port number: 514

4) remote server tls port number: 6514

5)  protocol: udp

Disabling Audit-Logging

iIS5Comm(config)# no audit-logging remote

iIS5Comm(config)# no audit-logging local

Seeing all available local files including current

All audit-logging files can be shown by “show audit-logging loglist”
example:

iSS5Comm# show audit-logging loglist

Audit Directory name: /mnt/log/audit/

Name: audit.txt, Size: 0, Updated: Wed Nov 6 03:12:05 2019

Name: audit_new.txt, Size: 152, Updated: Wed Nov 6 20:42:48 2019
iS5Comm#
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Seeing content of the local file

Content of the current local audit file can be shown by the “show audit-logging” command.
example:

iSS5Comm# show audit-logging file

To view a specific number of lines:

iS5Comm# show audit-logging file lines 3

To view a specific audit log file

iS5Comm# show audit-logging file audit.txt lines 3

Viewing the audit logging configuration

example:

iISS5Comm# show audit-logging config

Audit Local Status : Enabled

Audit Local File : audit_new.txt

Audit Remote Status : Enabled

Audit Remote Config : tcp, 192.168.0.100:5000
iS5Comm#

4.62. show audit-logging

Audit logging uses Syslog platform as tools to send/store Audit logs. So for allowing the Audit-logging to
work, the Syslog should configured and working. Audit-logging uses configuration, supported by Syslog.
Audit logging provides two ways to save audit messages: local and remote. Both ways work inde-
pendently between each other. Both local and remote logging are disabled by default.

show audit-logging
show audit-logging [ config | file [ lines <integer (1-65535)> ] ]
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Parameters
Parameter Type Description
config show the current local and remote status

and configuration

file [lines show the content of the local audit-logging
<integer(1-6553 file, default number of lines: 20
5)>]

Mode

Privileged Exec Mode

Examples

Content of the local audit file can be shown by “show command”

Example 1

iS5Comm# show audit-logging file

<134>Jul 27 02:19:52 1SS[2102]: AUDIT : admin audit-logging local enable #012 SUCCESS CONSOLE

<134>Jul 27 02:22:53 1SS[2102]: AUDIT : admin Idle Timer expired, Logging out ...! SUCCESS CONSOLE

<134>Jul 27 02:26:35 1SS[2102]: AUDIT : Attempt to login as admin via console Succeeded
<134>Jul 27 02:19:52 1SS[2102]: AUDIT : admin audit-logging local enable #012 SUCCESS CONSOLE

Example 2

An user can choose to see specific number of lines.

iS5Comm# show audit-logging file lines 3

<134>Jul 27 02:26:35 1SS[2102]: AUDIT : admin Logging in ...! SUCCESS CONSOLE

<134>Jul 27 02:28:25 1SS[2102]: AUDIT : admin show audit-logging file #012 SUCCESS CONSOLE

Example 3

For audit-Logging MRP for WebUIl and CLI, see below:

iS5Comm# show audit-logging file

<134>0ct 18 16:31:33 ISS: WEBNM : MRP Global Settings AUDIT : admin <Global Status>="Enable’;
<129>0ct 18 16:31:33 ISS: AUDIT : Attempt to logi as admin via console Succeeded

<129>0ct 18 16:31:33 ISS: AUDIT : admin Logging in ...! SUCCESS CONSOLE
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<134>0Oct 18 16:31:33 ISS: AUDIT : admin sh run SUCCESS CONSOLE
<134>0ct 18 16:31:33 ISS: AUDIT : admin sh sudit-logging filename SW3 SUCCESS CONSOLE
<134>0ct 18 16:31:33 ISS: WEBNM : MRP Global Settings AUDIT : admin <Global Status>="dISABLE;

4.63. shutdown ufd

To disable Uplink Failure Detection (UFD) feature in the system, use the command shutdown ufd in
Global Configuration Mode. The no form of the command enables UFD feature in the system.

shutdown ufd

no shutdown ufd

Mode

Global Configuration Mode

Examples

iSSComm (config)# no shutdown ufd

4.64. set ufd

To enable or disable Uplink Failure Detection (UFD) feature in the system, use the command set ufd in
Global Configuration Mode. UFD is a network path redundancy feature that works in conjunction with
Network Interface Card (NIC) teaming functionality. It monitors the link state of the uplink port(s) and
when failure on uplink ports is detected, it disables the downlink port(s) (a.k.a Error Disabled).

set ufd
set ufd {enable | disable}
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Parameters
Parameter | Type Description
enable Enter to enable UFD.
disable Enter to disable UFD

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set ufd enable

4.65. ufd group

To configure a UFD group that is identified by the group ID, use the command ufd group in Global Config-
uration Mode. Each group has uplink interfaces to monitor and downlink interfaces to disable.

ufd group
ufd group <integer (1-65535)> [groupname <string (32)>]

no ufd group

no ufd group <integer (1-65535)> [groupname <string(32)>]
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Parameters

Parameter

Type

Description

<integer (1-65
535) >

Enter a group ID for the UFD group. This
value ranges from 1 to 65535.

groupname

Enter to add a group name.

<string(32) >

Enter configure the name of the UFD
group. This groupname is a string of
maximum size 32. Note that the
groupname should be only characters -
no numerals allowed.

Mode

Global Configuration Mode

Examples

iS5Comm(config)# no shutdown ufd

iS5 Comm(config)# set ufd enable

iIS5Comm(config)# ufd group 2 groupname group

iS5Comm(config-ufd)

UFD Configuration

In the above topology Raptor 1 and Raptor 2 are configured with one uplink and one down link respec-
tively. A UFD group is created and both uplink ports and down link ports are added to the group for moni-

toring.

In a typical scenario as shown above where client can reach server from primary and backup links i.e. via
Raptor 1 and Raptor 2, when Raptor 1 detects the link failure with its uplink with server, it shall make
downlink with client disable. This shall switch the client to the backup link, i.e. with server reachable via

Raptor 2.
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Configuration on Raptor 1

iIS5Comm(config)# no shutdown ufd
iIS5Comm(config)# set ufd enable

iS5Comm(config)# ufd group 1 groupname raptor
iS5Comm(config-ufd)# ports add gigabitethernet 0/1
iS5Comm(config-ufd)# exit

iS5Comm(config)# int gi 0/2

iIS5Comm(config-if)# set port-role uplink
iS5Comm(config)# ufd group 1
iS5Comm(config-ufd)# ports add gigabitethernet 0/2
iS5Comm(config-ufd)# end

iISS5Comm# show ufd group 1

UFD Configurations

UFD Status : Enabled

Group Id: 1

Group Name: raptor

Group Status : UP

Interface Role UFD Status
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Gi0/1 Downlink Up
Gi0/2 Uplink Up

Output of making uplink down

iSS5Commi# show ufd group 1

UFD Configurations

UFD Status : Enabled
Group Id: 1

Group Name: raptor
Group Status : DOWN

Interface Role UFD Status
Gi0/1 Downlink Error Disabled
Gi0/2 Uplink Down

iS5Comm# show logging

EXEC commands

show logging
show logging-file

show logging-server

4.66. internal-lan

To add an internal LAN interface and its parameters, use the command internal-lan in Global Configura-
tion Mode. The no form of the command deletes the internal LAN interface.

internal-lan

internal-lan <ilan-id (1-65535)> [add interface virtual <iface list> |
delete interface virtual <iface list>]

167



CHAPTER 4

SHOW INTERNAL-LAN
SYSTEM FEATURES

no internal-lan

no internal-lan <ilan-id (1-65535)>
Parameters
Parameter Type Description
<ilan-id Integer | Enter to specify the internal LAN ID.
(1-65535) > This value ranges from 1 to 65535.

add interface
virtual

Enter to add the internal LAN
interface and its parameters.
Specifies the virtual interface.

<iface list>

Enter to enable UFD.

delete Enter to delete the internal LAN
interface interface and its parameters.
virtual

Mode

Global Configuration Mode

Prerequisites

This command executes only if virtual interface is created in the system.

Examples

iS5Comm(config)# internal-lan 1 add interface virtual 1

4.67. show internal-lan

To display the internal LAN parameters, use the command show internal-lan in Privileged EXEC Mode.

show internal-lan

show internal-lan <iface list>
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Parameters

Parameter Type Description

<iface 1list> | A.B.C.D | Enter an IP Address for a network or
host

Mode

Privileged EXEC Mode

Prerequisites

This command executes only if virtual interface is created in the system.

Examples

iSSCommit show internal-lan 1

Intra Bridge Connections

I-LAN : internal-lanl

Switch : Port : virtuall Bridge Port Type: Customer
Bridge Port

4.68. show iftype protocol deny table

To display the entries of iftype protocol deny table, use the command show iftype protocol deny table
in Privileged EXEC Mode.

show iftype protocol deny table

show iftype protocol deny table [switch default]
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Parameters
Parameter Type Description
switch default Enter to displays iftype for the specified
context. This value is default.
Mode

Privileged EXEC Mode

Prerequisites

This command executes only if virtual interface is created in the system.

Examples

iISS5Comm# show iftype protocol deny table
Switch default

IfType BridgePortType Protocol
Pip PropCustomerEdgePortlldp

Pip PropCustomerkEdgePortqgos

Pip CustomerBackbonePortecfm

Pip CustomerBackbonePortbridge

4.69. login block-for

To configure the maximum number of successful login attempts and the lock out time to block the user,
use the command login block-for in Global Configuration Mode.

login block-for

login block-for <seconds (30-600)> attempts <tries(1-10)>
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Parameters
Parameter Type Description
Integer | Enter to specify the lock out time
<seconds (30-600) in seconds for which a user is
blocked following unsuccessful
logins. This value ranges from 30
to 600
attempts Enter to configure number of login
attempts.
<tries(1-10)> Integer | Enter to configure login attempts.
This is the number of times a user
is allowed to login using wrong
password in the login prompt. This
value ranges from 1 to 10.
Mode

Global Configuration Mode

Defaults

o seconds - 30
. tries-3

Examples

iS5Comm(config)# login block-for 60 attempts 4

4.70. show ufd

To display the detailed UFD configuration, use the command show ufd in Privileged EXEC Mode.

show ufd

show ufd [brief] [group <integer (1-65535)>]

171



FEATURE TELNET
CHAPTER 4 SYSTEM FEATURES

Parameters
Parameter Type Description
brief Enter to display the related UFD
configuration.
group Enter to display the UFD configurations of

the specified UFD group.

Integer | Enter a group identifier. The range is from 1
<integer to 65535.

(1-65535
) >

Mode

Privileged EXEC Mode

Examples

iS5Commi# show ufd group 2
UFD Configurations
UFD Status : Enabled
Group Id: 2
Group Name: group
Group Status : UP
Designated Uplink Port : Gi0/6

Interface Role UFD Status
Gi0/1 Downlink Up
Gi0/6 Uplink Up

4.71. feature telnet

To enable the Telnet service in the system, use the command feature telnet in Global Configuration
Mode. The no form of the command disables the Telnet service.
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feature telnet

no feature telnet

Mode

Global Configuration Mode

Default

Enabled

Examples

iIS5Comm (config)# feature telnet

4.72. show telnet server

To display the Telnet server status, use the command show telnet server in Privileged EXEC Mode.

show telnet server

Mode

Privileged EXEC Mode

Examples

iSSComm#t show telnet server

telnet service enabled

4.73. set http

To configure the HTTP authentication scheme or its redirection related parameters, use the command
set http in Global Configuration Mode. The no form of the command disables the HTTP redirection
feature.
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set http

set http authentication-scheme {default | basic | digest}

enable

no http

no http redirection enable

Parameters
Parameter Type Description
Enter to specify the HTTP
authentication authentication scheme.
-scheme
default Enter to set the configurable HTTP
authentication scheme to default.
basic Enter to set the configurable HTTP
authentication scheme to the legacy
authentication scheme.
digest Enter to set the configurable HTTP
authentication scheme to digest.
redirection Enter to specify the HTTP redirection
feature.
enable Enter to enable the HTTP redirection
feature
Mode

Global Configuration Mode

Default

o Authentication scheme - default

o Redirection - enable

Examples

iIS5Comm(config)# set http authentication-scheme basic

redirection
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iS5Comm (config)# set http redirection enable

4.74. show http

To display the operational and configurable authentication scheme values, all redirection entries or
filtered by URL, or HTTP server and port status, use the command show http in Privileged EXEC Mode.

show http
show http authentication-scheme | redirection [URL] | server status
Parameters
Parameter Type Description
authentication Enter to display the operational and
-scheme configurable authentication scheme
values.
redirection Enter to display all redirection entries
or filtered by URL.
URL Enter to display the URL for which the
redirection entry has to be displayed.
server status Enter to display the HTTP server and
port status.
Mode

Privileged EXEC Mode

Examples

iSS5Comm# show http authentication-scheme
The Operational HTTP authentication scheme is Default
The Configured HTTP authentication scheme is Basic
iSS5Commi# show http redirection

HTTP Redirection Entries

URL Server IP/DomainName
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% No Entries Found

iS5Comm# show http server status

HTTP server status : Enabled
HTTP port is : 80

HTTP Requests In : 0

HTTP Invalids : 0

4.75. http redirect

To configure the alternate server for the URL specified, use the command http redirect in Global Config-
uration Mode. The no form of the command removes the redirection entry added to the server specified
for the URL.

http redirect

http redirect <URL to be redirected> server {<Domain name> | <IPv4 Address>
| <IPv6o Address>}

no http redirect

no http redirect <URL to be redirected>
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Parameters
Parameter Type Description
<URL to be /url | Enter to specify the URL which has to

redirected> be redirected. On receiving request for
the URL, a redirection status is sent as
response for the request.

server Enter to set the server for the URL

which is redirected. The options are:

<Domain name>

Enter to set the domain name of the
alternate server.

<IPv4 Address>

Enter to set the IP address of the
alternate server in v4 format.

<IPv6 Address>

Enter to specify the IP address of the
alternate server in v6 format.

Mode

Global Configuration Mode

Default

o Authentication scheme - default

o Redirection - enable

Examples

iS5Comm(config)# http redirect /sample/ server 12.0.0.2

4.76. set split-horizon

To enable or disable split horizon feature in the system, use the command set split-horizon in Global

Configuration Mode.
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set split-horizon

set split-horizon {enable | disable}
Parameters
Parameter | Type Description
enable Enter to enable the split horizon feature in the
system.
disable Enter to disable the split horizon feature in the
system.
Mode

Global Configuration Mode

Prerequisites

To execute this command Split Horizon should be started in the system

Examples

iIS5Comm(config)# set split-horizon enable

4.77. shutdown split-horizon

To disable split horizon feature in the system, use the command shutdown split-horizon in Global Config-
uration Mode. The no form of the command enables the split horizon feature in the system.

shutdown split-horizon

no shutdown split-horizon

Mode

Global Configuration Mode
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Examples

iIS5Comm(config)# no shutdown split-horizon

4.78. show split-horizon

To display the detailed information of the split horizon on the interface, use the command show
split-horizon in Privileged EXEC Mode.

show split-horizon

show split-horizon [all] [interface [gigabitethernet <interface-id> |
Extreme-Ethernet <interface-id>]
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Parameters
Parameter Type Description
all Enter to display all configurations.
interface Enter to display the interface-related
configuration.
Gigabitethernet Enter to display gigabitetethernet

type of interface. Gigabitethernet is a
version of LAN standard architecture
that supports data transfer up to 1
Gigabit per second.

<interface-id>

Enter a specific slot number / port
number. The format is <0>/<1-28>
without spaces between Slot
Number/Port Number. For example,
0/1.

Extreme-Ethernet

Enter to display Extreme-Ethernet
type of interface. Extreme Ethernet is
a version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links

Mode

Privileged EXEC Mode

Examples

iS5Comm# show split-horizon interface 1

Ingress Port

4.79. speed

VlanId StorageType Egress List

Volatile Gi0/2,Gi0/3,Gi0/6

To set the speed of the interface, use the command speed in Interface Configuration Mode. The no form
of the command sets the speed of the interface to its default value.
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speed
speed {10 | 100 | 1000 | 10000 | 2500 | 25000 | 40000
max100 | nonegotiate}
Parameters
Parameter Type Description
10 Enter to set the port to run at 10 Mbps.
100 Enter to set the port to run at 100 Mbps.
1000 Enter to set the port to run at 1000 Mbps.
10000 Enter to set the port to run at 10000 Mbps.
2500 Enter to set the port to run at 2500 Mbps.
25000 Enter to set the port to run at 25000 Mbps.
40000 Enter to set the port to run at 40000 Mbps.
auto Enter to have the speed of the port
automatically detected and set based on
the peer switch
automax100 Enter to have the speed of the port
automatically detected max to 100 Mbps -
it must run based on the peer switch.
nonegotiate Enter to disable negotiation on the ports.
Mode

Interface Configuration Mode

Prerequisites

To execute this command, Split Horizon should be started in the system.

Examples

iIS5Comm(config-if)# speed 10

50000

auto

auto-
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4.80. sleep

To make the CLI idle for a specified time, use the command sleep in Privileged EXEC Mode.

sleep

sleep <seconds (1-65535)>

Parameters
Parameter Type Description
<seconds (1-65 Enter a value to specify idle time. This
535)> value ranges from 1 to 65535 in seconds.
Mode

Privileged EXEC Mode

Examples

iSSComm# sleep 5

4.81. rate-limit pause

To enable the pause ingress rate limit above which PAUSE frames are transmitted on the interface, use
the command rate-limit pause in Interface Configuration Mode.

rate-limit pause

rate-limit pause [<high-watermark>] [<low-watermark>]
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Parameters

Parameter

Type

Description

[<high-watermark>]

Enter a value to configure the
ingress rate equal to or above
which PAUSE frames are
transmitted. This value ranges
from 1 to 2800.

[<low-watermark>]

Enter a value to configure the
ingress rate below which
transmission of PAUSE frames are
not sent. This value ranges from 1
to 2800.

Mode

Interface Configuration Mode (Physical)

Examples

iS5Comm (config-if)# rate-limit pause 400000 300000

4.82. cpu controlled learning

To enable software learning of MAC Address from the packets arriving on the interface instead of hard-
ware learning of MAC address, use the command cpu controlled learning in Interface Configuration
Mode. The no form of the command disables CPU controlled learning of MAC Address on the interface

cpu controlled learning

no cpu controlled learning

Mode

Interface Configuration Mode (Physical)

Examples

iIS5Comm (config-if)# cpu controlled learning
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4.83. traffic-separation control

To configure the method for receiving control packets by CPU, use the command traffic-separation
control in Global Configuration Mode. This control ensures that the CPU processing capacity is utilized
appropriately, according to the need of the protocol.

traffic-separation control

traffic-separation control {system default | user defined | none}
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Parameters

Parameter

Type

Description

system default

Enter to configure the method for
receiving control packets by CPU as
system default. This implies that the
software can automatically install the
ACL and QoS rules for all control
packets.

NOTE: If the configuration is changed
from 'system_default'to 'user_defined'
option, then all default ACL/QoS rules
for carrying protocol control packets to
CPU are removed. Then user has to
install the specific ACL/QoS rules, to
carry the intended control packets to
CPU for the processing.

user defined

Enter to configure the method for
receiving control packets to CPU as
user defined. This implies that the
software cannot automatically install
the ACL and QoS rules for all control
packets. Only the administrator can
install the required rules for receiving
control packets to CPU

none

Enter to indicate only ACL rules.

NOTE: If the configuration is changed
from 'none’ to 'system_default' option,
then all default ACL filters for carrying
protocol control packets to CPU are
removed and new set of filters will be
installed. Each filter will be associated
with Qos rules

NOTE: If the configuration is changed
from 'none' to 'user_defined' option,
then all default ACL filters for carrying
protocol control packets to CPU are
removed. Then user has to install the
specific ACL/QoS rules, to carry the
intended control packets to CPU for the
processing
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Mode

Global Configuration Mode

Examples

iS5Comm (config)# traffic-separation control system_default

4.84. mdix auto

To enable the MDI/MDIX Auto Crossover of the interface, use the command mdix auto in Interface
Configuration Mode. The no form of the command disables the MDI/MDIX Auto Crossover of the inter-
face and sets the port as MDIX port.

mdix auto

no mdix auto

Mode

Interface Configuration Mode (Physical)

Default

AutoCross is disabled

Examples

iIS5Comm (config-if)# mdix auto

4.85. set port

To set the port to MDI or MDIX mode, use the command set port in Interface Configuration Mode. This
command is hardware specific and MDIX is the vice versa of MDI.

set port

set port {mdi | mdix}
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Parameters
Parameter | Type Description
mdi Enter to set the port to MDI mode. This is
hardware specific where transmit pair are pins
1,2 and the receive pair are 3,6 pins respectively
for the particular port.
mdix Enter to set the port to MDIX mode. This is
hardware specific where transmit pair are pins
3, 6 and the receive pair are 1, 2 pins
respectively for the particular port. MDIX is the
vice versa of mdi.
downlink Enter to indicate downlink interface.
uplink Enter to indicate uplink interface.
Mode

Interface Configuration Mode

Examples

iS5Comm (config)# traffic-separation control system_default

4.86. config-restore

To configure the startup configuration restore option, use the command config-restore in Privileged

EXEC Mode.

config-restore

config-restore {flash | remote <ucast addr> file <filename>

norestore}
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Parameters
Parameter Type Description
flash Enter for restoring the flash file that is to
be used for restoration when the system
is restarted
remote Enter for restoring the Unicast IP address
of the remote system from where the
switch configurations have to be
downloaded to the 'Startup Configuration
File' in the flash.
ucast addr | A.B.C.D | Enter the Unicast IP address to be used.

file Enter for restoring the specified remote
location file.

filename Enter a file name for the remote location
file-a string with a maximum size of 12.

norestore Enter to specify that the switch
configurations need not be restored when
the system is restarted

Mode

Privileged EXEC Mode

Default

norestore

Examples

iS5Comm# config-restore flash

4.87. set mgmt-port routing

To enable or disable the management port routing function, use the command set mgmt-port routing in

Global Configuration Mode.
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set mgmt-port routing

set mgmt-port routing {enable | disable}
Parameters

Parameter | Type Description

enable Enter to enable the routing function over the

Management Interface. This object can be
configured only if the Management Port is used
for IP Access.

disable Enter to disable the routing function over the
Management Interface. This object can be
configured only if the Management Port is used
for IP Access

Mode

Global Configuration Mode

Default

disable

Examples

iS5Comm(config)# set mgmt-port routing enable

4.88. set switch-name

To set a name for the switch, use the command set switch-name in Global Configuration Mode.

set switch-name

set switch-name string <15>
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Parameters
Parameter | Type Description
string <15> Enter to set a Switch Name (e.g. my-Switch). The
value is a string with maximum size of 15.
Mode

Global Configuration Mode

Examples

iS5Comm(config)# set switch-name default

4.89. packet

To configure the packet pattern and mask for pattern matching on the received packets, set the port and
value for the packet transmitter and transmit the packet provided the packet pattern is configured, or
set the packet pattern for the packet transmitter and transmits the packet, provided the interface is
configured, use the command packet in Global Configuration Mode.

packet

packet {receive index <integer (0-4)> {value | mask | port <port list>} |
{send index <integer (0-4)> {port <port list> [count <integer (0-65536)>

[interval <integer (1-65535)>] | value}}
no packet
no packet receive index <integer (0-4)> [mask] | send index <integer (0-4)>
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Parameters
Parameter Type Description

receive Enter to configure received packets.

index Enter to configure the index for the
Pattern Analyzer / Pattern Transmitter
row.

<integer Integer | Enter to configure the packet receive /

(0-4)> send index value which uniquely
identifies a pattern to be matched. This
value ranges from 0 to 4.

value Enter to set a value for the pattern to be
matched with the received packets

mask Enter to set a value for the mask the
received packets. This value is the mask
for the pattern to be matched by the
Pattern Analyzer and ranges from 1 to
1600.

port Enter to configure the port / list of ports
of the pattern receiver. This is the
complete set of ports over which the
pattern is to be matched by the packet

<port list> Enter a value for the ports list. This value
ranges from 1 to 320. The syntax s a,b
a-b a,b,c-d. Use comma as a separator
without space while configuring list of
interfaces. Example: 1,3.

send Enter to set the port and value for the
packet transmitter and transmit the
packet provided the packet pattern is
configured.

count Enter to configure the number of
packets to send.

<integer Integer | Enter an integer for number of packets.

(0-65536) >

interval Enter to configure the time interval for

the Pattern Transmitter.
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Parameter Type Description
<integer Integer | Enter an integer for time interval.
(1-65535>
value Integer | Enter to configure the value of the
packet for Packet Transmitter. The
packet send value ranges between 1 and
1600. Enter a value when prompted.
Mode

Global Configuration Mode

Examples

iS5Comm(config)# packet receive index 0 port 223

iIS5Comm(config)# packet send index 1 port 5

iS5Comm(config)# packet send index 1 value
Enter Value: 4

4.90. show packet

To display the values of the packet receiver table and packet transmitter table, use the command show
packet in Privileged EXEC Mode.

show packet

show packet {receive

[index <integer (0-4)>] | send

[index <integer

(0-4)>]}
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Parameters
Parameter Type Description
receive Enter to configure received packets.
index Enter to configure the index for the
Pattern Analyzer row.
<integer Integer | Enter to configure the packet receive /
(0-4)> send index value which uniquely identifies
a pattern to be matched. This value
ranges from 0 to 4.
send Enter to set the port and value for the
packet transmitter and transmit the
packet provided the packet pattern is
configured.
Mode

Privileged EXEC Mode

Examples

iSSComm# show packet receive index 1

Packet Analyzer

iSS5Commi# show packet send

Index

Value of the Pkt
Ports to send Pkt

No of Pkts to send : 1

Time Interval

4.91. alias

To configure the alias name for the interface, use the command alias in Interface Configuration Mode.

alias

alias string <63>

193



PORT-SECURITY-STATE

CHAPTER 4 SYSTEM FEATURES
Parameters
Parameter Type Description
string Enter alias name for the interface. The value is
<15> a string with maximum size of 63.
Mode

Interface Configuration Mode

Examples

iS5Comm (config-if)# alias interfacel

4.92. port-security-state

To configure the port security state of the interface, use the command port-security-state in Interface
Configuration Mode. The interface port security state specifies whether the port is connected to trusted

hosts or not.

port-security-state

port-security-state {trusted | untrusted}

Parameters
Parameter Type Description
trusted Enter to set a port security state as
trusted.This specifies that packets coming on
these ports will be trusted.
untrusted Enter to set a port security state as untrusted.
Mode

Interface Configuration Mode
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Default

trusted

Examples

iS5Comm (config-if)# port-security-state trusted

4.93. default-value save

To specify whether default values needs to be saved or not when incremental save option is enabled, use
the command default-value save in Global Configuration Mode. On configuring this command,
issvram.txt file is updated. The configured value is effective only after rebooting the system.

default-value save

default-value save {enable | disable}
Parameters
Parameter Type Description
trusted Enter to enable the default value save

option.This specifies that MSR stores default
values also when Incremental save is
enabled.

untrusted Enter to disable the default value save
option.This specifies MSR does not store
default values when Incremental save is
enabled.

Mode

Global Configuration Mode

Default

disable
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Examples

iS5Comm(config)# default-value save enable

4.94. set mirroring

To enable or disable the mirroring in the system, use the command set mirroring in Global Configuration
Mode.

set mirroring

set mirroring {enable | disable}
Parameters
Parameter | Type Description
enable Enter to enable mirroring in the system. When

set as enabled all mirroring configurations
present will be programmed in hardware.

disable Enter to disable mirroring in the system and
remove all configuration from the hardware.

Mode

Global Configuration Mode

Examples

iS5Comm(config)# set mirroring enable

4.95. default

To configure the default exec-timeout value for line disconnection, use the command default in Global
Configuration Mode.

default

default exec-timeout <integer (1-18000)>
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ip address <ip-address> [subnet-mask <subnet mask>] [interface <inter-

face-type> <interface-id>]

ip address allocation protocol {bootp | rarp | dhcp}
mode {manual |dynamic}

redistribute-policy [vrf <vrf-name>] {permit | deny}
restore-file <filename>

restore-type {msr | csr}

vlan id <count (1-4094)>
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Parameters
Parameter Type Description

exec-timeout Enter to select default
exec-timeout.

<integer Enter to a default

(1-18000) > exec-timeout value for line
disconnection. This value
ranges from 1 to 18000
seconds

ip address Enter to select default ip
address.

<ucast addr> A.B.C.D | Enter to a Unicast IP address.

subnet-mask Enter to select default ip
address.

<subnet-mask> A.B.C.D | Enter to a Unicast IP address.

interface

Enter to select interface.

<interface-type>

. Enter Gigabitethernetto
display gigabiteteth-
ernet type of interface.
Gigabitethernet is a
version of LAN standard
architecture that
supports data transfer
up to 1 Gigabit per
second.

o Enter Extreme-Ethernet
to display the
Extreme-Ethernet type
of interface. Extreme
Ethernet is a version of
Ethernet that supports
data transfer up to 10
Gigabits per second and
only full duplex link
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Parameter

Type

Description

<interface-id>

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

allocation Enter to select allocation.

protocol Enter for protocol-related
configuration.

bootp Enter for bootp server

dhcp Enter for DHCP server.

rarp Enter for RARP server.

mode Enter for protocol-related
configuration.

dynamic Enter for the default interface
to get the IP address through
dynamic IP address
configuration protocol.

manual Enter for the default interface
to take the issDefaultlpAddr
in the system.

originate Enter to enable redistribution
and advertisement ofthe
default route.

vrf Enter for VRF related

configuration.

redistribute-policy

Enter to enable redistribution
and advertisement ofthe
default route.

vrf

Enter for VRF related
configuration.

<vrf-name>

Enter a VRF name.

deny

Enter to set the default rule
for all prefixes to “deny”.
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Parameter

Type

Description

permit

Enter to set the default rule
for all prefixes to “permit”.

restore-file

Enter to set the default rule
for all prefixes to “permit”.

<filename>

Enter a file path
(e.g.:/home/iss/restore.conf)

restore-file

Enter to set the default rule
for all prefixes to “permit”.

msr

Enter to set the configuration
restore to be in the format of
MIB OID.

CSsr

Enter to set the configuration
restore to be in the format of
CLI commands.

vlan

Enter to VLAN-related
configuration.

id

Enter to set a VLAN id.

<count (1-4094) >

Enter a VLAN ID value - it is
from 1 to 4094.

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# default exec-timeout 5

4.96. port

To configure port and CVLAN id to AC interface, use the command port in Interface Configuration Mode.

port

port {gigabitethernet <interface-id> | Extreme-Ethernet <interface-id>] |
fastethernet <interface-id>

(1-65535) >

port-channel <interface-id>}

vlan <integer
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Parameters
Parameter Type Description
Gigabitethernet Enter for gigabitetethernet type of

interface. Gigabitethernet is a version
of LAN standard architecture that
supports data transfer up to 1 Gigabit
per second.

<interface-id>

Enter for a specific slot number / port
number. The format is <0>/<1-28>
without spaces between Slot
Number/Port Number. For example,
0/1.

Extreme-Ethernet

Enter for the Extreme-Ethernet type
of interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links

fastethernet

Enter for fastethernet. fastethernet is
referred to as 100BASE-T standard
and is a version of LAN standard
architecture that supports data
transfer up to 100 Megabits per
second.

port-channel

Enter for port-channel. This is the
logical interface that represents an
aggregator which contains several
ports aggregated together.

vlan <integer

Enter an integer for vlan id number. It

(1-65535) > configures the specified customer
VLAN for the AC interface. This value
ranges between 1 and 65535.
Mode

AC Interface Configuration Mode

Examples

iS5Comm (config-if)# port 1 gi 0/1
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iSSComm (config-if)# port gigabitethernet 0/1

4.97. web-session timeout

To configure the web-session timeout in seconds after which the session expires, use the command
web-session timeout in Global Configuration Mode.

web-session timeout

web-session timeout <integer (30-1800)>

Parameters
Parameter Type Description
<integer Enter a web-session timeout value in
(30-1800) > seconds. This value ranges from 30 to 1800
seconds.
Mode

Global Configuration Mode

Default Value

300 seconds

Examples

iIS5Comm(config)# web-session timeout 1800

4.98. clear http server statistics

To clear the HTTP server requests received and discarded statistics, use the command clear http server
statistics in Global Configuration Mode.
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clear http server statistics

Mode

Global Configuration Mode

Examples

iSS5Comm(config)# clear http server statistics

4.99. show web-session timeout

To display web-session timeout, use the command show web-session timeout in Privileged EXEC Mode.

show web-session timeout

Mode

Privileged EXEC Mode

Examples

iSSCommi#t show web-session timeout

4.100. show config-restore status

To display the config-restore status, use the command show config-restore status in Privileged EXEC
Mode.

The list of health-restore status for the device is as follows;

. configRestoreSuccess—indicates that configuration restore operation is successfully done.

. configRestoreFailed—indicates that configuration restoration is unsuccessful.

L configRestorelnProgress—indicates that configuration restore operation is in-progress.

. configRestoreDefault—indicates the absence of config-restore file (iss.conf) and that the device
has started with default values.
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show config-restore status

Mode

Privileged EXEC Mode

Default

configRestoreDefault

Examples

iS5Comm# show config-restore status
SWITCH CONFIGURATION RESTORE STATUS

Config Restore Status : default configuration-restore

4.101. clear protocol counters

To clear the iIS5Com counters for all protocols or only specified protocols, use the command clear
protocol counters in Privileged EXEC Mode.

clear protocol counters

clear protocol counters [bgp] [ospf] [rip] [rip6] [ospf3] [ipv4] [ipv6]
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Parameters
Parameter | Type Description
bgp Enter to clear the counters for BGP.
ospf Enter to clear the counters for OSPF
rip Enter to clear the counters for RIP.
rip6 Enter to clear the counters for RIP6.
ospf3 Enter to clear the counters for OSPF3.
ipv4 Enter to clear the counters for IPv4.
ipv6 Enter to clear the counters for IPv6.
Mode

Privileged EXEC Mode

Examples

iS5Comm (config)# clear protocol counters

4.102. dump core-file

To configure the location where the dump core file has to be stored, use the command dump core-file
in Global Configuration Mode.

dump core-file

Mode

Global Configuration Mode

Examples

iSSComm (config)# dump core-file flash:/home/twg
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4.103. dump

To display memory content from the given memory location, use the command dump in Privileged EXEC
Mode.

dump
dump {mem <integer (1-0Oxffffffff)> [len <integer (1-256)>] | gque name
[<string(4)>] | sem name [<string(4)>] | task name [<string(4)>]}
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Parameters
Parameter Type Description
mem Enter to configure the memory

location

<integer (1-0Oxfff
fffff) >

Enter an Hex (Ox<address>) to specify
memory location.

len

Enter to configure the byte length.

<integer (1-256) >

Enter a value for byte length. This
value ranges from 1 to 256.

que Enter to display queue-related
information.
name Enter to specify string name for

gueue-related information to be
displayed.

<string (4)>

Enter a string for name for queue,
semaphore/ task. This value is a string
with maximum size 4.

sem Enter to display semaphore-related
information.

name Enter to specify string name for
semaphore related information to be
displayed.

task Enter to display task-related
information.

name Enter to specify string name for
task-related information to be
displayed.

Mode

Privileged EXEC Mode

Examples

iS5Comm # dump mem 0x0ae07880 len 8

0x7d 0x00

0x68 Oxdf Ox4d 0x0a
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dump sem name

Name Num Tasks

Blocked
MEMU 0
BUFS 0
000m 0
001m 0
002m 0
TMMU 0
IMSM 0
001r 0
002r 0
SNDB 0
TRIE 0
003m 0
004m 0
005m 0
tris 0
006m 0
007m 0
008m 0
TRRP 0
0

TRLP & the list continues

4.104. debug iss

To enable the tracing as per the configured debug levels, use the command debug iss in Global Configu-
ration Mode. The trace statements are generated for the configured trace levels. The no form of the
command disables the tracing of iMX950 as per the configured debug levels. The trace statements are
not generated for the configured trace levels.

debug iss

debug iss {enable | disable} [init-shut] [management-trc] [data-path-trc]
[cntrl-plane-trc] [dump-trc] [os-resource-trc] [all-faill]
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no debug iss
Parameters
Parameter Type Description
enable Enter to enable debug traces for ISS
disable Enter to disable debug traces for ISS

init-shut

Enter to generate debug statements
for init and shutdown traces

management-trc

Enter to generate debug statements
for management traces

data-path-trc

Enter to generate debug statements
for data path traces

cntrl-plane-trc

Enter to generate debug statements
for control plane traces

dump-trc

Enter to generate debug statements
for dump traces

os-resource-trc

Enter to generate debug statements
for OS resource traces

all-fail

Enter to generate debug statements
for failure traces

Mode

Global Configuration Mode

Examples

iS5Comm(config)# debug iss enable init-shut

4.105. show nvram

To display the current information stored in the NVRAM (nonvolatile random-access memory), use the
command show nvram in Privileged EXEC Mode.
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show nvram

Mode

Privileged EXEC Mode

Examples

iSSComm#t show nvram

Default IP Address
Default Subnet Mask
Default IP Address Config Mode

Default IP Address Allocation Protocol

Switch Base MAC Address
Switch Secondary MAC Address
Default Interface Name
Config Restore Option
Config Save Qption
Config Save IP Address
Config Save Filename
Config Restore Filename
Mode
IGS Forwarding Mode
Cli Serial Console

NM ngine

Default VLAN Identlfler
Stack PortCount
ColdStandby

Store Default Value

Vrf Unique Mac

Factory Software Version
Firmware Revision

UBoot Software Version
Switch MName

Name

ElMethod

Dynamic Port Count
Restore Option
Bridge Mode
Debugging Log File Location
Automatic Port Create Flag
Restore Type

ination

I Pa
IMG_DUMP_PATH
Switch-3% R

192.168.18.1
255.255.255.0

Startup save
.0.0.6
iss.conf
155 conf
Barse Mode

based

Yes
Yes
80.00.08.1c.04.
132

%]

Disable

Dlsable
isa

1.19. @1A@1

.41
Boot 2016.09 ver 3.16
Raptor
Switch-3
iBiome 0S
TransHardware
Disabled

28

Enabled
Customer Bridge
/mnt/log/
Enabled

SR

NOTE: The CLI pagination behavior is changed to be with global settings rather than session-specific.

Pagination settings are saved as part of the NVRAM settings (see CLI Pagination as shown above) and
remains persistent across reboot. After changing the settings, write startup config is not required.

If multiple CLI sessions are opened via Telnet, SSH and Console, change in one session shall reflect in the

other session.
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4.106. debug np module

To enable tracing and generates debug statements for NPAPI traces for the specified module, use the
command debug np module in Privileged EXEC Mode. The no form of this command disables the NPAPI
trace levels for the specified module.

debug np module

debug np module {see list of available parameters} severity {<integer (1-8)>
| alerts | critical | debugging | emergencies | errors | informational |
notification | warnings

no debug np module

no debug np module {see list of available parameters} severity {<integer

(1-8)> | alerts | critical | debugging | emergencies | errors | informa-
tional | notification | warnings
Parameters

The list of parameters are as follows:

J acl ACL related NP programming

. bcmx BCMX related NP programming

J bfd BFD related NP programming

. brg BRG related NP programming

. cfa CFA related NP programming

J cpss CPSS related NP programming

. diffserv DIFFSERV related NP programming
J dsmon DSMON related NP programming
. ecfm ECFM related NP programming

. elps ELPS related NP programming

] eoam EOAM related NP programming

. erps ERPS related NP programming

. ether ETHER related NP programming

. fmn FMN related NP programming

. igmp IGMP related NP programming

] p6 IPv6 related NP programming

] ipmc IPMC related NP programming

. iss ISS related NP programming

J la LA related NP programming
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] lion LION related NP programming

. mau MAU related NP programming

. mbs MBS related NP programming

) mld MLD related NP programming

J mlds MLDS related NP programming
J mpls MPLS related NP programming

J mrp MRP related NP programming

. mstp MSTP related NP programming
] np NP related NP programming

. ofc OFC related NP programming

. pbb PBB related NP programming

J pnac PNAC related NP programming

L poe POE related NP programming

. ppp PPP related NP programming

. ptp PTP related NP programming

. pvrst PVRST related NP programming
. gos QOS related NP programming

] rbr RBR related NP programming

] red RED related NP programming

. rm RM related NP programming

] rmon RMON related NP programming
. rport RPORT related NP programming
J rstp RSTP related NP programming

) srcmv SRCMV related NP programming
] synce SYNCE related NP programming
. tac TAC related NP programming

. vcm VCM related NP programming

. vlan VLAN related NP programming

Parameter Type Description
see list of available Integer | Select a parameter from the list
parameters shown above.

<integer (1-8)> | Integer | Enter a number to determine
severity level.

alerts Enter to set the severity to alerts or
immediate action needed.
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Parameter Type Description
critical Enter to set the severity to critical
or critical conditions.
debugging Enter to set the severity to
debugging or debugging messages.
emergencies Enter to set the severity to
emergencies or system is unusable.
errors Enter to set the severity to errors or
errors conditions.
informational Enter to set the severity
toinformational or information
messages.
notification Enter to set the severity to
notification or normal but
significant messages.
warnings Enter to set the severity to warnings
or warning conditions.
Mode

Privileged EXEC Mode

Examples

iS5Comm # debug np module red severity informational

4.107. description

To set the description of an interface, use the command description in Interface Configuration Mode.

description

description <description of this interface>
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Parameters
Parameter Type Description
<description of this Enter a string for description of the
interface> interface. This value is a string with a
maximum size of 127.
Mode

Interface Configuration Mode

Examples

iIS5Comm (config-if)# description Interfacel

iISSComm# show interfaces description

Interface Status Protocol
Gi0/1 up down
Gi0/2 up down

4.108. counters

Description

interfacel

To enable or disable the statistics collection status for the interface, use the command counters in Inter-

face Configuration Mode.

counters

counters {enable | disable}
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Parameters
Parameter | Type Description
enable Enter to enable the statistics collection for the
interface.
disable Enter to disable the statistics collection for the
interface.
Mode

Interface Configuration Mode (Vlan)

Examples

iS5Comm(config)# interface vlan 1

iIS5Comm(config-if)# counters enable

4.109. show I3vlan interfaces counters

To display the statistics counters for the L3 vlan interface, use the command show I3vlan interfaces
counters in Privileged EXEC Mode.

show I3vlan interfaces counters

show 13vlan interfaces counters [vlan <vlan vfi id>
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Parameters
Parameter Type Description
vlan Enter a string for description of the L3

VLAN interface.

<vlan vfi id>

Enter a value for an interface to be

displayed.

o <vlan —id> - VLAN ID is a unique
value that represents the specific
VLAN. This value ranges from 1 to
4094.

. vfi-id>. - VFI ID is a VLAN created in
the system which contains Pseudo
wires and Attachment Circuits as
member ports . This creates a
logical LAN for the VPLS service.
This value ranges from 4096 to
65535.

NOTE: The VLAN ID 4095 is reserved and
may be used to indicate a wildcard match
forthe VID in management operations or
Filtering Database entries.For example if
100 VFIs are supported, the maximum
number of VFI supported will be
restricted to maximum number of VLANs
+ 100. An error message is displayed for
any value beyond this range.

NOTE: VFI IDs 4096 and 4097 are reserved
identifiers used in MPLS PW.

NOTE: The theoretical maximum for the
maximum number of VFlis 65535 but the
actual number of VFI supported is a
sizing constant. Based on this, the
maximum number of VFI ID accepted in
the management interface is restricted.

Mode

Privileged EXEC Mode
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Examples

iSSComm # show I3vlan interfaces counters vlan 1 switch default
Port InPkt InOctets

vlanl 1 229

4.110. set entity physical-index

To configure the read-write objects of the physical components present in the system which defines a
greater than zero value used to identify a physical entity, use the command set entity physical-index in
Global Configuration Mode. The no form of the command deletes the configuration.

Managed objects are accessed via a virtual information store, termed the Management Information Base
or MIB. MIB objects are generally accessed through the Simple Network Management Protocol (SNMP).

Entity MIB is a standardized way of representing a single agent that supports multiple instances of one
MIB. With the entity MIB support in iss, all instances of the MIBs registered with agent are identifiable,
so that the NMS (Network Management System) can easily communicate with the particular instance /
logical entity. MIB also provides the complete hierarchal hardware component view to the user.

The single agent present in each of these cases implies a relationship binds these entities. Effectively,
there is some "overall" physical entity which houses the sum of the things managed by that one
agent,i.e., there are multiple "logical" entities within a single physical entity.

A "physical entity" or "physical component" represents an identifiable physical resource within a
managed system. Zero or more logical entities may utilize a physical resource at any given time. Deter-
mining which physical components are represented by an agent in the EntPhysicalTable is an implemen-
tation-specific matter. Typically, physical resources (e.g., communications ports, backplanes, power
supplies, the overall chassis) that can be managed via functions associated with one or more logical enti-
ties, are included in the MIB. Reference, RFC 4133.

The physical index is an arbitrary value that uniquely identifies the physical entity which can be small
positive integer.

set entity physical-index

set entity physical-index <integer (1-2147483647)> [asset-id <SnmpAdmin-
String (1-32)>] [serial-number <SnmpAdminString (1-32)>] [alias-name
<SnmpAdminString (1-32)>] [uris <OCTET-STRING (1-255)>]

no set entity physical-index

no set entity physical-index <integer (1-2147483647)> [asset-id]
[serial-number] [alias-name] J[uris]
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Parameters

Parameter

Type

Description

<integer
(1-2147483647) >

Enter to specify the Index of the
physical entity. This value ranges
from 1 to 2147483647

asset-id

Enter to specify the asset tracking
identifier for the physical entity.

<SnmpAdminString
(1-32)>

Integer

Enter a value for asset tracking
identifier. This value is a string of
size varying between 1 and 32
characters. Asset tracking
identifier is not needed for the
physical entities (such as repeater
ports within a repeater module)
that are not considered as a field
replaceable unit by the vendor. A
zero-length string is returned for
these entities.

serial-number

Enter to specify the
vendor-specific serial number
string for the physical entity.

<SnmpAdminString
(1-32)>

Integer

Enter a value for serial-number
identifier. This value is a string of
size varying between 1 and 32
characters. Serial number string is
not needed for the physical
entities (such as repeater ports
within a repeater module) that are
not considered as a field
replaceable unit by the vendor. A
zero-length string is returned for
these entities

alias—-name

Enter to specify the alias name for
the physical entity.

<SnmpAdminString
(1-32)>

Integer

Enter a value for alias-name
identifier. This value provides a
non-volatile handle for the entity
and is a string of size varying
between 1 and 32 characters.
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Parameter Type Description

uris Enter to specify the additional
identification information
(URI-Uniform Resource Indicator)
about the physical entity.

<OCTET-STRING Integer | Enter a value for URI. This value

(1-255)> ranges from 1 to 255

Mode

Global Configuration Mode

Default

assetld - Zero-length string, on initial instantiation of the physical entity.

Zero-length string, on initial instantiation of the physical entity, if a serial number is unknown or
non-existent. Correct vendor-assigned serial number, on initial instantiation of the physical entity,
if the serial number is available to the SNMP agent

alias-name - Zero-length string, on initial instantiation of the physical entity. The SNMP agent may
also set the value to a locally unique default value.

Prerequisites

If write access is implemented for an instance of asset ID and a value is written into the instance,
SNMP agent should retain the value as long as the entity associated with the instance remains
instantiated. This instantiation includes the instantiation across all re-initialization / reboot of the
NMS. and instantiation resulting in a change of the physical entity’s index value.

If write access is implemented for an instance of the serial number string and a value is written into
the instance, SNMP agent should retain the value as long as the entity associated with the instance
remains instantiated. This instantiation includes the instantiation across all re-initialization / reboot
of the NMS. and instantiation resulting in a change of the physical entity’s index value.

If the agents cannot provide non-volatile storage for the serial number string, then the agents are
not required to implement write access for the the serial number string object.

Implementations that can correctly identify the serial numbers of all installed physical entities are
not required to provide write access to the serial number string object

If write access is implemented for an instance of the alias name and a value is written into the
instance, SNMP agent should retain the value as long as the entity associated with the instance
remains instantiated. This instantiation includes the instantiation across all re-initialization / reboot
of the NMS. and instantiation resulting in a change of the physical entity’s index value.
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Examples

iISSComm (config)# set entity physical-index 2222222 asset-id 8 serial-number 7 alias-name GJG uris yg

4.111. show entity

To display details about MIB entity configuration of physical entities, logical entities, logical and physical
entities mapping, mapping of logical and physical entities with external identifiers, or containment rela-
tionship details of physical components, use the command show entity in Privileged EXEC Mode.

show entity

show entity {physical [index <integer (1-2147483647)>] | logical [index
<integer (1-2147483647)>] | lp-mapping | alias-mapping [index <integer
(1-2147483647)>] phy-containment [index <integer (1-2147483647)>]
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Parameters

Parameter

Type

Description

physical

Enter to specify displaying of the
physical entities which are physical
components that represents an
identifiable physical resource within a
managed system. Zero or more logical
entities may utilize a physical
resource at any given time.

index

Enter to a value for the physical
entity, logical entity, mapping of
logical and physical entities with
external identifiers, or containment
relationship details of physical
components respectively. This value
ranges from 1to 2147483647.

<integer
(1-2147483647) >

Enter to display the IP interface
configuration for the specified VLAN
ID.

logical

Enter to specify displaying of multiple
logical entities within a single physical
entity. The overall physical entity
contains multiple (smaller) physical
entities and each logical entity is
associated with a particular physical
entity.

lp-mapping

Enter to specify displaying of the
mapping of logical and physical
entities, interfaces, and non-interface
ports managed by a single agent. The
LPMapping contains mappings
between logical entities and physical
components supporting that entity. A
logical entity can map to more than
one physical component, and more
than one logical entity can map to the
same physical component.

221



SHOW ENTITY
CHAPTER 4 SYSTEM FEATURES

Parameter Type Description

alias-mapping Enter to specify displaying of the
mapping of logical and physical entity
with alias external object identifiers
values. This allows resources
managed with other MIBs (e.g.
repeater ports, bridge ports, physical
and logical interfaces) to be identified
in the physical entity hierarchy.

Enter to specify displaying of the
simple mapping between the physical
contained values for each container /
containee relationship in the
managed system.

phy-containment

Mode

Privileged EXEC Mode

Examples

iSSComm# show entity physical index 1
Physical Index: 1

Physical Descr: Network Element

Physical VendorType:

Physical ContainedIn: O

Physical Class: Chassis

Physical ParentRelPos: O

Physical Name:

Physical HardwareRev: 1531-0001-BO05
Physical SoftwareRev: 6.2.0
Physical FirmwareRev: 6.7.2
Physical Serial Num: not available
Physical MfgName:

iS5Com

Physical ModelName: not available
Physical Alias: DummyName

Physical AssetID: DummyId
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Physical MfgDate: 2009-8-6,13:30:30.

Physical Uris: not available
Physical FRU Status: True

iSS5Comm# show entity logical index 1

Logical
Logical
Logical
Logical
Logical
Logical
Logical
Logical
Logical

Index: 1
Description: iS5Com
Description: i1S5Com
Type:

Community: default

1

Transport Address: 192.168.10.1:161

Transport Domain:

Context Engine Id: 80:00:08:

Context Name: default

1c:04:46:53

iISSComm# show entity Ip-mapping

Logical Entity

Mapped Physical Entity

1 0 10 (Port)
2 0 12 (Port)
iISS5Comm# show entity alias-mapping
Physical Entity Logical Entity Mapped External Identifier
10 (Port) all
1 (Port) all
12 (Port) all
13 (Port) all
14 (Port) all
15 (Port) all

iSS5Comm# show entity phy-containment

Containment Relationship
Physical Entity

Member Physical Entities
5 (Fan), 6 (Fan), 7 (Fan)
8 (Fan), 9 (Module)
Physical Entity

Member Physical Entities

1 (Chassis)
2 (CPU), 3 (Power Supply), 4 (Fan)

9 (Module)
10 (Port), 11 (Port), 12 (Port)

13 (pPort), 14 (Port), 15 (Port)
16 (Port), 17 (Port), 18 (Port)
19 (Port), 20 (Port), 21 (Port)
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22 (Port), 23 (Port), 24 (Port)
25 (Port), 26 (Port), 27 (Port)
28 (Port), 29 (Port), 30 (Port)
31 (Port), 32 (Port), 33 (Port)
34 (Port), 35 (Port), 36 (Port)
37 (Port)

4.112. gratuitous arp

This command is used to enable the gratuitous arp feature on an interface.

ip arp gratuitous

no parameters are used for this command.

Parameters

None

Mode

Privileged EXEC Mode

Example: Enabling Gratuitous ARP

iSS5Comm# configure terminal

iSSComm (config)# interface gigabitethernet 0/1
iS5Comm (config-if)# shutdown

iS5Comm (config-if)# no switchport

iIS5Comm (config-if)# ip arp gratuitous
iS5Comm(config-if)# no shutdown

iS5Comm (config-if)# exit

iIS5Comm(config)# exit

iS5Comm#
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Example: Disabling Gratuitous ARP

Enabling Gratuitous ARP

iSS5Comm# configure terminal

iISSComm (config)# interface gigabitethernet 0/1
iIS5Comm (config-if)# shutdown
iS5Comm(config-if)# no switchport

iS5Comm (config-if)# no ip arp gratuitous
iS5Comm (config-if)# no shutdown
iS5Comm(config-if)# exit

iIS5Comm (config)# exit

iS5Comm#

4.113. show grat-arp

This command is used to enable the gratuitous arp feature on an interface.

show grat-arp
show grat-arp

[<interface-type> <interface-id>]

Parameters
Parameter Type Description
Valid entries are either
interface-type Extreme-Ethernet or Gigabitethernet.
interface-id For the Gigabitethernet interface type
valid entries are <0>/<1-28> For the
“Extreme-Ethernet” interface type valid
entries are<0>/<1-4>
Mode

Privileged EXEC Mode
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Example: Show Gratuitous ARP
iISS5Comm# show grat-arp

iSSComm# show grat-arp gigabitethernet 0/1

Output f

Figure 1: rom show grat-arp gigabitethernet 0/1

s = =]

4.114. show opensource-packages

To display the list of open source packages, use the command show opensource-packages in Privileged
EXEC Mode.

show opensource-packages

show opensource-packages

Mode

Privileged EXEC Mode
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Examples

iSS5Comm# show opensource-packages

Name | Version
_______________ | ——— e e —
OpenSSL | 3.0.12
LibSSH | 0.9.6-2
LibCurl | 8.5.0-DEV
Rsyslog | 8.2206.0
Libcrypto | 1.9.4-beta2b

4.115. show firmware information

To display the software revision number stored in Active and Backup partitions and active partition
status, use the command show firmware information in Privileged EXEC Mode.

show firmware information

show firmware information

Mode

Privileged EXEC Mode

Examples

iSSComm#t show firmware information

4.116. show system information

To differentiate between firmware for different type of products, use the command show environment
all in Privileged EXEC Mode.

show system information

show system information
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Mode

Privileged EXEC Mode

Examples

iIS5Comm# show system information

4.117. show iss-health status

For AU message (New Address) storm detection and to show the interface on which storm is detected,
use the command show iss-health status in Privileged EXEC Mode.

show iss-health status

show iss-health status

Mode

Privileged EXEC Mode

Examples

iSSCommit show iss-health status
SWITCH HEALTH HISTORY INFO

ISS Status : Up & Recoverable Runtime Event
Error Status : AU storm detected on EX0/1, rate limit applied

4.118. show env all

For AU message (New Address) storm detection, use the command show env all in Privileged EXEC
Mode.

show env all

show env all
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Mode

Privileged EXEC Mode

Examples

If a storm is detected, the output of this CLI show command shows rate limit activated as below:

iSSCommit show env all

CPU Threshold : 80%
Current CPU Usage : 45

RAM Threshold : 80%
Current RAM Usage : 40%
Flash App Threshold : 80%
Flash dedicated for App : 275%
Dedicated Flash Usage by App : 19%
Flash Size : 8GByte
Power Supply 1 Presence : Unknown
Power Supply 2 Presence : Unknown
Switch Thermal Limit : 85C
Switch High Threshold : 80C
Switch Low Threshold : —35C
Switch Current Temperature : 33C
Core Temperature : 49C
Line Module 1 Temperature : 38C
Line Module 3 Temperature : 43C
Line Module 4 Temperature : 50C
Mgmt Port Routing : Disabled
Rate Limiting for AU Messages : Active

4.119. show alarm status

To view the fault relay and LED state, and also to track the their change, use the command show alarm
status in Privileged EXEC Mode.

show alarm status

show alarm status
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Mode

Privileged EXEC Mode

Examples

iSSComm#t show alarm status
Relay State: Off

LED State: Off

Relay/LED state change history:

DESCRIPTION LED/RELAY

ID TYPE TIMESTAMP
6000 PROTOCOL Nov/1/04:28:22
3009 SWITCH Nov/1/04:28:25
3009 SWITCH Nov/1/04:28:26
3009 SWITCH Nov/1/04:28:29

4.120. set cli pagination on

RSTP root bridge node off/off
Gi0/9 Interface link state UP off/off
Gi0/9 Interface link state DOWN off/off
Gi0/9 Interface link state UP off/off

To set the CLI pagination to be on, use the command set cli pagination on in Privileged EXEC Mode.

set cli pagination on

Mode

Global Configuration Mode

Examples

iISS5Comm# configure terminal
iIS5Comm(config) set cli pagination on
iIS5Comm(config)# exit

iISS5Comm# show nvram
Default IP Address
Default Subnet Mask
Default IP Address Config Mode
Default

IP Address Allocation Protocol

192.168.10.1
255.255.255.0
Manual

DHCP
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Switch Base MAC Address
Switch Secondary MAC Address
Default Interface Name
Default RM Interface Name
Config Restore Option
Config Save Option

Auto Save

Incremental Save

Roll Back

Config Save IP Address
Config Save Filename
Config Restore Filename
PIM Mode

IGS Forwarding Mode

Cli Serial Console

SNMP EngineID

SNMP Engine Boots
Default VLAN Identifier
Stack PortCount
ColdStandby

Store Default Value
Hitless Restart Flag
iBiome Software Version
UBoot Software Version
Switch Name

Prompt Name

Banner Name

RM Heart Beat Mode

RM Redundancy Type

RM Data Plane Type

RM Type

TimeStamp Method
Restore Flag

Dynamic Port Count

FIPS operation mode
Restore Option

Bridge Mode

Debugging Log File Location
Management Port

Automatic Port Create Flag

e8:e8:75:90:33:82
e8:e8:75:90:33:81
Gi0/1

NONE

No restore

No save

Disable

Disable

Enable

0.0.0.0

iss.conf

iss.conf

Sparse Mode

MAC based

Yes
80.00.08.1c.04.46.53
28

1

0

Disable

Disable

Disable
1.15.12A01

U-Boot 2016.09 ver 1.30
my name

my prompt

Internal

Hot

Shared

OOB
TransHardware
Enabled

28

Disabled
Disabled
Customer Bridge
/mnt/log/
Disabled
Enabled
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Restore Type : MSR
CLI Pagination : On
IMG DUMP PATH
NOTE: The CLI pagination behavior is changed to be with global settings rather than session-specific.

Pagination settings are saved as part of the NVRAM settings (see CLI Pagination as shown above) and
remains persistent across reboot. After changing the settings, write startup config is not required.

4.121. mst

To enable and disable the multiple STP (MSTP)- related configuration, use the mst command in Global
Configuration Mode.

mst
mst
instance-port-mapping { enable | disable }
Parameters
Parameter Type Description
Enter for instance port mapping. This
instance-port- option, when enabled, limits only the
mapping member ports of the VLANs to
participate in the respective MST
instances if GVRP is enabled.
enable Enter to enable the RSPAN feature.
disable Enter to disable the RSPAN feature.
Mode

Global Configuration Mode

Examples

iISS5Comm # configure terminal

iS5Comm (config)# mst instance-port-mapping enable
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4.122. set telnet

To enable or disable Telnet, use the command set telnet in Global Configuration Mode.

set telnet
set telnet
{address <ip-address> [port <port number (1-65535)>]

| port <port number (1-65535)>

Parameters
Parameter Type Description
address Enter to configure address for the
Telnet Server.
<ip-address> A.B.C.D | Enter IP address of the Telnet
Server.
port Enter to configure port for the
Telnet Server.
<port Integer | Enter a port number.
number (1-65535
) >
Mode

Global Configuration Mode

Examples

iSS5Comm(config)# set telnet address 192.168.13.1

4.123. sftp

To configure the SFTP source IP address, use the command sftp in Global Configuration Mode.

sftp

source-ip <ucast addr>
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Parameters

Parameter Type Description

source-ip Enter to configure the SFTP source
IP address.

<ucast addr> A.B.C.D | Enter IP address of SFTP client.

Mode

Global Configuration Mode

Examples

Example copy conflg usmg tftp from dlfferent source IP

TL3_AES_128_GCN_SHAZ56
ip http secure crupto key HttpsKey.pem cert HttpsCert.pem

fp http secure server
nd
nable snmpagent 4 Capturing from Ethemet 3

nnp user test fownat keyhe File Edit View Go Capture Analyze Stafistics Te\ephany Wireless  Tools  Help
nnp user enplateSHA auth sha AUTHPASSWD priv AES_CFBA28 PRIUPASSWD Fornd = =
u R ] ERENY

Anp community index public mame public security test
nnp group groupu? user test security-model vic

nnp access groupu2 vZc read iso write iso netify iso
nnp view ico 1.1 included Source Destination Protocol Length Info
nnp targetaddr PG param paramlisti 192.168,18.101 taglist taglisti fent:
nnp targetparams paranlicti user test security-model uZc message-processi AT ERATL G sivd A5k e

313 43.484677 172.16.10.1 192.168.18.101 SSHv2 1514 Client:
nnp notify public :ay taglistl type Trap ient:
o S multicast rout 315 43.484732 172.16.10.1 192.168.18.101 SSHv2 1514 Client:
317 43.484775 172.16.10.1 192.168.18.101 SSHv2 1514 Client:

£tp source-ip 192.168.10.1 P
Fth source_ip 17316104 318 43.484775 172.16.10.1 192.168.18.101 SSHv2 Client:
320 43.485369 172.16.10.1 192.168.18.101 SSHv2 1514 Client:

jon timeout 300 321 43.485398 172.16.10.1 192.168.10.101 SSHv2 1514 Client:

322 43.485398 172.16.10.1 192.168.10.101 SSHv2 1514 Client:
323 43.485398 172.16.10.1 192.163.19.101 SSHv2 1514 Client:
324 43.485398 172.16.10.1 .168.10. SsHv2 1514 Client:
325 43.485398 172.16.10.1 .168.10. SSHV2 678 Client:
327 43.486116 192.168.10.101 . SSHv2 123 Server:
328 43.486628 172.16.10.1 .168.16. SSHv2 122 Client:
336 43.502806 192.168.10.101 172.16.10.1 SSHv2 122 Server:
nd T 33503311 T77.T6-T0-T T97. T65- 18- T0T i 97 CTTents
fissconnt  sh ip int 332 43.563481 172.16.10.1 192.168.10.101 SSHv2 98 Client:
lani is up, line protocel is 334 43.504827 192.168.10.101 172.16.10.1 SSHv2 106 Server:
ntornot AQdroos is 199.168.10:1¢24 336 43.504327 192.168.10.101 172.16.10.1 SSHv2 9@ Server:
roadeast Addeess 192.168.10.255

Becondary Address 172.16.18.1/24 = = = = -
lan counters disabled Frame 198: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface \Device\NPIn

Ethernet IT, Src: iS5Communica_90:33:02 (eB8:e8:75:99:33:02), Dst: UniversalGlo_a@:eb:93 (38:0 I
v Internet Protocol Version 4, Src: 172.16.16.1, Dst: 192.165.10.101
copy starturcanfiy (flash: filename } tftn://serversfilenane ! sftnis/d - fon:
ne >i{pass—word>Bserver filenane | ush} p106 ... = Version: 4 2e 36 od 0a
.... 8181 = Header Length: 20 bytes (5)
$Scomnt gopy startup-config sftn:sradniniadmin®l8?.168.10.101 /iss conf Differentiated Services Field: @x@@ (DSCP: (S8, ECH: Not-ECT)

i85con
Jeten locacion iSscon

HEC commands

Total Length: 63
Identification: Bx574a (22346)
ele. .... = Flags: @x2, Don’t fragment
...0 0900 @000 000 - Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
sh ip int Header Checksum: @x6250 [validation disabled]
ant is up, line protocol is up [Header checksum status: Unverified]
1921681017 Source Address: 172.16.10.1

192681255 inati .
192°16.10.1/24 Destination Address: 192.168.10.101
<
it copy startup-contig SfCpI/r/adninTadninElyZ 168 10 1B17iss cont

finding 172.16.18.1 7 5SH Protocal: Protocol Packets: 375 - Displayed: 107 (28.5%) Profile: Default
Fopied stantup-conf ig sftpiss...sice.conf

28 cannit

4.124. tftp

To configure the TFTP source IP address, use the command tftp in Global Configuration Mode.

tftp

source-ip <ucast addr>
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Parameters

Parameter Type

Description

source-ip

Enter to configure the TFTP source
IP address.

<ucast_ addr> A.B.C.D

Enter IP address of TFTP client.

Mode

Global Configuration Mode

Examples

Example: copy config using tftp from different source IP

snmp user templateSHA auth sha AUTHPASSWD priv AES_CFB128 PRIUPASSWD format keyh
no_ip multicast routing

tftp source—ip 172.16.10.1

+
web-geggion timeout 3

on’
iS5con"

5
system location
v

end

iS5connit

igEconnit

iSEconnit

iS5comm ¢ t

iS5comm{configXHl [tftp source-ip 172.16.10.1
iS5comm<conf ig>H €n

iSScommt w s

Building configuration ...

iSScommt copy start
EXEC commands

copy startup-config {flash: Filename | tftp://server/Filename | sftp://Cuser—n

ame>:<pass-word>Bserver/filename | ush>

Copied startup—config
iSbcommit

iSScommit copy startqp—cugf L n://192.168E1@ 1Bi/iss.conf

ig tft
tftp://.../ise.con:

£ Capturing from Ethernet 3

- o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® XE Ta&E= Qaan
[aplithp [X] -]+
No. Time Source Destination Protocol Length Info &
383 30.655795 |17Z.16.16.1 192.168.10.181 TFTP I 95 Write Request, File: iss.conf, Transfer type: octe..
385 30.6620851 172.16.10.1 192.168.10.181 TFIP 1478 Data Packet, 1
3087 30.66451@ 172.16.10.1 192.168.10.101 TFTP 1478 Data Packet, 2
389 30.666709 172.16.10.1 192.168.10.181 TFTP 1478 Data Packet, 1 2
311 30.668850 172.16.18.1 192.168.1@.1081 TFTP 1478 Data Packet, 4
313 30.670973 172.16.10.1 192.168.10.181 TFTP 1478 Data Packet, Al
315 30.673124 172.16.10.1 192.168.10.1081 TFTP 1478 Data Packet, 16
317 30.675583 172.16.10.1 192.168.10.101 TFTP 1478 Data Packet, N
319 30.677911 172.16.18.1 192.168.10.1081 TFTP 1478 Data Packet, : 8
321 30.680141 172.16.10.1 192.168.10.181 TFTP 1478 Data Packet, 9 e

< >

~ Frame 303: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface \O
Section number: 1
Interface id:

@ (\Device\NPF_{6AB63827-FB72-4E92-84D4-44550CA1F647})
Encapsulation type: Ethernet (1)
Arrival Time: Oct 4, 2024 13:05:24.861437800 Eastern Daylight Time
UTC Arrival Time: Oct 4, 2024 17:05:24.861437000 UTC
Epoch Arrival Time: 1728661524.861437000
[Time shift for this packet: 9.000060000 seconds]
[Time delta from previous captured frame: ©.013414006 seconds]
[Time delta from previous displayed frame: ©.006080000 seconds]
[Time since reference or first frame: 39.65579500@ seconds]
Frame Number: 303
Frame Length: 95 bytes (760 bits)
Capture Length: 95 bytes (768 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:tfip]
[Coloring Rule Name: UDP]
[Coloring Rule String: udp]
Ethernet II, Src: iSSCommunica 90:33:02 (e8 3:02), Dst: UniversalGlo ad:ek
Internet Protocol Version 4, Src: 172.16.10.1, Dst: 192.168.10.101
User Datagram Protocal, Src Port: 49152, Dst Port: 69
Trivial File Transfer Protocol

98 51 90 ©4 00 80 48 11 f9 79 ac 18 @a
Pa 65 cO 80 80 45 80 3d b2 6f 0@ B2 69
63 6f 6e 66 0@ 6F 63 74 65 74 8@ 62 6¢C
7a 65 80 31 34 33 32 0@ 74 69 6d 65 6F
34 @@ 74 73 69 7a 65 @0 31 3@ 34 34 31

< >

D 7 Ethemet (eth), 14 bytes

Packets: 639 - Displayed: 76 (11.9%)

Profile: Default
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RADIUS

5. RADIUS

RADIUS (Remote Authentication Dial-In User Service), is widely used in network environments, and is a
client/server protocol and software that enables remote access servers to communicate with a central
server to authenticate dial-in users and authorize their access to the requested system or service. It is
commonly used for embedded network devices such as routers, modem servers, switches and so on.
RADIUS is currently the de-facto standard for remote authentication. It is very prevalent in both new and
legacy systems. It is used for several reasons:

. RADIUS facilitates centralized user administration (Authentication, Authorization, and Accounting).
L RADIUS provides some protection against an active attacker.

5.1. radius-server host

To configure the RADIUS client with the parameters host, timeout, key, retransmit, use the command
radius-server host in Global Configuration Mode. The no form of the command deletes the RADIUS
server configuration.

radius-server host

radius-server host {<ipv4-address> | <ipvé6-address> | <dns host name (255)>}
[auth-port <integer (1-65535)>] [acct-port <integer (1-65535)>] [timeout
<integer (1-120)>] [retransmit <integer (1-254)>] [key <secret-key-string
(46)>] [primary]

no radius-server host

no radius-server host {<ipv4-address> | <ipvé6-address> | <dns_host name
(255)>} [primary]
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Parameters

Parameter

Type

Description

<ipv4-address>

A.B.C.D

Enter to configure the IPv4
address of the RADIUS server
host.

<ipvb6-address>

AAAA::
BBBB

Enter to configure the IPv6
address of the RADIUS server
host

<dns host name
(255)>

Enter to configure the DNS
(Domain Name System) name of
the RADIUS server host. This
value is a string of maximum size
255.

auth-port

Enter to configures a specific UDP
(User Datagram Protocol)
destination port on this RADIUS
server to be used solely for the
authentication requests.

<integer (1-65535
) >

Integer

Enter a value for UDP destination
port to be used for authentication
requests. This value ranges from 1
to 65535.

acct-port

Enter to configure a specific UDP
destination port on this RADIUS
to be solely used for accounting
requests. This value ranges from 1
to 65535.

<integer (1-65535
) >

Integer

Enter a value for UDP destination
port to be used for accounting
requests. This value ranges from 1
to 65535

timeout

Enter to configure the time
period in seconds for which a
client waits for a response from
the server before re-transmitting
the request.

237



CHAPTER 5

RADIUS-SERVER HOST
RADIUS

Parameter Type

Description

<integer (1-120)> | Integer

Enter a value for time before the
request is retransmitting. This
value ranges from 1 to 120
seconds.

retransmit

Enter to configure the maximum
number of attempts to be tried by
a client to get response from the
server for a request.

<integer (1-254)> | Integer

Enter a value for the number of
retransmitting attempts. This
value ranges from 1 to 254.

key

Enter to configure the per-server
encryption key which specifies
the authentication and
encryption key for all RADIUS
communications between the
authenticator and the RADIUS
server.

Integer
<secret-key-stri
ng (46)>

Enter a secret key string. This
value is a string of maximum size
46. If the key value is not
configured, then the default key
will be used.

primary

Enter to set the RADIUS server as
the primary server. Only one
server can be configured as the
primary server, any existing
primary server will be replaced,
when the command is executed
with this option.

Mode

Global Configuration Mode

Default

] timeout - 10 seconds
J retransmit - 3 attempts
] auth-port - 1812
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. acct-port - 1813
. key - RADIUS

Prerequisites

. The maximum number of radius servers that can be configured is 5.

Examples

iS5Comm (config)# radius-server host 10.0.0.1 key pass
iS5Comm (config)# radius-server host 10.0.0.100

Radius will be configured with default secret key

5.2. set radius

The set radius command is used enable or disable RADIUS services.

set radius

set radius {enable | disable}

Parameters

Parameter | Type Description

enable Enables the RADIUS module.

disable Disables the RADIUS module.

Mode

Global Configuration Mode

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# set radius enable
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5.3. show radius

To display RADIUS server Host information which contains, Index, Server address, Shared secret, Radius
Server status, Response Time, Maximum Retransmission, Authentication Port and Accounting Port, and
RADIUS Server Statistics for the data transfer between server and the client from the time of initiation,
use the command show radius in Privileged EXEC Mode.

show radius

show radius {server [<ipv4-address> | <ipv6-address> | <dns host name
(255)>1} | module [status] | statistics}
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Parameters

Parameter

Type

Description

server

Enter to display server-related
information.

<ipv4-address> A.B.C.D | Enter to display the related
information for the specified IPv4
address of the RADIUS server
host.
<ipvé6-address> AAAA:: | Enter to display the related
BBBB information for the specified IPv6

address of the RADIUS server
host.

<dns_host name
(255) >

Enter to display the related
information for the specified DNS
(Domain Name System) name of
the RADIUS server host. This
value is a string of maximum size
255.

statistics

Enter to display statistics-related
information

module status

Displays the status of the RADIUS
module. It will show the module
status, authentication port and
accounting port.

Mode

Privileged EXEC Mode

Prerequisites

Debugging is disabled

Examples

iISS5Comm # debug radius all
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iSS5Comm # show radius module status

Module status : Enabled
Authentication port 61812

Accounting port 61813
Source IP 172.16.18.1

5.4. debug radius

To enable RADIUS debugging options, use the command debug radius in Privileged EXEC Mode. The
RADIUS debug traces capture error information and failure messages in the server. These are registered
in a log file for future reference. Each trace has to be enabled individually. The no form of the command
disables RADIUS debugging options.

debug radius

debug radius {all | errors | events | packets | responses | timers}
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no debug radius

Parameters
Parameter Type Description

all Enter to specify generating of traces for all
RADIUS server messages.

errors Enter to specify generating of traces for
error code messages. All instances where
an error is identified are captured by this
trace and all errors is registered in the log.

events Enter to specify generating of traces for
events-related messages. Events such as an
authentication query from authenticator or
aresponse from server are registered in the
log.

packets Enter to specify generating of traces for
number of packets, kind of packets
received and sent from server.

responses Enter to specify generating of traces for
responses sent from the server to
authenticator.

timers Enter to specify generating of traces for the
different timers used in the session before
the system is rebooted.

Mode

Privileged EXEC Mode

Default

Debugging is disabled

Examples

iSS5Comm # debug radius all
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6. TACACS

TACACS

(Terminal Access Controller Access Control System), widely used in network environments, is a
client/server protocol that enables remote access servers to communicate with a central server to
authenticate dial-in users and authorize their access to the requested system or service. It is commonly
used for providing NAS (Network Access Security). NAS ensures secure access from remotely connected
users. TACACS implements the TACACS Client and provides the AAA (Authentication, Authorization and
Accounting) functionalities.

TACACS is used for several reasons:
o Facilitates centralized user administration
] Uses TCP for transport to ensure reliable delivery

. Supports inbound authentication, outbound authentication and change password request for the
Authentication service

. Provides some level of protection against an active attacker

6.1. tacacs-server

To configure the TACACS client with the parameters host, timeout, key, retransmit, to set the retransmis-
sion related configuration with its retransmit value, and to configure the active server address and
selects an active server from the list of servers available in the TACACS server table, use the command
tacacs-server in Global Configuration Mode. The no form of the command deletes the server entry from
the TACACS server table, resets the retransmit value to its default value, and disables the configured
client active server.

tacacs-server

radius-server {host {<ipv4-address> | <ipv6-address> | <dns host name (255)>}
[key <secret-key-string (64)] [port <integer (1-65535)>] [single-connection]

[timeout <integer (1-255)>] | retransmit <retries (1-5)> | use-server address
{<ipvé4-address> | <ipv6-address> | <dns host name (255)>}
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no radius-server host

no radius-server host {<ipvé4-address> | <ipvb6-address> | <dns_ host name
(255)>} | retransmit | use-server
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Parameters
Parameter Type Description
host A.B.C.D | Enter to configure the IPv4 address of the
TACACS server host.
A.B.C.D | Enter to configure the IPv4 address of the
<ipvi4-addr TACACS server host.
ess>
AAAA:: | Enter to configure the IPv6 address of the
<ipvé6-addr | BBBB TACACS server host
ess>
Enter to configure the DNS (Domain
<dns host Name System) name of the TACACS server
name host. This value is a string of maximum
(255) > size 255.
key Enter to configure the authentication and
encryption key for all TACACS
communications between the
authenticator and the TACACS server.
<secret-ke | Integer | Enter aencryption key string. This value is
y-string a string of maximum size 64. If the key
(64)> value is not configured, then the default
key will be used.
port Enter to configure the TCP port number in
which the multiple sessions are
established.
Integer | Enter a value for the TCP port number.

<integer (1
-65535) >

This value ranges from 1 to 120 seconds.

single-con

Enter to configure the time period in
seconds for which a client waits for a

nection response from the server before
re-transmitting the request.
timeout Enter to configure the time period (in

seconds) for which a client waits for a
response from the server before closing
the TCP connection. The link between the
server and the client gets disconnected, if
the specified time is exceeded.
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Parameter Type Description
Integer | Enter a value for time period for which a
<integer (1 client waits for a response from the server
-255)> before closing the TCP connection. This
value ranges from 1 to 255 seconds.
retransmit Enter to configure the retransmission
related configuration and retransmit
value. It is the number of times the client
searches the active server from the list of
servers maintained in the TACACS client,
when active server is not configured.
<retries Integer | Enter a number for retransmit retries.
(1-5)>
use-server Enter to configure the active server
address and selects an active server from
the list of servers available in the TACACS
server table.
address Integer | Enter to configure IP address related
configuration.
A.B.C.D | Enter to configure the IPv4 address of the
<ipvi4-addr TACACS server host.
ess>
AAAA:: | Enter to configure the IPv6 address of the
<ipvé6-addr | BBBB TACACS server host
ess>

<dns_host
name
(255) >

Enter to configure the DNS (Domain
Name System) name of the TACACS server
host. This value is a string of maximum
size 255.

Mode

Global Configuration Mode

Default

o port - 49

o timeout - 5 seconds

. retries - 2
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Prerequisites

. The maximum number of TACACS servers that can be configured is 5.
. The specified server should be any one of the entries from the TACACS server table.

Examples

iS5Comm (config)# tacacs-server host 12.0.0.100
TACACS+ server configured with default secret key !

iS5Comm(config)# tacacs-server host 2005::33
TACACS+ server configured with default secret key !

iS5Comm(config)# tacacs-server retransmit 3

iIS5Comm (config)# tacacs use-server address 12.0.0.100

6.2. show tacacs

To display the server’s details, such as IP address, single connection, port, etc, and statistical log informa-
tion, such as authentication starts sent, aborts sent, etc, for TACACS+ client, use the command show
tacacs in Privileged EXEC Mode.

show tacacs

Mode

Privileged EXEC Mode

Prerequisites

This command displays the information only for the servers configured in the TACACS server table.

Examples

iSSComm # show tacacs

Server : 1

Server address : 192.168.10.101
Address Type : Ipv4

Single Connection : no

TCP port : 49

Timeout : 2

248



CHAPTER 6

DEBUG TACACS
TACACS

Secret Key

Source address

Retransmit Time: 2

Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Authen.
Author.

Starts sent

Continues sent

Enables sent
Aborts sent
Pass rvcd.

Fails rcvd.

Get User rcvd.
Get Pass rcvd.
Get Data rcvd.

Errors rcvd.
Follows rcvd.

Restart rcvd.

Sess. timeouts

Requests sent

6.3. debug tacacs

SECRETKEY
172.16.10.1

O O O O O O O O O o o o o o

To set the debug trace level for TACACS client module, use the command debug tacacs in Privileged EXEC

Mode. The no form of the command disables the debug trace level for TACACS client module.

debug tacacs

debug tacacs {all | info

errors

dumptx

dumprx}
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no debug radius

Parameters

Parameter

Type

Description

all

Enter to specify generating of debug messages
for all possible traces (Dumptx, Dumprx, Error,
Info).

info

Enter to specify generating of debug statements
for server information messages such as TACACS
session timed out, server unreachability, Session
ID exceeded, etc.

errors

Enter to specify generating of traces for error
debug messages such as failure caused during
packet transmission and reception.

dumptx

Enter to specify generating of debug statements
for handling traces. This trace is generated when
there is an error condition in transmission of
packets.

dumprx

Enter to specify generating of debug statements
for handling traces. This trace is generated when
there is an error condition in reception of
packets.

Mode

Privileged EXEC Mode

Default

Debugging is disabled

Examples

iS5Comm # debug tacacs all
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7. SSH

SSH

(Secure Shell) is a protocol for secure remote login and other secure network services over an insecure
network. It consists of three major components:

. The Transport Layer Protocol provides server authentication, confidentiality and integrity.

. The User Authentication Protocol authenticates the client-side user to the server. It runs over the
transport layer protocol.

. The Connection Protocol multiplexes the encrypted tunnel into several logical channels. It runs
over the user authentication protocol.

A Secure Shell (SSH) configuration enables a SSH server and client to authorize the negotiation of only
those algorithms that are configured from the allowed list. The client sends a service request once a
secure transport layer connection has been established. A second service request is sent after user
authentication is complete. This allows new protocols to be defined and coexist with these protocols.

7.1. ssh

To enable or disable SSH subsystem or perform SSH server-related configuration, use the command ssh
in Global Configuration Mode.

ssh
ssh {enable
| disable
| server-address <ip-address> [port <integer (1-65535)>]

| server-port <integer (1-65535)>]}
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Parameters
Parameter Type Description

enable Enter to enable ssh subsystem.
When set to “enable”, the switch is
accessible through ssh from remote
location

disable Enter to disable ssh subsystem.
Setting ssh to disable, removes the
ssh access to the switch.

server-address Enter to configure the SSH server
listening IP address.

<ip-address> Enter the SSH server listening IP
address.

server-port Enter to configure the primary port
number on which SSH server
listens.

<integer (1-655 Integer | Enter a number for the primary port

35)>

number on which SSH server
listens.

Mode

Global Configuration Mode

Default

enabled
Port 22

Examples

iIS5Comm(config)# ssh enable

iIS5Comm(config)# ssh server-address 12.0.0.0 port 1

iS5Comm(config)# ssh server-address 192.168.10.1
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7.2. show ssh

To display the SSH server listening IP address and port information, use the command show ssh in Privi-
leged EXEC Mode.

show ssh

Mode

Privileged EXEC Mode

Examples

iS5Comm # show ssh-configurations
SSH Listening IP 0.0.0.0
Port 22

7.3. show ssh-configurations

To display the SSH server listening IP address and port information, use the command show ssh-config-
urations in Privileged EXEC Mode.

show ssh-configurations

Mode

Privileged EXEC Mode

Examples

iS5Comm # show ssh-configurations
SSH Listening IP 0.0.0.0
Port 22
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7.4. show ip ssh

To display the SSH server information, such as version, cipher algorithm, authentication, and trace level,
use the command show ip ssh in Privileged EXEC Mode.

show ip ssh

Mode

Privileged EXEC Mode

Examples

iS5Comm # show ip ssh

Status : SSH is Enabled
Version : Both

Cipher Algorithm : AES128-CBC
Authentication : HMAC-SHA1
Trace Level : None

Max Byte Allowed :32768

7.5. ip ssh

To configure the various parameters associated with SSH server including secure socket layer ( SSL)
encryption ciphers, use the command ip ssh in Global Configuration Mode. The standard port used by
SSH is 22. SSH server allows remote and secure configuration of the switch. The SSH server provides
protocol version exchange, data integrity, cipher and key exchange algorithms negotiation between two
communicating entities, key exchange mechanism, encryption and server authentication. The no form of
the command resets the various parameters associated with the SSH server. Version 2 of SSH is
supported.

ip ssh

ip ssh {cipher ([ALL] [DHE RSA AES256 SHA256] [ECDH ECDSA AES128 SHA256]
[ECDH_RSA AES128 SHA256] [ECDH RSA AES256 SHA256] [ECDH RSA CHACHA20 PO-
LY1305]) }
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no ip ssh

no ip ssh {cipher ([ALL] [DHE RSA AES256 SHA256] [ECDH ECDSA AES128 SHA256]
[ECDH RSA AES128 SHA256] [ECDH RSA AES256 SHA256] [ECDH RSA CHACHA20 PO-
LY13057)}
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Parameters
Parameter Type Description
cipher Enter to configure a cipher or

algorithm encryption. The SSL
protocol supports a variety of
different cryptographic
algorithms, or ciphers, for use
in operations such as
authenticating the server and
client to each other,
transmitting certificates, and
establishing session keys.
Clients and servers may
support different cipher suites,
or sets of ciphers, depending
on various factors such as the
version of SSL they support,
company policies, etc. The list
of available cipher suites / lists
is as follows:

DHE RSA AES256 SHA
256

Enter for
DHE_RSA_AES256_SHA256
Kx=DH Au=RSA Enc=AES(256)
Mac=SHA256

ECDH ECDSA AES128
SHA256

Enter for
ECDH_ECDSA_AES128 SHA25
6

Kx=ECDH Au=ECDSA
Enc=AES(128) Mac=SHA256

ECDH RSA AES128 SH
A256

Enter for
ECDH_RSA_AES128 SHA256
Kx=ECDH Au=RSA
Enc=AES(128) Mac=SHA256

ECDH RSA AES128 SH
256

Enter for

ECDH_RSA AES128 SHA256
Kx=ECDH Au=RSA
Enc=AES(256) Mac=SHA256
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Parameter Type Description
Enter for
ECDH RSA CHACHA20 ECDH_RSA_CHACHA20_POLY1
POLY1305 305

Kx=ECDH Au=RSA
Enc=CHACHA20/POLY1305(25
6)

ALL

Enter for All of the ciphers.

Mode

Global Configuration Mode

Default

. All

Examples

iS5Comm (config)# ip ssh cipher ECDH_RSA_CHACHA20_POLY1305 DHE_RSA_AES256_SHA256

7.6. ip ssh pubkey-chain

To configure the SS SSHH clients public key to be used for public key based authentication, use the
command ip ssh pubkey-chain in Privileged EXEC Mode. The no form of the command disables the SSH

clients public key that is to be used for public key based authentication.

ip ssh pubkey-chain
no ip ssh pubkey-chain

Mode

Privileged EXEC Mode
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Examples

iSS5Comm # ip ssh pubkey-chain

7.7. debug ssh

To enable the trace levels for SSH, use the command debug ssh in Privileged EXEC Mode. System errors
such as memory allocation failures are notified through LOG messages and TRACE messages. Interface

errors and protocol errors are notified using TRACE messages. Setting all bits will enable all trace levels
and resetting them will disable all trace levels. The no form of the command resets the SSH trace levels.

debug ssh

debug ssh {all | buffer | ctrl | data | dump | mgmt | resource | server |
shut}
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no debug ssh
Parameters
Parameter Type Description
all Enter to specify generating of debug messages
for all possible traces.
buffer Enter to specify generating of debug messages
for allocation and freeing of buffer.
ctrl Enter to specify generating of traces for
Control Plane functionality traces.
data Enter to specify generating of debug
statements for data path.
dump Enter to specify generating of debug
statements for packets handling traces. This
trace is generated when there is an error
condition in transmission or reception of
packets.
mgmt Enter to specify generating debug statements
for management plane functionality traces.
resource Enter to specify generating debug statements
for traces for allocation and freeing of all
resource except the buffers.
server Enter to specify generating of debug
statements while creating/ opening/ closing
SSH server sockets and any failures to wake up
SSH server sockets. Also generates debug
statements during enabling /disabling of SSH
server.
shut Enter to specify generating of debug
statements for shutdown traces. This trace is
generated on successful shutting down of SSH
related module and memory.
Mode

Privileged EXEC Mode
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Default

Debugging is disabled

Examples

iS5Comm # debug ssh all

260



SHOW SSL SERVER-CERT
CHAPTER 8 SSL

SSL

8. SSL

SSL (Secure Sockets Layer) has been developed for transmitting private documents through Internet. It
works by using a private key for encrypting data that is transferred over the SSL connection. By conven-
tion, URLs that require an SSL connection start with https:

The SSL protocol is designed to provide privacy between two communicating applications (a client and a
server) and authenticate the server, and optionally the client. SSL requires a reliable transport protocol
(e.g., TCP) for data transmission and reception.

The advantage of the SSL protocol is that it is application protocol independent. A higher level application
protocol (e.g., HTTP, FTP, TELNET, etc.) can layer on top of the SSL protocol transparently.

The SSL Protocol can negotiate an encryption algorithm and session key as well as authenticate a server
before the application protocol transmits or receives its first byte of data. All of the application protocol
data is transmitted encrypted, thus ensuring privacy.

8.1. show ssl server-cert

To display the SSL server certificate information, such as certificate, data, version, serial number, signa-
ture algorithm, etc, use the command show ssl server-cert in Privileged EXEC Mode. This command will
display output only if SSL server certificate must had been created.

show ssl server-cert

Mode

Privileged EXEC Mode
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iSSComm # show ssl server-cert

Certificate:
Data:
Uersion: 3 <Bx2>
Serial Humhbher: 1872812832 (Bx3ffid326>
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=ChA, ST=0NTARIO, L=MISSISSAUGA, 0=i85 COMMUNICATION INC, OU=EHG
INEERING TEAM, CH=wuw._.isScom.com
Ualidity
Mot Before: Jul 11 21:37:45 2818 GMT
Mot After = Jul 18 21:37:45 2821 GMT
Subject: C=CA, ST=0WTARIO, L=MISSISSAUGA, 0=i55 COMMUNICATION IHC. OU=EN
GIMEERING TEAM, CH=www.isScom.com
Subject Public Key Info:
Public Kevy Algorithm: rsaEncryption
RSA Public—-Key: <2848 hit>
Modulus:
BA:el:-3bh:B6:-3e:h5:53cecze?-Ye:BA:20:25:8h-Ye:
Bc:fi-eB:date@:Ff4:43:f5:9a:-34:68:-h5:%a:d8:-da=:
1= ic2:27:6e:37:A8:8ecac:f5:-71:5a: =
1c:4h:-44:69:d2:7a:83:85:de-ha:83:df:=73:78:-Ye:
14:18:-80:7h-ad4:8e:2h:-8d:2d:-82:5c:-43:ee:91:-dBA:
La:2bh:=12:6bh:=63:81:h?:-33:86:-65:6Ff-H4:-73:65:-82:
ceidcteftad:?7:hdteBoc?:7ch8thatdec-hbadbe:
28:1:-haz1b:ald:be:81:55:14:-h2:d5:=87:94:62:cf:
6d:=97:-47:5e:d7:36:6f:c?:ac-A3:82 el ef :dc-8?:
1la:??:bhc:16:Yh:6f:Y?ed:bhl s 2c:9F sdP:cP:F3 =07
eS:cf-dec:dated:ab:bhl:-??:ad-4dh:ed:cV:64:Ha:-8d:
42:30:-22:8c-11:-32:51:4b:ac:96:88:d3:aa:11:61:
20:87:-87:eV:28:f8:3bh:-94:5e:-8Ba:48:85:-ha:52:-608:
hh:h6:-38:-25:64:-23:-89:fa:bB:fa:64:da:h2:dB:-22:
bh:6def:?c-M:dd:6d-1c:@8f :53:6e-af-2f :db:-hBA:
P8:18:5ecBacc2:-94:-df b1 :2b:-73:89:98:61:f2:fe:
ﬁﬁ:g?:ﬂﬂ:?B:f4:cc:4E:c1:9@:3a:ﬂ4:1d:88:64:c?:
Exponent: 65537 (@x1B80801>
Signature Algorithm: shaZ2S56UWithREAEncryption
dh:2e-hd:e5:4a:9h:38:-h3:99:-75:451d:Pa:f4:-de:ca-aB:af:
B3:-d1:-Vf-2d:-f1:6b:-0d:-f4:85:28:f1:32:57:%e:-ab:-B5:-23:-Y08:
dl1:61:-a5:4h:-36:5c:47:5c:51c6:2h=5d:d5:FF-13:41:-86:4dc:
h1:8%2:-h2:Y3:-e5:-8d:-a8:66:0f:26:df :7h:8d:-h1:-13:-28:-d3:-6b-
44:89:-71:e5:24:3c:f3:-8d:cP:67:4eJe:ce:25:6a:@f cdbh:df -
cd=ed:-45:f%-ee-13:d8:78:d3:d5:%c:h5:a2:a?:-d8:-ch-42:-38:
a?:68:-Yc:3e:tcatee:1b:-15: t8a-Pe:f4:-31:5a:%a:5h:
Bc=f7?-48:-88:-Fff-3c:-27:b7: tec:B4:ed:4h:
2d:dY:=d?:d9:-Pf:c3:ed-f?:64-A3:f8:58:hc:df :52:cY-48:eb:
eB:dc-fc-Y3ocd-49:Ya:89:84:64:P4:ed:-08:803:-73-e5:-f5-080:
d4:892:-h3:43:2h:hatal:87:9c-@8:datcd:19:28:-3e:hh:-2f:27:
a?:58:18:-bB:-c1:-fd:-ba:88:9d:d5:6bh:5e:3h:0bh:-43:-f@:-e3:-f":
3bh:68:-76:15:-46:02:98:-3F =72 fB:ah-" M :fh:2Y-hd:5c-ad:63:
eh:33:8b-21:-0b-00:9d:16:ca:57:58:a2:d?:4b:-2d:-6f -4%:-a%:
8d:-64:-58:-2d

iSScommit |

8.2. show ip http

To display the SSL status and configuration information, use the command show ip http in Privileged
EXEC Mode. Information such as HTTP secure server status & http secure server cipher suite is displayed.
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show ip http secure server status

Mode

Privileged EXEC Mode

Examples

iSS5Comm # show ip http secure server status
HTTP secure server status : Enabled
HTTP secure server port : 443
Minimum SSL Version : TLSv1.2

HTTP secure server ciphersuite : TLS AES 128 GCM_SHA256

8.3.ip http

To set the HTTP port, use the command ip http in Global Configuration Mode. The no form of the
command resets the HTTP port to its default value.

ip http
ip http {address <ip-address> [port <(1-65535)>]
| port <port-number (1-65535)>
| secure
{<ip-address> [port <(1-65535)>]
| crypto key <key-name> cert <cert-name>
| minimum version | {TLSvl 2 | TLSv3}
| port <port-number (1-65535)> <(1-65535)>]

{server | ciphersuite ([TLS ECDHE RSA WITH AES 256 GCM SHA384] | TLS ECD-
HE RSA WITH CHACHA20 POLY1305 SHA256] [TLS AES 256 GCM SHA384] [TLS_CHA-
CHA20 POLY1305 SHA256] [TLS AES 128 GCM SHA256])}

no ip http
no ip http {address | port | secure port

| secure {server | ciphersuite ([TLS ECDHE RSA WITH AES 256 GCM SHA384] |
TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256] [TLS AES 256 GCM SHA384]
[TLS CHACHA20 POLY1305 SHA256] [TLS AES 128 GCM SHA256])}
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Parameters
Parameter Type Description
address Enter to configure HTTP address.
<ip-address> Enter for network or host IP address.
port Enter to configure HTTP port. The
port is used to configure the router
using the Web interface. The
available port numbers are from 1 to
65535
<port-number Integer | Enter a port number. The available

(1-65535) >

port numbers are from 1 to 65535

NOTE: TACACS user will be given root
privilege by default or local user priv-
ilege if the user exists in local data-
base

secure

Enter for SSL secure server related
configuration.

crypto key

Enter for crypto key.

<key name>

Enter a name of the created list.

cert

Enter a cert name.

<cert-name>

Enter a cert name.

minimum This is used to specify the minimum

version level of TLS to be used. The choices
are as follows.

TLSvl 2 TLS version 1.2

TLSv1l 3 TLS version 1.3

server Enter to enable the SSL server on the
device and also to configure the
ciphersuites.

ciphersuite Enter for Cipher-suites list options.

TLS_ECDHE_RSA
_WITH AES 256
_GCM_SHA384

Enter for this encryption algorithm.
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Parameter Type Description
TLS ECDHE RSA Enter for this encryption algorithm.
_WITH CHACHA2
0 _POLY1305 SH
A256
TLS AES 256 G Enter for this encryption algorithm.
CM SHA384
TLS CHACHA20 Enter for this encryption algorithm.
POLY1305 SHA2
56
TLS AES 128 G Enter for this encryption algorithm.
CM_SHA256
Mode

Global Configuration Mode

Default

80

Prerequisites

HTTP port number configuration takes effect only when HTTP is disabled and enabled again

Examples

iIS5Comm(config)# ip http port 90
iS5Comm(config)# ip http secure ciphersuite

For a new certificate to be used, the HTTP service must be disabled and then re-enabled.
(config)# no ip http secure server

iSS5Comm(config)# ip http secure server

8.4. crypto pki keygen

To create private keys and certificates which the switch can use for operations such as SSL, HTTPS, and
IPSec.
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crypto pki keygen

crypto pki keygen {name | {RSA2048 | RSA4096 } { default | <country(2)>
<state (100)> <locality(100)> <organization(100)> <organizational-unit (100)>
<common-name (100)> | current }
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Parameters
Parameter Type Description
name The prefix of the file name. 2 files are
created prefixKey.pem and prefixCert.pem.
RSA2048 or Size of the key 2048 or 4096.
RSA4096
default Certificate will be created with following
default values:
o COUNTRY "CA"
o STATE "ONTARIO"
o LOCALITY "MISSISSAUGA"
o ORGANIZATION "iS5 COMMUNICA-
TION INC"
o ORGANIZATIONAL_UNIT "ENGI-
NEERING TEAM"
. COMMON_NAME
“https://www.is5com.com”
<country(2)> Country Code Attribute
<state(100)> State Attribute

<locality(100)>

Locality Attribute

<organizational-
unit(100)>

Organizational Unit Attribute

<common-name
(100)>

Common Name Attribute

current

Use the Certificate attributes of the current
certificate

Mode

Global Config Mode

Examples

iS5Comm(config)# crypto pki keygen testl RSA2048 default
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Related Commands

show crypto pki

Example:

iSS5Comm# show crypto pki testl

8.5. crypto pki csrgen

This command is used to generate a certificate signing request.

crypto pki csrgen

crypto pki csrgen { file-prefix }

Parameters
Parameter | Type Description
file-prefix The filename to be signed. If the key is XYZ.pem,
enter XYZ.
Mode

Global Config Mode
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Examples

8.6. crypto pki import

This command is used to import a certificate to the device.
crypto pki import

crypto pki import {key | cert | ca-cert}
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Parameters
Parameter Type Description
key | cert|ca-cert The file to be imported: a key, a cert or a
ca-cert.
name The name of the file to store. Limited to 32
characters.
file If the file is to be installed via SFTP or USB
then the path name of the file would be
provided.
If the path is not specified then the
contents of the file can be pasted into the
CLI directly.
Mode

Global Config Mode

Examples

iIS5Comm(config)# crypto pkiimport cert il
Enter Cert:

MIIDITCCAn2gAwIBAglJAM5w8Azqdww5MAOGCSqGSIb3DQEBCWUAMIGIMQswCQYDVQQGEwWIDQTEQ
MA4GA1UECAWHTO5UQVIITZEUMBIGA1IUEBWwWLTUITUOITUOFVROEXHjAcBgNVBAOMFWITNSBDTO1NV
U5JQOFUSU9O0IEIOQzEZMBcGAIUECWWQRUSHSUSFRVIITkcgVEVBTTEXMBUGA1UEAwWwOd3d3LmlzN
WNvbS5jb20wHhcNMJEwODA2MTIWNTEXWhcNMjQwODAIMTIWNTEXWjCBITELMAKGA1UEBhMCQOE
XEDAOBgNVBAgMBO90OVEFSSU8xFDASBgNVBAcMCO1JUINJUINBVUdBMR4wWHAYDVQQKDBVpUzUgQO
9NTVVOSUNBVEIPTiBJTkMxGTAXBgNVBASMEEVOROIORUVSSU5HIFRFQUOxFzAVBgNVBAMMDNd3dy5p
czVjb20uY29tMIIBIjJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAXDin2xPyY3v9X2zv974dyGQHg95
psL1jg8aYRB/E4YmnaBMVnqT63cFBAQW3vL3y1NgBg/Pu33bfmBgWS8NIlylkI8k3ICG58xsw80B5V0Tzzly5
DoOVY8PIfiiPCg6XfPGIQLLeOPVc7woqK8MYKUEVgoi2 HV1I0MK6ybNtZy5A+hRwIFiCpEWN77/Vy4yqRljs
WRgSXlcPgHOMSQNonltw/XwHRNn5Rqd65KZSDpe+hnXdxjsg2IF+olgR1+KQyh83fwl916Dcf23dpcYz6DakK
YrlJflQ2/Uccxa8qfzr3erkUxLQWIOhwOWMtbG6ctbWTRSrEWbpx0/H4xZVitMZTQIDAQABMAOGCSqGSIb
3DQEBCWUAA4IBAQBZ6YClyGiJMgO13lei3)+1HbFuPS9fQHYeUzIYjK5ZNbMf53iHNdptdwrZugm/hFgjjxN
EzC960kEqncTgtvyiV7e/KEm/TyiA1WPUa/rk/g0aDwbkGR7K51393SmKCkzfj/eEfa+41dJxAgMjupSvI9w5n
aRIYWZf+bWzgNPoZnXL899gRGwrZdp5jhKQasDik48FztaZLVU5VDeTO3EfepkwRnwNjs8BHAgwzG39Y9k
/wwUPwW16KNRMO/vQVKIJqTZ1wQ3NJ4Tyx+RriNxxvgOo7Lh8t3uVbgqrlegZQDgz+skB2Xe8m6qJK;j8-
JFGs3Irs9Lg/MalrBZ1ITJF2xN
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8.7. no crypto pki

This command is used to clear the certificates and keys from the device.

no crypto pki

no crypto pki { file < name > | all }

Parameters
Parameter | Type Description
name Name of the key, Cert or CA Cert to be deleted.
all Delete all pki files.

Mode

Global Config Mode

Examples

iS5Comm# show crypto pkiName TypetestlCert.pem Certificate
iISS5Comm# configure terminal

iIS5Comm(config)#no crypto pki file test1Cert.pem
iS5Comm(config)# end

iSS5Comm# show crypto pkiName Type

iSS5Comm#

8.8. show crypto PKI

This command is used to list the certificates and keys on the device. It can also display the contents of

individual certificate files.

show crypto pki

show crypto pki {name}

271



SHOW CRYPTO PKI
CHAPTER 8 SSL

Parameters

Parameter | Type Description

name Enter a file name.

Mode

Privileged Exec Mode

Examples

iS5Comm# show crypto pki

i5Scomm#
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iS5Comm# show crypto pki HttsCert.pem

NOTE: The command also displays the certificate attributes which is not shown above.

8.9. show crypto map

To display the summary of policy status and tunnel status, use the command show crypto map in Privi-
leged EXEC Mode.

show crypto map

show crypto map brief
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Parameters
Parameter | Type Description
map Enter to display the summary of policy status and
tunnel status.
brief Enter to display the status summary of the crypto
policies.
Mode

Privileged Exec Mode

Examples

iSS5Comm# show crypto pki brief

NOTE: Time to output vary upon the number of tunnels configured and cpu load. With above 50 tunnels
and 250 mbps it takes ~10 secs for the output.
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9. SNTP

The SNTP (Simple Network Time Protocol) is a simplified version or subnet of the NTP protocol. It is used
to synchronize the time and date by contacting the SNTP Server. The administrator can choose whether
to set the system clock manually or to enable SNTP. If SNTP is enabled, the SNTP implementation
discovers the SNTP server and gets the time from the server. The SNTP implementation also has callouts
to set the system time based on the time received from the SNTP server. It supports different time zones,
where the user can set the required time zone.

9.1. sntp

To enter SNTP configuration mode which allows the user to execute all commands that support SNTP
Configuration Mode, use the command sntp in Global Configuration Mode.

sntp

Mode

Global Configuration Mode

Examples

iS5Comm (config)# sntp
iS5Comm(config-sntp)#

9.2. set sntp

To configure in broadcast mode: SNTP delay time, SNTP broadcast mode status, and SNTP client poll

interval; SNTP client module; in Manycast mode: SNTP client poll interval, Maximum retry poll count

value, SNTP client poll timeout, and Server address; in Multicast mode: SNTP delay time, SNTP multicast
group address, SNTP multicast mode status, and SNTP client poll interval; in Unicast mode: SNTP client
maximum retry poll count, SNTP client maximum poll interval timeout, Unicast-poll-interval, and Unicast
server related configuration, use the command set sntp in SNTP Configuration Mode. The no form of this
command disables authentication and the Daylight Saving Time, resets the system time zone to GM, and
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deletes the listening port for SNTP client and resets to the default value; for unicast server, it deletes the
SNTP unicast server attributes and sets them to default values.

set sntp

set sntp {broadcast-delay-time [<value (1000-15000) microseconds>]
| broadcast-mode send-request {enabled | disabled}
| broadcast-poll-timeout [<value (1-30) seconds>]

| client {addressing-mode {unicast | broadcast | multicast | manycast} |
authentication-key <key-id> md5 <key> | clock-format {ampm | hours} |

clock-summer-time <week-day-month,hh:mm (20)> | enabled | disabled |
ip-address <ucast addr> | port <port number (123|1025-65535)> | time-zone
<random str> | version {vl | v2 | v3 | vé4}}

| manycast-poll-interval [<value (16-16384) seconds>]
| manycast-poll-retry-count [<value ((1-10)seconds>]
| manycast-poll-timeout [<value ((1-30)seconds>]

| manycast-server {broadcast | multicast {ipv4 [<mcast addr>] | ipv6
[<ip6 addr>]

| multicast-delay-time [<value (1000-15000) microseconds>]

| multicast-group-address {ipv4 {A.B.C.D(<mcast addr>) | default} | ipvé6
{AAAA: :BBBB (<ipv6_ addr>) | default}}

| multicast-mode send-request {enabled | disabled}

| multicast-poll-timeout [<value (1-30) seconds>]

| unicast-max-poll-retry <value (0-10) times>

| unicast-max-poll-timeout <value (1-30) seconds>

| unicast-poll-interval [<value (16-16384) seconds>]

| unicast-server {ipv4 <ucast addr> | ipv6é <ip6 addr> | domain-name <
dns _host name>} [{primary | secondary}] [version {3 | 4} [port
<integer (1025-36564)>]}

no set sntp

no set sntp {client
{authentication
| clock-summer-time
| ip-address
| port
| time-zone}

| unicast-server {ipv4 <ucast addr> | ipv6 <ip6 addr> | domain-name <
dns host name>}
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Parameters
Parameter Type Description

broadcast-mode Enter to specify broadcast-mode.

send-request Enter to specify that request
packet is sent out to broadcast
server

enabled Enter to send the SNTP request
packet to broadcast server to
calculate the actual delay.

disabled Enter to not send any SNTP
request packet to broadcast
server; instead the default value
for the delay is taken. Disabled is
default.

broadcast-delay- Enter to configure SNTP delay time

time or the time interval the SNTP
client needs to wait for a response
from the server

<value Integer | Enter a value for delay time. This

(1000-15000) value ranges 1000 to 15000

microseconds> microseconds.

broadcast-poll-t Enter to configure SNTP client poll

imeout interval or the maximum interval
to wait for a poll to be completed.

<value (1-30) Integer | Enter a value for the maximum

seconds> interval to wait for a poll to
complete. This value ranges from
1to 30 seconds. Default is 5.

client Enter to set the addressing mode

of SNTP client.

addressing-mode

Enter to configure the addressing
mode of the SNTP client. The
options are as follows. The default
is Unicast.

277



CHAPTER 9

SET SNTP
SNTP

Parameter

Type

Description

unicast

Enter to configure the addressing
mode of SNTP client as Unicast. A
unicast client operatesin a
point-to-point fashion. It sends a
request to a designated server at
its unicast address and expects a
reply from which it can determine
the time and, optionally, the
round-trip delay and local clock
offset relative to the server.

broadcast

Enter to configure the addressing
mode of SNTP client as Broadcast.
Broadcast operates in a
point-to-multipoint fashion. The
SNTP server uses an IP local
broadcast address instead of a
multicast address. The broadcast
address is scoped to a single
subnet, while a multicast address
has Internet wide scope.

multicast

Enter to configure the addressing
mode of SNTP client as Multicast.
Multicast operates in
point-to-multipoint fashion. The
SNTP server uses a multicast
group address to send unsolicited
SNTP messages to clients. The
client listens on this address and
sends no requests for updates.

manycast

Enter to configure addressing
mode of SNTP client as Manycast.
Manycast operates in a
multipoint-to-point fashion. The
SNTP client sends a request to a
designated IPv4 or IPv6 local
broadcast address or multicast
group address. One or more
manycast servers reply with their
individual unicast addresses.
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Parameter

Type

Description

authentication-k
ey

Enter to configure the
authentication parameters for the
key. Some SNTP severs requires
authentication to be done before
exchanging any data. This
authentication key is used to
authenticate the client to the
SNTP server to which it tries to
connect. By default,
Authentication key ID is not set.

<key-id>

Integer

Enter a value for key identifier for
providing authentication for the
server and identifying the
cryptographic key used to
generate the
message-authentication code.
This value ranges from 1 to 65535.

md5

Enter to configure the
authentication type as md5
(Message Digest-5) where data
integrity is verified. MD5 is
intended to be used with digital
signature applications that require
that large files are compressed by
a secure method before being
encrypted with a secret key under
a public key cryptosystem.

<key>

Enter to configure the
authentication code as a key
value. This value is a string.

clock-format

Enter to configure the system
clock as either am/ pm or hours
format.

ampm Enter to configure the system
clock in am/ pm format
hours Enter to configure the system

clock in 24 hours format.
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Parameter

Type

Description

clock-summer-tim
e

Enter to enable the DST (Daylight
Saving Time). DST is a system of
setting clocks ahead so that both
sunrise and sunset occur at a later
hour. The effect is additional
daylight in the evening. The dates
of DST may change from year to
year.

<week-day-month,
hh:mm (20)

Enter to configure the DST time.
This value is a string of maximum
size of 20. The input should be in
the format listed below;

o week—First, Second, Third,
Fourth or Last week of
month.

J day—Sunday, Monday,
Tuesday, Wednesday,

Thursday, Friday or Saturday.

J month—January, February,
March, April, May, June, July,
August, September, October,
November or December.

o hh:mm—time in hours and
minutes.

enabled

Enter to enable SNTP client
module and sends a request to the
host for time synchronization.

disabled

Enter to disable SNTP client
module and no request is sent to
the host for time synchronization.

ip-address

Enter to configure the IP address
for NTP client.

<ucast addr>

A.B.C.D

Enter an IPv4 address for the
client.
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Parameter

Type

Description

port

Enter to modify the Client Port
setting. It sets the listening port
for SNTP client that refers to a port
on a server awaiting a client
connection.

NOTE: Listening port for SNTP client
should be 123 or greater than
1024, where the port below 1024
are reserved.

<port number
(12311025-65535)
>

Integer

Enter a client port number value.
This value is 123 or ranges from
1025 to 65535. Default is 123.

time-zone

Enter to configure the system time
zone with respect to UTC.

<random_ str>

Enter values as follows. The
default is + 00: 00.

J +/- —sets the client time
zone as after or before UTC.
Plus indicates forward time
zone and minus indicates
backward time zone.

o UTC-offset value as —sets

the UTC offset value in hours:

- +00:00 to +14:00
- -00:00 to -12:00

version Enter to configure the operating
version of the SNTP for the client.

vl Enter to configure the version of
SNTP client as 1.

v2 Enter to configure the version of
SNTP client as 2.

v3 Enter to configure the version of
SNTP client as 3.

v Enter to configure the version of

SNTP client as 4. This is default.
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Parameter Type Description
manycast-poll-in SNTP client poll interval which is
terval the maximum interval between

successive messages.
<value Integer | Enter a value for the maximum
(16-16384) interval between successive
seconds> messages. The poll interval value
ranges from 16 to 16384 seconds,
where the poll interval value is
expressed in exponent of two. The
default is 64.
manycast-poll-re Enter to configure SNTP poll
try-count retries count which is the
maximum number of unanswered
polls that cause a slave to identify
the server as dead.
<value ((1-10) Integer | Enter avalue for poll retries before
seconds> identifying a server as dead. This
value ranges from 1 to 10 seconds.
The default is 3.
manycast-poll-ti Enter to configure SNTP client poll
meout timeout which is the maximum
interval to wait for a poll to
complete
<value Integer | Enter a value for SNTP clientpoll

((1-30) seconds>

timeout. This value ranges from 1
to 30 seconds. The default is 5.

manycast-server

Enter to configure SNTP multicast
or broadcast server address in
manycast mode.

broadcast

Enter to configure an SNTP
broadcast server address in
manycast mode.

multicast

Enter to configure an SNTP
multicast server address in
manycast mode.

ipv4

Enter to configure the multicast
server address in IPv4.
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Parameter Type Description
<mcast addr> A.B.C.D | Enter a value for the multicast
server address in IPv4.
ipvé Enter to configure the multicast
server address in IPv6.
<ip6_ addr> AAAA:: | Enter a value for the multicast
BBBB server address in IPv6.
multicast-delay- Enter to configure SNTP delay time
time in which there is no response from
the multicast server.
<value Integer | Enter to configure a value for the
(1000-15000) delay time with no response. This
microseconds> value ranges from 1000 to 15000
microseconds. The default is 8000.
multicast-group- Enter to configure an SNTP
addres multicast server address in
multicast mode.
ipv4d Enter to configure the multicast
server address in IPv4.
<mcast addr> A.B.C.D | Enter avalue for the multicast
server address in IPv4.
default Enter for default value
ipvé Enter to configure the multicast
server address in IPv6.
<ip6 addr> AAAA:: | Enter a value for the multicast
BBBB server address in IPv6.
default Enter for default value

multicast-mode

Enter to configure the status of
sending the request to the
multicast server to calculate the
delay time.

send-request

Enter to specify sending the
request.

enabled

Enter to send the SNTP request
packet to multicast server to
calculate the actual delay.
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Parameter Type Description

disabled Enter for not sending any SNTP
request packets to multicast
server; instead the default value
for the delay is taken. The default
is Disabled.

multicast-poll-t Enter to configure SNTP client poll

imeout interval in multicast mode which is
the maximum interval to wait for
the poll to complete.

<value (1-30) Integer | Enter a value for the poll timeout

seconds> interval. This value ranges from 1
to 30 seconds. The default value is
5.

unicast-max-poll Enter to configure SNTP client

-retry maximum retry poll count which is
the maximum number of
unanswered polls that cause a
slave to identify the server as
dead.

<value (0-10) Integer | Enter a value for maximum poll

times> retries before identifying a server
as dead. This value ranges from 0
to 10 times. The default is 3.

unicast-max-poll Enter to configure SNTP client

-timeout maximum poll interval timeout
which is the maximum interval to
wait for the poll to complete.

<value (1-30) Integer | Enter a value for maximum poll

seconds>

interval timeout. This value ranges
from 1 to 30 seconds. The default
is 5.

unicast-poll-int
erval

Enter to configure the SNTP
unicast poll interval. The interval is
the time between successive SNTP
request transmissions in seconds
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Parameter Type Description

<value Integer | Enter a value for the SNTP unicast

(16-16384) poll interval. This value ranges

seconds> from 16 to 16384 seconds and is
expressed as exponent of two. The
default is 64.

unicast-server Enter to configure an SNTP unicast
server.

ipvi4 Enter to configure the address
type of the unicast server as IPv4.

<ucast addr> A.B.C.D | Enter avalid IPv4 address.
NOTE: One unicast server can be
configured for an address type.

ipv6 Enter to configure the address
type of the unicast server as IPv6.

<ip6_ addr> Enter a valid IPv6 address.
NOTE: One unicast server can be
configured for an address type.

domain-name Enter to configure the domain
name for the unicast server.

< dns_host name> Enter a domain name. This value is
a string with the maximum size as
255

primary Enter to configure the unicast
server type as primary server.

secondary Enter to configure the unicast
server type as secondary server.

version Enter to configure the SNTP
version.

3 Integer | Enter 3 to configure the SNTP
version as 3.

4 Integer | Enter 4 to configure the SNTP
version as 4. This is the default.

port Enter to configure the port

identifier for the selected server
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Parameter

Type

Description

<integer (1025-36
564) >

Integer

Enter a value for port identifier.
This value ranges from 1025 to

36564.

Mode

SNTP Configuration Mode

Examples

iIS5Comm(config)# sntp

iS5Comm(config-sntp)# set sntp client enabled

iIS5Comm(config-sntp)# set sntp client version v3

iIS5Comm (config-sntp)# set sntp client addressing-mode unicast

iS5Comm (config-sntp)# set sntp client port 1026

iIS5Comm (config-sntp)# set sntp client clock-format hours

iISSComm (config-sntp)# set sntp client time-zone +05:30

iS5Comm (config-sntp)# set sntp client clock-summer-time First-Sun-Jan,12:12 Second-Sun-Mar,12:12

iIS5Comm (config-sntp)# set sntp client authentication-key 123 md5 md5_key

iIS5Comm (config-sntp)# set sntp client ip-address 2.2.2.1

iS5Comm (config-sntp)# set sntp unicast-server auto-discovery enabled

iIS5Comm (config-sntp)# set sntp unicast-poll-interval 128

iISSComm (config-sntp)# set sntp unicast-max-poll-timeout 25

iS5Comm (config-sntp)# set sntp unicast-max-poll-retry 10

iIS5Comm (config-sntp)# set sntp unicast-server ipv4 12.0.0.100 Primary version 3 port 1234

iS5Comm (config-sntp)# set sntp broadcast-mode send-request enabled

iIS5Comm (config-sntp)# set sntp broadcast-poll-timeout 30

iIS5Comm (config-sntp)# set sntp broadcast-delay-time 2000

iIS5Comm (config-sntp)# set sntp multicast-mode send-request enabled

iIS5Comm (config-sntp)# set sntp multicast-poll-timeout 10

iIS5Comm (config-sntp)# set sntp multicast-delay-time 2000

iS5Comm (config-sntp)# set sntp multicast-group-address ipv4 224.1.1.10

iIS5Comm (config-sntp)# set sntp manycast-poll-interval 256
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iIS5Comm (config-sntp)# set sntp manycast-poll-timeout 10
iIS5Comm (config-sntp)# set sntp manycast-poll-retry-count 5

iIS5Comm (config-sntp)# set sntp manycast-server multicast ipv4 224.0.0.1

9.3. show sntp

To display the status of SNTP in broadcast, manycast, multicast, and unicast modes, the SNTP status, or
show the current time, use the command show sntp in Privileged EXEC Mode.

show sntp
show sntp {broadcast-mode status | clock | manycast-mode status | multi-
cast-mode status | statistics | status | unicast-mode status}
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Parameters

Parameter

Type

Description

broadcast-mode

Enter to display information about the
broadcast mode.

status Enter to display information about the
broadcast mode.
clock Enter to display the current time of the

SNTP clock

manycast-mode

Enter to display information about the
manycast mode.

status

Enter to display information about the
manycast mode.

multicast-mode

Enter to display information about the
multicast mode.

status Enter to display information about the
multicast mode.

statistics Enter to display information about the
statistics.

status Enter to display information about the

statistics.

unicast-mode

Enter to display information about the
unicast mode.

status

Enter to display information about the
unicast mode.

Mode

Privileged EXEC Mode

Examples

iS5Comm # show sntp broadcast-mode status

send sntp request to server in broadcast mode is disabled

broadcast poll time out value is 5

broadcast delay time value is 8000

broadcast sntp server is 12.0.0.100
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iS5Comm# show sntp clock
current time : Mon Feb 03 2020 18:06:12.000 (UTC +00:00)

iSS5Comm# show sntp manycast-mode status
manycast poll interval value is 64
manycast max poll time out value is 5
manycast max retry time value is 3
manycast server type is Dbroadcast

primary server address is 12.0.0.100

iS5Comm# show sntp multicast-mode status
send sntp request to server in multicast mode is disabled
multicast poll time out value is 5
multicast delay time value is 8000

multicast group address is 12.0.0.100

iSS5Comm# show sntp statistics
Number of SNTP server-reply Received
Number of SNTP client-request Transmitted : O
Number of SNTP Pkt InDiscards

iSS5Comm# show sntp status
sntp client is disabled
current sntp client version is v4
current sntp client addressing mode is unicast
sntp client port is 1025
sntp client ip-address is 2.2.2.1
sntp client clock format is 24 hours
sntp client authentication key id not set
sntp client authentication algorithm is not set
sntp client auth Key is not set
sntp client time zone is +00:00
sntp client dst start time is not set

sntp client dst end time is not set

iSS5Comm# show sntp unicast-mode status
auto discovery of sntp/ntp servers is disabled
unicast poll interval value is 64
unicast max poll time out value is 5
unicast max retry time value is 3

unicast current mode value is NOT RUNNING
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9.4. debug sntp

To enable tracing in SNTP module for all debug levels, use the command debug sntp in Privileged EXEC
Mode. The no form of the command disables the tracing in SNTP module as per the configured debug
levels, or if the command is no debug sntp all, disables the tracing in SNTP module for all debug levels.

debug sntp

debug sntp {all | all-fail | buff | control | data-path | init-shut | mgmt |
resource}

no debug sntp

no debug sntp {all | all-fail | buff | control | data-path | init-shut |
mgmt | resource}
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Parameter Type Description
all Enter to specify generating of debug
statements for all possible messages.
all-fail Enter to specify generating of debug
statements for all failure traces.
buff Enter to specify generating of debug
statements for SNTP buffer related traces.
control Enter to specify generating of debug
statements for control path traces. This trace
is generated during failure in modification or
retrieving of SNTP entries.
data-path Enter to specify generating of debug

statements for data path traces. This trace is
generated during failure in packet processing.

init-shut

Enter to specify generating of debug
statements for init and shutdown traces. This
trace is generated on failed initialization and
shutting down of SNTP related entries

mgmt

Enter to specify generating debug statements
for management traces. This trace is
generated during failure in configuration of
any of the SNTP features.

resource

Enter to specify generating debug statements
for traces for allocation and freeing of all
resource except the buffers.

Mode

Privileged EXEC Mode

Default

Debugging is disabled

Examples

iSS5Comm# debug sntp init-shutl
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iISS5Comm# debug sntp all
iSSComm# no debug sntp all
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10. PTP

The device supports end-to-end and peer-to-peer transparent clocks.

End-to-end ( E2E) transparent clocks forward PTP messages, measure the residence time of PTP event
message at the transparent clock, and add this residence time to the correction field of the PTP
messages. Transparent clock timestamps the event messages on ingress and egress port. The difference
between these timestamps is the residence time within the transparent clock. End-to-end transparent
clocks will not execute port state machine and BMC algorithm to select the state of the port.

End-to-end transparent clocks may be used as a network element, or they may be associated with appli-
cation devices such as sensors or actuators if an ordinary clock is combined with the end-to-end trans-
parent clock.

Peer-to-peer transparent clock differs from the end-to-end transparent clock in the way it corrects and
handles the timing messages. End-to-end transparent clock time stamps all PTP timing messages;
peer-to-peer transparent clock forwards only Sync and Follow-up messages.

Peer-to-peer transparent clock calculates the residence time of PTP messages in peer-to-peer trans-
parent clock, measures the link delay of the ingress port of PTP messages, and adds this correction field
in the PTP messages. Peer-to-peer transparent clock uses Pdelay request-response mechanism to
measure the link delay. It uses rate estimation and control mechanism to avoid the residence time error.

The following sections describe all PTP CLI configuration commands including show and debug ptp.

10.1. ptp

To enter PTP configuration mode which allows the user to execute all commands that support PTP
Configuration Mode, use the command ptp in Global Configuration Mode.

ptp

ptp
{domain {(0-127) | <CR> | power-profile {clear | exit | help | no | ptp
{mode {e2etransparent | p2ptransparent} | transparent max-ports <id (0-24)>

| vlan {<id (1-4094)> | priority <id (0-7)>}} | profile

DefaultE2E | DefaultP2P | PowerProfileV2 | Reset | UtilityProfile}}
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Mode

Global Configuration Mode

294



PTP

CHAPTER 10 PTP
Parameters
Parameter Type Description
domain Enter to configure a PTP domain
related configuration information.
(0-127) Integer | Enter a value for a PTP Domain ID.
The range is from 1 to 127.
<CR> Enter to create a PTP domainina

virtual context.

power-profile

Enter to select a PTP power profile
as per IEEE C37.238-2017.

clear

Enter to clear the PTP power profile.

exit

Enter to exit the PTP power profile.

help

Enter for help on the commands for
the PTP power profile.

no

Enter to delete the PTP power
profile.

ptp

Enter to select to enable PTP on the
PTP power profile.

mode

Enter to select the mode option.

eZetransparent

Enter to select the e2etransparent
option which stands for end-to-end
mode (E2E). Select it when the time
taken for a PTP event message to

transit the device is to be measured.

p2ptransparent

Enter to select the p2ptransparent
option which stands for
peer-to-peer (P2P)transparent
mode. Select it when the link delay
between two ports implementing
link delay is to be measured.

transparent

Enter to select transparent clock.

max—-ports

Enter to select the maximum ports
option.
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Parameter Type Description

id (0-24) Enter a value for the maximum
ports number. The range is from 0
to 24. The maximum and default is
24.

vlan PTP requests and responses can be
sent over a specific VLAN on switch.
Enter this option when VLAN
configuration is to be implemented
on a specific PTP domain.

id (1-4094) Enter a value for VLAN ID. The range
is from 1 to 4094.

priority Enter to set the VLAN priority
option.

id (0-7) Enter a value for VLAN priority. The

range is from 0 to 7.

profile Enter PTP profile-related
configuration option.

DefaultE2E Enter to select Default End-to-End
profile as per IEEE 1588-Annex J.

DefaultP2P Enter to select Default P2P profile
as per IEEE 1588-Annex J.

PowerProfileV2 Enter to select C37-238-2017
Profile.

Reset Enter to reset the profile.

UtilityProfile Enter to select 61850-9-3:2016

compliant profile.

Examples

To globally enable PTP, type the following.
iS5Comm(config)# no shutdown ptp
iIS5Comm(config)# ptp profile PowerProfileV2
iIS5Comm(config-ptp)# ptp vlan 10
iS5Comm(config-ptp)# ptp vlan priority 4

iISS5Comm# show running-config ptp
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#Building configuration...

!

!

no shutdown ptp

ptp domain power-profile

ptp vlan 10

ptp vlan priority 4

ptp mode p2ptransparent

!

interface gigabitethernet 0/1
ptp enable

ptp min-pdelay-reg-interval 2
|

end

Enter the following commands to remove VLAN 10

iS5Comm(config)# ptp domain 0

iIS5Comm(config)# ptp domain power-profile

iS5Comm(config-ptp)# no ptp vlan 10

or

iIS5Comm(config-ptp)# no ptp vlan

iS5Comm(config-ptp)# no ptp vlan priority

10.2. ptp (interfaces)

To enter PTP configuration mode which allows the user to execute all commands that support PTP

Configuration Mode at the interfaces, use the command ptp.

ptp

ptp {enable | min-pdelay-reqg-interval <exponent-Of-2-seconds

port-statistcs-cnt-reset}

Mode

Interface Configuration Mode

297



SHOW PTP

CHAPTER 10 PTP
Parameters
Parameter Type Description
enable Enable PTP on a given interface
min-pdelay-reg-interval Configure the minimum pdelay
request interval. This
parameter is followed by a
value in the range of 0-5. It
represents the delay interval
calculated from the equation
27X in seconds.
exponent-Of-2-seconds Enter a value in the range of
(0-5) 0-5.
port-statistcs-cnt-reset This command reset the
statistics (counters) for the
port.
Examples
iS5Comm (config)# int gigabitethernet 0/1
iS5Comm (config-if)# ptp enable
iIS5Comm (config-if)# ptp port-statistics-cnt-reset
10.3. show ptp
To display the status of PTP, use the command show ptp in Privileged EXEC Mode.
show ptp
show ptp {clock | counters global info | null-management profile

| transparent max-ports}
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Parameters
Parameter Type Description

clock Enter this option for PTP clock related
Information.

counters Enter this option for PTP Port counter
related Information.

global Enter this option for PTP related global
Information.

info Enter this option for PTP global

Information.

null-management

Enter this option for Management type.

port Enter this option for PTP port properties
Information. Specific ports or all port
properties can be displayed.

profile Enter this option for PTP profile related
Information

transparent Enter this option for transparent clock

max-ports Enter this option for maximum ports
supported in transparentclock.

Mode

Privileged EXEC Mode

Examples

iS5Comm# show ptp clock
PTP Clock Information

————————————————————————— Clock Identity
e8:e8:75:ff:fe:90:5f£:82

Clock Context 0

Clock Domain 254

Primary Domain : 254

Clock Mode Transparent
Type Of Clock : One Step
Delay Mechanism Peer to Peer
Number of PTP ports : 0
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Number of max PTP TS ports 2

iSSComm# show ptp counters

PTP Interface Counters

Interface

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of

4

gigabitethernet 0/1:Number of modified Egress packet with
updated correction field:

dropped Egress packets:
saved time stamp Ingres
dropped Ingress packets
dropped Ingress packets
dropped Egress packets

dropped packets (Domain
received Sync packets:

transmitted Sync packet

0
s packet: O
: 0

(VLAN mismatch) :

(VLAN mismatch) :
Mismatch) : O

0

s: 0

received Peer delay request packets: 0

transmitted Peer delay request packets:

received Peer delay response packets: 0

transmitted Peer delay response packets:

0
0

0

0

received Peer delay response Follow Up packets: O

transmitted Peer delay response Follow Up packets: 0

iSS5Comm# show ptp global info
PTP System Status

Global Status : Enabled
Network Protocol : IEEE 802.3
Domain 254
VlanId 10
Priority 4

iS5Comm# show ptp null-management
Getting PTP Null Management DONE
Setting PTP Null Management DONE
Applying PTP Null Management DONE

iSSComm# show ptp port gigabitethernet 0/1

PTP Transparent Port Properties

Record # 1

0

ENABLED
Peer Mean Path Delay : 0 nsec

Interface

Gi0/1

LogMinPdelayRegInterval: 2 (4 sec)

Clock Identity

e8:e8:75:ff:fe:90:5£:82

Clock type

Faulty Flag
Status

P2P
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TRANSPARENT PhysicalAddress
revision : V2
iISSComm# show ptp profile
PTP Profile
Profile Name
Profile ID
Default Domain Number
VlanId
Priority
Default Min pDelay Request Interval
Default Delay Mechanism

iSS5Commi# show ptp transparent max-ports
PTP TS max port number: 24

10.4. debug ptp

not specified SW

PowerProfileV2 (C37.238-2017)
1¢:12:9d:00:00:00

254

10

4

0

Peer-to-Peer

To enable tracing in PTP module for all debug levels, use the command debug ptp all in Privileged EXEC
Mode. The no form of the command disables the tracing in PTP module as per the configured debug
levels, or if the command is no debug ptp all, disables the tracing in PTP module for all debug levels.

debug ptp
debug ptp {all | critical | port}

no debug ptp
no debug ptp {all | critical | port}

Parameters

Parameter | Type Description

all All trace messages.

Critical trace messages.
critica
1

port Port specific trace messages.

Mode

Privileged EXEC Mode
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Default

Debugging is disabled

Examples

iS5Comm # debug ptp all
iSS5Comm# no debug ptp all
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11. SNMPv3

SNMP (Simple Network Management Protocol) is the most widely-used network management protocol
on TCP/IP-based networks.

SNMPv3 is designed mainly to overcome the security shortcomings of SNMP v1/v2. USM (User based
Security Model) and VACM (View based Access Control Model) are the main features added as part of
the SNMPv3 specification. USM provides both encryption and authentication of the SNMP PDUs
(protocol data units), while VACM specifies a mechanism for defining access policies for different users
with different MIB trees.

Also, SNMPv3 specifies a generic management framework, which is expandable for adding new Manage-
ment Engines, Security Models, Access Control Models and so on. With SNMPv3, the SNMP communica-
tion is completely safe and secure.SNMPv3 is a multilingual agent supporting all three versions of SNMP
(SNMPv1, SNMPv2c and SNMPv3) while conforming to the latest specifications. It is available as a

portable source code product, which can be easily integrated to any platform (any OS and any Processor).

MiIBintegration is made simple with the aid of a tool called Middle Level Code Generator (MIDGEN),
which is available along with SNMP and generates the interface stubs required for every object in the MIB
for the SET, GET and GETNEXT operations.These stubs can be implemented by the respective modules
supporting the MIB.

SNMP is provided as source code available for licensing to OEMs and VARs who wish to incorporate the
multi-lingual SNMP functionality into their products.

11.1. Supported MiIBs

This document details the MIBs which are supported by the switch.
The following MIBs are supported.

MIB File Description

alarm.mib This MIB contains scalar and vector quantities
to set and display alarms.

MODULE-IDENTITY: alarmMIB
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Description

cybsec.mib

The MIB module that describes managed
objects of general use by the IPSEC Protocol.

MODULE-IDENTITY: cybsec

cybsecnat.mib

This group contains all the scalar objects and
tables that are need for configuring FutureNAT.
All the scalar objects are listed under the table
natStatinfo.

MODULE-IDENTITY: cybSecNatMIB

DIFFSERV-DSCP-TC

The Textual Conventions defined in this
module should be used whenever a
Differentiated Services Code Point is used in a
MIB.

MODULE-IDENTITY: diffServDSCPTC

fsarp.mib

This file contains MIB definitions for ARP
module.

MODULE-IDENTITY: fsarp

fsbgp4.mib

The Proprietary BGP MIB.

MODULE-IDENTITY: fsbgp

fscfa.mib

The revised version of the MIB for CFArelease
1.2.0.0.

MODULE-IDENTITY: fscfa

fsclkiwf.mib

This file explains the proprietary MIB
implemented for Clocklwf Module.

MODULE-IDENTITY: fsClklwfMIB

fsdhclient.mib

The DHCP Client MIB
MODULE-IDENTITY: futureDhcpClientMIB
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fsdhcnsp.mib

This MIB contains scalars and tables used to
configure a switch running L2 DHCP
SNOOPING.

MODULE-IDENTITY: fsdhcpsnp

fsdhcrelay.mib

The DHCP Relay agent MIB.
MODULE-IDENTITY: futureDhcpRelay

fsdhcsrv.mib

The DHCP Server MIB.

MODULE-IDENTITY: futureDhcpSrvMIB

fsdotlad.mib

802.1ad MIB definitions

MODULE-IDENTITY: dotladMIB

fsfwl.mib The MIB module to describe the Firewall.
MODULE-IDENTITY: firewall

fshttp.mib The MIB module for management of HTTP
Routers Initial Version.
MODULE-IDENTITY: fsHttpMIB

fsigmp.mib This file contains MIB definitions for IGMP
product.
MODULE-IDENTITY: fsigmpMIB

fsigp.mib The proprietary MIB module for IGMP Proxy.
MODULE-IDENTITY: fsigmpproxy

fsip.mib This mib module is for IP module.

MODULE-IDENTITY: futureip
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fsipdb.mib This file contains MIB definitions for IPBD
module.
MODULE-IDENTITY: fsipdb

fsipvx.mib This file contains MIB definitions for IPVX
module.
MODULE-IDENTITY: fsipvxMIB

fsiss.mib MIB for the products top level system manager
application, ISS or Intelligent Switch Solution.
MODULE-IDENTITY: iss

fsissacl.mib This file contains MIB definitions for ISS
module.
MODULE-IDENTITY: issAcl

fsissext.mib Differentiated Services module support
extensions.
MODULE-IDENTITY: issExt

fsla.mib The proprietary MIB module for LA.
MODULE-IDENTITY: fsla

fslldp.mib The proprietary MIB module for LLDP.
MODULE-IDENTITY: fslldp

fslldpmed.mib LLDP MED Proprietary MIB Definition.

MODULE-IDENTITY: fsLIdpMed

fsmgmd.mib

MODULE-IDENTITY: fsmgmd
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fsmidhcsnp.mib

This MIB contains tables used to configure a
switch running M1 L2 DHCP SNOOPING.

MODULE-IDENTITY: fsMIDhcpSnp

fsmidr.mib The Dhcp MI Relay agent MIB
MODULE-IDENTITY: futureMIDhcpRelay
fsmiipdb.mib Multiple Instance support for IP binding

database module.

MODULE-IDENTITY: fsMllpdb

fsmiospf.mib

The Proprietary OSPFMI MIB

MODULE-IDENTITY: fsMIOspf

fsmirip.mib

The Proprietary RIP MI MIB

MODULE-IDENTITY: fsMIRip

fsmidhcsnp.mib

This mib module is for Proprietory Multiple
Instance DHCP Snooping MIB

fsmidr.mib

The DHCP Ml Relay agent MIB

fsmiospf.mib

The Proprietary OSPFMI MIB

fsmirip.mib

The Proprietary RIP MI MIB

fsmirtm.mib

This MIB module is for Route redistribution
support provided by Route Table Manager
with Virtual Context support (Virtual routing
and forwarding support)

MODULE-IDENTITY: fsMIRtm

fsmistdospf.mib

The Proprietary OSPFMI MIB modified from
STDOSPF MIB

MODULE-IDENTITY: fsMIStdOspf
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fsmistdrip.mib

Changed the standard MIB for Ml support

MODULE-IDENTITY: fsMIStdRip

fsMIStdInetCidrRout
eTable.mib

The MIB module for the entity's IP Routing
table.

MODULE-IDENTITY: fsMIStdIp

fsMIVrrpv3GlobalEnt
ry.mib

The MIB module for an entry of
fsMIVrrpv3GlobalTable.

MODULE-IDENTITY: fsMIVrrpv3

fsMIVrrpv3Status.mi
b

The MIB module which indicates whether the
VRRP is enabled globally.

MODULE-IDENTITY: fsMIVrrpv3

fsmld.mib

The MIB module for MLD Management.

MODULE-IDENTITY: futuremld

fsmparp.mib

The proprietary MIB module for ARP. The MIB
provides objects for configuring arp
functionality.

MODULE-IDENTITY: fsMiArp

fsmpbgp4.mib

The Proprietary BGP MIB Created for Ml
support.

MODULE-IDENTITY: fsMIBgp

fsmpbrst.mib

Proprietary MIB for C-VLAN component Rapid
Spanning Tree Protocol in Provider Bridges.

MODULE-IDENTITY: futureMIPbRstMIB
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fsmpip.mib This mib module is for IP module with virtual

routing and forwarding support.

MODULE-IDENTITY: fsMIFslp

fsmpipvx.mib

This mib module is for IP module with virtual
routing and forwarding support.

MODULE-IDENTITY: fsMIFslpvx

fsmpmst.mib

This MIB module is for Proprietary Multiple
Instance MSTP MIB

MODULE-IDENTITY: futureMIMstMIB

fsmpping.mib

This mib module is for Ping with virutal routing
support.

MODULE-IDENTITY: fsMIPingMIB

fsmppvrst.mib

MIB for Multiple Instance Per-VLAN Rapid
Spanning Tree.

MODULE-IDENTITY: futureMIPvrstMIB

fsmprst.mib MIB for Multiple Instance Rapid Spanning Tree
Algorithm & Protocol
MODULE-IDENTITY: futureMIRstMIB
fsmptcp.mib This mib module is for manging TCP module

with virtual routing and forwarding support.

MODULE-IDENTITY: fsMlITcp

fsmpvlan.mib

This mib module is for Proprietary Multiple
Instance VLAN mib.

MODULE-IDENTITY: futureMIVlanMIB
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fsmsbext.mib

This file contains MIB definitions for P-BRIDGE.

MODULE-IDENTITY: fsPBridgeMIB

fsmsbrg.mib

This file contains MIB definitions for
Q-BRIDGE.

MODULE-IDENTITY: fsDot1dBridge

fsmsipvx.mib

The MIB is the standard IPVX mib with virtual
routing and forwarding support.

MODULE-IDENTITY: fsMIStdIp

fsmsrst.mib

The Bridge MIB Extension module for
managing devices that support the multiple
instance Rapid Spanning Tree Protocol defined
by IEEE 802.1w.

MODULE-IDENTITY: fsRstpMIB

fsmst.mib

MODULE-IDENTITY: futureMstMIB

fsmstcpipvx.mib

MODULE-IDENTITY: fsMIStdTcplpvx

fsmsudpipvx.mib

The MIB module for managing UDP
implementations. This version of this MIB
module is part of RFC 411

MODULE-IDENTITY: fsMIUdpMIB

fsmsvlan.mib

The VLAN Bridge MIB module for managing
Virtual Bridged Local Area Networks, with
multiple instance capability.

MODULE-IDENTITY: fsQBridgeMIB

fsosmitest.mib

The Proprietary OSPFMI TEST MIB

MODULE-IDENTITY: fsMIOspfTestGroup

fsospf.mib

MODULE-IDENTITY: futospf

310



CHAPTER 11

SuPPORTED MIBs
SNMPv3

MIB File

Description

fsostest.mib

OSPF test MIB

MODULE-IDENTITY: futOspfTestGroup

fspim.mib

This document explains the propreitary MIB
implemented for the PIM product.

MODULE-IDENTITY: fsPimMIB

fspimcmn.mib

This document explains the propreitary MIB

implemented for the PIM (IPv4/IPv6) product.

MODULE-IDENTITY: fsPimCmnMIB

fsnat.mib

The natMIB is placed under futuresoftware
MIB branch

fspimstd.mib

The MIB module for management of PIM
Routers Initial Version.

MODULE-IDENTITY: fsPimStdMIB

fsping.mib

This MIB is for the Ping module

MODULE-IDENTITY: fsPingMIB

fspnac.mib

This document explains the proprietary MIB
implemented for PNAC product.

MODULE-IDENTITY: fspnac

fspoe.mib

his proprietary MIB definition, supplements
the standard IEEE802.3af MIB and also
provides management of certain proprietary
features of POE.

MODULE-IDENTITY: fspoe

fsptp.mib

This file is proprietary MIB for PTP (Precision
Time Protocol) implementation that confirms
to specification IEEE 1588.

MODULE-IDENTITY: fsPtpMIB

fspvrst.mib

MODULE-IDENTITY: futurePvrstMIB
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fsqosxtd.mib

This MIB defines the objects necessary to
manage a device that uses the Differentiated
Services.

MODULE-IDENTITY: fsQoSMib

fsradext.mib

MIB for Radius. Extended for lpv6 Support.

MODULE-IDENTITY: futureRADIUSEXTMIB

fsradius.mib

The RADIUS ext. MIB.
MODULE-IDENTITY: futureRADIUSMIB

fsrip.mib

MODULE-IDENTITY: fsrip

fsrmap.mib

The proprietary MIB module for RouteMap
module.

MODULE-IDENTITY: futureroutemap

fsrmon.mib

This MIB module is for managing RMON
implementations. Ether Statistics group
supports the monitoring of different statistics
on Ethernet interfaces, which is enhanced to
support statistics per VLANThe
etherStatsDatasource of etherStats table
identifies the source of data that is configured
to analyze. Now this source can be set to
either interface OID or VLAN OID. If configured
for interface OID the statisticscollection is set
to be on Interface and if the source is set to
VLAN OID the statistics collection is set to be
on any of the VLAN configured in the device.

MODULE-IDENTITY: futrmon

fsrst.mib

MIB for Rapid Spanning Tree Algorithm &
Protocol.

MODULE-IDENTITY: futureRstMIB
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fssisp.mib

The proprietary MIB module for SISP. SISP
functionality is supported only for customer
and 802.1ad Provider Bridges.

MODULE-IDENTITY: fssisp

fssnmp3.mib

The MIB module is for managing SNMP Inform
message statistics and Agentx-subagent
configuration/statistics objects in SNMP
Version 3.

MODULE-IDENTITY: futuresnmp3

fssnp.mib

This document explains the proprietary MIB
implemented for IGMP-SNOOPING and
MLD-SNOOPING features.

MODULE-IDENTITY: fssnoop

fssntp.mib

This mib module is for SNTP
MODULE-IDENTITY: fsSntp

fssshmib.mib

The proprietary MIB for SSH.
MODULE-IDENTITY: ssh

fsssl.mib

The proprietary MIB for SSL.

MODULE-IDENTITY: ssl

fsstdmiostrp.mib

The Proprietary OSPFMI TRAP MIB modified
from standard ospf trap MIB

MODULE-IDENTITY: fsMIStdOspfTrap

fssyslg.mib The MIB for Syslog.
MODULE-IDENTITY: fsSyslog
fstac.mib The proprietary MIB module for TAC. The MIB

provides objects for configuring admission as
well as transmissioncontrol mechanisms.

MODULE-IDENTITY: fstac
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fstacacs.mib

The TACACS+ Client MIB

MODULE-IDENTITY: futureTacacsClientMIB

fstacsxt.mib

The MIB for ISSAcessControl.
MODULE-IDENTITY: futureTacacsClientExtMIB

fstcp.mib TCP Proprietary MIB.
MODULE-IDENTITY: fstcp
fstunl.mib The MIB module for management of IP (IPv4

and IPv6) Tunnels, independent of the specific
encapsulation scheme in use.

MODULE-IDENTITY: fsTunIMIB

fsusermgm.mib

MIB for 'Password Authentication
Management'

MODULE-IDENTITY: fsusrMgmt

fsVcAlias.mib

The MIB module for the alias name for the
virtual context.

MODULE-IDENTITY: fsVemMib

fsVcCxtType.mib

The MIB module for the virtual context. This
object specifies if this entry is an L2 context or
L3 context or both.

MODULE-IDENTITY: fsVcmMib

fsVcld.mib

The MIB module for the virtual context to
which this interface is mapped.

MODULE-IDENTITY: fsVcmMib

fsVemlIPIfIndex.mib

The MIB module for the interface index which
is mapped to the L2 context and the vlan.

MODULE-IDENTITY: fsVemMib
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fsvem.mib The MIB module for the virtual context

manager.

MODULE-IDENTITY: fsVcmMib

fsVCStatus.mib

The MIB module for the row status of the
entry. Virtual context will be created when
therow is made 'active'.

MODULE-IDENTITY: fsVcmMib

fsvlan.mib

MODULE-IDENTITY: futureVlanMIB

fsvpnpolicy.mib

The MIB module that describes managed
objects of general use by the IPSEC Protocol.

MODULE-IDENTITY: fsVpnPolicy

fsvrrp.mib

VRRP Proprietary MIB Definition.

MODULE-IDENTITY: fsvrrp

fsvrrp3.mib

This MIB module contains managed object
definitions for extensions to VRRP version 3
standard characteristics.

MODULE-IDENTITY: fsvrrpv3

HCNUM-TC

A MIB module containing textual conventions
for high capacity data types. This module
addresses an immediate need for data types
not directly supported in the SMIv2. This
short-term solution is meant to be deprecated
as a long-term solution is deployed.

MODULE-IDENTITY: hchnumTC

hsr_prp.mib

HsrPrp Proprietary MIB Definition.

MODULE-IDENTITY: hsrPrpMib

315



CHAPTER 11

SuPPORTED MIBs
SNMPv3

MIB File

Description

IANA-ADDRESS-FAMI
LY-NUMBERS.mib

The MIB module defines the
AddressFamilyNumbers textual convention.

MODULE-IDENTITY:
ianaAddressFamilyNumbers

IANAIifType.mib

This MIB module defines the IANAifType
Textual Convention, and thus the enumerated
values of the ifType object defined in MIB-Il's
ifTable.

MODULE-IDENTITY: ianaifType

IANA-MAU.mib

This MIB module defines dot3MauType
OBJECT-IDENTITIES andIANAifMaulListBits,
IANAifMauMediaAvailable,IANAifMauAutoNe
gCapBits, and IANAifJackType

MODULE-IDENTITY: ianaMauMIB

IANA-RTPROTO.mib

This MIB module defines the
IANAipRouteProtocol and
IANAipMRouteProtocol textual conventions
for use in MIBs which need to identify unicast
or multicast routing mechanisms.

MODULE-IDENTITY: ianaRtProtoMIB

IEC62439-8-MIB.mib

This file is proprietary MIB for PTP Power
profile. This is reference from IEC-62439-3-MIB

MODULE-IDENTITY: ptpPowerProfileMIB

ifmib.mib

The MIB module to describe generic objects
for network interface sub-layers. This MIB is an
updated version of MIB-Il's ifTable, and
incorporates the extensions defined in RFC
1229.

MODULE-IDENTITY: ifMIB
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INET-ADDRESS.mib

This MIB module defines textual conventions
for representing Internet addresses. An
Internet address can be an IPv4 address, an
IPv6 address, or a DNS domain name. This
module also definestextual conventions for
Internet port numbers, autonomous system
numbers, and the length of an Internet
address prefix.

MODULE-IDENTITY: inetAddressMIB

INTEGRATED-SERVIC
ES.mib

The MIB module to describe the Integrated
Services Protocol.

MODULE-IDENTITY: intSrv

mrpring.mib

MRP Ring Proprietary MIB DefinitionThis file
explains the proprietary MIB implemented for
MRP (Media Redundancy Protocol) that
conforms to IEC 62439-2:2016

MODULE-IDENTITY: mrpRingMIB

radacc.mib

The MIB module for entities implementing the
client side of the Remote Access Dialin User
Service (RADIUS) accounting protocol.

MODULE-IDENTITY: radiusAccClientMIB

radauth.mib

The MIB module for entities implementing the
client side of the Remote Access Dial-in User
Service (RADIUS) authentication protocol.

MODULE-IDENTITY: radiusAuthClientMIB

RFC1155-SMI.mib

RFC-1212.mib

RFC1213-MIB.mib

serial_ip.mib

Serial Interface Proprietary MIB Definition

MODULE-IDENTITY: seriallp
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SNMP-FRAMEWORK.

mib

The SNMP Management Architecture MIB

MODULE-IDENTITY: snmpFrameworkMIB

SNMPv2-CONF.mib

SNMPv2-SMI.mib

SNMPv2-TC.mib

stdldlap.mib

The Bridge MIB module for managing devices
that support IEEE 802.1D. This MIB module is
derived from the IETF BRIDGE-MIB, RFC 4188.

MODULE-IDENTITY: ieee8021BridgeMib

stdlqlap.mib

The VLAN Bridge MIB module for managing
Virtual Bridged Local Area Networks, as
defined by IEEE 802.1Q-2005, including
Restricted Vlan Registration defined by IEEE
802.1u-2001 and Vlan Classification defined by
IEEE 802.1v-2001.

MODULE-IDENTITY: ieee8021QBridgeMib

std1slap.mib

The Bridge MIB modules for managing devices
that support IEEE 802.1 multiple spanning tree
groups.Unless otherwise indicated, the
references in this MIB module are to IEEE
802.1Q-2005 as amended by IEEE 802.1ad,
IEEE 802.1ak, IEEE 802.1ag and IEEE 802.1ah.

MODULE-IDENTITY: ieee8021MstpMib

stdlwlap.mib

The Spanning-Tree MIB module for managing
devices that support IEEE 802.1D. This MIB
module is derived from the IETF BRIDGE-MIB,
RFC 4188.

MODULE-IDENTITY:
ieee8021SpanningTreeMib
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std8021brg.mib

The Bridge MIB module for managing devices
that support IEEE 802.1D. This MIB module is

derived from the IETF BRIDGE-MIB, RFC 4188.

MODULE-IDENTITY: ieee8021BridgeMib

std8021tc.mib

Textual conventions used throughout the
various IEEE 802.1 MIB modules.

MODULE-IDENTITY: ieee8021TcMib

stdbgp4.mib

The MIB module for the BGP-4 protocol.

MODULE-IDENTITY: bgp

stdbrgext.mib

The Bridge MIB Extension module for
managing Priority and Multicast Filtering,
defined by IEEE 802.1D-1998, including
Restricted Group Registration defined bylEEE
802.1t-2001.

MODULE-IDENTITY: pBridgeMIB

stdbridge.mib

The Bridge MIB module for managing devices
that support IEEE 802.1D.

MODULE-IDENTITY: dot1dBridge

stddotlad.mib

Provider Bridge MIB module for managing
802.1ad.

MODULE-IDENTITY: ieee8021PbMib

stdent.mib

The MIB module for representing multiple
logical entities supported by a single SNMP
agent.

MODULE-IDENTITY: entityMIB

stdether.mib

The MIB module to describe generic objects
for Ethernet-like network interfaces.

MODULE-IDENTITY: etherMIB
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stdigmp.mib The MIB module for IGMP Management.
MODULE-IDENTITY: igmpStdMIB

stdipvx.mib The MIB module for managing IP and ICMP
implementations, but excluding their
management of IP routes.
MODULE-IDENTITY: ipMIB

stdla.mib The Link Aggregation module for managing
IEEE Std 802.3ad.
MODULE-IDENTITY: lagMIB

stdlldp.mib Management Information Base module for

LLDP configuration, statistics, local system data
and remote systems data components.

MODULE-IDENTITY: lIdpMIB

stdlldpmedx.mib

The LLDP Management Information Base
extension module for TIA-TR41.4 media
endpoint discovery information.

MODULE-IDENTITY: lldpXMedMIB

stdlldpv2.mib

Management Information Base module for
LLDP configuration, statistics, local system data
and remote systems data components.

MODULE-IDENTITY: lldpV2MIB

320



CHAPTER 11

SuPPORTED MIBs
SNMPv3

MIB File

Description

stdlldpv2tc.mib

Textual conventions used throughout the IEEE
Std 802.1AB version 2 and later MIB
modules.Unless otherwise indicated, the
references in this MIB module are to IEEE
802.1AB-2009.The TCs in this MIB are taken
from the original LLDP-MIB,
LLDP-EXT-DOT1-MIB, and LLDP-EXT-DOT3-MIB
published in IEEE Std 802-1D-2005, with the
addition of TCs to support the management
address table. They have been made available
as a separate TC MIB module to facilitate
referencing from other MIB modules.

MODULE-IDENTITY: lldpV2TcMIB

stdmgmd.mib

The MIB module for MGMD management.A
new version of MGMD combining RFC 2933
and RFC 3019. Includes IGMPv3 and MLDv2
source filtering changes.

MODULE-IDENTITY: mauMod

stdmri.mib

The MIB module for management of IP
Multicast routing, but independent of the
specific multicast routing protocol inuse.

MODULE-IDENTITY: ipMRouteStdMIB

stdospf.mib

The MIB module to describe the OSPF Version
2 Protocol

MODULE-IDENTITY: ospf

stdostrp.mib

The MIB module to describe traps for the OSPF
Version 2 Protocol.

MODULE-IDENTITY: ospfTrap
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stdotllldp.mib

The LLDP Management Information Base
extension module for IEEE 802.1
organizationally defined discovery
information.

MODULE-IDENTITY: lldpXdot1MIB

stdotllldpv2.mib

The LLDP Management Information Base
extension module for IEEE 802.1
organizationally defined discovery
information.In order to assure the uniqueness
of the LLDP-V2-MIB, lldpV2Xdot1MIB is
branched from lldpV2Extensions using an OUI
value as the node. An OUI/'company_id'is a 24
bit globally unique assigned number
referenced by various standards.

MODULE-IDENTITY: lldpV2Xdot1MIB

stdot3lldp.mib

The LLDP Management Information Base
extension module for IEEE 802.3
organizationally defined discovery
information.

MODULE-IDENTITY: lldpXdot3MIB

stdot3lldpv2.mib

The LLDP Management Information Base
extension module for IEEE 802.3
organizationally defined discovery
information.In order to assure the uniqueness
of the LLDP-MIB, lldpV2Xdot3MIB is branched
from lldpV2Extensions using OUI value as the
node. An OUl/'company_id' is a 24 bit globally
uniqueassigned number referenced by various
standards.

MODULE-IDENTITY: lldpV2Xdot3MIB

stdpim.mib

The MIB module for management of PIM
routers.

MODULE-IDENTITY: pimMIB
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stdpnac.mib The Port Access Entity module for managing
IEEE 802.1X.
MODULE-IDENTITY: ieee8021paeMIB

stdpoe.mib The MIB module for managing Power Source
Equipment (PSE) working according to the IEEE
802.af Powered Ethernet (DTE Power via MDI)
standard.
MODULE-IDENTITY: powerEthernetMIB

stdrip.mib The MIB module to describe the RIP2 Version 2

Protocol.

MODULE-IDENTITY: rip2

stdrmon.mib

Remote network monitoring devices, often
called monitors or probes, are instruments
that exist for the purpose of managing a
network. This MIB defines objects for

managing remote network monitoring devices.

MODULE-IDENTITY: rmon

stdrmon2.mib

The MIB module for managing remote
monitoring device implementations. This MIB
module extends the architecture introduced in
the original RMON MIB as specified in RFC
2819.

MODULE-IDENTITY: rmon

stdrst.mib

The Bridge MIB Extension module for
managing devices that support the Rapid
Spanning Tree Protocol defined by IEEE
802.1w.

MODULE-IDENTITY: rstpMIB
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stdsncom.mib

This MIB module defines objects to help
support coexistence between SNMPv1,
SNMPv2c, and SNMPv3.

MODULE-IDENTITY: snmpCommunityMIB

stdsnmp.mib

The MIB module for SNMP entities.

MODULE-IDENTITY: snmpMIB

stdsnnot.mib

This MIB module defines MIB objects which
provide mechanisms to remotely configure the
parameters used by an SNMP entity for the
generation of notifications.

MODULE-IDENTITY: snmpNotificationMIB

stdsnproxy.mib

This MIB module defines MIB objects which
provide mechanisms to remotely configure the
parameters used by a proxy forwarding
application.

MODULE-IDENTITY: snmpProxyMIB

stdsntgt.mib

This MIB module defines MIB objects which
provide mechanisms to remotely configure the
parameters used by an SNMP entity for the
generation of SNMP messages.

MODULE-IDENTITY: snmpTargetMIB

stdsnusm.mib

The management information definitions for
the SNMP User-based Security Model.

MODULE-IDENTITY: snmpUsmMIB

stdtcpipvx.mib

The MIB module for managing TCP
implementations.

MODULE-IDENTITY: tcopMIB
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stdudpipvx.mib

The MIB module for managing UDP
implementations.MODULE-IDENTITY: udpMIB

stdvacm.mib

The management information definitions for
the View-based Access Control Model for
SNMP.

MODULE-IDENTITY: snmpVacmMIB

stdvlan.mib

The VLAN Bridge MIB module for managing
Virtual Bridged Local Area Networks, as
defined by IEEE 802.1Q-2003, including
Restricted Vlan Registration defined bylEEE
802.1u-2001 and Vlan Classification defined by
IEEE 802.1v-2001.

MODULE-IDENTITY: gBridgeMIB

stdvrrp.mib

This MIB describes objects used for managing
Virtual Router Redundancy Protocol (VRRP)
routers.

MODULE-IDENTITY: vrrpMIB

stdvrrp3.mib

This MIB describes objects used for managing
Virtual Router Redundancy Protocol version 3
(VRRPV3).

MODULE-IDENTITY: vrrpv3MIB

tokenring.mib

Remote network monitoring devices, often
called monitors or probes, are instruments
that exist for the purpose of managing a
network. This MIB defines objects for
managing remote network monitoring devices

MODULE-IDENTITY: tokenRing

11.2. SNMP Traps

This section describes the SNMP traps used on the switch.
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Introduction

The switch supports a number of traps that indicate alarm or condition changes on the device. This
section will list out those traps and describe how they are generated.

General SNMP configuration for TRAP Generation

The following is applicable for all traps.
iS5Comm# configure terminal
iS5Comm (config)# enable SnmpAgent
iS5Comm (config) # snmp user snmpv3 auth md5 AUTHPASSWD

)
iS5Comm (config) # snmp community index index3 name testv3 security snmpv3
)

#
iS5Comm (config) # snmp group testv3 user snmpv3 security-model v3

nonvolatile
iS5Comm (config) # snmp access testv3 v3 auth read iso write iso notify iso
iS5Comm (config) # snmp targetaddr ht8 param pa8 5.0.0.5 taglist tg8

iS5Comm (config) # snmp targetparams pa8 user snmpv3 security-model v3 auth
message-processing v3

iS5Comm (config) # snmp notify testv3 tag tg8 type Trap

NOTE: Commands to enable the alarm traps
iS5Comm (config)# alarm config-type switch relay enable
iS5Comm (config)# alarm config-type switch LED enable
iS5Comm (config alarm config-type chassis relay enable
iS5Comm (config alarm config-type chassis LED enable

alarm config-type protocol LED enable

#

#

# alarm config-type protocol relay enable
iS5Comm (config) #
#

alarm config-type service relay enable

( )
( )
( )
iS5Comm (config)
( )
iS5Comm (confiqg)

( )

iS5Comm (config)# alarm config-type service LED enable

NOTE: Commands to enable the authentication failure trap
iS5Comm (config) # snmp engineId 80.00.08.1c.04.46.54
iS5Comm (config) # snmp user proxyuserl
iS5Comm (config) # snmp group pProxygroup user proxyuserl security-model v2c
iS5Comm (config)# snmp access proxygroup v2c read getview write getview
iS5Comm (config) # snmp view getview 1 mask 1 included volatile

iS5Comm (config) # snmp community index COMM2 name COMM2 security proxyuserl
contextengineid 80.00.08.1c.04.46.54

iS5Comm (config) # exit
1S5Comm#

NOTE: IP address 5.0.0.5, as used above, is the IP through which the SNMP manager could be reached.
This IP address is being used as an example only.

326



SNIMP TRAPS
CHAPTER 11 SNMPv3

Line Module Trap

A line module TRAP will be generated, whenever a line module is inserted or removed. Below are the
corresponding MIB IDs that would be mentioned in the generated TRAP.

. lineModuleNo - 1.3.6.1.4.1.41094.0.250.27.3.6
o ImlInsertStatus - 1.3.6.1.4.1.41094.0.250.27.3.7

Steps to Generate the Line Module Trap
1) Togenerate TRAP for Line Module Removal Event, remove a line module.
2) Togenerate TRAP for Line Module Insertion Even, insert the removed line module.

Packet Capture
. 1.3.6.1.2.1.1.3.0: 16600 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
—  Value (Timeticks): 16600 ---> Total System UP Time in ticks

1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.4.1.41094.0.250.27.3.6 (is0.3.6.1.4.1.41094.0.250.27.3.6)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID

- Value (OID): 1.3.6.1.4.1.41094.0.250.27.3.6 (is0.3.6.1.4.1.41094.0.250.27.3.6) -> Line module
trap OID

1.3.6.1.4.1.41094.0.250.27.3.6: ---> Line module Trap OID
—  Object Name: 1.3.6.1.4.1.41094.0.250.27.3.6 (is0.3.6.1.4.1.41094.0.250.27.3.6)
—  Value (Integer32): 1 -> Line module ID

1.3.6.1.4.1.41094.0.250.27.3.7: --> Line module connect Status
- Object Name: 1.3.6.1.4.1.41094.0.250.27.3.7 (is0.3.6.1.4.1.41094.0.250.27.3.7)
- Value (Integer32): 2 ---> Connect Status as UP (1) or DOWN (2)

1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Warm Start

The Warm Start TRAP will be generated, when “reload” command is issued. Below is the corresponding
MIB ID that would be mentioned, with the TRAP generated.

. issWarmStart - 1.3.6.1.4.1.41094.0.250.2.120.11

Steps to generate the Warm Start trap
1) Execute “reload” command

Packet Capture
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1.3.6.1.2.1.1.3.0: 54887 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
- Value (Timeticks): 54887 ---> Total System UP Time in ticks

1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.4.1.41094.0.250.2.120.11 (is0.3.6.1.4.1.41094.0.250.2.120.11)

- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID

—  Value (0ID):1.3.6.1.4.1.41094.0.250.2.120.11 (is0.3.6.1.4.1.41094.0.250.2.120.11) --> Warm
start MIB OID

1.3.6.1.4.1.41094.0.250.2.120.11: --> Warm start MIB OID

- Object Name: 1.3.6.1.4.1.41094.0.250.2.120.11 (is0.3.6.1.4.1.41094.0.250.2.120.11)

—  Value (Integer32): 1

1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Alarm Trap

An Alarm TRAP will be generated, whenever any kind of alarm is generated. Here we validated the alarm
module trap, with alarm generation for LINK UP and LINK DOWN event. Below are the corresponding MIB
IDs that would be mentioned, with the TRAP generated.

] alarmTraps - 1.3.6.1.4.1.41094.0.250.258.3.1

o alarmld - 1.3.6.1.4.1.41094.0.250.258.2.1.1.2

o alarmDesc - 1.3.6.1.4.1.41094.0.250.258.2.1.1.4

L alarmTimeStr - 1.3.6.1.4.1.41094.0.250.258.2.1.1.5

L alarmPriority - 1.3.6.1.4.1.41094.0.250.258.2.1.1.6

L alarmGenModule - 1.3.6.1.4.1.41094.0.250.258.2.1.1.7

Steps to generate the Alarm trap
1) Bringup an interface to generate the LINK UP event
2) Bring down an interface to generate the LINK DOWN event

Packet Capture
J 1.3.6.1.2.1.1.3.0: 43567 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
- Value (Timeticks): 43567 ---> Total System UP Time in ticks

J 1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.4.1.41094.0.250.258.3.1 (is0.3.6.1.4.1.41094.0.250.258.3.1)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID

- Value (OID): 1.3.6.1.4.1.41094.0.250.258.3.1 (is0.3.6.1.4.1.41094.0.250.258.3.1) -> alarm-
Traps MIB OID
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. 1.3.6.1.4.1.41094.0.250.258.2.1.1.2: --> alarmld
- Object Name: 1.3.6.1.4.1.41094.0.250.258.2.1.1.2 (is0.3.6.1.4.1.41094.0.250.258.2.1.1.2)
- Value (Integer32): 3000

| 1.3.6.1.4.1.41094.0.250.258.2.1.1.4:4769302f3920496e74657266616365204c696e6b20537461...

- Object Name: 1.3.6.1.4.1.41094.0.250.258.2.1.1.4 (is0.3.6.1.4.1.41094.0.250.258.2.1.1.4)
---> alarmDesc

- Value (OctetString): 4769302f3920496e74657266616365204c696e6b20537461...

. 1.3.6.1.4.1.41094.0.250.258.2.1.1.5: --> alarmTimeStr
4170722f31382f32333a33363a23533200000000000000000

- Object Name: 1.3.6.1.4.1.41094.0.250.258.2.1.1.5 (is0.3.6.1.4.1.41094.0.250.258.2.1.1.5)
—  Value (OctetString): 4170722f31382f32333a3336323533200000000000000000

. 1.3.6.1.4.1.41094.0.250.258.2.1.1.6: --> alarmPriority
- Object Name: 1.3.6.1.4.1.41094.0.250.258.2.1.1.6 (is0.3.6.1.4.1.41094.0.250.258.2.1.1.6)
- Value (Integer32): 2

o 1.3.6.1.4.1.41094.0.250.258.2.1.1.7: --> alarmGenModule
- Object Name: 1.3.6.1.4.1.41094.0.250.258.2.1.1.7 (is0.3.6.1.4.1.41094.0.250.258.2.1.1.7)
—  Value (Integer32): 2

. 1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Power Supply Trap

The Power supply TRAP will be generated, whenever a Power module is inserted or removed.Below are
the corresponding MIB IDs that would be mentioned, with the TRAP generated.

. issTrapPowerSupply - 1.3.6.1.4.1.41094.0.250.2.120.6
o issPowerSupplyPresence - 1.3.6.1.4.1.41094.0.250.2.121.132
L issPowerSupplyActive - 1.3.6.1.4.1.41094.0.250.2.121.133

Steps to generate the Power Supply trap
1) Remove a power module to generate POWER module removal event
2) Insert a power module to generate POWER module insertion event

Packet Capture
L 1.3.6.1.2.1.1.3.0: 129754 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
- Value (Timeticks): 129754 ---> Total System UP Time in ticks
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1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.4.1.41094.0.250.2.120.6 (is0.3.6.1.4.1.41094.0.250.2.120.6)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID

- Value (OID): 1.3.6.1.4.1.41094.0.250.2.120.6 (is0.3.6.1.4.1.41094.0.250.2.120.6) --> issTrap-
PowerSupply

1.3.6.1.4.1.41094.0.250.2.121.132: ---> issPowerSupplyPresence
- Object Name: 1.3.6.1.4.1.41094.0.250.2.121.132 (is0.3.6.1.4.1.41094.0.250.2.121.132)
- Value (Integer32): 0

1.3.6.1.4.1.41094.0.250.2.121.133: ---> issPowerSupplyActive
- Object Name: 1.3.6.1.4.1.41094.0.250.2.121.133 (is0.3.6.1.4.1.41094.0.250.2.121.133)
- Value (Integer32): 0

1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Cold Start Trap

The Cold Start TRAP will be generated, whenever the image is reloaded after doing SNMP configurations
for TRAP and “write-startup” is done. Below is the corresponding MIB ID that would be mentioned, with
the TRAP generated.

. coldStart-1.3.6.1.6.3.1.1.5.1

Steps to generate the Cold Start trap
1) Execute “reload” command

Packet Capture
L 1.3.6.1.2.1.1.3.0: 1419 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
- Value (Timeticks): 1419 ---> Total System UP Time in ticks

o 1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.6.3.1.1.5.1 (is0.3.6.1.6.3.1.1.5.1)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID
- Value (OID): 1.3.6.1.6.3.1.1.5.1 (is0.3.6.1.6.3.1.1.5.1) ---> coldStart MIB OID

J 1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Authentication Failure Trap
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An Authentication failure TRAP will be generated, whenever the SNMP connectivity cannot be estab-
lished due to Authentication failures. Below is the corresponding MIB ID that would be mentioned, with
the TRAP generated.

o authenticationFailure - 1.3.6.1.6.3.1.1.5.5

Steps to generate the Authentication trap
1)  Execute below command to enable Authentication trap
- snmp-server enable traps snmp authentication
2)  Execute below command from linux, to invoke error in authentication
- snmpwalk -c COMM1 -v2¢ 7.0.0.1 iso
NOTE: Here the community name configured is COMM?2, but from LINUX, we are trying to authenticate
with COMM1, which would cause a authentication failure.
Packet Capture
J 1.3.6.1.2.1.1.3.0: 1419 ---> sysUpTime
- Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
—  Value (Timeticks): 1419 ---> Total System UP Time in ticks

o 1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.6.3.1.1.5.5 (is0.3.6.1.6.3.1.1.5.5)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID
- Value (OID): 1.3.6.1.6.3.1.1.5.5 (is0.3.6.1.6.3.1.1.5.5) --> authenticationFailure OID

o 1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Link UP / DOWN Trap

A LINK UP / LINK DOWN TRAP will be generated, whenever any interface is brought UP or DOWN. Below
is the corresponding MIB ID that would be mentioned, with the TRAP generated.

J linkUp -1.3.6.1.6.3.1.1.5.4

. linkDown - 1.3.6.1.6.3.1.1.5.3

. iflindex - 1.3.6.1.2.1.2.2.1.1 <ifindex>

. ifAdminStatus - 1.3.6.1.2.1.2.2.1.7 <ifIndex
. ifOperStatus - 1.3.6.1.2.1.2.2.1.8.<ifIndex>

Steps to generate the Link UP/DOWN trap
1)  Bring DOWN an active interface through command “shutdown”
2)  Bring UP the same interface through command “no shutdown”

Packet Capture (for link UP)
. 1.3.6.1.2.1.1.3.0: 136427
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—  Object Name: 1.3.6.1.2.1.1.3.0 (is0.3.6.1.2.1.1.3.0)
- Value (Timeticks): 136427

1.3.6.1.6.3.1.1.4.1.0: 1.3.6.1.6.3.1.1.5.4 (is0.3.6.1.6.3.1.1.5.4)
- Object Name: 1.3.6.1.6.3.1.1.4.1.0 (is0.3.6.1.6.3.1.1.4.1.0) --> snmpTrap OID
- Value (OID): 1.3.6.1.6.3.1.1.5.4 (is0.3.6.1.6.3.1.1.5.4) --> linkup MIB OID

1.3.6.1.2.1.2.2.1.1.9: --> ifIndex MIB OID
- Object Name: 1.3.6.1.2.1.2.2.1.1.9 (is0.3.6.1.2.1.2.2.1.1.9)
- Value (Integer32): 9

1.3.6.1.2.1.2.2.1.7.9: --> ifAdminStatus MIB OID
- Object Name: 1.3.6.1.2.1.2.2.1.7.9 (is0.3.6.1.2.1.2.2.1.7.9)
—  Value (Integer32): 1

1.3.6.1.2.1.2.2.1.8.9: --> ifOperStatus MIB OID
- Object Name: 1.3.6.1.2.1.2.2.1.8.9 (is0.3.6.1.2.1.2.2.1.8.9)
- Value (Integer32): 1

1.3.6.1.6.3.1.1.4.3.0: 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) --> snmpTrapEnterprise
- Object Name: 1.3.6.1.6.3.1.1.4.3.0 (is0.3.6.1.6.3.1.1.4.3.0)
- Value (OID): 1.3.6.1.2.1.11 (is0.3.6.1.2.1.11) ---> snmp OID

Spanning Tree Trap

The Spanning tree topology change trap is generated whenever we shut / no shut a port, change the
priority of any bridge to invoke new root selection, new port role selection, etc.

Steps to generate the Spanning Tree trap

1) Change spanning priority to invoke New ROOT bridge selection

2)  Bring DOWN an active interface through command “shutdown”

3)  Bring UP the same interface through command “no shutdown”

Packet Capture

Below are the MIBs that will be mentioned for different kind of traps from PVRST.
. fsPvrstTopologyChgTrap - 1.3.6.1.4.1.41094.0.250.161.3.0.4

. fsPvrstBrgAddress - 1.3.6.1.4.1.41094.0.250.161.1.4

o fsPvrstinstTopChanges - 1.3.6.1.4.1.41094.0.250.161.1.14.1.11

o fsFuturePvrstTraps - 1.3.6.1.4.1.41094.0.250.161.3

o fsPvrstNewRootTrap - 1.3.6.1.4.1.41094.0.250.161.3.0.3

o fsPvrstinstDesignatedRoot - 1.3.6.1.4.1.41094.0.250.161.1.14.1.16

. fsPvrstNewPortRoleTrap - 1.3.6.1.4.1.41094.0.250.161.3.0.7
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. fsPvrstOldRoleType - 1.3.6.1.4.1.41094.0.250.161.2.5.1.2
o fsPvrstPortRoleType - 1.3.6.1.4.1.41094.0.250.161.2.5.1.1

. data: sSNMPv2-Trap (7)
- sSNMPv2-Trap
J request-id: 1436813334
] error-status: noError (0)
. error-index: 0
. variable-bindings: 5 items

ltem #1
J name: 1.3.6.1.2.1.1.3.0 (SNMPv2-MIB::sysUpTime.0)
J valueType: value (0)
- value: simple (4294967295)
—  value: simple (4294967295)
. application-wide: timeticks-value (3): timeticks-value: 1120239

ltem #2
. name: 1.3.6.1.6.3.1.1.4.1.0 (SNMPv2-MIB::snmpTrapOID.0)
. valueType: value (0)
- value: simple (4294967295)
J simple: objectID-value (2): Value: OID: SNMPv2-SMI::enterprises.41094.0.250.161.3.0.4

ltem #3
L name: 1.3.6.1.4.1.41094.0.250.161.1.4 (SNMPv2-SMl::enterprises.41094.0.250.161.1.4)
. valueType: value (0)
- value: simple (4294967295)
. simple: string-value (1): Value: Hex-STRING: E8 E8 75 90 2B 01

Item #4

. name: 1.3.6.1.4.1.41094.0.250.161.1.14.1.11.1 (SNMPv2-SMI::enter-
prises.41094.0.250.161.1.14.1.11.1)

. valueType: value (0)
- value: simple (4294967295)
J simple: integer-value (0): Value: INTEGER: 6

ltem #5
. name: 1.3.6.1.6.3.1.1.4.3.0 (SNMPv2-MIB::snmpTrapEnterprise.0)
. valueType: value (0)
- value: simple (4294967295)
J simple: objectID-value (2): Value: OID: SNMPv2-SMI::enterprises.41094.0.250.161.3
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Temperature Trap

The temperature trap will be generated whenever the temperature of the hardware exceeds the High
threshold limit or falls lesser than the minimum threshold limit. Below is the corresponding MIB ID that
would be mentioned, with the TRAP generated.

issTrapTemperature - 1.3.6.1.4.1.41094.0.250.2.120.4
issSwitchMinThresholdTemperature - 1.3.6.1.4.1.41094.0.250.2.121.64
issSwitchMaxThresholdTemperature - 1.3.6.1.4.1.41094.0.250.2.121.65
issSwitchCurrentTemperature - 1.3.6.1.4.1.41094.0.250.2.121.66

Steps to generate the Temperature trap

1)
2)

Check the current temperature of the hardware using command “show env all”

Set the Max temperature threshold limit as lesser than the current temperature, to generate trap,
using the below command.

set switch temperature max threshold <value>

Packet Capture

data: sSNMPv2-Trap (7)

- sNMPv2-Trap
] request-id: 1821105562
) error-status: noError (0)
J error-index: 0
. variable-bindings: 5 items

Item #1

name: 1.3.6.1.2.1.1.3.0 (SNMPv2-MIB::sysUpTime.0)
valueType: value (0)
- value: simple (4294967295)
- value: simple (4294967295)
J application-wide: timeticks-value (3):timeticks-value: 7814

Item #2

name: 1.3.6.1.6.3.1.1.4.1.0 (SNMPv2-MIB::snmpTrapQID.0)
valueType: value (0)
- value: simple (4294967295): simple: objectID-value (2)
o Value: OID: SNMPv2-SMI::enterprises.41094.0.250.2.120.4 ---> issTrapTemperature

Item #3

name: 1.3.6.1.4.1.41094.0.250.2.121.64 (SNMPv2-SMI::enterprises.41094.0.250.2.121.64) --->
issSwitchMinThresholdTemperature

valueType: value (0)
—  value: simple (4294967295):simple: integer-value (0)
L Value: INTEGER: -35
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Item #4

Item #5

name: 1.3.6.1.4.1.41094.0.250.2.121.65 (SNMPv2-SMI::enterprises.41094.0.250.2.121.65) --->
issSwitchMaxThresholdTemperature

valueType: value (0)

value: simple (4294967295):simple: integer-value (0)
. Value: INTEGER: 40

name: 1.3.6.1.4.1.41094.0.250.2.121.66 (SNMPv2-SMI::enterprises.41094.0.250.2.121.66) --->
issSwitchCurrentTemperature

valueType: value (0)

value: simple (4294967295):simple: integer-value (0)
o Value: INTEGER: 41

Port Security Traps

Item #1

Item #2

ifSwitchPortSecRecoveryStatus OBJECT-TYPE

SYNTAX INTEGER { automatic(1), manual(2) }
MAX-ACCESS read-write

STATUS current

DESCRIPTION

J specifies the recovery mode for the ports in the system, when port-violation mode
configured with shut-down. The value 1 indicates authomatic, the port will bring-up
after the user configured time or the default time. The value 2 indicates manual, The
users have to do no shutdown to bring up the port.

DEFVAL { manual }
w={if37}

ifSwitchPortSecRecoveryTime OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-write
STATUS current
DESCRIPTION

. The value indicates the the recovery time for a port, from shut-down state that occurred
due to a port-security violation, to up-state, upon the mode configured as automatic in
ifSwitchPortSecRecoveryStatus

DEFVAL{5 }

w={if 38}
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Item #3

Item #4

Item #5

Item #6

dotlqgFutureVlanPortUnicastMacLimitStatus OBJECT-TYPE

SYNTAX EnabledStatus
MAX-ACCESS read-write
STATUS current
DESCRIPTION

J A truth value indicating the unicast MAC limit learning enabled/disabled status for this
port

DEFVAL { enabled }
.= { dotlgFutureVlanPortEntry 17 }

dotlqFutureVlanPortUnicastMacLimit OBJECT-TYPE

SYNTAX Unsigned32 (0..3000)
MAX-ACCESS read-write
STATUS current

DESCRIPTION

. The limiting value on the number of distinct unicast MAC addresses learnt in a VLAN.
The lower limit and upper limit value that can be SET for this object is determined by the
underlying hardware.

::= { dotlgFutureVlanPortEntry 18 }

dotlqgFutureVlanPortSecureStatus OBJECT-TYPE

SYNTAX EnabledStatus
MAX-ACCESS read-write
STATUS current
DESCRIPTION

J A truth value indicating the port-security status enabled/disabled status for this port.
When port security is disabled, trusted MAC settings and MAC learn limit settings are
not applicable.

DEFVAL { disabled }
::= { dotlgFutureVlanPortEntry 19 }

dotlqgFutureSwitchPortSecViolationTrap NOTIFICATION-TYPE

OBJECTS { dotlqgFutureVlanPort }
STATUS current
DESCRIPTION

. This trap is generated when Port security is enabled on the port and violation occurred
for a configured number of times
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Item #7

»:={dotlgVlanTraps 4 }

. MIB for Trap-syslog status configuration

Item #8

dotlgFutureVlanPortSecTrapSyslogStatus OBJECT-TYPE
MAX-ACCESS read-write

STATUS  current

DESCRIPTION

J A truth value indicating the trap and syslog status for port-security violation is enabled,
and so traps and syslog will be generated when violations occur. When this status for
port-secuirty violation is disabled, traps and syslogs will not be sent upon violation.

DEFVAL {disabled}
::={ dotlgFutureVlan 10}

. MIB for Trap, syslog rate configuration

dotlgFutureVlanPortSecTrapSyslogRate OBJECT-TYPE
SYNTAX Integer32 (1..10)

MAX-ACCESS read-write

STATUS  current

DESCRIPTION

J TrapSyslog rate is the value, for the Max no. of Traps and Syslog that could be sentin a
second, with violation events. The range of trap syslog rate could be configured is from
1to 10

::= { dotlqFutureVlan 11}

11.3. disable snmpagent

To disable SNMP agent, use the command disable snmpagent in Global Configuration Mode.

disable

disable snmpagent
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Parameters
Parameter Type Description
snmpagent Enter to disable SNMP agent.
Mode

Global Configuration Mode

Examples

iIS5Comm (config)# disable snmpagent

11.4. enable snmpagent

To enable SNMP agent that provides an interface between an SNMP manager and a switch, use the
command enable snmpagent in Global Configuration Mode.

enable

enable snmpagent

Parameters
Parameter Type Description
snmpagent Enter to enable SNMP agent which provides

an interface between a SNMP manager and a
switch. The agent processes SNMP packets
received from the manager, frames the
appropriate response packets, and sends them
to the manager. By default, the SNMP agent is
enabled.

Mode

Global Configuration Mode
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Default

SNMP agent is enabled

Examples

iS5Comm (config)# enable snmpagent

11.5. show mib

To display the name of the corresponding MIB object identifier and the OID (Object Identifier) of the
corresponding MIB object name, use the command show mib in Privileged Exec Mode.

show mib

show mib {name <name string (32)> | oid <oid string (32)>}

Parameters
Parameter Type Description
name Enter to display the MIB object name.
<name string Enter an MIB object name. This is a string
(32) > value with maximum size of 32.
oid Enter to display the MIB object identifier
<oid string Enter an MIB object identifier. This is a
(32)> string value with maximum size of 32.
Mode

Privileged Exec Mode

Examples
iIS5Comm# show mib oid fsbgp4PeerExtTable

MIB OID for fsbgp4PeerExtTable is 1.3.6.1.4.1.41094.0.250.41.2

11.6. show snmp

To display the status information of SNMP communications, use the command show snmp in Privileged
EXEC Mode.
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show snmp

show snmp [agentx {information | statistics}] [community] [engineid]
[filter] [group [access]] [inform statistics] [mibproxy] [notif] [proxy]
[proxy-udp-port] [targetaddr] [targetparam] [traps] [user] [viewtree]
Mode

Privileged EXEC Mode

Examples

iIS5Comm # show snmp agentx information
Agentx Subagent is enabled

TransportDomain :TCP
Master IP Address :10.0.0.2
Master PortNo : 705

iSS5Comm# show snmp agentx statistics
Tx Statistics
Transmitted Packets 8
Open PDU 1
Index Allocate PDU 0
Index DeAllocate PDU 0
Register PDU 2
Add Agent Capabilities PDU 0
Notify PDU :0
Ping PDU 2
Remove Agent Capabilities PDU 0
UnRegister PDU 0
Close PDU 0
Response PDU 8

Rx Statistics

Rx Packets :859

Get PDU 01

GetNext PDU :836

GetBulk PDU :0
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TestSet PDU
Commit PDU
Cleanup PDU

Undo PDU

Dropped Packets
Parse Drop Errors
Open Fail Errors
Close PDU

N ©O ©O B O O O O O

Response PDU

iSS5Comm# show snmp community
Community Index : NETMAN
Community Name : NETMAN
Security Name : none
Context Name
Context EngineID: 80.00.08.1c.04.46.53
Transport Tag
Storage Type : Nonvolatile
Row Status : Active
Community Index : PUBLIC
Community Name : PUBLIC
Security Name : none
Context Name
Context EngineID: 80.00.08.1c.04.46.53
Transport Tag
Storage Type : Nonvolatile

Row Status : Active

iS5Comm# show snmp filter

Filter Name : filterl
Subtree OID : 1.5
Subtree Mask : 1.1
Filter Type : Included

Storage Type : Non-volatile

Row Status : Active
iSS5Comm# show snmp enginelD
EngineId: 80.00.08.1c.04.46.53

iISS5Comm# show snmp group access

Group Name : iso
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Read View iso

Write View iso

Notify View iso

Storage Type Nonvolatile
Row Status Active
Group Name noAuthUser
Read View restricted
Write View restricted
Notify View restricted
Storage Type Nonvolatile
Row Status Active

iSS5Comm# show snmp inform statistics

Target Address Name : Commanager
IP Address : 10.0.0.10
Inform messages sent : 20

Acknowledgement awaited for
Inform messages dropped : O
Acknowledgement failed for

Informs retransmitted: O

Inform responses received: 18

iS5Commi# show snmp mibproxy
Prop Proxy Name
Prop MibID
Prop Proxy TargetParamlIn
Prop Proxy SingleTargetOut
Prop Proxy MultipleTargetOut
Prop Proxy Type
Prop Storage Type
Prop Row Status

iSS5Comm# show snmp notif
Notify Name: Com
Notify Tag: Com
Notify Type: trap
Storage Type: volatile
Row Status: active
Notify Name: Coml
Notify Tag: Coml

2 Inform messages

0 Inform messages

mibproxyl
1
paraml

target?2

Read
Nonvolatile

Active
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Notify Type: trap
Storage Type: volatile

Row Status: active

iSSComm# show snmp proxy

Proxy Name : proxyl

Proxy ContextEnginelD : 80.00.08.1c.04.46.53
Proxy ContextName

Proxy TargetParamIn : param?

Proxy SingleTargetOut : target2

Proxy MultipleTargetOut

Proxy Type : Write

Storage Type : Nonvolatile

Row Status : Active

iSS5Comm# show snmp proxy

snmp-server proxy-udp-port : 162

iSSComm# show snmp targetaddr
Target Address Name : ht231

IP Address : 12.0.0.100
Port : 150

Tag List : tg231
Parameters : paz23l
Storage Type : Non-volatile
Row Status : Active

iSS5Comm# show snmp targetparam
Target Parameter Name : internet

Message Processing Model : v2c

Security Model : v2c

Security Name : none

Security Level : No Authentication, No Privacy
Storage Type : Nonvolatile

Row Status : Active

Filter Profile Name : None

Row Status : Active

iSS5Comm# show snmp tcp
snmp over tcp disabled
snmp trap over tcp disabled

snmp listen tcp port 161
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Snmp listen tcp trap port 162

iSS5Comm# show snmp traps
Currently enabled traps:

coldstart

iSS5Comm# show snmp user
Engine ID : 80.00.08.1c.04.46.53
User : noAuthUser

Authentication Protocol : None

Privacy Protocol : None
Storage Type : Nonvolatile
Row Status : Active

iSS5Comm# show snmp viewtree

View Name : iso

Subtree OID : 1

Subtree Mask : 1

View Type : Included
Storage Type : Nonvolatile
Row Status : Active
View Name : restricted
Subtree OID : 1

Subtree Mask : 1
View Type : Included
Storage Type : Nonvolatile

Row Status : Active

11.7. show snmp-server

To display the proxy UDP port number and the set of traps that are currently enabled, use the command
show snmp-server in Privileged EXEC Mode.

show snmp-server

show snmp-server {proxy-udp-port | traps}

Mode

Privileged EXEC Mode
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Examples

iS5Comm# show snmp-server proxy-udp-port
snmp-server proxy-udp-port : 162

iS5Comm# show snmp-server traps
Currently enabled traps:

coldstart

11.8. snmp

To configure the SNMP, use the command snmp in Global Configuration Mode. The no form of the
command removes the SNMP configuration details.

Use the snmp command to configure the following:

o access—SNMP group access configuration

. agent—SNMP agent related configuration

J community—SNMP community configuration

. enable — Enables the feature

] engineid — SNMP engine ID configuration

. filter — Filter related Configuration

. filterprofile—SNMP notify filter table configuration

. group—SNMP group related configuration

. mib— Management Information Base related configuration

. mibproxy—SNMP MIB proxy related configuration

J notify— SNMP notification details configuration

. proxy— SNMP proxy related configuration

. targetaddr— SNMP target address configuration

. targetparams — SNMP target parameter related configuration
] trap—Trap related configuration

. user—SNMP user details configuration

. view—SNMP view related configuration

snmp
snmp {access <string(32)> {vl | {v2c | v3 {auth | noauth | priv} [context
<string(32)>] [nonvolatile] [volatile] [notify <string(32)>] [read

<string(32)>] [write <string (32)>]}}
| agent {port <port number (1-65535)> | ip-address<ucast addr>

| trap source-ip <ucast addr>}
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| {community index <community index ID (string (32)> name <community name
string)> security <string(32)> [context <Name >] [{volatile | nonvolatile}]

[transporttag <TransportTagldentifier | none>] [contextengineid <Contex-
tEngineID>]
| enable traps {coldstart | snmp authentication}

| engineid <engine ID (string)>

| filter {<filter profile name string (32)> <object Id string> {excluded

[nonvolatile] [volatile] |included [nonvolatile] [volatile] | mask <OID mask
23 (string)> {excluded [nonvolatile] [volatile] |included [nonvolatile]
[volatile]} | {trap {name <mib OID name(string)> | oid <OID name (string)>
{excluded [nonvolatile] [volatile] |included [nonvolatile] [volatile] | mask

<0OID mask 23 (string)>}

| filterprofile {<filter profile name string (32)> <object Id string>
{excluded [nonvolatile] [volatile] |included [nonvolatile] [volatile] | mask
<0OID mask (string)> {excluded [nonvolatile] [volatile] |included [nonvola-
tile] [volatile]}

| group <Group name string(32)> user <user name string(32)> security-model
{vl | v2c | v3 [nonvolatile] [volatile]}

| mib name {<mib Object name (string)> | <proxy id string (32)> [count
<count value (1-100>] [proxytype {{inform | read | trap | write} mibid <MIB
ID string> targetparamsin <target ID string (32)> targetout <target ID string
(32)> [storagetype {nonvolatile |volatile}] [short] [value <mib object
(string) ]

| mibproxy name {<mib Object name (string)> | <proxy id string (32)> [count
<count value (1-100>] [proxytype {{inform | read | trap | write} mibid <MIB
ID string> targetparamsin <target ID string (32)> targetout <target ID string
(32)> [storagetype {nonvolatile |volatile}]

| notify <notification namestring(32)> tag <tag name string(32)>] type
{Inform | Trap} [nonvolatile] [volatile]

| proxy name <proxy name (string (30))> proxytype {inform | read | trap |
write} contextengineid <contextengine ID> targetparamsin <target ID string
(32) > targetout <target ID string (32)> [contextname <ProxyContextName
(string>] [storagetype {nonvolatile |volatile}] [contextname <context name
string (32)>

| targetaddr <target address string (32)> param <SNMP param name string

(32)> {<dns_host name> | A.B.C.D (<ucast addr>) | AAAA::BBBB <ipv6 addr>}
[nonvolatile] [port <port number (1-65535)>] [retries <retry count value
(1-3)>] [taglist <tag ID string (255)>] [timeout] <Timeout value (1-1500)>]
[

volatile]
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| targetparams <SNMP param string (32)> user <user name string (32)> secu-
rity-model {vl | v2c | v3 {auth | noauth |priv} message-processing {vl | v2c
| v3 [filterprofile-name <filterprofile-name string (32)> [filter-storage-
type {nonvolatile | volatile}] [nonvolatile [filterprofile-name <filterpro-
file-name string (32)>] [filter-storagetype {nonvolatile | volatile}]]
[volatile [filterprofile-name <filterprofile-name string (32)>]
[filter-storagetype {nonvolatile | volatile}]]

| trap {mst | pvst | rst | syslog-server-status}

| user <user name string (32)> [Engineld <EnginelId string>] [auth {md5 |
sha | sha256 | sha384 | shab5l2} <authent password random str (8-40)>]
[nonvolatile [EngineId <EngineId string>]] [priv {AESCTR | AESCTR192 | AESC-
TR256 | AES CFB128 | AES CFB192 | AES CEFB256 | DES | None | TDES} <authent -
password random str(8-40)>] [volatile [Engineld <EngineId string>]]

| view {<view name string (32)> <object Id string> {excluded [nonvolatile]

[volatile] |included [nonvolatile] [volatile] | mask <OID mask (string)>
{excluded [nonvolatile] [volatile] | included [nonvolatile] [volatile]}

}

snmp

snmp {access | agent | community | enable | engineid | filter | filterpro-

file | group | mibproxy | notify | proxy | targetaddr | targetparams | trap
| user | view}
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Parameter

Type

Description

access

Enter to configure the SNMP
group access details. To configure
an SNMP access along with the
group, a group must have already
been created using the snmp
group command.

<string (32)>

Enter a name for the group for
which access is to be provided.

vl

Enter to configure the SNMP
version as Version 1.

v2cC

A.B.C.D

Enter to configure the SNMP
version as Version 2. Note that the
some of the parameters apply only
for vl and v2C, and not to v1

v3

Enter to configure the SNMP
version as Version 3. This is the
most secure model as it allows
packet encryption with the priv
key word

auth

Integer

Enter to enables Message digest
(MD5) or Secure Hash Algorithm
(SHA) packet authentication.

noauth

Enter to configure no
authentication

priv

Enter to configure both
authentication and privacy.

context

Enter to configure the name of the
SNMP context.

<string (32)>

Enter a name of the context. The
maximum length of the string is
32.
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Parameter Type Description

nonvolatile Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

volatile Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.

notify Enter to configure the MIB view of
the SNMP context to which
notification access is authorized by

this entry

<string (32)> Enter a notification view identifier.
The maximum length of the string
is 32.

read Enter to configure the MIB view of

the SNMP context to which read
access is authorized by this entry

<string (32)> Enter a read view identifier. The
maximum length of the string is
32.

write Enter to configure the MIB view of

the SNMP context to which write
access is authorized by this entry

<string (32)> Enter a write view identifier. The
maximum length of the string is
32.

agent Enter to configure the agent port

on which agent listens

ip-address Enter to configure snmp agent
source IP used by agent for
listening snmp requests.

<ucast_ addr> A.B.C.D | Enter the IP address of the host.

port Enter for trap-related
configuration.
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<port number Integer | Enter a port number. The port
(1-65535) > number can be from 1 to 65535.
The default is 161.
trap Enter to configure the agent trap
source IP used to send snmp traps
to manager.
<ucast addr> A.B.C.D | Enter the IP address of the host.

community Enter to configure the SNMP
community details.
index Enter to configure a community

index. The default Community
Index - NETMAN/PUBLIC.

<community index
ID (string (32)>

Enter acommunity index identifier
which stores the index value of the
row. This ID must be unique for
every community name entry. The
maximum length of the string is
32.

name

Enter for community name
configuration.

<community name
string>

Enter a community name string.
The default Community name -
NETMAN/PUBLIC.

security

Enter to store the security model
of the corresponding Snmp
community name

<string (32)>

Enter a security name. The
maximum length of the string is
32. The default Security Name -
None.

context

Enter to configure the context in
which the management
information is accessed when
using the community string
specified by the corresponding
instance of snmp community
name
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Parameter

Type

Description

<Name>

Enter a name for the context. The
default ContextName - Null.

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed. This is default.

volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.

transporttag

Enter to configure a set of
transport endpoints from which a
command responder application
can accept management request

TransportTaglden
tifier

Enter a transport ID. The default
Transport Tag - Null.

none

Enter for no transport ID.

contextengineid

Enter to configure the location of
the context through which the
management information is
accessed when using the
community string specified by the
corresponding instance of SNMP
community name

<ContextEnginelID
>

A.B.C.D.
E.F.G

Enter for context engine ID. The
default Context EnginelD -
80.00.08.1c.04.46.53.

enable

Enter to enable trap related
configuration.

traps

Enter to configure trap related
configuration.

coldstart

Enter to configure cold start trap.

snmp

Enter to configure SNMP related
configuration.
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authentication Enter for authentication related
configuration
engineid Enter to configure the engine ID

that is utilized as a unique
identifier of a SNMPv3 engine.
This engine ID is used to identify a
source SNMPv3 entity and a
destination SNMPv3 entity to
coordinate the exchange of
messages between the source and
the destination.

<engine ID
(string) >

Enter a engine ID string. The
default is 80.00.08.1¢.04.46.53.
The Engine ID must be given as
octets in hexadecimal separated
by dots and the allowed length is 5
to 32 octets.

NOTE: SNMP engine ID is an admin-
istratively unique identifier.
Changing the value of the SNMP
engine ID has significant effects
All user information will be
updated automatically to reflect
the change

filter

Enter to configure Notify filter
Profile entry.

<filter profile
name string

Enter a name of the filter profile.
This is a string value with a

(32)> maximum size as 32.

<object Id Enter to configure the object

string> Identifier.

excluded Enter to configure that the family
of subtrees defined by the OID and
mask is excluded from the filter
profile.

included Enter to configure that the family

of subtrees defined by the OID and
mask is included in the filter
profile.
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Type

Description

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased

mask

Enter to define a family of
subtrees, in combination with the
object identifier.

<0OID mask 23

Enter an OID mask string.

(string) >

trap Enter for Trap related
configuration

name Enter for Mib object name related
configuration

<mib OID Enter a Mib object name or object

name (string) >

identifier.

oid

Enter for Mib Object Identifier
related configuration

<OID name
(string) >

Enter OID name string.

filterprofile

Enter to configure Notify filter
Profile entry

<filter profile
name string
(32)>

Enter a filter profile string.

group

Enter to configure the SNMP
group details.

<group name
string (32) >

Enter a name for an SNMP group.

user

Enter to set an user for the
configured group.
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<user name Enter an user name.

string (32)>

security-model Enter to set the security model for
SNMP

vl Enter to configure the SNMP
version as Version 1.

v2c Enter to configure the SNMP
version as Version 2.

v3 Enter to configure the SNMP
version as Version 3. This is the
most secure model.

nonvolatile Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

volatile Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.

mib Enter to set the SNMP MIB proxy
name configuration.

name Enter to set the SNMP MIB proxy
name configuration.

{<mib Object Enter an SNMP MIB proxy name.

name (string)>

<proxy id string Enter a Locally arbitrary and

(32)> unique identifier representing
name of proxy.

count Enter to set number of entries.

<count value Integer | Enter a number of entries.

(1-100>

proxytype Enter for SNMP proxy message

type configuration.
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inform

Enter to set that Inform type
messages are forwarded using
translation parameters

read

Enter to set that Read type
messages are forwarded using
translation parameters

trap

Enter to set that Trap type
messages are forwarded using
translation parameters

write

Enter to set that Write type
messages are forwarded using
translation parameters

mibid

Enter to set MIB ID string.

<MIB ID string>

Enter an MIB ID string.

targetparamsin

Enter to denote the row of
snmpProxyTable to be used for
forwarding received messages.

<target ID
string (32)>

Enter a target Id string.

targetout

Enter to select management
target defined in
snmpTargetAddrTable

<target ID
string (32)>

Enter a target Id string.

storagetype

Enter to set storage type

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

volatile

Enter to configure the storage

type as temporary. During restart

of the system, the configuration
setting are erased.
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short Enter to display the value of MIB
object of the given table, including
the next object and the values of
the MIB objects.
value Enter for Value to be set for MIB

object.

<MIB object

Enter a string that is to be set to

namestring (32)>

string> the MIB Object.

mibproxy Enter to configure the snmp proxy
manager such that incoming
request is routed to the given
proxy address

notify Enter to configure the SNMP
notification details.

<notification Enter an unique identifier

(notification name string)
associated with the entry.

tag

Enter to configure a notification
tag, which selects the entries in
the Target Address Table.

<tag name
string (32) >]

Enter a notification tag name.

type Enter to set the notification type.
The list is as follows.

Inform Enter to Allows routers / switches
to send inform requests
(notifications) to SNMP managers

Trap Enter to configure the SNMP
notification details.

nonvolatile Enter to configure the storage

type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.
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volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration

setting are erased. This is default.

proxy

Enter to configure the proxy. This
is a set of translation parameters
used by a proxy forwarder
application for forwarding SNMP
messages

name

Enter to set the SNMP MIB proxy
name configuration.

<proxy id string
(32) >

String

Enter an unique identifier for an

entry in the proxy table. This value

is a string of maximum size 32

proxytype Enter for SNMP proxy message
type configuration.

inform Enter to set that Inform type
messages are forwarded using
translation parameters

read Enter to set that Read type
messages are forwarded using
translation parameters

trap Enter to set that Trap type
messages are forwarded using
translation parameters

write Enter to set that Write type
messages are forwarded using
translation parameters

contextengineid Enter to configure an context
engine ID in messages that is
forwarded using the translation
parameters defined by the entry

<contextengine Enter a context engine ID.

ID>

targetparamsin Enter to denote the row of

snmpProxyTable to be used for
forwarding received messages.
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<target ID
string (32)>

Enter a target Id string.

targetout

Enter to select management
target defined in
snmpTargetAddrTable.

NOTE: For Single TargetOut—this is
only used when selection of a
single target is required (i.e. when
forwarding an incoming read or
write request).

For Multiple Target Out—this is
only used when selection of
multiple targets is required (i.e.
when forwarding an incoming
notification.

<target ID
string (32)>

Enter a target Id string.

contextname

Enter to set storage type

<ProxyContextNam
e (string>)

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

storagetype

Enter to set storage type

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed. This is default.

volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.
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targetaddr

Enter to configure the SNMP
target address. This is the
transport address used in
generation of SNMP messages.

NOTE: This configuration is effec-
tive only if targetparams is config-
ured.

<target address
string (32)>

Enter an unique identifier of the
Target. This value is a string of
maximum size 32.

param

Enter to configure the parameters
when generating messages to be
sent to transport address.

<SNMP param name
string (32)>

Enter an SNMP param name. This
value is a string of maximum size
32.

<dns_host name>

Enter to configure a target Host
name to which the generated
SNMP notifications are sent. This
value is a sting of maximum size
255.

(<ucast addr>)

A.B.C.D

Enter to configure a unicast target
address to which the generated
SNMP notifications are sent. The
format of the IP addess is A.B.C.D

<ipv6_ addr>}

AAAA::
BBBB

Enter an IP6 target address to
which the generated SNMP
notifications are sent. The format
is AAAA::BBBB.

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.

port

Enter to configure SNMP manager
port for sending
inform/trapmessages to SNMP
manager.
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<port number
(1-65535) >

Integer

Enter a port number through
which the generated SNMP
notifications are sent to the target
address. The value ranges from 1
to 65535.

retries

Enter to configure the default
number of retries to be attempted
when a response is not received
for a generated message.

<retry count
value (1-3)>

Integer

Enter a number for reties. This
value ranges from 1 to 3. The
default is 3.

taglist

Enter to configure the tag
identifier that selects the target
address for the SNMP.

<tag ID string
(255) >

Enter a tag identifier. This value is
an octet string of maximum size
255.The tag ID can also be set as
none using the none option.

timeout

Enter to configure the time for
which the SNMP agent waits for a
response from the SNMP Manager
before retransmitting the Inform
Request Message.

<Timeout wvalue
(1-1500) >

Integer

Enter a time for which the SNMP
agent waits for a response. This
value ranges from 1 to 1500
seconds. The default is 1500.

volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.

targetparams

Enter to configure the SNMP
group details.

NOTE: User information should be
configured prior to the configura-
tion of SNMP target parameters.

See snmp user.
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<SNMP param
string (32)>

Enter a name for an SNMP group.

user

Enter to set an user for the
configured group. The default is
UserName - Initial.

<user name
string (32)>

Enter an user name.

security-model

Enter to set the security model for
SNMP.

NOTE: SNMP passwords are local-
ized using the local SNMP engine
ID.

vl

Enter to configure the SNMP
version as Version 1.

v2c

Enter to configure the SNMP
version as Version 2.

v3

Enter to configure the SNMP
version as Version 3. This is the
most secure model.

auth

Enter to enables Message digest
(MD5) or Secure Hash Algorithm
(SHA) packet authentication. The
default Authentication Protocol is
None.

noauth

Enter to configure no
authentication

priv

Enter to configure both
authentication and privacy. The
default Privacy Protocol - None.

message-processi
ng

Enter to set the SNMP message
processing model configuration.

vl Enter to configure the SNMP
version as Version 1.
v2c Enter to configure the SNMP

version as Version 2.
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v3

Enter to configure the SNMP
version as Version 3. This is the
most secure model.

filterprofile-na
me

Enter to configure the profile
name. his value is a string of
maximum size 32

<filterprofile-n
ame string (32)>

Enter a profile name.

filter-storagety
re

Enter to set the required storage
type for the filter profile.

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed. This is default.

volatile

Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.

mst

Enter to mst configuration

pvst

Enter to set Per-VLAN-Rapid
Spanning Tree configuration

rst

Enter to set Rapid Spanning Tree
configuration

syslog-server-st
atus

Enter to set Syslog Server related
configuration

user

Enter to set the SNMP user details.

<user name
string (32)>

Enter an user name which is the
User-based Security Model
dependent security ID.
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engineid Enter to configure the engine ID
that is utilized as a unique
identifier of a SNMPv3 engine.
This engine ID is used to identify a
source SNMPv3 entity and a
destination SNMPv3 entity to
coordinate the exchange of
messages between the source and
the destination

<engine ID String Enter a engine ID string.

(string) >

auth Enter to set an authentication
Algorithm. Options are as follows

md5 Enter to set the Message Digest 5
based authentication.

sha Enter to set the Security Hash
Algorithm based authentication.

sha256 Enter to set the Security Hash
Algorithm as SHA 256

sha384 Enter to set the Security Hash
Algorithm as SHA 384

sha512 Enter to set the Security Hash

Algorithm as SHA 512

<authent passwor
d
random str (8-40)
>

Enter to set the authentication
password that will be used for the
configured authentication
algorithm.

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed.
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engineid Enter to configure the engine ID
that is utilized as a unique
identifier of a SNMPv3 engine.
This engine ID is used to identify a
source SNMPv3 entity and a
destination SNMPv3 entity to
coordinate the exchange of
messages between the source and
the destination

<engine ID Enter a engine ID string.
(string) >
priv Enter to set the DES encryption

and also the password to be used
for the encryption key. Options are
as follows.

AESCTR Enter for AES CTR128 related
configuration

AESCTR192 Enter for AES CTR192 related
configuration

AESCTR256 Enter for AES CTR256 related
configuration

AES CFB128 Enter for AES CFB128 related
configuration

AES CFB192 Enter for AES CFB192 related
configuration

AES CFB256 Enter for AES CFB256 related
configuration

DES Enter for DES encryption
configuration

None Enter for no encryption
configuration

TDES Enter for TDES encryption
configuration

<authent passwor Enter to set the authentication

d password that will be used for the

random str (8-40) configured authentication

> algorithm.
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volatile Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased.
engineid Enter to configure the engine ID

that is utilized as a unique
identifier of a SNMPv3 engine.
This engine ID is used to identify a
source SNMPv3 entity and a
destination SNMPv3 entity to
coordinate the exchange of
messages between the source and
the destination

<engine ID
(string) >

Enter a engine ID string.

view

Enter to configure the SNMP view.

<view name
string (32)>

Enter a view name for which the
view details are to be configured.
This is a string value with
maximum size as 32.

<OIDTree>

Enter to specify the sub tree value
for the particular view. The default
OIDTree is 1.

excluded

Enter to configure that the family
of subtrees defined by the OID and
mask is excluded from the filter
profile.

included

Enter to configure that the family
of subtrees defined by the OID and
mask is included in the filter
profile. This is default.

nonvolatile

Enter to configure the storage
type as permanent. The
configuration is saved on the
system, and during restart, the
saved configuration can be
viewed. This is the default.
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volatile Enter to configure the storage
type as temporary. During restart
of the system, the configuration
setting are erased

mask Enter for AES CTR128 related
configuration
<OIDMask> Enter to specify the mask value for
the particular view. The default
OIDMask is 1.
Mode

Global Configuration Mode

Examples

SNMPv3 Configuration

iIS5Comm (config)# snmp access myv3group v1 read v2readview write v2writeview notify v2notifyview
nonvolatile

iIS5Comm (config)# snmp community index myv3com name myv3com security xyz context myinst
nonvolatile transporttag myv3tag

iS5Comm (config)# snmp agent port 100

iIS5Comm (config)# snmp agent ip-address 172.16.10.1
iSSComm (config)# snmp trap source-ip 172.16.10.1
iS5Comm (config)# snmp engineid 80.0.08.1¢c.04.5f.a9

iIS5Comm (config)# snmp proxy name proxyl proxytype write contextengineid 80.0.08.1c.04.46.53
targetparamsin param?2 targetout target2

iS5Comm (config)# snmp mibproxy name mibproxyl proxytype read mibid 1 targetparamsin param1l
targetout target2 storagetype nonvolatile

iS5Comm (config)# snmp view v2readview 12.0.0.1 mask 1.1.1.1 included nonvolatile
iS5Comm (config)# snmp targetaddr adl param p1 10.3.21.3 timeout 1 volatile port 2

iIS5Comm (config)# snmp targetparams paraml user userl security-model v3 noauth
message-processing v3

iIS5Comm (config)# snmp user userl
iIS5Comm (config)# snmp notify notel tag tagl type Inform
iS5Comm (config)# snmp filter trap name fsbgp4PeerExtTable
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iS5Comm (config)# snmp filterprofile filterl 1.5 mask 1.1 included nonvolatile

SNMP v2 Configuration

iSS5Comm# configure terminal

iS5Comm (config)# snmp user testerv2

iIS5Comm (config)# snmp community index public name public security testerv2
iIS5Comm (config)# snmp group groupv2 user testerv2 security-model v2c

iS5Comm (config)# snmp access groupv2 v2c read iso write iso notify iso

iIS5Comm (config)# snmp view iso 1.1 included

iIS5Comm (config)# snmp targetaddr PC1 param paramlistl 192.168.10.254 taglist taglist1

iS5Comm (config)# snmp targetparams paramlist1 user testerv2 security-model v2c message-processing
v2c

iIS5Comm (config)# snmp notify PUBLIC tag taglist1 type Trap

11.9. snmpget mib

To get the value of the MIB object through SNMP agent, use the command snmpget mib in Global Config-
uration Mode.

snmpget mib

snmpget mib {name <name string (32)> | oid <oid string (32)>} [short]

Parameters
Parameter Type Description
name Enter to get the MIB object name.
<name string Enter an MIB object name. This is a string
(32)> value with maximum size of 32.
oid Enter to get the MIB object identifier
<oid string Enter an MIB object identifier. This is a
(32) > string value with maximum size of 32.
short Enter to display the value of the MIB
object.
Mode

Global Configuration Mode
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Examples

iIS5Comm(config)# snmpget mib name fsbgp4PeerExtConfigurePeer.12.0.0.1 short

11.10. snmpgetnext mib

To get the next MIB object for the given object, use the command snmpgetnext mib in Global Configu-
ration Mode.
snmpgetnext mib

snmpgetnext mib {name <value string (32)> | oid <oid string (32)> value
<value string (32)>} [short]

Parameters
Parameter Type Description
name Enter to get the next MIB object name.
<value Enter a value for the next MIB object.This
string (32)> is a string value with maximum size of 32.
oid Enter to get the next MIB object identifier
<value Enter a value for the next MIB object ID.
string (32)> This is a string value with maximum size of
32.
short Enter to display the value of the MIB
object.
Mode

Global Configuration Mode

Examples

iSSComm (config)# snmpgetnext mib name fsbgp4PeerExtTable short

11.11. snmp-server

To enable trap related configuration, and configure the TCP port, the UDP and the proxy UDP port over
which the agent sends the trap, use the command snmp-server in Global Configuration Mode. The no
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form of the command disables generation of authentication traps and a coldstart trap, and configures
the SNMP agent to send SNMP message on default TCP port or default UDP port.

snmp-server

snmp-server {enable traps {coldstart | snmp authentication} | trap
{proxy-udp-port <port number (1-65535)>} | {udp-port <port number
(1-65535)>}1}

no snmp-server

no snmp-server {enable | trap}
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enable Enter to enable trap related
configuration.

traps Enter to configure trap related
configuration.

coldstart Enter to enable generation of a
coldstart trap. A coldstart trap
signifies that the SNMP entity,
supporting a notification originator
application, is reinitializing itself
and that its configuration may have
been altered.

snmp Enter to enable generation of
authentication traps from the
SNMP agent (for all SNMPv1,
SNMPv2 and SNMPv3)

authentication Enter for authentication related
configuration

trap Enter to configure the TCP port over
which agent sends the trap. TCP
traps are not currently supported.

proxy-udp-port Enter to configure the UDP port
over which agent sends the trap to
the proxy entity

<port number Integer | Enter a value for proxy UDP port

(1-65535) > number over which agent sends the
trap. The format for port number is
(1-65535). The default is 162.

udp-port Enter to specify the context name

used during snmp subagent
registration process. SNMP
subagent is not supported and this
option will be removed from a
future release.
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Parameter Type Description
<port number Integer | Enter to configure the UDP port
(1-65535)> over which agent sends the trap.
The format for port number is
(1-65535).
Mode

Global Configuration Mode

Default

snmp-server is disabled

Examples

iS5Comm (config)# snmp-server enable traps snmp authentication

iIS5Comm (config)# snmp-server enable traps coldstart

iIS5Comm (config)# snmp-server trap udp-port 1234

iIS5Comm (config)# snmp-server trap proxy-udp-port 162

11.12. snmpset mib

To set the value of the MIB object through SNMP agent, use the command snmpset mib in Global Config-

uration Mode.

snmpset mib

snmpset mib {name <name string
string (32)> value <value string (32)>} [short] [input <input value>]

(32)> value <value string

oid <oid
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Parameters
Parameter Type Description
name Enter to set the MIB object name.

<name string
(32)>

Enter an MIB object name. This is a
string value with maximum size of 32.

value

Enter set the value for the MIB object.

<value string
(32)>

Enter a value for the MIB object.This is a
string value with maximum size of 32.

oid

Enter to set the MIB object identifier

<oid string
(32)>

Enter an MIB object identifier. This is a
string value with maximum size of 32.

value

Enter set the value for the MIB object.

<value string
(32) >

Enter a value for the MIB object
identifier. This is a string value with
maximum size of 32.

short Enter to display the value of the MIB
object.
input Enter to set the specified data type for

the MIB object.

<input value>

Enter data type for the MIB object. The
data types are

. i—sets the integer value for the
MIB object.

] s—sets the string value for the MIB
object.

. o—sets the Octet string value for
the MIB object.

. x—sets the hexa string value for
the MIB object.

Mode

Global Configuration Mode
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Examples

iS5Comm (config)# snmpset mib name snmpListenTcpPort.0 value 145 short 1

11.13. snmpwalk mib

To get the next MIB object for the given object, use the command snmpwalk mib in Global Configuration
Mode.

snmpwalk mib

snmpwalk mib {name <value string (32)> | oid <oid string (32)> value <value
]

string (32)>} [count <integer (1-100)>] [short]
Parameters
Parameter Type Description
name Enter to get the next MIB object
name.
(Gigabitethernet in Enter a value for the next MIB object.
the first column) This is a string value with maximum
<value string size of 32.
(32) >
oid Enter to get the next MIB object
identifier
<value string Enter a value for the next MIB object
(32) > ID. This is a string value with
maximum size of 32.
count Enter to set the number of entries to
be displayed in the MIB object.
Enter a number of entries to be
<integer (1-100)> displayed in the MIB object. This
value ranges from 1 to 100.
short Enter to display the value of the MIB
object.
Mode

Global Configuration Mode
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Examples

iSS5Comm (config)# snmpwalk mib name fsbgp4PeerExtTable
iS5Comm # snmpwalk mib name fsbgp4PeerExtTable count 1 shortl
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Syslog

12. Syslog

System Log (Syslog) is an RFC 3164 compliant protocol. The syslog protocol provides a transport to allow
a machine to send event notification messages across IP networks to event message collectors (aka
syslog servers). A Syslog message is any IP packet sent via Syslog protocol using UDP port 514 (by default).
These messages are generated instantly as and when an event (e.g. Interface UP/DOWN, login/logout,
save and restore config, max temperature threshold) occurs during the device’s operation.

The full format of a Syslog message seen on the wire has three discernable parts. The first part is called
the PRI, the second part is the header, and the third part is the MSG. The total length of the packet must
be 1024 bytes or less. The switch ensures that each syslog message do not exceed 1024 bytes.

In its first PRI part, every syslog message contains a Priority value which represents both the Facility and
Severity. The HEADER consists of VERSION, TIMESTAMP, HOSTNAME (or IPv4 or IPv6 address),
APP-NAME, PROCID, and MSGID. The TIMESTAMP field is the local time and is in the format of "Mmm dd
hh:mm:ss" (without the quote marks) value in “mmm dd hh:mm:ss” format.

The device allows an administrator to direct the log messages to local storage (RAM/Flash) or to remote
Syslog server which runs in any Linux/Windows machine. In case of remote logging, the switch uses
IP-based communication to log message to remote server. Syslog client in the switch can also send the
same message to different collector if configured by the administrator. One of the fundamental tenets
of the syslog protocol and process is its simplicity. The transmission of syslog messages may be started
on a device without a receiver being configured, or even actually physically present. This simplicity has
greatly aided the acceptance and deployment of syslog.

12.1. Severity

Each message Priority has a decimal Severity level indicator between 0 — 7. The lower the value, the
higher the priority. The switch’s Software is provisioned with more than 1500 SYSLOG messages covering
errors, alerts, and major events. Table 1 shows the list of all severity levels along with their numerical
values.

Table 1: Severity Levels (Sheet 1 of 2)

Value Severity Keyword | Description Condition
0 Emergency | emerg System is A panic condition
unusable
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Table 1: Severity Levels (Continued) (Sheet 2 of 2)

Value | Severity Keyword | Description Condition

1 Alert alert Action must | A condition that
be taken should be corrected
immediately | immediately, such as

corrupted system
database.

2 Critical crit Critical Hard device errors.
conditions

3 Error err Error Specified any error
conditions condition happened

in the system
operation.

4 Warning warning | Warning Specified any
conditions abnormalities

happening in the
system operation.

5 Notice notice Normal but | Conditions that are
significant not error conditions,
conditions but that may require

special handling.

6 Informatio | info Information | Information to users.

nal al messages

7 Debug debug Debug-level | Messages that
messages contain information

normally of use only
when debugging a
program.

12.2. Priority

Each syslog message includes a priority value in the beginning of the text message. The priority value
ranges between 0 to 191 and it made up of facility and severity values. The priority is enclosed with in
“<>" delimiters. The formula for calculating the priority value is:

Priority Value = Facility Level Numerical Value + Severity Value

For example, for a local4 message (Facility level value 160) with a Severity of Notice (Severity=5), the
Priority would have a Priority value of 165.
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12.3. Facility

Facility code is used to specify the type of program logging the message. Messages with different facili-
ties can be handled differently. This term comes into picture when we start using remote logging mech-
anism. There are total of 8 facility levels ranging between local0 and local7. Each facility level has a value
assigned to it—local0 (128), locall (136), local2 (144), local3(152), local4(160), local5(168), local6(176),
and local7 (184). The switch is configured with default facility level (local0) and all messages are sent with
this facility level unless configured to use different facility level. The idea of the facility level configuration
is to differentiate and filter logs.

12.4. Example of Valid Syslog Message

<165>1 2003-08-24T705:14:15.000003-07:00 192.0.2.1 su 8710 ID47 BOM 'su
root' failed for lonvick on /dev/pts/8

. <165> stands for Priority value indicating a locally defined facility (local4) with a severity of Notice
5(11.1.3).

. The HEADER part has VERSION 1, a TIMESTAMP field in the message "24 August 2003 at
5:14:15am,with a -7 hour offset from UTC, 3 microseconds into the next second",
iPv4—"192.0.2.1”; APP-NAME is “su”, the PROCID is “8710” (for example, this could be the UNIX
PID), and the MSGID is "ID47".

J The MSG is “ ‘su root' failed for lonvick", encoded in UTF-8. The encoding is defined by the BOM

This example of valid syslog messages is based on section 6.5 Examples of RFC 5425.

12.5. Factory Default Syslog Configuration Values

Shown below is the list of factory default values configured after a clean start.
. Local logging in RAM is enabled by default

J Default number of syslog messages stored in RAM is 200

] Default severity level is Critical

. Default facility level is localO.

. Default flash file size is 1MB in case that flash logging is configured.

12.6. Logging Mechanisms Types and Default Configuration

There are two types of local logging mechanisms. Mechanism 1 is stored in RAM and 2 is stored in Flash
memory.
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12.7. Local Logging Mechanism 1

In this mechanism, the Syslog messages are stored in RAM. Syslog client in the switch can store 200
messages (default) at a time which can be configured to maximum of 4096 messages. Once the maximum
level is reached, it rolls on i.e. the latest messages will be displayed and the oldest messages will be
erased.

Thereis arule in local logging mechanism as per which all levels below the configured reference severity
level are automatically logged. For example, if critical is the default level with priority value of 2, the
levels below are alert with a value of 1 and emergency (level 0). Both below levels are automatically
logged. Therefore, there will be no need for configuration needed if the administrator needs to log only
critical and levels below messages. If we had configured the logging severity as debugging whose value
is 7 (the maximum), in that case, all severity levels (7-0) would have been logged automatically

12.8. CLI Commands for Local Logging Method 1

Table 2: CLI Commands for Local Logging Method 1 (Sheet 1 of 2)

Command Syntax Description

logging local buffered 4096 | Configures maximum storage capability
to 4096. Default value is 200.

logging severity debugging | Sets the reference severity level to
debugging. Default value is “Critical”.

syslog localstorage Enables the syslog local storage
capability. This command is enabledwith
the help of init script during boot up of
the switch.

no logging severity This will revert back the reference
severity level back to default, which is
Critical severity level.

no logging buffered This will reset the buffer level back to
default value 200.

no syslog localstorage

show logging Displays the syslog messages stored in
RAM.
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Table 2: CLI Commands for Local Logging Method 1 (Continued) (Sheet 2 of 2)

Command Syntax Description

clear logs Deletes all the captured syslog messages
in RAM

From the above shown CLI commands, the logging severity level is configured as debugging, and hence
the priority value below 7 (emergency/alert/critical/error/warning/notice/info/debug) is automatically
logged in RAM.

The “show logging” command lists all captured syslog messages in RAM. It displays the latest collected
logs and deletes the oldest messages. The buffer size is set to max 4096 and the facility level configured
is localO (see below).

System Log Information

Syslog logging : enabled (Number of messages 127)
Console logging : disabled (Number of messages 0)
TimeStamp option : enabled

Severity logging : Critical

Facility : locall

Buffered size : 4096 Entries

12.9. Local Logging Mechanism 2

This second local logging method is storing syslog messages in flash memory. We can set a file name of
user choice in a flash and redirect all syslog messages to the created file. First, we create a file name and
next associate the messages (based on severity) to the log file.

Each created file can accommodate 10MB of data. Once the 10 MB data quota is reached, the log
messages will be moved to the same file name with a .bk extension and a new file will be created (with
the same name) in which the live logging will continue. This process is a repeating cycle, as each time 10
MB of data is reached, the old logs are moved to a .bk file and the live logging takes place in a new file.
So, the flash consumption is restricted to max of 20MB (10 MB for. bk file which has the old log messages
and 10 MB where the current live logging takes place).

12.10. CLI Commands for Creating Multiple Syslog Files

A maximum of 3 files can be created. The CLI commands for configuring the files are shown in the table
below.
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Table 3:

Syslog CLI Configurations for Local Logging

Command Syntax

Description

syslog filename-one
my_syslog

A flash file with a name my_syslog is
created.

syslog filename-two two

A flash file with a name two is created.

syslog filename-three
three

A flash file with a name three is created.

12.11. Logging to Flash Files CLI Commands

The original command provided was as shown in Table 6. In the original command, the user had to

provide the priority value between 0-191. It is a bit tedious process to choose the value as the user had
to do some calculation of the priority based on the numerical values of facility and severity level of the
syslog message that needs to be logged on.

Therefore, the command had been simplified as shown in Table 5. The user does not need to provide the
hard coded value but rather just specify the severity of the message that needs to be logged into the file.

Table 4:

Old Logging-file CLI Command

Command Syntax

Description

logging-file <short (0-191)>
<string (32)>

0-191 is the priority value that user
should provide and the string is the file
name.

Table 5:

New & Modified Logging to File CLI Command (Sheet 1 of 2)

Command Syntax

Description

logging local {buffered
[<short (1-4096)>]| flash
{{{alerts | critical |
debugging | emergencies |
errors |

informational | notification
| warnings} file
<string(32)>} | size
<integer (1-10)> }}

Simplified command which logs based
on severity level specified by user. At
backend, we calculate the associated
priority.

logging local flash
debugging file one

Redirects debugging severity to flash file

“" ”

one
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Table5: New & Modified Logging to File CLI Command (Continued) (Sheet 2 of 2)

Command Syntax Description
logging local flash critical Redirects critical severity to flash file
file two “two”

logging local flash alert file | Redirects alert severity to flash file

three “three”

no logging local flash Unconfigures the local flash logging for
debugging file one debugging severity for flash file “one”
no logging local flash Unconfigures the local flash logging for
critical file two criticalseverity for file named “two”.

no logging local flash alert | Unconfigures the local flash logging for
file three alertseverity for file name “three”.

12.12. Flash Space Restriction Mechanisms

All Syslog and other log files (fsir.log.xxx & audit log) are created and stored under /mnt/log flash folder.
The capacity of the log folder is 118 MB. To prevent the flash log folder getting fully occupied, a restric-
tion mechanism had been devised.

12.13. Warning Messages

When the usage of this folder reaches the threshold, in the console prompt, a warning message such as

the one shown below is generated for the user. The warning will appear every time when there is an

attempt for a syslog message to be logged in a flash file and until space in the flash file is freed.
Warning: Syslog flash storage crossed its threshold limit. Do you want to
erase logs (Y/N) [N]?

If an user presses Yes, all log files in the flash log directory will be deleted.

If an user selects No or just presses Enter (i.e. the default option which is No is activated), the console
prompt is returned to normal operation. The administrator can later transfer the log messages from the
flash directory to an external Windows / Linux machine and erase the logs to save space. The CLI config-
uration commands to do the same are outlined in Table 6.
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Table 6: Copy and Erase Flash Log CLI Commands

Command Syntax

Description

copy flash log
threetftp://192.168.10.66/
three

Copies flash file “three” to remote
machine

copy flash log
threetftp://192.168.10.66/
syslog

The source file and the destination file
don’t need to be same.

erase flash log three

This CLI command deletes the specific
log file in flash named “three”

12.14. Error Messages

When the flash is occupied to its maximum capacity of 118 MB, a second level of restriction mechanism
is activated, and an error message as captured below is generated. The user will be prevented from

creating new file.

iS5Comm <config># syslog filename-two <string(32)>
ERROR: Flash space exhausted.
iS5Comm <config>#

Please delete log files and then try again

12.15. USB option for copying logs to external USB flash drive

There will be a new CLI command added for copying the Syslog file from internal flash to external USB
flash drive. The command is outlines in the table below.

Table 7: Copy Logs to External USB Flash Drive CLI Commands

Command Syntax

Description

copy flash log three usb
three

Copies internal flash (source) file named
“three” to USB drive with destination
name as given by the user.

copy flash log three usb
syslog

The source file and destination file don’t
need to be same.
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12.16. CLI Command for Listing File Contents of Flash

Table 8: Listing File Contents of Flash CLI Commands

Command Syntax Description
show flash logs This command is executed in global
execution mode which lists the flash
contents.

12.17. Example Configuration For Local (Flash) Logging

iS5Comm <Config># Logging Severity Debugging

iS5Comm <Config># Syslog Filename-one One

iS5Comm <Config># Syslog Filename-two Two

iS5Comm <Config># Syslog Filename-three Three

iS5Comm <Config># Logging Local Flash Debugging File One
iS5Comm <Config># Logging Local Flash Alert File Two
iS5Comm <Config># Logging Local Flash Critical File Three
iS5Comm <Config># End

As Per The Example Configuration Shown Above, The Above Set Of Configurations Creates Flash File
Named “one”, “two”, And “three” In The Flash Directory /mnt/log/ And The Debugging Severity
Messages Are Directed To File “one”, Alert Severity Messages Are Directed To “two”, And Critical Severity
Messages Are Directed To “three”.

For Instance, If File “one” Has Reached Its Quota 4 Mb, The Log Messages In File “one” Is Backed Up In A
New File Named “one.bk” And The Newly Generated Messages Are Still Logged To File “one” As A New
File. This Cycle Is Repeated Every Time 4 Mb Is Reached.

12.18. Firmware Upgrade — Logging of the Progress

. When Firmware upgrade process is started, the device should be rebooted to verify the upgrade
was successful.

J To log the firmware upgrade, a log message is added to note that the firmware upgrade is in prog-
ress along with the current SW version.
<130>Dec 4 15:55:48 192.168.10.1 ISS TFTP Firmware upgrade in
progress..!! current sw version: [1.18.01A001]
<130>Dec 4 15:55:48 192.168.10.1 ISS MSR System Reloas Requested
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. Additionally, there is always a log to note the current version of the SW in every boot.
<130>Dec 4 15:55:48 192.168.10.1 ISS MSR System Reloas Requested
<130>Dec 4 15:55:48 192.168.10.1 ISS MSR Device Successfully bootes with
sw version [1.18.01A001]

. The combination of the above two logs from a syslog file would help to know if there was a
successful upgrade, or if there was a change in version.

12.19. Remote Logging

The remote logging is transferring the Syslog messages to syslog remote server running in any
Windows/Linux machine. These messages are transferred instantly when an event (e.g. Link up/down,
attaining max temperature threshold) occurs in the switch via a UDP socket. These messages can be
filtered based on the severity & facility level.

For the remote logging to take place, first we need to set the reference severity, and then configure
which severity to be logged to the remote syslog server. The default logging severity is Critical (3). So,
when an event occurs the SYSLOG client application first check if the severity level of the message is less
that or equal to reference severity level, and second, it checks if there is any remote server configured
for that severity. Only if both conditions are satisfied, the log will be transferred to the remote server.

12.20. Remote Logging Syslog CLI Commands

The original CLI command for logging the message to remote server is shown in Table 10. In a similar
manner as the logging-file CLI command, this command also requires a user to specify the priority value
between 0-191. loggingfile CLI command had been replaced with a CLI commands for remote logging
which uses severity levels instead of priority levels. The new CLI commands for remote logging are
displayed in Table 10.

Table 9: Remote Logging Old CLI Command

Command Syntax Description
logging-server <short 0-191 is the priority value that the switch
(0-191)> requiresthe user to configure.

{ipvd<ucast_addr> |ipv6
<ip6_addr>|<dns_host_na
me>} [ port <integer (1-
65535)>]
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Table 10: Remote Logging Modified CLI Commands (Sheet 1 of 2)

Command Syntax Description
logging remote {alerts | Simplified command for setting the
critical | debugging| remote logging severity based on the
emergencies | errors | severity rather than priority. At backend

informational | notification | we calculate theassociated priority.
| warnings} {ipv4
<ucast_addr> |ipv6
<ip6_addr> |
<dns_host_name>} [
port<integer (1-65535)>]
[{udp | tcp | beep}]

logging remote alerts ipv4 | Logs alert level messages
< syslog-server |IPaddress>

logging remote critical ipv4 | Logs critical level messages
< syslog-serverlP address>

logging remote debugging | Logs debugging level messages
ipv4 < syslog-serverlP
address>

logging remote Logs emergency level messages
emergencies ipv4 <
syslogserver IP address>

logging remote errors ipv4 | Logs error level messages
<syslog-server IPaddress>

logging remote Logs informational level messages
informational ipv4
<syslogserver IP address>

logging remote notification | Logs notification level messages
ipv4 <syslogserver IP
address>

logging remote warnings Logs warning level messages
ipv4 <syslog-server IP
address>

no logging remote alerts Unconfigures the remote logging server
ipv4 <syslog-server IP for alerts severity level.
address>
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Table 10: Remote Logging Modified CLI Commands (Continued) (Sheet 2 of 2)

Command Syntax Description
no logging remote critical Unconfigures the remote logging server
ipv4 <syslog-server IP for critical severity level
address>

We can have maximum of seven different syslog server IP address configurations, and ideally each
severity level (total 0 - 7) can be logged to eight different servers.

12.21. Remote Logging Syslog Facility Level Configuration

There are eight facility levels in total which can be configured. The purpose of these commands is to
differentiate and filter syslog messages in the external syslog severs. The default facility is LocalO.

Table 11: Remote Logging Syslog Facility Level CLI Commands

Command Syntax Description

logging severity debugging | Sets the reference severity level

logging facility locall Sets the logging facility aslocall

logging remote critical ipv4 | Logs critical level messages
< syslog-serverlP address>

logging remote debugging | Logs debugging level messages
ipv4 < syslog-serverlP
address>

logging remote Logs emergency level messages
emergencies ipv4 <
syslogserver IP address>

12.22. Example 1 for Configuration for Remote Logging

iS5Comm <config># logging severity debugging

iS5Comm <config># logging remote debugging ipv4 192.168.10.67
iS5Comm <config># remote critical ipv4 192.168.10.68

iS5Comm <config># end
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The above set of configurations logs debugging severity messages under facility level locall. Facility level
is a onetime configuration. Once it is set, all message generation will follow the same facility level, i.e.
severity cannot be set to different facility level.

12.23. Example 2 for Configuration for Remote Logging

iS5Comm <config># logging severity debugging

iS5Comm <config># logging facility locall

iS5Comm <config># logging remote debugging ipv4 192.168.10.67
iS5Comm <config># end

The above set of configurations logs debugging severity messages under facility level locall. Facility level
is a onetime configuration, and once it is set, all message generation will follow the same facility level,
i.e. severity cannot be set with different facility level.

12.24. Syslog List

What follows is a list of the Syslogs supported by the device.
Table 12: List of Syslogs (Sheet 1 of 41)

Module Syslog Message Severity Level

STP-RSTP Total number of ports in Alert
switch exceeds 4094,STP
can run only on ports
upto 4094. Hence this
port will not be
participating in the
spanning tree

STP-RSTP Setting of port state failed | Alert
in hardware
VLAN SBP oper Status is [UP / Informational

Down] for SCID-SVID
(<port no> - <port no>)
on the UAP port

VLAN Not owned context exists: | Critical

vlan_curr_context_threa
d
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Table 12: List of Syslogs (Continued) (Sheet 2 of 41)

Module

Syslog Message

Severity Level

VLAN

Context owned by
vlan_curr_context_threa
d not owned by current
thread

Critical

VLAN

VLAN: Source relearning
has occurred for Mac
Address from one port to
another port

Informational

VLAN

SCID-SVID deletion is
failed on the UAP port

Informational

VLAN

SCID-SVID is deleted in
hardware on the UAP
port

Informational

VLAN

SCID-SVID creation is
failed in hardware on the
UAP port

Informational

VLAN

SCID-SVID is created in
hardware on the UAP
port

Informational

VLAN

SBP oper Status is [UP] for
SCID-SVID on the UAP
port

Informational

VLAN

Failed to program MAC
address during
creation/deletion/updati
ng the unicast entry from
the peer node

Error

VLAN

MAC learning limit has
reached for VLAN ID

Error

VLAN

SCID-SVID creation in
hardware failed on the
UAP port

Informational

VLAN

SCID-SVID is created in
hardware on the UAP
port

Informational
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Table 12: List of Syslogs (Continued) (Sheet 3 of 41)

Module

Syslog Message

Severity Level

VLAN

SCID-SVID deletion is
failed in hardware on the
UAP port

Informational

VLAN

SCID-SVID is deleted in
hardware on the UAP
port

Informational

VLAN

SBP oper Status is
[UP/DOWN] for
SCID-SVIDon the UAP port

Informational

VLAN

SCID-SVID deletion from
hardware is failed on the
UAP port

Informational

VLAN

SBP Admin Status is
[UP/DOWN] for
SCID-SVID on the UAP
port

Informational

VLAN

SCID-SVID for opcode is
failed in hardware on the
UAP port

Informational

VLAN

SCID-SVID for Opcode is
success in hardware on
the UAP port

Informational

Link Aggregation

LaEnqueueControlFrame:
Ctrl Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

Configuration on MC-LAG
interfaces shall be done
uniformly across MC-LAG
nodes

Critical

Link Aggregation

Reason for Recovery is
Threadhold Exceed for
Port

Critical

Link Aggregation

Reason for Recovery is
Port Defaulted for Port

Critical
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Table 12: List of Syslogs (Continued) (Sheet 4 of 41)

Module

Syslog Message

Severity Level

Link Aggregation

Reason for Recovery is
H/w Failure for Port

Critical

Link Aggregation

Recovery trigger for Port
has exceeded the
threshold.Performing
admin down action

Critical

Link Aggregation

Recovery trigger for Port
has exceeded the
threshold.Performing no
action

Critical

Link Aggregation

LaCreatePort: Intf Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

LaMapPort: Intf Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

LaDeletePort: Intf Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

LaUnmapPort: Intf Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

LaUpdatePortStatus: Intf
Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

LaAsyncNpUpdateStatus:|
ntf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

Link Aggregation

Reason for Error Recovery
timer Start is Threadhold
Exceed for Port

Critical

Link Aggregation

Reason for Error Recovery
timer Start is Port
Defaulted for Port

Critical
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Module

Syslog Message

Severity Level

Link Aggregation

Reason for Error Recovery
timer Start is H/w Failure
for Port

Critical

Link Aggregation

[NP-FAULT - LA] operation
has failed

Critical

Link Aggregation

LaEnqueueControlFrame:
Ctrl Mesg
ALLOC_MEM_BLOCK
FAILED

Critical

PNAC

Allocate mem block for
Pnac Configuration
Message failed

Critical

PNAC

Allocate mem block for
Pnac Interface Message
failed

Critical

PNAC

PAE:
PnacSetPnacPortAuthMo
de Allocate mem block for
Pnac Interface Message
failed

Critical

PNAC

PAE:
PnacSetPnacPortAuthCon
trol Allocate mem block
for Pnac Interface
Message failed

Critical

PNAC

Memory Allocation for
PnacCallBackEvent
Message failed

Critical

PNAC

Allocate mem block for
Pnac Interface Message
failed

Critical

PNAC

[NP-FAULT] errors

Alert

WEBNM

Firmware upgrade
successful

Notice
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threshold level

Module Syslog Message Severity Level

WEBNM WEBNM: Improper realm | Alert
in HTTP Digest
Authentication scheme

WEBNM WEBNM: HTTPS session Informational
established successfully
from <IP address>

WEBNM WEBNM: User is blocked, | Alert
Login Not Allowed

WEBNM WEBNM: The Alert
RequestDigest sent by the
client is INVALID

WEBNM WEBNM: Attempt to Alert
block the user failed

WEBNM WEBNM: Attempt to login | Alert
with wrong credentials

WEBNM WEBNM: User requires Alert
password change,
redirecting.

WEBNM WEBNM: Successfully Alert
logged as User

WEBNM WEBNM: User successfuly | Informational
logged out

WEBNM WEBNM: Attempt to Alert
Login with Wrong
Password

WEBNM WEBNM: Session logout Alert
Idle timer expired for web

WEBNM WEBNM <username> Debug
<Url> <Error message>

WEBNM All POST http requests Debug

DHCP_SRV Pool utilization exceeded | Alert
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Module

Syslog Message

Severity Level

SNTP

Displaying info of old
time, new time, server IP
address

Informational

SNTP

No Server Found.
Stopping further
requests...

Informational

SNTP

Server is not responding.
Stopping further requests
to this server...

Informational

SNTP

Primary server is not
responding

Informational

SNTP

Secondary server is not
responding

Informational

SNTP

Unable to reach Primary
and Secondary Server

Informational

SNTP

Displaying info of old
time, new time, server IP
address

Informational

LLDP

LidpVIndbNotifyVInInfoC
hgForPort Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpVIndbNotifyVlaninfoC
hg Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifylfCreate:
Port <port no>: Intf
creation Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifylfMap: Port
<port no>: Intf mapping

Msg ALLOC_MEM_BLOCK
FAILED

Critical
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Module

Syslog Message

Severity Level

LLDP

LiIdpApiNotifylfDelete:
Port <port no>: Intf
Deletion Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifylfUnMap:
Port<port no> : Intf
Unmapping Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LiIdpApiNotifylfAlias: Port
<port no> : Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LIdpApiNotifyAgentCircui
tld: Port <port no> : Intf
Msg ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifylfOperStatu
sChg: Port <port no> : Intf
Msg ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LiIdpApiEnglncomingFram
e: Port <port no>:
MemAlloc Failed for
RxPduQPoolld

Critical

LLDP

LLDPNotifyPortVlanld:
Port <port no> : Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LiIdpApiNotifyProtoVlanSt
atus: Port <port no> : Intf
Msg ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifyProtoVlanid
: Port <port no> : Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical
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Module

Syslog Message

Severity Level

LLDP

LIdpApiNotifyPortAggCap
ability: Port <port no> :
Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LiIdpApiNotifyResetAggCa
pability Intf Msg
ALLOC_MEM_BLOCK
FAILED"

Critical

LLDP

LIdpApiNotifyAggStatus:
Port <port no> : Intf Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifySysName :
Mem Allocation Failed for
QMsgPoolld while
Notifying System Name
change

Critical

LLDP

LidpApiNotifySysDesc :
Mem Allocation Failed for
QMsgPoolld while
Notifying System Desc
change

Critical

LLDP

LidpApiNotifylpv6lfStatus
Change : Failed to allocate
memory for the
QMsgPoolld

Critical

LLDP

"LiIdpApiApplPortReg:
Port <port no>: Applin
Reg. Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LiIdpApiApplPortReg: Port
<port no>: Appin TLV
Msg ALLOC_MEM_BLOCK
FAILED

Critical

395



CHAPTER 12

SYSLOG LIST
SYSLOG

Table 12: List of Syslogs (Continued) (Sheet 10 of 41)

Module

Syslog Message

Severity Level

LLDP

LiIdpApiSetDstMac: Port
<port no>: Appln Reg
Msg ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

LidpApiNotifyPortDesc :
Mem Allocation Failed for
QMsgPoolld while
Notifying Port Desc
change

Critical

LLDP

LidpApiNotifylfCreate:
Port <port no> : Intf
creation Msg
ALLOC_MEM_BLOCK
FAILED

Critical

LLDP

Mempool Allocation
Failure for New
RemManAddr Node

Critical

LLDP

LIdpTIlvUpdtUnrecogOrgD
efTlv : Mempool
Allocation Failure for New
Unrecog Org Spec TLV
Node - But returning
SUCCESS as it is not
required to store
application TLVS in LLDP"

Critical

LLDP

Mempool Allocation
Failure for New
RemUnknownTIlv Node

Critical

LLDP

LldplfCreate: Alloc mem
block for port FAILED

Critical

LLDP

LldplfCreate: Alloc mem
block for lldp agent
mapping FAILED

Critical

LLDP

LidplfCreate: RBTree add
for lldp agent mapping
FAILED

Critical
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Syslog Message

Severity Level

LLDP

LidplfCreate: Alloc mem
block FAILED

Critical

LLDP

LIdpTxUtIAddlpv4Addr :
Failed to allocate memory
for Local ManAddr Node

Critical

LLDP

(LIdpTxUtIAddIpv6Addr) -
Failed to allocate memory
for Local ManAddr Node

Critical

LLDP

LIdpTxUtIAddProtoVIanEn
try: Memory allocation
failed!!

Critical

LLDP

LIdpDot3TlvUpdtOrgSpec
Tlv: Mempool Allocation
Failure for New
RemManAddr Node

Critical

LLDP

LiIdpDot1TlvUpdtProtoVia
nldTlv; Mempool
Allocation Failure for New
Protocol Vlan Node

Critical

LLDP

LidpDot1TlvUpdtVlanNa
meTlv: Mempool
Allocation Failure for New
Vlan Name Node

Critical

LLDP

LidpRedRcvPktFromRm:
Memory allocation failed
for RM message

Critical

LLDP

LidpRedProcManAddrBul
kUpd: Mempool
Allocation Failure for
management addr node

Critical

LLDP

LidpRedProcProtoVIanBul
kUpd: Mempool
Allocation "Failure for
proto vlan node

Critical
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Syslog Message
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LLDP

LidpRedProcVlanNameBu
IkUpd: Mempool
Allocation Failure for vlan
name node

Critical

LLDP

LiIdpRedProcUnknownTlv
BulkUpd: Mempool
Allocation Failure for
unknown tlv node

Critical

LLDP

LidpRedProcOrgDefinfoB
ulkUpd: Mempool
Allocation Failure for
org.def info node

Critical

LLDP

LiIdpRedGetDot3TlvInfo:
Mempool Allocation
Failure

Critical

LLDP

LidpRedProcRemNodeBul
kUpd: Failed to Allocate
Memory for remote
node"

Critical

LLDP

LidpRedAddRemNode:
Failed to Allocate
Memory for new Remote
Node

Critical

LLDP

LidpRedProcMedNwPolR
emNodeBulkUpd: Failed
to Allocate Memory for
remote node

Critical

LLDP

LidpRedProcMedLocation
RemNodeBulkUpd: Failed
to Allocate Memory for
remote node

Critical

LLDP

LiIdpRedRcvPktFromRm:
Memory allocation failed
for RM message

Critical
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Module Syslog Message Severity Level

LLDP LIdpDot3TlvUpdtOrgSpec | Critical
Tlv: Mempool Allocation
Failure for New
RemManAddr Node

PTP1588 No change in profile Informational

PTP1588 PTP Profile change failed | Error
(Domain switch to
<domain no> failed)

PTP1588 PTP Profile changed to Informational
<profile name>

PTP1588 printing error Error

RIP Entering Informational

RipRedInitGloballnfo

RIP RipRedInitGloballnfo: Error
Registration with RM
failed"

RIP Exiting Informational

RipRedInitGloballnfo

RIP RipRedDelnitGloballnfo: Informational
De-Registration with RM
failed

RIP Exiting Error

RipRedDelnitGloballnfo

RIP Entering Informational
RipRedHandleRmEvents

RIP RipRedHandleRmEvents: | Informational
Received GO_ACTIVE
event"

RIP RipRedHandleRmEvents:R | Informational
eceived GO_STANDBY
event

RIP RipRedHandleRmEvents: | Informational
Received
RM_STANDBY_UP event
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Module

Syslog Message

Severity Level

RIP

RipRedHandleRmEvents:
Received
RM_STANDBY_DOWN
event

Informational

RIP

RipRedHandleRmEvents:R
eceived RM_MESSAGE
event

Informational

RIP

RipRedHandleRmEvents:
Sync-up message
received at Idle Node

Informational

RIP

RipRedHandleRmEvents:
Received
L2_INITIATE_BULK_UPDA
TES

Informational

RIP

RipRedHandleRmEvents:
Invalid RM event received

Error

RIP

Exiting
RipRedHandleRmEvents

Informational

RIP

Entering
RipRedHandleGoActive

Informational

RIP

RipRedHandleGoActive:
GO_ACTIVE event
reached when node is
already active

Informational

RIP

RipRedHandleGoActive:
Idle to Active transition

Informational

RIP

RipRedHandleGoActive:
Standby to Active
transition

Informational

RIP

Exiting
RipRedHandleGoActive

Informational

RIP

Entering
RipRedHandleGoStandby

Informational
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Module

Syslog Message

Severity Level

RIP

RipRedHandleGoStandby:
GO_STANDBY event
reached when node is
already in standby

Informational

RIP

RipRedHandleGoStandby:
GO_STANDBY event
reached when node is
already idle

Informational

RIP

RipRedHandleGoStandby:
Active to Standby
transition

Informational

RIP

Exiting
RipRedHandleGoStandby

Informational

RIP

Entering
RipRedHandleldleToActiv
e

Informational

RIP

Exiting
RipRedHandleldleToActiv
e

Informational

RIP

Entering
RipRedHandleldleToStand
by

Informational

RIP

RipRedHandleldleToStand
by: Node Status Idle to
Standby

Informational

RIP

Exiting
RipRedHandleldleToStand
by

Informational

RIP

"Entering
RipRedStartTimers"

Informational

RIP

Entering
RipRedHandleStandbyTo
Active

Informational

RIP

RipRedHandleStandbyTo
Active: Node Status
Standby to Active

Informational
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Module

Syslog Message

Severity Level

RIP

Exiting
RipRedHandleStandbyTo
Active

Informational

RIP

Entering
RipRedHandleActiveToSta
ndby

Informational

RIP

RipRedHandleActiveToSta
ndby: Node Status Active
to Standby

Informational

RIP

Exiting
RipRedHandleActiveToSta
ndby

Informational

RIP

Entering
RipRedProcessPeerMsgAt
Active

Informational

RIP

RipRedProcessPeerMsgAt
Active:Bulk request
message before
RM_STANDBY_UP

Informational

RIP

Exiting
RipRedProcessPeerMsgAt
Active

Informational

RIP

Entering
RipRedProcessPeerMsgAt
Standby

Informational

RIP

RipRedProcessPeerMsgAt
Standby:RM_PROCESS
Failure

Error

RIP

Exiting
RipRedProcessPeerMsgAt
Standby

Informational

RIP

Entering
RipRedRmReleaseMemor
yForMsg

Informational
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Syslog Message

Severity Level

RIP

RipRedRmReleaseMemor
yForMsg:Failure in
releasing allocated
memory

Error

RIP

Exiting
RipRedRmReleaseMemor
yForMsg

Informational

RIP

Entering
RipRedSendMsgToRm

Informational

RIP

RipRedSendMsgToRm:Fre
ememory due to message
send failure

Error

RIP

Exiting
RipRedSendMsgToRm

Informational

RIP

Entering
RipRedSendBulkRegMsg

Informational

RIP

RipRedSendBulkRegMsg:
RM Memory allocation
failed

Informational

RIP

RipRedSendBulkRegMsg:
Send message to RM
failed

Error

RIP

Exiting
RipRedSendBulkRegMsg

Error

RIP

"Entering
RipRedSendBulkDefCxtInf
0

Informational

RIP

RipRedSendBulkDefCxtInf
0: RM Memory allocation
failed

Error

RIP

RipRedSendBulkDefCxtInf
0:Send message to RM
failed

Error
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Module

Syslog Message

Severity Level

RIP

Exiting
RipRedSendBulkDefCxtInf
o}

Informational

RIP

Entering
RipRedSendBulkUpdMsg

Informational

RIP

RipRedSendBulkUpMsg:Rl
P stand by up failure

Error

RIP

Exiting
RipRedSendBulkUpdMsg

Informational

RIP

Entering
RipRedSendBulkUpdTailM

sg

Informational

RIP

RipRedSendBulkUpdTailM
sg: RM Memory
allocation "failed"

Error

RIP

RipRedSendBulkUpdTailM
sg:Send message to RM
failed

Error

RIP

Exiting
RipRedSendBulkUpdTailM
Sg

Informational

RIP

Entering
RipRedProcessBulkTailMs

g

Informational

RIP

RipRedProcessBulkTailMs
g: Bulk Update Talil
Message received at
Standby node

Informational

RIP

Exiting
RipRedProcessBulkTailMs
g

Informational

RIP

Entering
RipRedProcessDynamicRt
Info

Informational
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RIP Exiting Informational
RipRedProcessDynamicRt
Info

RIP Entering Informational
RipRedProcessDynamicPe
erinfo

RIP Exiting Informational
RipRedProcessDynamicPe
erinfo

OSPF Max LSA limit reached for | Critical
size

OSPF LSA Alloc Failure Critical

OSPF DDP Processing Stopped Critical
Due To LRQ Alloc Failure

VRRP Error Observed for Vrid Error
<vr id > Address Type
<type> with reason

VRRP Not Master for VRID %d Notice
Address Type

VRRP Track IP address <ip addr> | Informational
is DOWN

VRRP Track IP address <IP addr> | Informational
is UP/Restored

VRRP Entering Informational
VrrpRedInitGloballnfo

VRRP VrrpRedInitGloballnfo: Error
Registration with RM
failed

VRRP Exiting Informational
VrrpRedInitGloballnfo

VRRP Entering Informational
VrrpRedDelnitGloballnfo
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Module

Syslog Message

Severity Level

VRRP

VrrpRedDelnitGloballnfo:
De-Registration with RM
failed

Error

VRRP

Exiting
VrrpRedDelnitGloballnfo

Informational

VRRP

Entering
VrrpRedRmCallBack

Informational

VRRP

VrrpRedRmCallBack:This
event is not associated
with RM

Informational

VRRP

VrrpRedRmCallBack:
Queue Message
associated with the event
is not sent by RM

Informational

VRRP

VrrpRedRmCallBack:
Queue message
allocation failure

Error

VRRP

VrrpRedRmCallBack: Q
send failure

Error

VRRP

Exiting
VrrpRedRmCallBack

Informational

VRRP

Entering
VrrpRedHandleRmEvents

Informational

VRRP

VrrpRedHandleRmEvents:

Received GO_ACTIVE
event

Informational

VRRP

VrrpRedHandleRmEvents:

Received GO_STANDBY
event

Informational

VRRP

VrrpRedHandleRmEvents:

Received
RM_STANDBY_UP event

Informational
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Module

Syslog Message

Severity Level

VRRP

VrrpRedHandleRmEvents:
Received
RM_STANDBY_DOWN
event

Informational

VRRP

VrrpRedHandleRmEvents:
Received RM_MESSAGE
event

Informational

VRRP

VrrpRedHandleRmEvents:
Sync-up message
received at Idle Node

Informational

VRRP

VrrpRedHandleRmEvents:
Received
L2_INITIATE_BULK_UPDA
TES

Informational

VRRP

VrrpRedHandleRmEvents:
Invalid RM event received

Error

VRRP

Exiting
VrrpRedHandleRmEvents

Informational

VRRP

Entering
VrrpRedHandleGoActive

Informational

VRRP

VrrpRedHandleGoActive:
GO_ACTIVE event
reached when node is
already active

Informational

VRRP

VrrpRedHandleGoActive:
Idle to Active transition

Informational

VRRP

VrrpRedHandleGoActive:
Standby to Active
transition

Informational

VRRP

Exiting
VrrpRedHandleGoActive

Informational

VRRP

Entering
VrrpRedHandleGoStandb

y

Informational
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VRRP

VrrpRedHandleGoStandb
y: GO_STANDBY event
reached when node is
already in standby

Informational

VRRP

VrrpRedHandleGoStandb
y: GO_STANDBY event
reached when node is
already idle

Informational

VRRP

VrrpRedHandleGoStandb
y: Active to Standby
transition

Informational

VRRP

Exiting
VrrpRedHandleGoStandb
y

Informational

VRRP

Entering
VrrpRedHandleldleToActi
ve

Informational

VRRP

Exiting
VrrpRedHandleldleToActi
ve

Informational

VRRP

Entering
VrrpRedHandleldleToStan
dby

Informational

VRRP

VrrpRedHandleldleToStan
dby: Node Status Idle to
Standby

Informational

VRRP

Exiting
VrrpRedHandleldleToStan
dby

Informational

VRRP

Entering
VrrpRedHandleStandbyTo
Active

Informational

VRRP

VrrpRedHandleStandbyTo
Active: Node Status
Standby to Active

Informational
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Syslog Message

Severity Level

VRRP

Exiting
VrrpRedHandleStandbyTo
Active

Informational

VRRP

Entering
VrrpRedHandleActiveToSt
andby

Informational

VRRP

Exiting
VrrpRedRmReleaseMemo
ryForMsg

Informational

VRRP

Exiting
VrrpRedHandleActiveToSt
andby

Informational

VRRP

Entering
VrrpRedProcessPeerMsgA
tActive

Informational

VRRP

VrrpRedProcessPeerMsgA
tActive:Bulk request
message before
RM_STANDBY_UP

Informational

VRRP

Exiting
VrrpRedProcessPeerMsgA
tActive

Informational

VRRP

Entering
VrrpRedProcessPeerMsgA
tStandby

Informational

VRRP

VrrpRedProcessPeerMsgA
tStandby:RM_PROCESS
Failure

Error

VRRP

"Exiting
VrrpRedProcessPeerMsgA
tStandby

Informational

VRRP

Entering
VrrpRedRmReleaseMemo
ryForMsg

Informational
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Syslog Message

Severity Level

VRRP

VrrpRedRmReleaseMemo
ryForMsg:Failure in
releasing allocated
memory

Error

VRRP

Exiting
VrrpRedRmReleaseMemo
ryForMsg

Informational

VRRP

Entering
VrrpRedSendMsgToRm

Informational

VRRP

VrrpRedSendMsgToRm:Fr
eememory due to
message send failure

Error

VRRP

Exiting
VrrpRedSendMsgToRm

Informational

VRRP

Entering
VrrpRedSendBulkReqMsg

Informational

VRRP

VrrpRedSendBulkRegMsg
: RM Memory allocation
failed

Error

VRRP

VrrpRedSendBulkReqMsg
: Send message to RM
failed

Error

VRRP

Exiting
VrrpRedSendBulkReqMsg

Informational

VRRP

Entering
VrrpRedSendBulkUpdMsg

Informational

VRRP

VrrpRedSendBulkUpMsg:
VRRP stand by up failure

Error

VRRP

Exiting
VrrpRedSendBulkUpdMsg

Informational

VRRP

Entering
VrrpRedSendBulkUpdTail
Msg

Informational
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Module

Syslog Message

Severity Level

VRRP

VrrpRedSendBulkUpdTail
Msg: RM Memory
allocation failed

Error

VRRP

VrrpRedSendBulkUpdTail
Msg:Send message to RM
failed

Error

VRRP

Exiting
VrrpRedSendBulkUpdTail
Msg

Informational

VRRP

Entering
VrrpRedProcessBulkTailM

58

Informational

VRRP

VrrpRedProcessBulkTailM
sg: Bulk Update Tail
Message received at
Standby node"

Informational

VRRP

Exiting
VrrpRedProcessBulkTailM
Sg

Informational

VRRP

Entering
VrrpRedProcessDynamicl
nfo

Informational

VRRP

Exiting
VrrpRedProcessDynamicl
nfo

Informational

VRRP

Entering VrrpRedHwAudit

Informational

VRRP

Exiting VrrpRedHwAudit

Informational

IGMP

Entering
IgmpRedInitGloballnfo

Informational

IGMP

IgmpRedInitGlobalinfo:
Registration with RM
failed

Error

IGMP

Exiting
IgmpRedInitGloballnfo

Informational
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Module

Syslog Message

Severity Level

IGMP

Entering
IgmpRedRmRegisterProto
cols

Informational

IGMP

IgmpRedRmRegisterProto
cols: Registration with RM
failed

Error

IGMP

Exiting
IgmpRedRmRegisterProto
cols

Informational

IGMP

Entering
IgmpRedDelnitGloballnfo

Informational

IGMP

IgmpRedDelnitGloballnfo:
De-Registration with RM
failed

Error

IGMP

Exiting
IgmpRedDelnitGloballnfo

Informational

IGMP

Entering
IgmpRedRmCallBack

Informational

IGMP

IgmpRedRmCallBack:This
event is not associated
with RM

Informational

IGMP

IgmpRedRmCallBack:
Queue Message
associated with the event
is not sent by RM

Informational

IGMP

lgmpRedRmCallBack:
Queue message
allocation failure

Error

IGMP

IgmpRedRmCallBack: Q
send failure

Error

IGMP

Exiting
IgmpRedRmCallBack

Informational

IGMP

Entering
lgmpRedHandleRmEvents

Informational
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Table 12: List of Syslogs (Continued) (Sheet 27 of 41)

Module

Syslog Message

Severity Level

IGMP

IgmpRedHandleRmEvents
: Received GO_ACTIVE
event

Informational

IGMP

IgmpRedHandleRmEvents
:Received GO_STANDBY
event

Informational

IGMP

IgmpRedHandleRmEvents
: Received
RM_STANDBY_UP event

Informational

IGMP

IgmpRedHandleRmEvents
: Received
RM_STANDBY_DOWN
event

Informational

IGMP

IgmpRedHandleRmEvents
:Received RM_MESSAGE
event

Informational

IGMP

IgmpRedHandleRmEvents
: Sync-up message
received at Idle Node

Informational

IGMP

IgmpRedHandleRmEvents
: Received
L2_INITIATE_BULK_UPDA
TES

Informational

IGMP

IgmpRedHandleRmEvents
: Invalid RM event
received

Error

IGMP

Exiting
IgmpRedHandleRmEvents

Informational

IGMP

Entering
IgmpRedHandleGoActive

Informational

IGMP

IgmpRedHandleGoActive:
GO_ACTIVE event
reached when node is
already active

Informational

IGMP

lgmpRedHandleGoActive:
Idle to Active transition

Informational
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Module

Syslog Message

Severity Level

IGMP

IgmpRedHandleGoActive:
Standby to Active
transition

Informational

IGMP

Exiting
IgmpRedHandleGoActive

Informational

IGMP

Entering
IgmpRedHandleGoStandb

y

Informational

IGMP

IgmpRedHandleGoStandb
y: GO_STANDBY event
reached when node is
already in standby

Informational

IGMP

IgmpRedHandleGoStandb
y: GO_STANDBY event
reached when node is
already idle

Informational

IGMP

IgmpRedHandleGoStandb
y: Active to Standby
transition

Informational

IGMP

Exiting
lgmpRedHandleGoStandb
y

Informational

IGMP

IgmpRedHandleGoStandb
y: Active to Standby
transition

Informational

IGMP

Exiting
lgmpRedHandleldleToActi
ve

Informational

IGMP

Entering
IgmpRedHandleldleToSta
ndby

Informational

IGMP

IgmpRedHandleldleToSta
ndby: Node Status Idle to
Standby

Informational
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Table 12: List of Syslogs (Continued) (Sheet 29 of 41)

Module

Syslog Message

Severity Level

IGMP

Exiting
IgmpRedHandleldleToSta
ndby

Informational

IGMP

Entering IgmpStartTimers

Informational

IGMP

Exiting IgmpStartTimers

Informational

IGMP

Entering
IgmpProxyStartTimers

Informational

IGMP

Exiting
IgmpProxyStartTimers

Informational

IGMP

Entering
lgmpRedHandleStandbyT
OActive

Informational

IGMP

IgmpRedHandleStandbyT
oActive: Node Status
Standby to Active

Informational

IGMP

Exiting
lgmpRedHandleStandbyT
OActive

Informational

IGMP

Entering
IgmpRedHandleActiveToS
tandby

Informational

IGMP

IgmpRedHandleActiveToS
tandby: Node Status
Active to Standby

Informational

IGMP

Exiting
IgmpRedHandleActiveToS
tandby

Informational

IGMP

Entering
IgmpRedProcessPeerMsg
AtActive

Informational

IGMP

lgmpRedProcessPeerMsg
AtActive:Bulk request
message before
RM_STANDBY_UP

Informational
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Module

Syslog Message

Severity Level

IGMP

Exiting
IgmpRedProcessPeerMsg
AtActive

Informational

IGMP

Entering
IgmpRedProcessPeerMsg
AtStandby

Informational

IGMP

IgmpRedProcessPeerMsg
AtStandby:RM_PROCESS
Failure

Error

IGMP

Exiting
IgmpRedProcessPeerMsg
AtStandby

Informational

IGMP

Entering
lgmpRedRmReleaseMem
oryForMsg

Informational

IGMP

IgmpRedRmReleaseMem
oryForMsg:Failure in
releasing allocated
memory

Error

IGMP

Exiting
IgmpRedRmReleaseMem
oryForMsg

Informational

IGMP

Entering
IgmpRedSendMsgToRm

Informational

IGMP

IgmpRedSendMsgToRm:F
reememory due to
message send failure

Error

IGMP

Exiting
IgmpRedSendMsgToRm

Informational

IGMP

Entering
IgmpRedSendBulkRegMs

g

Informational

IGMP

IgmpRedSendBulkRegMs
g: RM Memory allocation
failed

Error

416



SYSLOG LIST
CHAPTER 12 SYSLOG

Table 12: List of Syslogs (Continued) (Sheet 31 of 41)

Module

Syslog Message

Severity Level

IGMP

IgmpRedSendBulkRegMs
g: Send message to RM
failed

Error

IGMP

Exiting
IgmpRedSendBulkReqMs
g

Informational

IGMP

Entering
IgmpRedSendBulkUpdMs

g

Informational

IGMP

IgmpRedSendBulkUpMsg:

IGMP stand by up failure

Error

IGMP

Exiting
IgmpRedSendBulkUpdMs
g

Informational

IGMP

Entering
IgmpRedSendBulkUpdTail
Msgll

Informational

IGMP

IgmpRedSendBulkUpdTail
Msg: RM Memory
allocation failed

Error

IGMP

IgmpRedSendBulkReqMs
g: Send message to RM
failed

Error

IGMP

Exiting
IgmpRedSendBulkUpdTail
Msg

Informational

IGMP

Entering
IgmpRedProcessBulkTail
Msg

Informational

IGMP

IgmpRedProcessBulkTail
Msg: Bulk Update Tail
Message received at
Standby node

Informational

IGMP

Exiting
IgmpRedProcessBulkTail
Msg

Informational
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Table 12: List of Syslogs (Continued) (Sheet 32 of 41)

Module

Syslog Message

Severity Level

IGMP

Summarised GrouplList
Record already exists

Error

IGMP

Entering
lgmpMatchGrouplList

Informational

IGMP

Exiting
lgmpMatchGrouplList

Informational

IGMP

Entering
IgmpCheckForLimit

Informational

IGMP

Membership report for
group <address> is
ignored as Global Limit
Reached

Error

IGMP

Membership report for
group <address> is
ignored as Interface Limit
Reached

Error

IGMP

Exiting
IgmpCheckForLimit

Informational

IGMP

Entering
lgmpMgmtUtiINmhTestv2
FslgmplnterfaceGrouplList
Id

Informational

IGMP

Interfacenode not exist
with ifindex

Error

IGMP

Exiting
lgmpMgmtUtiINmhTestv2
FslgmplnterfaceGrouplList
Id

Informational

IGMP

Interfacenode not exist
with ifindex

Error

IGMP

Limit should be less than
<value>

Error

IGMP

Group List Id should not
be zero

Error
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the given range of group
address is a superset of
already configured range

Module Syslog Message Severity Level

IGMP Group List IPis not in Error
multicast range

IGMP Inconistent maks is not in | Error
multicast range

IGMP Entry exists Error

IGMP Summarised GrouplList Error
Record already exists

IGMP No entry exists with Error
<grplistID>,<grplP>,<Prefi
xLen>

IGMP Limit should be less than | Error
MAX_IGMP_MCAST_GRP
S

IGMP Igmp not enabled globally | Error

IGMP IGMP SSM Mapping Error
should be globally
enabled

IGMP Invalid IGMP SSM Error
Mapping Start Group
address

IGMP Invalid IGMP SSM Error
Mapping End Group
address

IGMP Invalid IGMP SSM Error
Mapping Source address

IGMP Starting multicast group Error
range is greater than
ending multicast group
range

IGMP IGMP SSM Mapping for Error
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Module

Syslog Message

Severity Level

IGMP

IGMP SSM Mapping for
the given range of group
address to the source
address already exists

Error

IGMP

IGMP SSM Mapping
Source-List is full for the
given range of group
address

Error

IGMP

IGMP SSM Mapping for
the given range of group
address overlaps with
already configured range

Error

IGMP

IGMP SSM Mapping for
the given range of group
address overlaps with
already configured range

Error

IGMP

IGMP SSM Mapping for
the given range of group
address to the source
address does not exist

Error

Watchdog

Reading status of
<taskname> as NOT
ACTIVE

Alert

Watchdog

Generating core dump

Alert

Watchdog

Timer expired but
associted registered task
does NOT exists

Alert

Snooping

Memory allocation for
group entry failed

Critical

Snooping

[NP-FAULT]

Alert

Snooping

Memory alloc for ASM
Host entry failed

Critical

Snooping

Memory allocation for
port entry for group failed

Critical
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Module

Syslog Message

Severity Level

Snooping

Memory alloc for Host
entry for group failed

Critical

Snooping

[NP-FAULT]

Alert

Snooping

Memory allocation for
group entry failed

Critical

Snooping

Memory alloc for ASM
Host entry failed

Critical

Snooping

Memory allocation for
port entry for group failed

Critical

Snooping

Memory alloc for ASM
Host entry failed

Critical

Snooping

Memory alloc for Host
entry for group failed

Critical

Snooping

Memory allocation for
SSM host source bitmap
failed

Critical

Snooping

Memory allocation for
SSM port entry for group
failed

Critical

Snooping

Memory allocation for
SSM port source bitmap
failed

Critical

Snooping

Memory allocation for
Host entry for group
failed

Critical

Snooping

Memory allocation for
SSM host source bitmap
failed

Critical

Snooping

Memory allocation for
consolidated group entry
failed

Critical

Opensource/SSH

Failed to Establish
Connection with
client,max session
exceeded

Alert
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Get Operation Failed

Module Syslog Message Severity Level

Opensource/SSH Bad protocol version Alert
identification

Opensource/SSH SSL ssl23 read_bytes: No | Alert
data or Invalid data/port
from <IP>

CFA2 CFA updated status to Alert
watchdog as ACTIVE
Failed

CFA2 <intf> Link Status Alert
[DOWN/UP]

CFA2 IP Address change in Notice
Default vlan interface

System Physical Index Validation | Critical
Failed

System Physical Contained In Get | Critical
Operation Failed

System Physical Class Get Critical
Operation Failed

System Physical Parent Relative Critical
Position Get Operation
Failed

System Physical Name Get Critical
Operation Failed

System Physical Hardware Critical
Revision Get Operation
Failed

System Physical Firmware Critical
Revision Get Operation
Failed

System Physical Software Critical
Revision Get Operation
Failed

System Physical Serial Number Critical
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Module

Syslog Message

Severity Level

System

Physical component
Manufacturer's Name Get
Operation Failed

Critical

System

Physical component's
Model Name Get
Operation Failed

Critical

System

Physical component's
Alias Name Get Operation
Failed

Critical

System

Physical component's
Asset Id Get Operation
Failed

Critical

System

Physical component's
FRU status Get Operation
Failed

Critical

System

Physical component's Mfg
Date Get Operation Failed

Critical

System

Physical component's Uris
Name Get Operation
Failed

Critical

System

Physical component's
Serial Num Set Operation
Failed

Critical

System

Physical component's
Serial Number Set
Operation Failed

Critical

System

Physical component's
Alias Name Set Operation
Failed

Critical

System

Physical component's
Asset Id Set Operation
Failed

Critical

System

Physical component's Uris
Id Set Operation Failed

Critical
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Module Syslog Message Severity Level

System Logical Index Validation Critical
Failed

System Logical Component's Critical
Community Get
Operation Failed

System Logical Component's Critical
Context Name Get
Operation Failed

System LP Mapping Validation Critical
Failed

System Alias Mapping Validation | Critical
Failed

System Physical Contains Table Critical
validation Failed

System Firmware upgrade Notice
successful ..

System Saved configuration to Informational
USB successfully!

System Firmware upgrade Notice
successful ..

System Firmware switch partition | Debug
cancelled..!

System Firmware switch partition | Notice
successful

System Factory reset cancelled. Debug

System Factory reset initiated.. Debug

System Factory reset Failed. Debug

System Factory reset users Debug
cancelled.

System Factory reset users Debug
initiated.

System Factory reset users Failed. | Debug
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<username > via telnet
<|P>

Module Syslog Message Severity Level

System Reload operation Debug
cancelled

System Saved configuration to Informational
FLASH successfully

System Saved configuration to Informational
remote(TFTP) successfully

System Saved configuration to Informational
remote(SFTP)
successfully!

System Firmware upgrade Notice
successful

CLI Attempt to login as <user | Alert
details> via telnet from
<IP> Succeeded

CLI Attempt to login as <user | Alert
name> via console
Succeeded

CLI User <username> logged | Informational
in via <CLI_mode>

CLI User <user name> <IP> Informational
<cli_mode>logged out
from

CLI User <user name> <IP> Informational
<cli_mode> forcefully
logged out from

CLI Password expired for user | Alert
<username>

CLI Password credentials Alert
updated successfully for
User <username>

CLI Password must be reset Alert
for user <user name>

CLI Attempt to login as Alert
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<srcAddr,port> to
<DstAddr,port> No MKT
Match Discard Packet

Module Syslog Message Severity Level

CLI Attempt to login as Alert
<username > via SSH <IP>

CLI Attempt to block the user | Alert
<username> failed

CLI Attempt to login as Alert
<username> via console
failed

CLI Login failed : Login Informational
incorrect <username> via
<CLI_mode> <IP>

CLI All CLI commands Debug

FSAP2 Displaying ISS status Critical

FSAP2 Displaying error reason Critical

FSAP2 Displaying MempoolErr Critical
ID

FSAP2 Displaying MempoolErr Critical
ID owner

TCP No MD5 digest from Informational
<srcAddr,port> to
<DstAddr,port>

TCP Bad MD?5 digest from Informational
<srcAddr,port> to
<DstAddr,port>

TCP Multiple TCP-AO optionin | Informational
one segment from
<srcAddr,port>to
<DstAddr,port>

TCP TCP-AO & TCP MD5 Informational
option in one segment
from <srcAddr,port> to
<DstAddr,port>

TCP TCP-AO MAC from Informational
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Module

Syslog Message

Severity Level

TCP

TCP-AO not expected but
found, silent accept from
<srcAddr,port> to
<DstAddr,port>

Informational

TCP

No TCP-AO MAC from
<srcAddr,port> to
<DstAddr,port>

Informational

TCP

TCP-AO MAC MKT
mismatch from
<srcAddr,port> to
<DstAddr,port>

Informational

TCP

Bad TCP-AO MAC from
<srcAddr,port> to
<DstAddr,port>

Informational

TCP

Connection attempt to
closed/non-active TCP
port. Possible Replay
attack. <srcAddr,port> to
<DstAddr,port>

Warning

TCP

Invalid segment of data
received Possible Replay
attack. <srcAddr,port> to
<DstAddr,port>

Warning

SNMP

SNMP <user index>
[BULK|GET|SET|GETNEX
T] <OID> <Value>
[SUCCESS | FAILED]

Debug

SNMP

Failure messages

Debug

SSH

SSH: <priority>
<sshLoglevel> <function>
<buffer>

Debug

12.25. logging

To enable the Syslog server and configure Syslog related parameters, use the command logging in Global
Configuration Mode. The no form of the command disables syslog server and resets the configured
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parameters. The existing syslog buffers will not be cleared and none of the configured options will be
changed, when the Syslog feature is disabled.

The logging process controls the distribution of logging messages to the various destinations, such as the
logging buffer, logging file, or Syslog server.

The log file is stored in ASCII text format. The Privileged EXEC command is used to display its contents.

logging

logging {console | facility {localO | local2 | local3 | local4d | local5 |
localto | local7}

| local {buffered <buffer size integer (1-4096)> | {flash {alerts | crit-
ical | debugging | emergencies | errors | informational | notification |
warnings} file <file name string (32)>}

| on
| remote {alerts | critical | debugging | emergencies | errors | informa-
tional | notification | warnings} {<dns host name> | ipv4 <ucast addr> |

ipve <ipv6 addr>} [ port < integer (1-65535) > ] [ { udp | tcp | beep | tls } 1]

| source-ip <ucast addr>

| severity {<level value (0-7)> | alerts | critical | debugging | emergen-
cies | errors | informational | notification | warnings}}
no logging

no logging | local {buffered <buffer size integer (1-4096)> | {flash {alerts
| critical | debugging | emergencies | errors | informational | notification
| warnings} file <file name string (32)>}

| remote {alerts | critical | debugging | emergencies | errors | informa-
tional | notification | warnings} {<dns host name> | ipv4 <ucast addr>
{buffered | console | facility | severity | on}
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Parameters
Parameter Type Description

console Enter to enable Syslog server and
configure the Syslog server IP address, the
log-level and other Syslog related
parameters.

facility Enter to configure facility code level.
Messages with different facilities can be
handled differently. There are total of 8
facility levels ranging between local0 and
local7. Each facility level has a value
assigned to it—local0 (128), locall (136),
local2 (144), local3(152), local4(160),
local5(168), local6(176), and local7 (184).
The idea of the facility level configuration
is to differentiate and filter logs.

locall Enter to have facility is set as localO.
Default facility level is localO.

locall Enter to have facility is set as locall.

local2 Enter to have facility is set as local2.

local3 Enter to have facility is set as local3.

locald Enter to have facility is set as local4.

local5 Enter to have facility is set as local5.

localob Enter to have facility is set as local6.

local’ Enter to have facility is set as local7.

<file size | Integer | Enter a number for the maximum size (in

integer MB) of the log file.

(1-10>

local Enter to enable local logging.

buffered Enter to configure the limit for the Syslog
messages displayed from an internal
buffer.

<buffer Enter a number of entries for buffer size.

size The default size is 200 entries.

integer

1-4096) >
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flash Enter to enable local logging. The severity
is as follows.

alerts Enter to configure logging when
immediate action must be taken. For
example, a condition that should be
corrected immediately, such as a
corrupted system database.

critical Enter to configure logging for Critical
conditions. For example, hard device
errors.

debugging Enter to configure logging of Debug-level
messages. For example, messages that
contain information normally of use only
when debugging a program

emergencie Enter to configure logging of panic

s conditions e.g. unstable system.

errors Enter to configure logging of error
conditions. This can be any error
condition happened in the system
operation.

informatio Enter to configure logging of

nal informational messages.

notificati Enter to configure logging of normal but

on significant messages. Examples are
conditions that are not error conditions,
but that may require special handling.

warnings Enter to configure logging of warning
conditions. For example, any specified
abnormalities happening in the system
operation.

file Enter to configure the flash file name.

<file name

Enter a flash file name. This is a string

string value with a maximum size as 32.
(32)
on Enter to enable Syslog server and the

Syslog server IP address, the log-level and
other Syslog related parameters.
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r>

Parameter Type Description
remote Enter to enable remote logging.
<dns_host Enter a host domain name.
name>
ipvé Enter to configure an IPv4 address
<ucast add | A.B.C.D | Enter an IPv4 address
r>
ipv6 Enter to configure an IPv4 address
<ucast add | AAAA:: | Enter an IPv6 address
r> BBBB
severity Enter to configure severity for the

messages.
<level Integer | Enter a number for severity level.
value
integer
(0=7)>
port Integer | The port range can be 1 - 65535.
{udpltcplb Transport mode is set to either udp, tcp,
eep|tls} beep, TLS
source-ip Enter configure the source IP used for
syslog remote logging (UDP)
<ucast _add | A.B.C.D | Enter an IPv4 address

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# logging local buffered 200

iS5Comm(config)# logging facility locall

iIS5Comm(config)# logging remote alerts ipv4 192.168.20.77 port 15010 tls

iS5Comm(config)# no logging remote alerts ipv4 192.168.20.77

iIS5Comm(config)# logging remote alerts ipv4 192.168.20.77 tls
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iS5Comm(config)# logging source-ip 2.2.2.1

12.26. syslog format

This command sets the format of Syslog to either RFC3164 or RFC5424.

syslog format

syslog format { rfc3164 | rfc5424 }

Parameters
Parameter | Type Description
rfc3164 RFC3164 is the old format and the default mode.
rfc5424 RFC5424 is the advanced format with high
precision timings and extra fields.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# syslog format rfc5424
NOTE: Changing the syslog format will erase the local/remote logging configurations. If the syslog format
is changed, the following message will appear.

Reconfiguring syslog format

Done!

NOTE: Now Syslog supports host name and Msg ID (for rfc5424).

Example 1 - Local logging with format rfc3164

LonogBuffer(2?1 Entwriez_ 21672 hute:
13 86:13:=480 lower—mid
i3 861348 lower—mid

B6:13:-48 lower—mid

;]

CFA vlanl Link Status [DOWH]

CFA 5e@-~17 Hdmin Status 1

CFA S5eB-18 Admin Status [UP1]

CFA SeB-1? Admin Status [UP]

CFA SeB-28 Admin Status [UP]

MRFRING role MREH got (HMRA => HMRH>

MRPRING Port 4: state changed to Blocking

B6:13:-40 lower-—mid
B6:13:-48 lower—mid
B6:13:-48 lower—mid
B6:13:-48 lower—mid

o ] ] e ] el T
ey RN ]
CALACA LA
a0 §R EN ER BN RR N}

Fields Description
. < 129>—Priority
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J Feb 13 06:13:40—Timestamp
. lower-mid—Hostname
. ISS—MSG (Tag)

CFA vlanl Link Status [Down]—MSG (Content)
15 15:30:44 i J : MSR Saved conFlguratlon to Flash successf

19 15:31: 90 MymachineSw3 ISS5: NPAPI Slot@-r2 Link Status [DOHNI]
19 15:31: 90 MymachineSw3 ISS: CFA v1an9? Link Status N1
19 15:31: 90 MymachineSw3 ISS: 0SPF NSM Nbr 10 189.10.2.0 Next State: DOW

[ )

<1

ul

<1

<1

ﬁl

<1 19 15:31:823 MymachineSw3 ISS: VRRP New Master 192.168.11.2 Elected for
VR 11 Address Type 1. Reason: Master No Response

<1 :31: 83 MymachineSw3 ISS: VRRP New Master 192.168.12.2 Elected for
VR 12 Address Type 1. Reason: Master No Response

<133>0ct 19 15:31:03 MymachineSw3 ISS: VRRP New Master 192.168.13.2 Elected for
VR 13 Address Type 1. Reason: Master No Response

€133>0ct 19 15:31:803 MymachineSw3 ISS: VRRP MNew Master 192.168.14.2 Elected for
VR 14 Address Type 1. Reason: Master No Response

<1 Oct 19 15:31:803 MymachineSw3 ISS: VRRP New Master 192.168.15.2 Elected for
VR 15 Address Type 1. Reason: Master No Response

{1 Oct 19 15:31:24 MymachineSw3 ISS: NPAPI Slot@/Z Link Status [UP]

{1 Oct 19 15:31:94 MymachineSw3 ISS: CFA +1an99 Link Status [UP]

129>Feb 13 B6:18:88 lower—mid I58: WEB WEBHNM: Succeséfully logged as User — admin from 192.168.18.161
2878-82- 13TBS:39-41.813382 B4:88 lower—mid IS5 2142 MRFRING - MRPRING Port 1: state changed to Elocking

ZA7A-PZ-13TAb 3941, @@ Iower—mid 15% 2142 MRPRING — AmREPRING Hing status changed to Upen
2870-02-13TH6 =39 = .815225—3 B8 lower—mid NPAPI SlotB-1 Link Status [DOWN]
2070-A2-13TH6:=39:41.818A29-A4: lower—mid CPA vlanl Link SBtatus [DOWNI]
2078-02-13TA6:=39:46.801125-P4: lower—mid NPAPI SlotB-s1 Link Status [UP]
2870-02-13TH6:37:-46 . 805278—0A4: lower—mid MRPRING — MRPRING Ring status changed to Closed
2070-02-13TH6:39:-46 . 809367—04: lover—mid CFA - CFA vlanl Link Status [UFP]

20780-02-13TH6:39:46 _874892—-QA4: lower—mid MRPRING - MRPRING Port 1: state changed to Forwarding
2233 ﬁ2 13TP6=39:46.8756854-84: lower—mid MRPRING - MRPRING Ring status changed to Open

Fields Description

) < 130>—Priority

. 1—Version

J 2070-02-13T06:39:41.813382-04:00—Timestamp

. lower-mid—Hostname

. ISS—AppName

. 2142—Proc ID

. MRPRING—Msg ID

o -—Proc ID

] MRPRING Port 1: state changed to Blocking—Message

Example 3 Remote Iogglng with format rfc3164

No. Time Destinatio Protocol  Length Infa
141 2.76@968 192.168.10.1 192.168.10.181 syslog 117 [LOCAL®.INFO: Feb 13 86:51:3@ lower-mid 155: CLI User admin logged out from console]
395 7.782891 192.168.10.1 192.168.10.181 syslog 115 LOCAL®.INFO: Feb 13 @6:51:35 lower-mid ISS: CLI User admin logged in via console

Fields Description

J LOCALO.INFO—Priority

. Feb 13 06:51:30—Timestamp
. lower-mid—Hostname

. ISS—MSG (Tag)
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J CLI User admin logged out from console—MSG(Content)

14691 245465.553.. 192.168.16.3 192.168.16.75 syslog 115 LOCALG.INFO: Oct 19 16:54:51 MymachineSw3 ISS: AUDIT : admin c t SUCCESS CONSOLE

14693.. 245436.165.. 192.168.16.3 192.168.16.75 Syslog 122 LOCALG.INFO: Oct 19 10:55:21 MymachineSw3 ISS: AUDIT : admin int gi 8/2 SUCCESS CONSOLE

14893.. 245437.315.. 192.168.16.3 192.168.16.75 Syslog

14683.. 245437.326.. 192.168.16.3 192.168.16.75 Syslog

14893.. 245437.373.. 192.168.16.3 192.168.16.75 Syslog 123 LOCAL®.CRIT: Oct 19 18:55:23 MymachineSw3 ISS: OSPF NSM Nbr 10.19.18.2. Next State: DOWN

14603.. 245437 .436.. 192.168.16.3 192.168.16.75 Syslog 115 LOCALG.INFO: Oct 19 10:55:23 MymachineSw3 ISS: AUDIT : admin shu SUCCESS CONSOLE

14693.. 245439.728.. 192.168.16.3 192.168.16.75 Syslog 172 LOCALG.NOTICE: Oct 19 10:55:25 MymachineSw3 ISS: VRRP New Master 192.168.11.2 Elected for VRID 11 Address Type 1. Reason: Master No Response
192.168.16.75 Syslog 172 LOCAL@.NOTICE: Oct 19 1@:55:25 MymachineSw3 ISS: VRRP New Master 192.168.12.2 Elected for VRID 12 Address Type 1. Reason: Master No Response
192.168.16.75 Syslog 172 LOCALG.NOTICE: Oct 19 10:55:25 MymachineSw3 ISS: VRRP New Master 192.163.13.2 Elected for VRID 13 Address Type 1. Reason: Master No Response
192.168.16.75 Syslog 172 LOCAL®.NOTICE: Oct 19 18:55:25 MymachineSw3 ISS: VRRP New Master 192.168.14.2 Elected for VRID 14 Address Type 1. Reason: Master No Response
192.168.16.75 Syslog 172 LOCALG.NOTICE: Oct 19 19:55:25 MymachineSu3 ISS: VRRP New Master 192.168.15.2 Elected for VRID 15 Address Type 1. Reason: Master No Response
182.168.16.75 Syslog 117 LOCALG.INFO: Oct 19 10:55:31 MymachineSw3 ISS: AUDIT : admin no sh SUCCESS CONSOLE
192.168.16.75 Syslog 115 LOCAL@.INFO: Oct 19 1@:55:32 MymachineSw3 ISS: AUDLT : admin end SUCCESS CONSOLE
162.168.16.75 syslog 5:34 MymachineSu3 ISS: NPAPI S1ote/2 Link Status [UP]
192.168.16.75 Syslog 34 Mymachinesws ISS: CFA vlan3g Link Status [UP]
192.168.16.75 Syslog o 30 e o € sy MymachineSu3 ISS: VRRP New Master 192.168.11.2 Elected for VRID 11 Address Type 1. Reason: Preempted
182.168.16.75 Syslog 163 LOCALG.NOTICE: Oct 19 10:55:37 MymachineSw3 ISS: VRRP New Master 192.168.12.2 Elected for VRID 12 Address Type 1. Reason: Preempted
192.168.16.75 Syslog 163 LOCAL®.NOTICE: Oct 19 18:55:37 MymachineSw3 ISS: VRRP New Master 192.168.13.2 Elected for VRID 13 Address Type 1. Reason: Preempted
192.168.16.75 Syslog 163 LOCALG.NOTICE: Oct 19 10:55:37 MymachineSu3 ISS: VRRP New Master 192.163.14.2 Elected for VRID 14 Address Type 1. Reason: Preempted
192.168.16.75 Syslog 163 LOCALG.NOTICE: Oct 19 10:55:37 MymachineSw3 ISS: VRRP New Master 192.168.15.2 Elected for VRID 15 Address Type 1. Reason: Preempted
192.168.16.75 Syslog 123 LOCAL@.CRIT: Oct 19 1@:55:42 MymachineSw3 ISS: OSPF NSM Nbr 18.18.10.2.8 Next State: INIT
192.168.16.75 Syslog 123 LOCALG.CRIT: Oct 19 10:55:42 MymachineSw3 ISS: OSPF NSM Nbr 10.10.10.2.0 Next State: 2WAY

192.168.16.3 192.168.16.75 Syslog 126 LOCAL®.CRIT: Oct 19 18:56:14 MymachineSw3 IS5: OSPF NSM Nbr 10.18.18.2.8 Next State: EXSTART

Version: 4
@101 = Header Length: 28 bytes ()
Differentiated Services Field: @xee (DSCP: CS8, ECN: Not-ECT)
Total Length: 149
Identification: @xdd4e (56654)
Flags: @x4800, Don't fragment
Time to live: 64
Protocol: UDP (17)
Header checksum: @xbbGa [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.16.3
Destination: 192.168.16.75
User Datagram Protocol, Src Port: 36847, Dst Port: 514
Source Port: 36847

Checksum: B¥5a99 [unverified]
[Checksum Status: Unverified]
[Strean index: 641]
v [Timestamps]
[Time since first frame: 11.981842006 secands]
[Time since previous frame: 0.295133000 seconds]
Syslog message: LOCALG.NOTICE: Oct 19 18:55:37 MymachineSws ISS: VRRP New Master 182.168.15.2 Elected for VRID 15 Address Type 1. Reason: Preempted

16 4b 67 o7 02 62 00 61 5a 99 3¢ 31 33 33 3¢ & K Z<350

130 63 74 20 31 39 20 31 30_3a 35 35 3a 33 37 26 [  ct 19 16 :5

o  ENTISWERTETETETIFEINFFE 20 49 53 53 3a machine Si
20 2 77 28 4d 61 73 74 65 72 VRRP Ne w Master
20 31 38 32 26 3136 38 2e 3135 2e 32 26 45 60 192.168 -15.2 £l
G5 63 74 65 64 20 66 6F 72 20 56 52 49 44 20 31 ectad fo r VAID 1
3520 41 64 64 72 65 73 73 20 54 79 70 &5 20 31 5 Addres s Type 1
2¢ 20 52 65 61 73 6 be 32 2056 72 65 65 6d 70 . Reason : Preemp

ted

ss:

Example 4 - Remote logging with format rfc5424

1462 26.752480 192.168.10.1 192.168.19.101 syslog 3 ogged out from console
1796 34.591200 192.168.10.1 192.168.10.101 Syslog 145 LOCAL@.INFO: 1 2070-82-13T@6:56:59.323109-84:00 lower-mid ISS 2142 CLI - CLI User admin logged in via console

Fields Description

. LOCALO.INFO—Priority (facility + severity)

o 1—Version

. 2070-02-13T706:56:51.483743-04:00—Timestamp

. lower-mid—Hostname

o ISS—AppName

L 2142—Proc ID

J CLI—Msg ID

o -—Proc ID

. CLI User admin logged out from console—Message

Audit-Logging

1) Logfile can be created/maintained on the local machine or/and log messages can be sent to the
remote machine.

2)  Logs should be recorded in Syslog format RFC 5424 or 3164.
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Events types and severity

Table 13:

Event Type Syslog Severity

. Successful Login (local and remote such as | Informational
RADIUS)

. Session timeout
. Logoff (local and remote such as RADIUS)

. Configuration changes (Any type of configu-
ration)

. Configuration backup
. USER successful login

. Unsuccessful login (Access denied) Notice
. User locked (After failed attempts)
o User Creation
. User deletion

. User modification (username, password,
and role change)

. Configuration restore

. None Warning
. None Critical

. Factory Reset Alert

. Reboot

12.27. secure logging crypto key

This CLI helps to configure the certificates required for secure syslog communication over TLS. We need
three files, certificate signed by CA, private key and a root CA. This is a global settings and there is no
unconfigure command. User can just overwrite the file name if he needs to use a different certificate.

secure logging crypto key

secure logging crypto key < string(100) > cert < string(100) > ca-cert <
string (100) >
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Description

This CLI helps to configure the certificates required for secure syslog communication over TLS. We need
three files, certificate signed by CA, private key and a root CA. This is a global settings and there is no
unconfigure command. User can just overwrite the file name if he needs to use a different certificate.

These key and certificates will take effect only when user configures his transport mode as TLS.
These certificates are generated/imported using crypto PKI infrastructure.

This command execution will throw error when the corresponding certificate or key file is not already
generated or imported using PKI tool.

Parameters

Parameter Type Description

key Private key for switch client.
<string(100)>

cert Certificate for switch client.
<string(100)>

ca-cert Root CA, which has signed both the
<string (100) server and client node certificates.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# secure logging crypto key r1Key.pem cert rlCert.pem ca-cert CA.pem

Related Commands:

iSS5Comm# show crypto pki

Other related command:
crypto pki keygen <file-prefix(32)> {RSA2048 | RSA4096} { default | <country(2)> <state(100)>

<locality(100)> <organization(100)> <organizational-unit(100)> <common-name(100)> | current}
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12.28. mail-server

To configures the mail server address used for sending email alert messages, use the command
mail-server in Global Configuration Mode. The no form of the command deletes the mail server address
from the mail table.

mail-server

mail-server <short(0-191)> {ipv4 <ucast addr> | ipv6 <ip6 addr> |
<dns_host name>} <string(50)> [user <user name> password <password>]

no mail-server

no mail-server <short (0-191)> {ipv4 <ucast addr> | ipv6 <ip6 addr> |
<dns_host name>}
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Parameters
Parameter Type Description
<short (0-191)> Integer | Enter to set the priority for that
particular mail-server
configuration. This value ranges
from 0 to 191.
ipvé A.B.C.D | Enter to configure the ipv4
destination address for the syslog
mail server.
<ucast addr> Enter the ipv4 destination address
for the syslog mail server. The
format for the Mail server ID is a
string of size 50
ipvo AAAA:B | Enter to configure the ipv6
BBB. destination address for the syslog
mail server.
<ip6_ addr> Enter the ipv6 destination address

for the syslog mail server. The
format for IPv6 address is
AAAA:BBBB.

<dns host name>

Enter to configure the DNS host
name for the syslog mail server.
This value is a string of size 255.

<string (50)>

Enter to specify the receiver mail
id in which the email alert
messages are received and logged.
This value is a string of maximum
size 50.

user

Enter to configure the user name
of the account in the mail server
to which the mails is to be sent.
The user name is used only if a
valid authentication method is
configured for the system.

<user_name>

Enter the user name of the
account in the mail server to
which the mails is to be sent. This
value is a string of maximum size
64.
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Parameter Type

Description

password

Enter a valid email address for the
sender.

<password>

Enter to set the password to
authenticate the user name in the
mail server. The password is used
only if a valid authentication
method is configured for the
system. This value is a string of
maximum size 64.

Mode

Global Configuration Mode

Examples

iS5Comm(config)# mail-server 190 ipv4 23.78.67.89 support@mycompany.com

12.29. sender

To set the sender mail id from which the email alert messages are sent, use the command sender in

Global Configuration Mode. The no form of the command deletes the configured sender mail id.

sender

sender mail-id <mail-id string (100)>

no sender

no sender mail-id
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Parameters
Parameter Type Description
mail-id Enter to configure mail id for the
sender.
<mail-id Enter a valid email address for the
string (100)> sender.

Mode

Global Configuration Mode

Prerequisites

This command can be executed only if the mail server is configured.

Examples

iIS5Comm(config)# sender mail-id plabinik@mycompany.com

12.30. cmdbuffs

To configure the number of syslog buffers for a particular user, use the command cmdbuffs in Global

Configuration Mode.

cmdbuffs

cmdbuffs <user name> <no.of buffers (1-200)>
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Parameters
Parameter Type Description
<user name> Enter an user name
<no.of Integer | Enter the number of log buffers to be
buffers allocated in the system. This is an
(1-200) > integer with a maximum length of 200.
Mode

Global Configuration Mode

Default

50

Examples

iS5Comm(config)# cmdbuffs myuser 50

12.31. clear logs

To clear the system syslog buffers, use the command clear logs in Global Configuration Mode or Privi-

leged EXEC Mode.

clear logs

clear logs

Mode

Privileged EXEC Mode / Global Configuration Mode

Examples

iS5Comm(config)# clear logs

12.32. syslog

To configure the first file, the second, and third file to store the syslog messages locally, enable the syslog
file storage to log the status in the local storage path, enable the syslog mail storage in the system, set
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the profile for reliable syslog, change the syslog role from device to relay, set the Syslog relay transport
type either as UDP or TCP, use the command syslog in Global Configuration Mode. By enabling syslog
mail storage, the device sends the syslog messages as mail messages to the mail-server configured in the
system. The no form of command disables the syslog mail storage, the mail option in syslog, sets the
profile to default (raw), changes the syslog role from relay to device, and Set the Syslog Port to default
port 514.

syslog
syslog {filename-one <filename <string(32)> | filename-two <filename
<string(32)> | filename-three <filename <string(32)> localstorage | mail |

profile {raw |cooked} | relay [<port number (0-65535)>] [transport type {tcp
| udp} | relay-port <port number (0-65535)>}

no syslog

no syslog {localstorage | mail | profile | relay | relay-port}
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Parameters
Parameter Type Description
filename-one Enter to configure a first file to store the
syslog messages locally.
NOTE: This command is executed only if
syslog local storage is enabled.
<filename Strin | Enter a name for the first file. The
<string(32)> g maximum size of the file name is 32
characters.
filename-two Enter to configure a second file to store
the syslog messages locally
NOTE: This command is executed only if
syslog local storage is enabled.
<filename Strin | Enter a name for the second file. The
<string(32)> g maximum size of the file name is 32
characters.
Enter to configure a third file to store
filename-three the syslog messages locally.
NOTE: This command is executed only if
syslog local storage is enabled.
<filename Strin | Enter a name for the third file. The
<string(32)> g maximum size of the file name is 32

characters.

localstorage

Enter to enable the syslog file storage to
log the status in the local storage path.

mail

Enter to enable the syslog mail storage
in the system. By enabling syslog mail
storage, the device sends the syslog
messages as mail messages to the
mail-server configured in the system.

profile

Enter to set the profile for reliable
syslog.

raw

Enter to set the syslog profile as raw
which is the profile for the transport
type beep. This is the default option.

cooked

Enter to set the syslog profile as cooked.
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Parameter Type Description

relay Enter to change the syslog role from
device to relay.
NOTE: This command is executed only if
syslog local storage is enabled.

<port number Inte | Enter a port number through which

(0-65535) > ger syslog messages are received. The
default port is 514.

transport Enter to configure the Syslog transport/

type Enter to configure the Syslog transport
type.

tep Enter to configure the Syslog transport
type as TCP.

udp Enter to configure the Syslog transport
type as UDP.

relay-port Enter to setsthe syslog port through
which the relay receives the syslog
messages irrespective of the transport
type

<port number Inte | Enter a port number through which

(0-65535) > ger syslog messages are received. The
default port is 514.

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# syslog filename-one Com1

iS5Comm(config)# syslog filename-two Com2

iIS5Comm(config)# syslog filename-three Com3

iIS5Comm(config)# syslog localstorage

iIS5Comm(config)# syslog mail

iIS5Comm(config)# syslog profile raw

iIS5Comm(config)# syslog relay

iS5Comm(config)# syslog relay transport type udp
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12.33. show logging

To display all logging status and configuration information, use the command show logging in Privileged
EXEC Mode.

show logging

Mode

Privileged EXEC Mode

Examples

iSS5Comm# show logging
System Log Information
Syslog logging : enabled (Number of messages 159)
Console logging : disabled(Number of messages 0)

TimeStamp option : enabled

Severity logging : Critical
Facility : Default (local0)
Buffered size : 200 Entries

LogBuffer (164 Entries, 169248 bytes)
<129>Jun 6 19:19:40 ISS CFA DOWN
<129>Jun 6 19:19:43 ISS NPAPI Slot0/3 Link Status [DOWN]

<129>Jun 6 19:19:43 ISS ASR HsrFastBpdu Link down event received for
Red 2

Syslogs, of ALERT severity, are generated whenever link down or up event is triggered by HSR-RSRP fast
recovery feature (see above).

12.34. show flash logs

To display the flash contents, use the command show flash logs in Privileged EXEC Mode.

show flash logs

Mode

Privileged EXEC Mode
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Examples

iS5Comm # show flash logs

Name: fsir.log.2452 , Size: 4630 , Updated: Mon Aug 6
04:14:23 2018Name: fsir.log.2424 , Size: 208 , Updated: Mon
Nov 5 00:14:18 2018Name: fsir.log.2421 , Size: 81 ,

Updated: Mon Nov 5 00:44:10 2018

12.35. show email alerts

To display configurations related to email alerts, use the command show email alerts in Privileged EXEC
Mode.

show email alerts
Mode

Privileged EXEC Mode

Prerequisites

This command is executed only if mail server is configured.

Examples

iSSComm#t show email alerts

Sender email-id : support@mycompany.com

12.36. show syslog

To display all file names for Syslog local storage, the status of consolidated syslog log information, syslog
local storage Syslog role, status of the mail option, the Syslog profile, Syslog relay transport type, and
Syslog role, use the command show syslog in Privileged EXEC Mode.

show syslog

show syslog {file-name | information | localstorage | mail | profile | relay
[transport type] | relay-port | role}
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Parameters

Parameter

Type

Description

file—-name

Enter to display all file names for Syslog
local storage.

information Enter to display the status of consolidated
syslog log information.

localstorage Enter to display the Syslog local storage.

mail Enter to status of the mail option.

profile Enter to display the Syslog profile.

relay Enter to display the Syslog relay transport
type.

transport Enter to display the Syslog relay transport
type.

type Enter to display the Syslog relay transport

type.

relay-port

Enter to display the relay port related
configuration.

role

Enter to display the Syslog role.

Mode

Privileged EXEC Mode

Examples

iS5Comm# show syslog file-name

Syslog File Name

Syslog File-One

Syslog File-Two

Syslog File-Three

.one

iSS5Comm# show syslog information

System Log Information

Syslog Localstorage : Enabled

Syslog Mail Option

Disabled
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Syslog Port : 514
Syslog Role : Relay
Smtp Authentication : None

iSS5Comm# show syslog localstorage
Syslog Localstorage: Enabled

iSS5Comm# show syslog mail

Syslog Mail Option : Enabled
iSS5Comm# show syslog profile

Syslog Profile : raw
iSS5Comm# show syslog relay transport type

Syslog Relay Transport type udp
iSS5Comm# show syslog relay-port

Syslog Port : 514

iSS5Comm# show syslog role
Syslog Role : Relay

12.37. show logging-server

To display the information about the Syslog logging server table, use the command show logging-server

in Privileged EXEC Mode.
show logging-server
Mode

Privileged EXEC Mode

Examples

iISS5Comm# show logging-server

Syslog Forward Table Information

Priority Address-Type IP Address Port Trans-Type

1 host abc.com 2 tcp
129 ipvi4 12.0.0.2 514 udp
191 ipv6 1111::2222 514 udp
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12.38. show logging-file

To display the priority and file name of all three files configured in the syslog file table, use the command
show logging-file in Privileged EXEC Mode.

show logging-file

Mode

Privileged EXEC Mode

Examples

iIS5Comm# show logging-file
Syslog File Table Information

Priority File-Name
128 my syslog
129 my syslog

12.39. show mail-server

To display the information about the Syslog mail server table, use the command show mail-server in Priv-
ileged EXEC Mode.

show mail-server

Mode

Privileged EXEC Mode

Examples

iSSCommit show mail-server
Syslog Mail Table Information

Priority Address-Type IP Address Receiver Mail-Id User Name
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0 host abc.com mail@yahoo.com wuserl
1 ipv4 15.0.0.100 maill@example.com user?2
2 ipv6 1111::2222 mail2@example.com

12.40. smtp authentication

To set the Simple Mail Transfer Protocol (SMTP) authentication method while sending E-mail alerts to
the mail server configured, use the command smtp authentication in Global Configuration Mode. The no
form of the command resets the authentication method to send email alerts with any authentication.

smtp authentication

smtp authentication {auth-login | auth-plain | cram-md5 | digest-md}

no smtp authentication

no smtp authentication
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Parameters

Parameter

Type

Description

auth-login

Enter to set the smtp authentication method
as auth-login in which both the user name
and password are BASE64 encoded.

auth-plain

Enter to set the smtp authentication method
as auth-plain in which the user name and
password used for authentication are
combined to one string and BASE64 encoded

cram-mdb

Enter to set the BASE64 encoded user name
and 16-byte digest in hexadecimal notation.
The digest is generated using HMAC
calculation with password as secret key and
SMTP server original challenge as the
message.

digest-md

Enter to set the smtp authentication method
as digest-md5 in which the BASE64 encoded
MDS5 digest response string that is calculated
using the user name, password, realm string
and nonce string.

Mode

Global Configuration Mode

Examples

iIS5Comm(config)# smtp authentication auth-login
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13. Serial

Serial support in the device software includes Modbus Client and Server modes as well as Raw Socket
mode. This chapter describes the CLI commands needed to enable these capabilities.

13.1. CLI Serial Command Modes

Depending on the CLI mode, iS5Comm prompt will be specific. This cannot be changed by the end user.
For example, when the command mode is Global Configuration, the prompt display will be
iS5Comm (config) #.

The hierarchical structure of the command modes used for serial interface is as shown on the figure
below.
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Figure 1: CLI Command Modes

User EXEC
iS5comm =

l

Privileged
EXEC
iS5comm #

l

Global
Configuration
isScomm{config)#

l

¥

l

Interface
Configuration
isscommy{config-ifl#

Router
Configuration
is5comm{config-
router)#

Line Configuration
isscommy{config-
line)#

Figure 2:  Serial Module only CLI Command Modes

‘Modbus
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User Exec Mode

Prompt Access method Exit Method
1S5Comm> | This is the initial mode to | logout
start a session.
Privileged Exec Mode
Prompt Access method Exit Method
iS5Comm# | The User EXEC mode To return from the

command enable is used
to enter the Privileged
EXEC Mode

Privileged EXEC Mode to
User EXEC mode, the
command disableis
used.

Global Configuration Mode

Prompt

Access method

Exit Method

1S5Comm (
config) #

The Privileged EXEC mode
command configure
terminal is used to
enter the Global
Configuration Mode.

To return from the Global
Configuration Mode to
Privileged Mode, the
command exit is used.

Serial Interface Configuration Mode

Prompt Access method Exit Method
The Global Configuration | To return from the
iS5Comm( | mode command Interface Configuration
config-s | iS5Comm (config) # mode to Global

erial-if

) #

interface serial
0/9 is used to enter the
Serial Interface
Configuration Mode.

Configuration Mode, the
command exit is used.
To exit from the Interface
Configuration mode to
Privileged EXEC Mode, the
command end is used.
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Serial Profile Mode (Raw Socket)

Prompt

Access method

Exit Method

1S5Comm (
raw-pl) #

The Global Configuration
mode command
iS5Comm (config) #
serial
connection-type
raw profile plis
used to enter the Serial
Profile Mode.

To return from the Serial
Profile mode to Global
Configuration Mode, the
command exit is used.
To exit from the VLAN
Interface Configuration
mode to Privileged EXEC
Mode, the command end
is used.

Serial Profile Mode (Preemptive-raw)

Prompt

Access method

Exit Method

1S5Comm (
preempti
ve-p2) #

The Global Configuration
Mode command
iS5Comm (confiqg) #
serial
connection-type
preemptive-raw
profile p2isusedto
enter the Profile Mode
(Preemptive).

To exit from the Serial
Profile Mode (Preemptive)
to Privileged EXEC Mode,

the command end is used.

Serial Profile Mode (UDP)

Prompt

Access method

Exit Method

1S5Comm (
raw-udp)

#

The Global Configuration
Mode command
iS5Comm (config) #
serial
connection-type
raw profile udpis
used to enter the Profile
Mode (UDP).

To exit from the Serial
Profile Mode (UDP) to
Privileged EXEC Mode, the
command end is used.
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Serial Profile Mode (TCP)

Prompt

Access method

Exit Method

1S5Comm (
raw—-tcp)

#

The Global Configuration
Mode command
iS5Comm (confiqg) #
serial
connection-type
raw profile tcpis
used to enter the Profile
Mode (TCP).

To exit from the Serial
Profile Mode (UDP) to
Privileged EXEC Mode, the
command end is used.

Serial Profile Mode (Modbus)

modbus-m

1) #

iS5Comm (confiqg) #
serial
connection-type
modbus profile mlis
used to enter the Profile
Mode (Modbus).

Prompt Access method Exit Method
The Global Configuration To exit from the Serial
iS5Comm ( | Mode command Profile Mode (Modbus) to

Privileged EXEC Mode, the
command end is used.

Transport Protocol TCP Mode

Prompt

Access method

Exit Method

1S5Comm (
raw-tcp-
TCP) #

The Serial Profile mode
command iS5Comm
(raw-tcp) #
transport protocol
tcp is used to enter the
Transport Protocol TCP
Mode.

To exit from the Transport
Protocol Mode to
Privileged EXEC Mode, the
command end is used.
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Transport Protocol UDP Mode

transport protocol
udp is used to enter the
Transport Protocol UDP
Mode.

Prompt Access method Exit Method
iS5Comm | The Serial Profile mode To exit from the Transport
(raw-udp | command 1S5Comm Protocol Mode to
-UDP) # (raw-pl) # Privileged EXEC Mode, the

command end is used.

Direction (In) Mode (Raw)

Prompt

Access method

Exit Method

1S5Comm (
raw-pl-T
CP-in) #

The Transport Protocol
mode command
is5Comm (serial-pl-
TCP) # direction in
is used to enter the
Direction IN Mode (Raw
Socket).

To exit from the Direction
Mode (Raw Socket) to
Privileged EXEC Mode, the
command end is used.

Direction (Out) Mode (Raw)

Prompt

Access method

Exit Method

1S5Comm (
raw-pl-T
CP-out) #

The Transport Protocol
mode command
isS5Comm (serial-pl-
TCP) # direction
out is used to enter the
Direction OUT Mode (Raw
Socket).

To exit from the Direction
Mode (Raw Socket) to
Privileged EXEC Mode, the
command end is used.
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Direction (IN-OUT) Mode (Raw)

Prompt

Access method

Exit Method

1S5Comm (
raw-pl-T
CP-InOut
) #

The Transport Protocol
mode command
iS5Comm (serial-pl-
TCP) # direction
in-out is used to enter
the Direction IN-OUT
Mode (Raw Socket).

To exit from the Direction
Mode (Raw Socket) to
Privileged EXEC Mode, the
command end is used.

Role Mode (Modbus Server)

modbus-m
l-server

) #

iS5Comm (config) #
serial
connection-type
modbus profile

ml ; iS5Comm (modbus-
ml)# role serveris
used to enter the Role
Mode (Modbus server).

Prompt Access method Exit Method
The Transport Protocol To exit from the Role
iS5Comm ( | mode command Mode (Modbus) to

Privileged EXEC Mode, the
command end is used.

Role Mode (Modbus Client)

Prompt

Access method

Exit Method

1S5Comm (
modbus-m
l-client

) #

The Transport Protocol
mode command
iS5Comm (confiqg) #
serial
connection-type
modbus profile

ml ;iS5Comm (modbus-
ml)# role clientis
used to enter the Role
Mode (Modbus server).

To exit from the Role
Mode (Modbus) to
Privileged EXEC Mode, the
command end is used.

13.2. add slave-id
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To define the MODBUS profile to act either as server or client, use the add slave-id command in Role
Mode. Modbus is a stateless client-server (master -slave) protocol. A transaction consist of two
messages: a request (issued by the client) and a response (issued by the server).

Each MODBUS server or client are uniquely identified by a slave ID. The MODBUS server slave IDs are
bound to an interface, whereas MODBUS client slave IDs is bound to a profile. This is because a MODBUS
server can support multiple interface to be mapped to same profile. Each interface can be mapped to a
set of slave IDs.

Each profile can support 247 slave IDs and its range is between 1 - 247.

add slave-id
MODBUS server

add slave-id

<ids> interface serial <interface-id>
remove slave-id

<ids> interface serial <interface-id>

MODBUS client
add slave-id
<ids>

remove slave-id

<ids>

Parameters
Parameter | Type Description
ids Integer | Enter an ID number.
(1-247)

13.3. add udp-host

To add an UDP remote host with which the device to communicate, use the add udp-host command in
Transport Protocol UDP Mode. By this command, we can restrict the device to allow data transfer to only
selected remote host / clients.

add udp-host
add udp-host

{<IpAddress> port <integer (1-65535)>

459



CHAPTER 13

BAUD-RATE
SERIAL

Parameters

Parameter Type Description

<IpAddress | A.B.C.D | Unicast IP address of the remote host.
>

port Enter for a port of the UDP remote host.
<integer (1 Enter a port number of the remote host.
-65535) >

Mode

Transport Protocol UDP Mode

Examples

iIS5Comm(config)# serial connection-type raw profile udp
iS5Comm(raw-udp)# transport protocol udp
iIS5Comm(raw-udp-UDP)# add udp-host 192.168.20.66 port 35478
iSS5Comm(raw-udp-UDP)# end

13.4. baud-rate

To define the baud rate, use the baud rate command in Interface Configuration Mode. The baud rate is
the rate at which information is transferred in a serial communication channel. In the serial port context,
"9600 baud" means that the serial port is capable of transferring a maximum of 9600 bits per second.

baud-rate

baud-rate
<integer>

no baud-rate

no baud-rate
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Parameters
Parameter Type Description
integer Integer | Enter a number that represent the baud-rate
setting. The available values are:
. 300 baudrate of 300 bps
J 600 baudrate of 600 bps
] 1200 baudrate of 1200 bps
. 2400 baudrate of 2400 bps
. 4800 baudrate of 4800 bps
. 9600 baudrate of 9600 bps
. 14400 baudrate of 14400 bps
. 19200 baudrate of 19200 bps
. 38400 baudrate of 38400 bps
. 57600 baudrate of 57600 bps
. 115200 baudrate of 115200 bps
. 230400 baudrate of 230400 bps
Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal
iS5Comm(config)# interface serial 0/9
iS5Comm(config-serial-if)# baud-rate 115200

iS5Comm(config-if)# no baud-rate
NOTE: “no baud-rate” will revert back the baud rate settings to the default value which is 9600.

13.5. clear serial config
To erase all serial profile configurations from the system, use the clear serial config command in Global
Configuration Mode.

clear serial config
clear serial config

[MODBUS] [RAW SOCKET]
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Parameters
Parameter Type Description
MODBUS When selected, it clears only MODBUS
configuration.
RAW_ SOCKET When selected, it clears only Raw Socket
configuration.
Mode

Global Configuration Mode

Examples

iS5Comm(config)# clear serial config ?

<CR> Erase all serial profile

configurations from the system
MODBUS MODBUS configurations
RAW SOCKET RAW SOCKET configurations

iSS5Comm(modbus-m20)# clear serial config

Note: "clear serial config" will erase entire serial profile

configurations...

Are you sure you want to clear it? (Y/N) [N]? y

Erasing configurations

iIS5Comm(config)# clear serial config MODBUS
Note: "clear serial config" will erase entire MODBUS

configurations...

Are you sure you want to clear it? (Y/N) [N]? y

Erasing configurations

iSS5Comm(config)#

iIS5Comm(config)# clear serial config RAW_SOCKET
Note: "clear serial config" will erase entire raw socket
configurations...

Are you sure you want to clear it? (Y/N) [N]? y

Erasing configurations
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iS5Comm(config)#

13.6. clear serial counters

To clear application level serial profile counters, use the clear serial counters command in Global Config-
uration Mode. There are three options available: clearing of interface level, profile level, or all serial
profile counters.

clear serial counters
clear serial counters

[interface serial <interface-id>] [profile <string(64)>]

Parameters
Parameter Type Description
interface Enter to select interface.
serial Enter to select serial interface.
interface-id Enter a value for serial interface ID. 0/9-0/12
(<0>/<9-16>) or 0/9-0/16
profile Enter to select serial interface.
<string(64)> Enter a value for profile name.
Mode

Global Configuration Mode

Examples

iS5Comm(config)# clear serial counters
iS5Comm(config)# clear serial counters interface serial 0/9 profile p1

iS5Comm(config)# clear serial counter profile p1

13.7. connection-map interface

To map the profile to an physical serial interface, use the connection-map interface command in Serial
Profile Mode. The profile gets activated with this operation.
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connection-map interface

connection-map interface

serial (<0>/<9-16>)

no connection-map

no connection-map

Parameters
Parameter Type Description
Integer | Enter a slot number / port number for
<0>/<9-16> serial interface.
Mode

Serial Profile Mode (Raw)

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1

iS5Comm(raw-p1)# connection-map interface serial 0/9

iSSComm(raw-p1)# no connection-map

13.8. data-bits

To determine the number of bits for the port to operate with, use the data-bits command in Interface
Configuration Mode.

data-bits

data-bits

<integer (7-8)>
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Parameters
Parameter Type Description
<integer | Integer | Entera number of bits for the port to operate
(7-8)> with. The default is 8. Binary data is typically
transmitted as eight bits, and text-based data
is transmitted as seven bits or eight bits. If the
data is based on the ASCII character set, then
a minimum of seven bits is required because
there are 27 or 128 distinct characters. If an
eighth bit is used, it must have a value of
Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal

iIS5Comm(config-serial-if)# data-bits 7

iS5Comm(config-serial-if)# data-bits 8

13.9. debug serial

To the debug traces for the serial line module, use the debug serial command Global Configuration

Mode.

There are several severity available:

o Critical level enables all the failure traces.

o Info level enables all traces related to information to end user.

. Trace level helps the software team to see the code flow.

. Data level includes info and critical level debugs.

debug serial

debug serial

{all | |trace |

data |info |critical none}
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Parameters
Parameter | Type Description
all Enter to enable debugging for all severity levels
available.
trace Enter to enable debugging for trace level
debugging.
data Enter to enable debugging for data level
debugging.
info Enter to enable debugging for info level
debugging.
critical Enter to enable debugging for critical level
debugging.
none Enter to disable debugging.
Mode

Global Execution Mode

Examples

iSS5Comm# debug serial critical

[SER_IP DBG]

DBG Critical 2

iS5Comm# debug serial none

[SER_IP DBG]

iS5Comm#

: nmhSetSeriallIpDebug () i4SetValSeriallIpDebug O

13.10. description

To assign a name to a serial interface, use the description command in Serial Interface Configuration

Mode.

description

description

<string(127)>
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no description

Parameters

Parameter | Type

Description

string
(127)

Enter a description of the interface.

Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal

iS5Comm(config)# interface serial 0/9

iS5Comm(config-serial-if)# description AB_interface

13.11. direction

To define the direction for a serial protocol, use the direction command in Transport Protocol Mode.

There are IN, OUT, and IN-OUT directions. When the device acts as a server, IN direction is configured.
The device acts as a client in OUT direction, and as both server and client in IN-OUT direction. For UDP
transport protocol, the default direction is IN-OUT.

direction

direction

{in | out | in-out}

467



CHAPTER 13

DIRECTION
SERIAL

Parameters
Parameter | Type Description
in Enter for IN direction for server mode.
out Enter for OUT direction for client mode
in-out Enter for IN-OUT direction for TCP connection.
Mode

Transport Protocol Mode

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1
iIS5Comm(raw-p1)# transport protocol tcp
iSS5Comm(serial-p1-TCP)# direction in
iISS5Comm(raw-p1-TCP-in)# end

iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iISS5Comm(raw-p1-TCP)# direction out
iS5Comm(raw-p1-TCP-Out)# end

iSS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile p1
iISSComm(raw-p1)# transport protocol tcp
iSSComm(raw-p1-TCP!)# direction in-out
iSS5Comm(raw-p1-TCP-InOut)# end

NOTE: There is no need to configure direction for UDP connection. In a case of UDP connection, the
default direction is IN-OUT, and the software assigns it without need for configuration by the user.
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13.12. DSCP

To define the Differentiated service code point ( DSCP) which is set in the IP header for the outgoing
packets, use the DSCP command in Role Mode (Modbus Client).

DSCP
DSCP

<integer (0-63)>

no DSCP

no DSCP

Parameters

Parameter Type Description

<integer | Integer | Enter a decimal value for the Differentiated
(0-63) > service code point (DSCP). The default is OFF.

Mode

Role Mode (Modbus Client)

Examples

iS5Comm(config)# serial connection-type modbus profile m1
iSSComm(modbus-m1)# role client
iSSComm(modbus-m1-client)# DSCP 44

iS5Comm(modbus-p1-client)# no DSCP

NOTE: As per RFC5865, DSCP with decimal value f 44 stands for VOICE-ADMIT. Refer to
https://www.iana.org/assignments/dscp-registry/dscp-registry.xhtml

13.13. dynamic idle-timeout

To configure the time delay for auto disconnection, use the dynamic idle-timeout command in Serial
Profile Mode (Preemptive). In case of no activity for the specified period of time, the socket will be
disconnected automatically.

dynamic idle-timeout

dynamic idle-timeout
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<integer (10-3600) >

no dynamic idle-timeout

no dynamic idle-timeout

Parameters
Parameter Type Description
<integer Integer | Enter a number for idle time. The default is
(10-3600) > 10 seconds.
Mode

Serial Profile Mode (Preemptive)

Examples

iIS5Comm(config)# serial connection-type preemptive-raw profile p2
iSSComm(preemptive-p2)# dynamic idle-timeout 45

iSS5Comm(preemptive-p2)# no dynamic idle-timeout

13.14. dynamic packet timeout

To configure the time delay for auto disconnection of the dynamic client, use the dynamic packet
timeout command in Serial Profile Mode (Preemptive). A dynamic client denotes a temporary client that
connects to the preemptive raw profile.

dynamic packet timeout
dynamic packet timeout

<integer (0-10000) >

no dynamic packet timeout

no dynamic packet timeout

Prerequisites

To set the dynamic packet timeout in Serial Profile Mode (Preemptive), the dynamic packet character
trigger should be off.

iS5Comm (preempt-p2) # dynamic packet char off
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Parameters
Parameter Type Description
<integer Integer | Enter a number for dynamic packet
(0-10000) > timeout. The default is 10 milliseconds.
Mode

Serial Profile Mode (Preemptive)

Examples

iS5Comm(config)# serial connection-type preemptive-raw profile p2
iIS5Comm(preemptive-p2)# dynamic packet char off
iIS5Comm(preemptive-p2)# dynamic packet timeout 100
iSS5Comm(preemptive-p2)# no dynamic packet timeout

iIS5Comm(preemptive-p2)# packetizing enable

13.15. dynamic packet char

To demarcate the packets sent out of a dynamic client, use the dynamic packet char command in Serial
Profile Mode (Preemptive). A dynamic client denotes a temporary client that connects to the preemptive
raw profile.

dynamic packet char
dynamic packet char

(off | <integer (0 - 255)>)

Prerequisites

To set the dynamic packet character, the dynamic packet timeout command has to be disabled.

iS5Comm (preemptive-p2) # packetizing enable

iS5Comm (preemptive-p2) # dynamic packet timeout O
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Parameters
Parameter Type Description
of f Enter to disable the dynamic packet char

command. By default, the dynamic character
trigger is OFF.

<integer | Integer | Enter a number for the dynamic packet
(0-255) > character. Its range is between 0 and 255.

Mode

Serial Profile Mode (Preemptive)

Examples

iSS5Comm# configure terminal

iS5Comm(config)# serial connection-type preemptive-raw profile p2
iSSComm(preemptive-p2)# packetizing enable
iIS5Comm(preemptive-p2)# dynamic packet timeout 0

iSS5Comm(preemptive-p2)# dynamic packet char 39

13.16. flow-control

To enable or disable hardware and software flow control, use the flow-control command in Serial Inter-
face Configuration Mode. Flow control provides extra signaling to inform the transmitter that it should
stop (pause) or start (resume) the transmission.

There is a hardware and software flow control.

For RS-232, the hardware method uses the RTS / CTS outputs. If the transmitter is ready to send data,
then it sets the signal on the RTS line. If the receiver is ready to receive data, it sets the signal on the CTS
line. If one of the signals is not set, no data transfer will occur.

The software method uses the Xon and Xoff characters (in the ASCII characters set: Xon = 17, Xoff = 19)
which are transmitted using the same TXD / RXD communication lines as the main data instead of the
pins. If the data cannot be received, the receiver transmits the Xoff symbol. To resume data transmission,
the Xon symbol is sent.
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flow-control

flow-control

{hardware | none | software}
Parameters
Parameter | Type Description
hardware Enter this option to enable hardware flow
control.
none Enter this option for no flow control.
software Enter this option to enable software flow
control.
Mode

Serial Interface Configuration Mode

Examples

iIS5Comm # configure terminal

iS5Comm (config)# interface serial 0/9

iIS5Comm (config-serial-if)# flow-control hardware
iISSComm (config-serial-if)# flow-control software

iS5Comm (config-serial-if)# flow-control none

13.17. force half-duplex

To enable or disable half duplex mode of operation, use the force half-duplex command in Serial Inter-
face Configuration Mode. While sending data out of the serial port, all received data is ignored. This
mode of operation is available only on ports that operate in full duplex mode.

force half-duplex

force half-duplex
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{on | off}
Parameters
Parameter | Type Description
on Enter this option to enable half duplex mode.
Half duplex is to be used while the interface is
either transmit ting or receiving, while in full
duplex mode, data can be received and
transmitted simultaneously.
off Enter this option to disable half duplex mode.
This is default.
Mode

Serial Interface Configuration Mode

Examples

iSS5Comm # configure terminal

iSSComm (config)# interface serial 0/1

iS5Comm (config-serial-if)# force half-duplex on

iS5Comm (config-serial-if)# force half-duplex off

13.18. forward-exception

To enable / disable forwarding TCP exception, use the forward-exception command in Role Mode.

forward-exception

MODBUS client

forward-exception

{enable | disable}
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Parameters

Parameter | Type Description

enable Enter this option to enable forwarding TCP

exception. Default is enabled which is numerically
denoted as 1.

disable Enter this option to disable forwarding TCP
exception. The numerical notation is 0.

Mode

Role Mode (Modbus Client)

Examples

iSS5Comm# configure terminal
iS5Comm(config)# serial connection-type modbus profile m1
iSS5Comm(modbus-m1)# role client

iIS5Comm(modbus-m1-client)# forward-exception enable

13.19. hold-time

To define the maximum amount of time that the serial packet can be held in the queue before being sent
to the serial line, use the hold-time command in Serial Interface Configuration Mode. Time is measured
from the moment the packet is received from the IP Layer.

hold-time
hold-time
<integer (0-15000)>
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Parameters

Parameter Type Description

integer Integer | Enter a value, in milliseconds, for the delay

(0-15000 time after which UART start listening to Rx

) line. The default is 0 ms.
Mode

Serial Interface Configuration Mode

Examples

iSS5Comm # configure terminal

iSSComm (config)# interface serial 0/9

iS5Comm (config-serial-if)# hold-time 500

iIS5Comm (config-serial-if)# hold-time O

13.20. interface serial

To help end users to select the serial interface in config mode, use the interface serial command Global
Configuration Mode. They can make it administratively up and can configure all the serial parameters like
baud rate, flow control, stop, parity, data bits, etc.

interface serial

interface serial

<integer (<0>/<9-16>)>
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Parameters

Parameter Type Description

integer Integer | Enter a number that represent a serial
(<0>/<9- interface number which a range between 9

16>) through 16 or 0.

Mode

Global Configuration Mode

Examples

iSS5Comm # configure terminal

iS5Comm(config)# interface serial 0/9
iS5Comm(config-serial-if)# baud-rate 115200
iIS5Comm(config-serial-if)# force half-duplex on
iIS5Comm(config-serial-if}# hardware flow-control enable
iS5Comm(config-serial-if)# hold-time 1234
iIS5Comm(config-serial-if)# post-tx delay 12
iS5Comm(config-serial-if)# rx-to-tx delay 500
iIS5Comm(config-serial-if)# software flow-control enable
iS5Comm(config-serial-if)# stop-bits 2
iS5Comm(config-serial-if)# turnaround delay 300
iIS5Comm(config-serial-if)# parity even
iIS5Comm(config-serial-if)# end

iSS5Comm#t show interfaces serial

Interface name : serial 9
Admin status : Up
Interface baudrate : 115200
Interface stopbits : 2

HW Flow ctl : Enabled
SE Flow ctl : Enabled
IfForceHD : Enabled
IfParity : Even
IfDataBits : 8
IfTurnAroundDelay : 300 secs
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IfHoldTime : 1234 secs
IfPostTxDelay : 12 secs
IfRxToTxDelay : 500 secs

iSS5Comm # configure terminal
iS5Comm(config)# interface serial 0/9
iS5Comm(config-serial-if)# shutdown
iIS5Comm(config-serial-if)# end

iSSComm#t show interfaces serial

Interface name serial 9
Admin status Down
Interface baudrate 115200
Interface stopbits 2HW

Flow ctl Enabled

SE Flow ctl Enabled
IfForceHD Enabled
IfParity Even
IfDataBits 8
IfTurnAroundDelay 300 secs
IfHoldTime 1234 secs
IfPostTxDelay 12 secs
IfRxToTxDelay 500 secs

13.21. keep-alive

To perform a TCP alive check time, use the keep-alive command in Direction Mode (Raw Socket) and Role
Mode (Modbus). The time specifies how long the device will wait for a response to keep alive packets
sent before terminating the TCP connection. If the remote host does not respond to the keep alive packet
within the specified time, the device will force the existing TCP connection to close. This command is
applicable for TCP connections and for raw as well as MODBUS modes.

keep-alive timeout
keep-alive timeout

<integer (60-600) >
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no keep-alive timeout

no keep-alive timeout

Parameters

Parameter Type Description

<integer ( | Integer | Enter a keep-alive timeout range in seconds.

60-600) > The default is 240 seconds.

Mode

Direction Mode (Raw Socket)

Role Mode (Modbus Server/Client)

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1
iIS5Comm(raw-p1)# transport protocol tcp
iSS5Comm(raw-p1-TCP)# direction in
iISS5Comm(raw-p1-TCP-in)# keep-alive timeout 5

iISS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iISS5Comm(raw-p1-TCP)# direction in

iSS5Comm(raw-p1-TCP-in)# no keep-alive timeout

iSS5Commi# configure terminal

iIS5Comm(config)# serial connection-type modbus profile m1
iSS5Comm(modbus-m1)# role server
iIS5Comm(modbus-m1-server)# keep-alive timeout 70

iSS5Comm(modbus-m1-server)# no keep-alive timeout

iISS5Comm# configure terminal
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iS5Comm(config)# serial connection-type modbus profile m2
iSSComm(modbus-m2)# role client
iIS5Comm(modbus-m2-client)# keep-alive timeout 70

iS5Comm(modbus-m1-client)# no keep-alive timeout

13.22. local client port

To the local client port when the device acts in a client mode both in Raw Socket and MODBUS connec-
tion types, use the local client port command Global Configuration Mode.

local client port
Raw socket:

local client port <integer (15010-15110)>
MODBUS Client:

local client port {modbus | <integer (15010-15110)>}

Parameters
Parameter | Type Description
modbus Enter to select Modbus. The TCP port number is
502. Software internally assigns 502 if an user
configures Modbus as its port.
integer Enter a value for local client port ID. Port
(15010-1 numbers range between 15010 to 15110.
5110)
Mode

Direction mode (Raw)

Role mode (Modbus Client)
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Examples

iIS5Comm(config)# serial connection-type raw profile p1

iSS5Comm(raw-p1)# transport protocol tcp

iS5Comm(raw-p1-TCP)# direction out

iSSComm(raw-p1-TCP-Out)# local client port 15010
iSS5Comm(raw-p1-TCP-Out)# remote ipv4 address 192.168.20.66 port 15023
iIS5Comm(raw-p1-TCP-Out)# !

iSS5Comm(raw-p1-TCP)# !

iSSComm(raw-p1)# connection-map interface serial 0/12

iSS5Comm(raw-pl)# end

iIS5Comm(config)# serial connection-type modbus profile m1
iSSComm(modbus-m1)# role client

iIS5Comm(modbus-m1-client)# local client port modbus

13.23. local server

To configure the local server port in use while listening for the incoming TCP or UDP connection, use the
local server command in Direction Mode (Raw Socket) and Role Mode (Modbus). This command is also
applicable to MODBUS server mode.

local server
Raw socket:
local server

port <integer (15010-15110)>

MODBUS :
local server

port {modbus | <integer (15010-15110)> }
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no local server port

no local server port

Parameters
Parameter Type Description
port Enter for a port to listen.
Integer | Enter a port range. The range is between
<integer 15010 to 15110.
(15010-1
5110)>
modbus Enter for Modbus mode.
Mode

Direction Mode (Raw)

Role Mode (Modbus Server)

Examples

iS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iSSComm(serial-p1-TCP)# direction in
iSS5Comm(raw-p1-TCP-in)# local server port 15010

iIS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iSS5Comm(serial-p1-TCP)# direction in

iISS5Comm(raw-p1-TCP-in)# no local server port

For MODBUS connection-type:

iS5Comm(config)# serial connection-type modbus profile m1
iSS5Comm(modbus-m1)# role server
iIS5Comm(modbus-m1-server)# local server port modbus

iSS5Comm(modbus-m1-server)# no local server port
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13.24. loopback local

To enables loopback on a serial interface, use the command loopback local in Serial Interface Configura-
tion Mode. The no form of this command disables the loopback on a physical interface.

loopback local

no loopback local

Mode

Serial Interface Configuration Mode

Examples

iIS5Comm # configure terminal
iS5Comm(config)# interface serial 0/9

iS5Comm (config-serial-if)# loopback local

13.25. max client connections

To establish the maximum number of clients supported by MODBUS server, use the max client connec-
tions command in Role (server) Mode.

max client connections

max client connections
<integer (1-64)>

no max client connections

no max client connections
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Parameters

Parameter Type Description

<integer | Integer | Enter a maximum number of clients
(1-64) > supported by MODBUS server. The default is
64.

Mode

Role Mode (Modbus Server)

Examples

iIS5Comm(config)# serial connection-type modbus profile m1
iSS5Comm(modbus-m1)# role server

iSS5Comm(modbus-m1-server)# max client connections 45

13.26. max connections

For configurations using TCP, to configure the maximum number of allowed incoming TCP connections,
use the max connections command in Direction Mode. This is applicable when the device acts as a server

(IN -and IN-OUT direction).

max connections

max connections
<integer (1-64)>

no max connection

no max connection
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Parameters

Parameter Type Description

<integer | Integer | Enter a maximum number of allowed

(1-64) > incoming TCP connections. The default is 1.
Mode

Direction Mode (Raw)

Examples

iS5Comm(config)# serial connection-type raw profile p1

iISSComm(raw-p1)# transport protocol tcp

iSSComm(raw-p1-TCP)# direction in

iS5Comm(raw-p1-TCP-in)# max connections 25

iIS5Comm(config)# serial connection-type raw profile p1

iSS5Comm(raw-p1)# transport protocol tcp

iISS5Comm(raw-p1-TCP)# direction in

iIS5Comm(raw-p1-TCP-in)# no max connections

13.27. max pending messages

For a maximum number of messages that Modbus server can handle from different clients, use the max
pending messages command in Role Mode (Modbus server).

max pending messages

max pending messages

<integer (0-16)>

no max pending messages

no max pending messages
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Parameters

Parameter Type Description

<integer | Integer | Enter a maximum number of messages that
(0-16)> Modbus server can handle from different
clients. The default is 16.

Mode

Role Mode (Modbus server)

Examples

iIS5Comm(config)# serial connection-type modbus profile m20
iS5Comm(modbus-m20)# role server
iS5Comm(modbus-m20-server)# max pending messages 10

iIS5Comm(modbus-m20-server)# no max pending messages

13.28. max udp connections

To establish the maximum number of UDP host/client to connect with, use the max udp connections
command in Transport Protocol UDP Mode.

max udp connections
max udp connections

<integer (1-64)>
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Parameters

Parameter Type Description

<integer (1 | Integer | Enter a UDP connections with which the
-64)> device can connect with. The default is 64.

Mode

Transport Protocol UDP Mode

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile udp
iISSComm(raw-udp)# transport protocol udp
iSS5Comm(raw-udp-UDP)# max udp connections 55

iS5Comm(raw-udp-UDP)# end

13.29. mtu

To configure the Maximum Transmission Unit ( MTU) frame size for all frames transmitted and received
on a serial interface, use the command mtu in Serial Interface Configuration Mode. The no form of this

command sets the maximum transmission unit to the default value in all interfaces.

mtu

mtu <frame-size (46-9216)>
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Parameters
Parameter Type Description
<frame-size | Integer | Entera size of the MTU frame. The value
(46-9216)> ranges from 46 to 9216 and defines the
largest PDU that can be passed by the
interface without any need for
fragmentation. This value is shown to
the higher interface sub-layer and
should not include size of the
encapsulation or header added by the
interface. This value represents the IP
MTU over the interface, if IP is operating
over the interface. Default is 1500.
Mode

Serial Interface Configuration Mode

Examples

iS5Comm (config-serial-if)# mtu 900

13.30. packet char

To demarcate the packets sent out of serial interface, use the packet char command in Direction Mode
or Serial Profile Mode. A specified character by this command will trigger packetizing and force forward

the accumulated serial data to the network. The character length may range between 0 - 255.

packet char

packet char

(off | <integer (0 - 255)>)

Prerequisites

To set the packet character, packetizing has to be enabled and packet timeout has to be set as 0.

iS5Comm (raw-pl-TCP-out) # packetizing enable

iS5Comm (raw-pl-TCP-Out) # packet timeout O
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Parameters
Parameter Type Description
of f Enter to disable packet char command. By
default, the character trigger is OFF.
<integer (0 | Integer | Enter a value for a packet character. Its

- 255)>

range is between 0 and 255.

Mode

Direction Mode (Raw)

Serial Profile Mode (Raw Preemptive)

Examples

iSSComm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1

iSS5Comm(raw-p1)# transport protocol tcp

iSS5Comm(raw-p1-TCP)# direction out

iS5Comm(raw-p1-TCP-Out)# packetizing enable
iIS5Comm(raw-p1-TCP-Out)# packet char 240

% Make sure packet timeout is O for profile p1 and retry !

iS5Comm(raw-p1-TCP-Out)# packet timeout 0
iS5Comm(raw-p1-TCP-Out)# packet char 240
iIS5Comm(raw-p1-TCP-Out)# packet char off
iSS5Comm(raw-p1-TCP-Out)# ex
iISS5Comm(raw-p1-TCP)# direction in

iISS5Comm(raw-p1-TCP-in)# packetizing enable
iS5Comm(raw-p1-TCP-in# packet char 240

iSSCommi# configure terminal

iS5Comm(config)# serial connection-type preemptive-raw profile p2

iSS5Comm(preempt-p2)# packetizing enable

iISS5Comm(preempt-p2)# packet timeout O

iIS5Comm(preempt-p2)# packet char 39
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iSS5Comm(preempt-p2)# end

13.31. packet size

For the server to packetize based on packet size, use the packet size command in Direction Mode or

Serial Profile Mode. The server packetizes and forwards the packet when the number of bytes reaches

the configured value.

packet size
packet size

<integer (16 - 1400)>

no packet size

no packet size

Prerequisites

To set the packet size in Direction Mode (Raw), packetizing has to be enabled.

iS5Comm (raw-pl-TCP-in) # packetizing enable

Parameters

Parameter Type Description

integer (16 | Integer | Enter a value for packet size. The default
- 1400)> value is 1400.

Mode

Direction Mode (Raw)

Serial Profile Mode (Raw Preemptive)
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Examples

iISS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iSSComm(raw-p1-TCP)# direction in
iSS5Comm(raw-p1-TCP-in)# packet size 1340
iIS5Comm(raw-p1-TCP-in)# no packet size

iIS5Comm(config)# serial connection-type preemptive-raw profile p2
iISSComm(preempt-p2)# packetizing enable
iISS5Comm(preempt-p2)# packet size 19

iSS5Comm(preempt-p2)# no packet size

13.32. packet timeout

To define the delay between the packets sent from serial ports, use the packet timeout command in
Direction Mode or Serial Profile Mode (Raw).

packet timeout
packet timeout

<integer (0-1000) >

no packet timeout

no packet timeout

Prerequisites

To set the packet timeout in Direction Mode (Raw), packetizing has to be enabled and packet char should
be off.

iS5Comm (raw-pl-TCP-in) # packetizing enable

iS5Comm (raw-pl-TCP-in) # packetizing char off
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Parameters

Parameter

Type

Description

<integer
(0-1000)
>

Integer

Enter a timeout value in milliseconds. The

default is 10 ms.

Mode

Direction Mode (Raw)

Serial Profile Mode (Raw Preemptive)

Examples

iISS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile p1

iISSComm(raw-p1)# transport protocol tcp

iSSComm(raw-p1-TCP)# direction in-out

iS5Comm(raw-p1-TCP-InOut)# packetizing enable

Error:

Check if packet char is off for profile pl

Cannot set packet timer for profile

iSSComm(raw-p1-TCP-InOut)# packet char off
iSS5Comm(raw-p1-TCP-InOut)# packet timeout 500

iISSComm(preempt-p2)# packet char off
iSSComm(raw-p1-TCP-InOut)# end

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type preemptive-raw profile p2

iSSComm(preempt-p2)# packetizing enable

iSS5Comm(preempt-p2)# packet timeout 600

iS5Comm(preempt-p2)# end

iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1

iSS5Comm(raw-p1)# transport protocol tcp
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iISS5Comm(raw-p1-TCP)# direction in-out
iIS5Comm(raw-p1-TCP-InOut)# no packet timeout
iIS5Comm(raw-p1-TCP-InOut)# end

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type preemptive-raw profile p2
iSSComm(preempt-p2)# packetizing enable
iSS5Comm(preempt-p2)# no packet timeout
iISS5Comm(preempt-p2)# end

13.33. packetizing

For enable or disable packetizing, use the packetizing command in Direction Mode. Packetizing is a
feature of Raw Socket which uses the TCP as its transport protocol. Only if this is enabled, the packet
timer, packet size, and packet char can be set.

packetizing
packetizing

{enable | disable}

Parameters
Parameter | Type Description
enable Enter this option to enable packetizing.
disable Enter this option to disable packetizing.This is the
default option.
Mode

Direction Mode (Raw)

Examples

iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1
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iSS5Comm(raw-p1)# transport protocol tcp

iISS5Comm(raw-p1-TCP)# direction in

iISSComm(raw-p1-TCP-in)# packetizing enable

iSS5Comm(raw-p1-TCP-in)# packetizing disable

13.34. parity

To detect errors in transmission, use the parity command in Serial Interface Configuration Mode. When
parity is used with a serial port, an extra data bit is sent with each data character and is arranged so that
the number of 1 bits in each character, including the parity bit, is always odd or always even. If a byte is
received with the wrong number of 1s, then, it must have been corrupted. However, an even number of
errors can pass the parity check.

parity
parity
{none | even odd}
Parameters
Parameter | Type Description
none Enter this option for no error checking
mechanism. This is default.
even Enter this option for the number of 1's in the data
plus parity to be an even number.
odd Enter this option for the number of 1's in the data
plus parity to be an odd number.
Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal
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iS5Comm(config)# interface serial 0/1
iIS5Comm(config-serial-if)# parity even
iS5Comm(config-serial-if)# parity odd

iS5Comm(config-serial-if)# parity none

13.35. permanent-client

To configure the permanent client for preemptive mode, use the permanent-client command in Serial
Profile Mode (Preemptive Raw).

In Preemptive mode, the device acts as a server and can support maximum of two clients (one can be
active at any point of time). One is a permanent client (permanent master), and another is a dynamic
client or dynamic master. The dynamic client can preempt the existing permanent client connection and
can start data transfer with the device (acting as a server). After a certain period of idle time, the connec-
tion with the dynamic client is discontinued, and the permanent client resumes control.

permanent-client
permanent-client

ipv4 address <IpAddress>
no permanent-client

no permanent-client

Parameters
Parameter Type Description
ipvd Enter to specify unicast IP address to be
address defined.
A.B.C.D | Enter the unicast IP address of the client
<IpAddress which is connected to the server
> permanently.
Mode

Serial Profile Mode (Preemptive Raw)
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Examples

iISS5Comm# configure terminal
iS5Comm(config)# serial connection-type preemptive-raw profile p2
iIS5Comm(preempt-p2)# permanent-client ipv4 address 192.168.20.66

iSSComm(preempt-p2)# no permanent-client

13.36. post-tx delay

To define the delay after transmitting a packet, use the post-tx delay command in Serial Interface Config-
uration Mode. This is the dead time after transmitting a packet.

post-tx delay
post-tx delay

<integer (0-15)>

Parameters

Parameter | Type Description

integer | Integer | Enter avalue (in seconds) for the delay after
(0-15) transmitting a packet.

Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal
iS5Comm(config)# interface serial 0/9

iIS5Comm(config-serial-if)# post-tx delay 12
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13.37. re-connect timeout

For configurations enabling the device to perform reconnection attempts, use the re-connect timeout
command in Direction Mode (Raw Socket) or Role Mode (Modbus Client). This is applicable when the
device acts as a client attempting to connect an external server. This configuration also applies to a
MODBUS client as well.

re-connect timeout
re-connect timeout

<integer (60-300) >

no re-connect timeout

no re-connect timeout

Parameters

Parameter Type Description

<integer | Integer | Enter a maximum time for attempting to

(60-300) connect to an external server. The range is
> between 60 to 300 seconds, with a default of
120 seconds.
Mode

Direction Mode (Raw Socket)
Role Mode (Modbus Client)

Examples

iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p2
iISS5Comm(raw-p2)# transport protocol tcp
iSS5Comm(raw-p2-TCP)# direction out
iIS5Comm(raw-p2-TCP-Out)# re-connect timeout 299

iISS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile p2
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iSS5Comm(raw-p2)# transport protocol tcp
iISS5Comm(raw-p2-TCP)# direction out

iS5Comm(raw-p2-TCP-Out)# no re-connect timeout

Modbus client

iIS5Comm(config)# serial connection-type modbus profile m1
iSSComm(modbus-m1)# role client
iSS5Comm(modbus-m1-client)# re-connect timeout 75

iSS5Comm(modbus-m1-client)# no re-connect timeout

13.38. remote ipv4 address

To configure the remote IP and port for the device to communicate as a client, use the remote ipv4
address command in Direction Mode. The port “modbus” comes into picture for configuring Modbus.

remote ipv4 address
Raw socket:

remote ipv4 address <IpAddress> port <integer (1-65535)>
MODBUS:

remote ipv4 address

<IpAddress> port {modbus | <integer (1-65535)>

no remote ipv4 address port

no remote ipv4 address port
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Parameters

Parameter Type Description

<IpAddress> A.B.C.D | Enter an Unicast IPv4 address.

port Enter for a port to listen.

<integer (1-65 | Integer | Enteranumberinthe portrange. The
535)> range is between 1-65535.

modbus Enter for Modbus. The TCP port
number for Modbus is 502. Software
internally assigns 502 if user
configures Modbus.

Mode

Direction Mode (Raw Socket)
Role Mode (Modbus client)

Examples

iIS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp

iSSComm(raw-p1-TCP)# direction out

iIS5Comm(raw-p1-TCP-out)# remote ipv4 address 192.168.20.66 port 650

iS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# transport protocol tcp
iISS5Comm(raw-p1-TCP)# direction out

iSS5Comm(raw-p1-TCP-out)# no remote ipv4 address port

iISS5Comm# configure terminal
iIS5Comm(config)# serial connection-type modbus profile m1
iSS5Comm(modbus-m1)# role client

iIS5Comm(modbus-m1-client)# remote ipv4 address 192.168.20.66 port modbus
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13.39. remove slave-id

To delete the MODBUS profile identification (its slave-id), use the remove slave-id command in Role
Mode.

remove slave-id
MODBUS server
remove slave-id

<ids> interface serial <interface-id>

MODBUS client
remove slave-id

<ids>
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Parameters
Parameter Type Description
ids Integer | Enter a value for the slave ID. The format is
(1-247) comma separated integer values with a
maximum of 10 slave IDs per command.
Enter this option for the interface to be
interface defined.
serial
Integer | Enter a value for the interface ID range.
interface The serial interface ranges between 0/9-16.
-id NOTE: Interface mapping is applicable only
(<0>/<9-1 to server.
6>)
Mode

Role Mode (Server /Client)

Examples

iISSComm# configure terminal

iS5Comm(config)# serial connection-type modbus profile m1

iSS5Comm(modbus-m1)# role server

iS5Comm(modbus-m1-server)# add slave-id 1,2,3,4,5,6,7,8,9,10 interface serial 0/9
iS5Comm(modbus-m1-server)# remove slave-id 1,2,3,4,5,6,7,8,9,10 interface serial 0/9

iSS5Comm(modbus-m1-server)# exit

iSS5Comm(modbus-m1)# role client
iS5Comm(modbus-m1-client)# remove slave-id

iSSComm(modbus-m1)# exit
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13.40. remove udp-host

To remove an UDP remote host from the raw socket profile, use the remove udp-host command in
Transport Protocol UDP Mode. By this command we can restrict the device to allow data transfer to only
selected remote host / clients.

remove udp-host
remove udp-host

{<IpAddress> port <integer (1-65535)>

Parameters
Parameter Type Description

<IpAddress | A.B.C.D | Unicast IP address of the remote host.
>
port Enter for a port of the UDP remote host.
<integer (1 Enter a port number of the remote host.
-65535) >

Mode

Transport Protocol UDP Mode

Examples

iS5Comm(config)# serial connection-type raw profile udp
iISSComm(raw-udp)# transport protocol udp
iISSComm(raw-udp-UDP)# remove udp-host 192.168.20.66 port 35478
iS5Comm(raw-udp-UDP)# end
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13.41. response-timeout

To define the response time of a serial port, use the response-timeout command in Role Mode
(Modbus).

Response time is the time to wait for a response from a serial port.
Same as for slave IDs, response time configuration is bound to:
o an interface for MODBUS servers, or
J a profile for MODBUS clients
response-timeout
MODBUS server
response-timeout
<integer (50-10000) > interface serial <interface-id>
no response-timeout

<ids> interface serial <interface-id>

MODBUS client
response-timeout
<integer (50-10000) >

no response-timeout
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Parameters
Parameter Type Description
<integer ( | Integer | Enter avalue for the response timeout in
50-10000) milliseconds. The default is 2000 ms.
>
interface Enter this option for the interface to be
serial defined.
<interfac | Integer | Enter avalue for the interface id range. The
e-id serial interface range is between 0/9-16.
(0/9-16)> NOTE: Interface mapping is applicable only to
server.
Mode

Role Mode (Modbus Server / Client)

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type modbus profile m1

iS5Comm(modbus-m1)# role server

iS5Comm(modbus-m1-server)# response-timeout 50 interface serial 0/9

iS5Comm(modbus-m1-server)# exit

iSSComm(modbus-m1)# role client

iIS5Comm(modbus-m1-client)# response-timeout 300

13.42. role

To define the MODBUS profile to act either as a server or a client, use the role command in Profile Mode.
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role
role
{server | client}
Parameters
Parameter | Type Description
server Enter this option for the MODBUS profile to act
as a server.
client Enter this option for the MODBUS profile to act
as a client.
Mode

Serial Profile Mode (Server / Client)

Examples

iSS5Comm# configure terminal

iS5Comm(config)# serial connection-type modbus profile m1
iISS5Comm(modbus-m1)# role server
iS5Comm(modbus-m1-server)# exit

iSSComm(modbus-m1)# role client

iS5Comm(modbus-m1-client)# exit

13.43. rx-to-tx delay

To define the delay between Receive mode and Transmit mode, use the rx-to-tx delay command in Serial
Interface Configuration Mode.

rx-to-tx delay
rx-to-tx delay
<integer (0-1000)>
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Parameters

Parameter Type

Description

(0-1000 seconds).
)

integer | Integer | Enter avalue for request to transmit delay (in

Mode

Serial Interface Configuration Mode

Examples

iSS5Comm # configure terminal

iS5Comm(config)# interface serial 0/9

iS5Comm(config-serial-if)# rx-to-tx delay 500

13.44. serial connection-type

To define a profile name and its connection type, use the serial connection-type command in Global
Configuration Mode. There are three modes available: raw, raw-preemptive, and Modbus. The profile is

created by this command and is not activated until a serial interface is mapped to it.

serial connection-type

serial connection-type

{raw | preemptive-raw | modbus} profile <string(64)>

no serial profile

no serial profile <string(64)>
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Parameters
Parameter | Type Description
raw Enter for raw mode. User can configure a simple
raw mode for TCP or UDP communication.
raw-pre Enter for preemptive mode. The device acts as a
emptive server in preemptive mode. In this mode,
direction and protocol are implicitly set as IN and
TCP. Any dynamic client can preempt the
permanent client and start communicating with
the device for specified period of time
modbus Enter for Modbus mode.
profile Enter for profile name definition.
Enter a string for an user defined profile name
<string
(64) >
Mode

Global Configuration Mode

Examples

iS5Comm(config)# serial connection-type raw profile p1
iISS5Comm(raw-p1)# exit

iIS5Comm(config)# serial connection-type preemptive-raw profile p2
iSS5Comm(preempt-p2)# exit

iIS5Comm(config)# serial connection-type modbus profile p3
iS5Comm(modbus-p3)# exit

iS5Comm(config)# no serial profile profilel

iIS5Comm(config)# no serial profile profile2

iS5Comm(config)# no serialprofile profile3

13.45. show interfaces serial

To display the serial profile configuration, use the command show interfaces serial in Privileged EXEC

Mode.
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show interfaces serial

show interfaces serial

<interface-id> <0>/<9-16>

Parameters
Parameter Type Description
interface Enter to display the serial interface details.
serial
Enter to display a specific slot number / port
<interface number. The format is <0>/<9-16> without
-id> spaces between Slot Number/Port Number.
For example, 0/9.
Mode

Privileged EXEC Mode

Examples

iS5Comm# show interfaces serial 0/9

Interface name serial 0/9
Admin status Up
Baudrate 9600
Data bits 8

Parity Even
Stop bits 2

Flow control None
Interface type rs232
Termination resistor : Disabled
Force HD Enabled
Turn around delay : 0 secs
Hold time 0 secs
Post Tx delay 12 secs
Rx to Tx delay 500 secs
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13.46. show serial profile

To display the serial profile configuration and display both the active and inactive profiles, use the
command show serial profile in Privileged EXEC Mode.

show serial profile
show serial profile

{all | active | inactive | name <string(64)> | interface serial <inter-
face-id> <0>/<9-16>}

Parameters

Parameter | Type Description

all Enter to display all profiles no matter active or
inactive.

active Enter to display all active profiles. Active
profiles are the these with a serial interface
mapped to them.

inactive Enter to display all inactive profiles. Inactive
profiles are the these with no serial interface
mapped to them.

name Enter to display a profile by its name.
Enter the name of the profile to be displayed.

string (64

)
Enter to display a profile based on a serial

interface interface.

serial
Enter to display a profile by specific slot

<interfac number / port number. The format is

e-id> <0>/<9-16> without spaces between Slot
Number/Port Number. For example, 0/9.

Mode

Privileged EXEC Mode
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Examples

iISSComm# show serial profile all
Profile
Status
Packet size
Buffering
Packetizing
Max connection

TCP keep alive seconds

Profile

Status

Role

Local client port
Keep-alive seconds

Max connections

Max TCP pending messages:

Send exception

iSS5Comm# configure terminal

pl
Inactive
1400
Disabled
Disabled
64

240

ml
Inactive
Server
502

240

64

16
Enabled

iIS5Comm(config)# serial connection-type raw profile PROF_X2

iIS5Comm(raw-PROF_X2)# transport protocol tcp
iISS5Comm(raw-PROF_X2-TCP)# direction out

iSS5Comm(raw-PROF_X2-TCP-Out)# enable mirroring interface gi 0/10 dest-mac
00:01:02:03:04:05 source-ip 192.168.11.12

iISS5Comm(raw-PROF_X2-TCP-Out)# exit

iISS5Comm(raw-PROF_X2-TCP)# exit

iSSComm(raw-PROF_X2)# connection-map interface serial 0/17

iSS5Comm(raw-PROF_X2)# end

iISS5Comm# show serial profile all
Profile
Status
Transport Protocol
Direction
Remote server IP

Remote server port

PROF X2
Inactive

TCP

ouT
192.168.10.16
15030
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Local client port : 150306

Packet size : 1400
Buffering : Disabled
Packetizing : Disabled
Serial TCP Mirroring : Enabled
Reconnect time (Sec) : 120

Max connection : 64

TCP keep alive seconds : 240

Profile : PROF X1 OUT
Status : Active

Serial interface : 18

Protocol : RAW Socket
Mode : Client
Direction : Out

Transport : TCP

Remote Server IP : 192.168.10.15
Remote Server Port : 15030

Serial RX byte counter : 5

Serial TX byte counter 0

TCP RX byte counter 0

TCP TX byte counter 5

TCP Packets retry 0

TCP Bytes retry 0

Connection to server : TCP Mirroring enabled
Mirror Destination Port : 10

Mirror Source IP : 192.168.111.112
Mirror Destination Mac : 00:01:02:03:04:05
Local Client Port : 15035
KeepAlive interval (sec): 240

Reconnect timer (sec) : 120
Packetizing : OFF

TCP buffering : disabled
Turnaround delay (msec) : 0

Hold time (msec) : 0

Rx-to-Tx delay (msec) : 0

iIS5Commi#t show serial profile interface serial 0/9
Profile : p3

Status : Active
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SERIAL

Serial interface
Protocol
Transport

Max connections

Remote connections

Remote Ip 1
Remote Port 1
Remote Udp 1 RX
Remote Udp 1 TX
Remote Ip 2
Remote Port 2
Remote Udp 2 RX
Remote Udp 2 TX

Local IP
Local Port

Serial RX byte counter
Serial TX byte counter

Pack size
Pack timer (msec)

Pack char

Turnaround delay (msec)

Hold time (msec)

cnt

cnt

cnt

cnt

Rx-to-Tx delay (msec)

13.47. shutdown

9

RAW Socket
UDP

64

2

192.168.20.

15031
0
4

192.168.20.

49777
6
4

192.168.20.

15030

4

6

1400

10
disabled
0

0

66

66

To disable a serial interface, use the command shutdown in Serial Interface Configuration Mode. The no
form of the command enables the interface.

shutdown

no shutdown

Mode

Serial Interface Configuration Mode
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Examples

iS5Comm(config-serial-if)# shutdown

13.48. stop-bits

To signal the end of a serial frame or packet, use the stop-bits command in Interface Configuration
Mode. The stop bit is used to signal the completion of the message transmission.

stop-bits

stop-bits
<integer (1-2)>

no stop-bits

no stop-bits

Parameters
Parameter | Type Description
integer Integ | Enter a value from the range. The default is 1.
(1-2) er Choose 1 stop bit if parity is used or 2 stop bits
with no parity.
Mode

Serial Interface Configuration Mode

Examples

iISS5Comm # configure terminal
iS5Comm(config)# interface serial 0/1
iIS5Comm(config-serial-if)# stop-bits 1

iS5Comm(config-serial-if)# no stop-bits
NOTE: “no stop-bits” will revert the stop bits settings to default value which is 1.
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13.49. tcp buffering

To buffer data, use the tcp buffering command in Direction Mode (Raw) and Profile Mode (Preemp-
tive-Raw). TCP buffering is similar to TCP_NODELAY. If this feature is set, it follows Nagle algorithm, and
data is buffered until there is a sufficient amount to be send out, thereby avoiding frequent sending of
small packets, which results in poor utilization of the network. If this feature is not set, the segments are
always sent as soon as possible, even if there is only a small amount of data.

tcp buffering
tcp buffering

{enable | disable}

Parameters
Parameter | Type Description
enable Enter this option to enable TCP buffering.
disable Enter this option to disable TCP buffering. This is
the default option.
Mode

Direction Mode (Raw)

Serial Profile Mode (Preemptive Raw)

Examples

iSS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile p1
iSS5Comm(raw-p1)# transport protocol tcp
iISS5Comm(raw-p1-TCP)# direction in
iISS5Comm(raw-p1-TCP-in)# tcp buffering enable
iS5Comm(raw-p1-TCP-in)# tcp buffering disable
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iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type preemptive-raw profile p2
iIS5Comm(preempt-p2)# tcp buffering disable
iSS5Comm(preempt-p2)# tcp buffering enable

13.50. transmit-exception

To enable / disable sending TCP exception back to the master if a response has not been received from
RTU within the expected time, use the transmit-exception command in Role Mode.

transmit-exception
MODBUS server
transmit-exception

{enable | disable}

Parameters
Parameter | Type Description
enable Enter this option to enable sending TCP
exception back to the master. Default is “Enable”
which is numerically denoted as 1.
disable Enter this option to disable sending TCP
exception back to the master. The numerical
notation for disable is 0.
Mode

Role Mode (Modbus Server)

Examples

iSS5Comm# configure terminal

iS5Comm(config)# serial connection-type modbus profile m1
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iS5Comm(modbus-m1)# role server

iIS5Comm(modbus-m1-server)# transmit-exception enable

13.51. transport protocol

To configure the transport protocol to be used for Raw Socket communication, use the transport
protocol command in Serial Profile Mode (Raw Socket). The transport protocol can be either TCP or UDP.

transport protocol

transport protocol

{tcp | udp}
Parameters
Parameter | Type Description
tep Enter for Transmission Control Protocol.
udp Enter for User Datagram Protocol.
Mode

Serial Profile Mode (Raw Socket)

Examples

iIS5Comm(config)# serial connection-type raw profile p1

iSS5Comm(raw-p1)# transport protocol

SERIAL_TRANSPORT commands :
transport protocol { tcp | udp }

iISS5Comm(raw-p1)# transport protocol tcp
iS5Comm(serial-p1-TCP)# !
iSS5Comm(raw-p1)# transport protocol udp
iSS5Comm(raw-p1-UDP)#
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13.52. turnaround delay

To define the delay between individual messages, use the turnaround delay command in Serial Interface
Configuration Mode. This is the amount of delay inserted between the transmission of individual
messages on a serial port. It represents the delay between sending a message and the next poll out of
the serial port. Some devices does not respond to specific message like broadcast; in that case, enough
time must be ensured for processing.

turnaround delay
turnaround delay

<integer (0-1000)>

Parameters

Parameter | Type Description

integer | Integer | Enter avalue for the delay between individual
(0-1000 messages. The default is 0 ms.
)

Mode

Serial Interface Configuration Mode

Examples

iS5Comm # configure terminal
iS5Comm(config)# interface serial 0/1
iS5Comm(config-serial-if)# turnaround delay 100

iS5Comm(config-serial-if)# turnaround delay O

13.53. enable mirroring interface

To enable the Serial TCP mirroring feature on raw-socket profile acting as TCP client, use the enable
mirroring interface command in Direction (Out) Mode (Raw). Enabling this feature would simulate TCP
stream with the received serial data as payload for the TCP traffic.

Serial TCP mirroring feature is intended to monitor the serial data from the Serial Tap as TCP traffic.
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Serial TCP Mirroring

The destination port simulates an exchange between a TCP client and TCP server and forwards (mirrors)
it on a separate destination Ethernet port.

Figure 3:  Serial TCP Mirroring
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serial
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FS Monitor

enable mirroring interface
enable mirroring interface

<ifXtype> <ifnum> [dest-mac <mac_addr>] [source-ip <ip addr>]
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Parameters
Parameter | Type Description
ifXtype Enter destination interface type.
ifnum Enter destination interface number (e.g. 0/X)
dest-mac Enter for a destination unicast MAC Address for
the TCP data packet.
mac addr Enter a destination unicast MAC for the TCP
data packet.
source-ip Enter for a source unicast MAC Address for the
TCP data packet.
mac addr Enter a source unicast MAC Address for the TCP
data packet.
Mode

Direction (Out) Mode (Raw)

Examples

Example 1

iISS5Comm# configure terminal

iS5Comm(config)# serial connection-type raw profile PROF_X2

iISS5Comm(raw-PROF_X2)# transport protocol tcp
iISS5Comm(raw-PROF_X2-TCP)# direction out

iSSComm(raw-PROF_X2-TCP-Out)# enable mirroring interface gigabitethernet 0/10
iISS5Comm(raw-PROF_X2-TCP-Out)# remote ipv4 address 192.168.10.16 port 15030

iIS5Comm(raw-PROF_X2-TCP-Out)# local client port 15036
iISS5Comm(raw-PROF_X2-TCP-Out)# exit
iSS5Comm(raw-PROF_X2-TCP)# exit

iSSComm(raw-PROF_X2)# connection-map interface serial 0/17

iISS5Comm(raw-PROF_X2)# end

Example 2

iSS5Comm# configure terminal
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iS5Comm(config)# serial connection-type raw profile PROF_X2
iISS5Comm(raw-PROF_X2)# transport protocol tcp
iS5Comm(raw-PROF_X2-TCP)# direction out

iSSComm(raw-PROF_X2-TCP-Out)# enable mirroring interface gigabitethernet 0/10 dest-mac
00:01:02:03:04:05 source-ip 192.168.11.12

iSS5Comm(raw-PROF_X2-TCP-Out)# exit

iIS5Comm(raw-PROF_X2-TCP-Out)# remote ipv4 address 192.168.10.16 port 15030
iIS5Comm(raw-PROF_X2-TCP-Out)# local client port 15036
iSSComm(raw-PROF_X2-TCP)# exit

iSSComm(raw-PROF_X2)# connection-map interface serial 0/17

iSS5Comm(raw-PROF_X2)# end

Verification

Once the feature is enabled on any given serial profile, the serial data received on the corresponding
serial port shall be encapsulated as a TCP packet with the specific L2, L3 and L4 headers as specified in
the configuration. This encapsulated traffic would be sent on the configured destination port. The Wire-
shark capture of the traffic received from the destination port should show a valid TCP transaction.

iIS5Comm# show serial profile interface serial 0/10

Profile PROF X1 OUT
Status : Active
Serial interface 18

Protocol RAW Socket
Mode Client
Direction Out
Transport TCP

Remote Server IP 192.168.10.15
Remote Server Port 15030
Serial RX byte counter 100015
Serial TX byte counter 0

TCP RX byte counter 0

TCP Bytes retry 0

Connection to server TCP Mirroring enabled
Mirror Destination Port : 10

192.168.111.112
00:01:02:03:04:05
15035

240

Mirror Source IP
Mirror Destination Mac
Local Client Port

KeepAlive interval (sec):
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Reconnect timer (sec) : 120
Packetizing : OFF
TCP buffering : disabled
Turnaround delay (msec) : 0
Hold time (msec) : 0
Rx-to-Tx delay (msec) : 0

13.54. disable mirroring

To disable the Serial TCP mirroring feature on raw-socket profile acting as TCP client, use the disable
mirroring interface command in Direction (Out) Mode (Raw). Disabling the feature would mean that the
serial profile would act as traditional TCP client attempting to connect to the specified remote TCP

server.

disable mirroring

disable mirroring

Mode

Direction (Out) Mode (Raw)

Examples

iISS5Comm# configure terminal

iIS5Comm(config)# serial connection-type raw profile PROF_X2
iISS5Comm(raw-PROF_X2)# transport protocol tcp
iSSComm(raw-PROF_X2-TCP)# direction out
iISS5Comm(raw-PROF_X2-TCP-Out)# disable mirroring
iSSComm(raw-PROF_X2-TCP-Out)# exit
iSSComm(raw-PROF_X2-TCP)# exit

iSSComm(raw-PROF_X2)# connection-map interface serial 0/17

iSS5Comm(raw-PROF_X2)# end

iS5Comm(config)# serial connection-type raw profile PROF_X1_OUT
iSS5Comm(raw-PROF_X1_OUT)# transport protocol tcp
iSS5Comm(raw-PROF_X1_OUT-TCP)# disable mirroring
iS5Comm(raw-PROF_X1_OUT-TCP)#
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13.55. serial-port-offline

To enable or disable the serial port offline indication feature, use the command serial-port-offline in
Serial Interface Configuration Mode. The serial port offline indication feature is used to monitor whether
or not a serial tap is connected to a serial interface with this feature enabled.

serial-port-offline

{enable | disable}

Parameters
Parameter | Type Description
enable Select it to enable the serial port offline
indication feature.
disable Select it to disable the serial port offline
indication feature.
Mode

Serial Interface Configuration Mode

Examples

iISS5Comm# configure terminal
iSSComm (config)# interface serial 0/10

iIS5Comm (config-serial-if)# serial-port-offline enable
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TCP

14. TCP

Transmission Control Protocol (TCP) is a portable implementation of the industry standard TCP based on
RFC 793. The software consists of the core TCP protocol, a library that provides a Socket Layer Interface
(SLI) to support both a Telnet Server and FTP server. TCP interacts with the Network Layer protocols
(IPv4/1Pv6) and uses their services for end-to-end communication.

14.1. tcp max retries

To configure the maximum number of retries for re-transmission in TCP module, use the command tcp
max retries in Global Configuration Mode.

tcp

tcp max retries <number retries (1-12>

Parameters
Parameter Type Description
max Enter to configure the maximum
number of retries for re-transmission
in TCP module.
retries Enter to configure the maximum
number of retries for re-transmission
in TCP module.
<number Integer | Enter a number for maximum retries.
retries (1-12> The value ranges from 1 to 12.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# tcp max retries 1
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14.2. show tcp

To display the TCP connections, the information about all listeners, the TCP statistics information, and
TCP retransmission details, use the command show tcp in Privileged EXEC Mode.

show tcp

show tcp {connections | listeners | retransmission details | statistics}

Parameters

Parameter Type Description

connections Enter to display the TCP connections
for the switch such as Local IP
Address type, Local IP, Local Port and
Remote Port. It also displays if a
connection is TCP MD5 protected
and the number of incoming
segments that failed MD5
authentication.

listeners Enter to display the information such
as Local IP Address Type, Local IP and
Local Port for each listener in the
network.

retransmission Enter to set the Retransmission
related configuration.

details Enter to display the TCP
retransmission details.

statistics Enter to display the TCP statistics
information such as “Max
Connections”, “Active Opens”,
“Passive Opens”, “Attempts Fail”, etc.

Mode

Privileged EXEC Mode
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Examples

iISS5Comm# show tcp connections
Context Name : default

TCP Connections

Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 22
Remote IP Address Type : IPv4
Remote IP : 0.0.0.0
Remote Port : 0

TCP State : Listen
MD5 Authenticated : No
TCP-AO Authenticated : No

TCP Connections

Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 80
Remote IP Address Type : IPv4
Remote IP : 0.0.0.0
Remote Port : 0

TCP State : Listen
MD5 Authenticated : No
TCP-AO Authenticated : No

TCP Connections

Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 443
Remote IP Address Type : IPv4
Remote IP : 0.0.0.0
Remote Port : 0

TCP State : Listen
MD5 Authenticated : No
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TCP-AO Authenticated : No

TCP Connections

Local IP Address Type : IPv4

Local IP : 192.168.10.1
Local Port : 22

Remote IP Address Type : IPv4

Remote IP : 192.168.10.10
Remote Port : 63370

TCP State : Established
MD5 Authenticated : No

TCP-AO Authenticated : No

iSS5Comm# show tcp listeners

TCP Listeners

Context Name : default

Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 22
Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 80
Local IP Address Type : IPv4
Local IP : 0.0.0.0
Local Port : 443

Address Type [0 - IPv4 and IPv6] [1 - IPv4] [2 - IPv6]

iS5Comm# show tcp retransmission details
Context Name : default

RTO Algorithm Used : VAN JACOBSON
Min Retransmission Timeout : 50 msec

Max Retransmission Timeout : 2000 msec
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iSS5Comm# show tcp statistics
Context Name : default

Max Connections : 500
Active Opens : O

Passive Opens : 387
Attempts Fail : O

Estab Resets : 3

Current Estab : 1

Input Segments : 44096
Output Segments : 69643
Retransmitted Segments : 29
Input Errors : 2

TCP Segments with RST flag Set: 0
HC Input Segments : 44096
HC Output Segments : 69643
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15. UDP

UDP (User Datagram Protocol) is a portable implementation of the industry standard UDP. It is used in
packet-switched computer communication networks and in interconnected systems of such networks.

The software consists of the core UDP protocol and a library that provides a Socket Layer Interface (simi-
larly to BSD sockets) for applications such as SNMP. It supports a number of standard features in addition
to the core protocol.

15.1. show udp

To display the UDP configuration or statistics, use the command show udp in Privileged EXEC Mode.

show udp

show udp {connections | statistics}
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Parameters
Parameter Type Description
connections Enter to display the UDP configuration
such as Local IP Address Type, Local IP,
Local Port, Remote IP Address Type,
Remote IP and Remote Port for various
connections.
statistics Enter to display the UDP statistics such
as InDatagrams, outDatagrams, HC
InDatagrams, HC OutDatagrams, UDP
No Ports and UDP IN Errors.
Mode

Privileged EXEC Mode

Examples

iISS5Comm# show udp connections
Global UDP Connections

Local IP Address Type

Local IP

Local Port

Remote IP Address Type
Remote IP

Remote Port

Local IP Address Type

Local IP

Local Port

Remote IP Address Type
Remote IP

Remote Port

iSS5Comm# show udp statistics
Global UDP Statistics

InDatagrams

IPv4
0.0.0.0
68

IPv4
0.0.0.0

IPv4
0.0.0.0
61813
IPv4
0.0.0.0

40
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OutDatagrams

HC InDatagrams

HC OutDatagrams

UDP
UDP
UDP
No.
UDP
UDP

No Ports

In Errors

with no Checksum
ICMP error packets
with wrong Checksum

In Broadcast Mode

40
40
40
16679
16679

16679
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16. STP

STP

(Spanning-Tree Protocol) is a link management protocol that provides path redundancy while preventing
undesirable loops in the network that are created by multiple active paths between stations. To establish
path redundancy, STP creates a tree that spans all of the switches in an extended network, forcing redun-
dant paths into a standby or blocked state.

For an Ethernet network to function properly, only one active path should exist between two stations.
Multiple active paths between stations in a bridged network can cause loops in which Ethernet frames
can endlessly circulate. STP logically breaks such loops and prevents looping traffic from clogging the
network. The dynamic control of the topology provides continued network operation in the presence of
redundant or unintended looping paths.

The STP functionality is realized in the network using one of the three following STPs:
. RSTP

. MSTP

. PVRST+

RSTP is a portable implementation of the IEEE 802.1D standard. It provides rapid recovery of connectivity
following the failure of a bridge/bridge port or a LAN. It reduces the time to reconfigure the active
topology of the network when physical topology or topology configuration parameters changes. It
provides increased availability of MAC service when there is a reconfiguration or failure of components
in a bridged LAN. It can interoperate with legacy STP bridges without any change in the configuration.

MSTP is a portable implementation of the IEEE 802.1s standard. It is used to configure spanning tree on
per VLAN basis or multiple VLANs per spanning tree. It allows you to build several MST over VLAN trunks,
and group or associate VLANSs to spanning tree instances, so the topology of one instance is independent
of the other instance. It provides multiple forwarding paths for data traffic and enables load balancing.
It improves the overall network fault tolerance, as failure in one instance does not affect the other
instances.

PVRST+ is an enhancement of RSTP, which works in conjunction with VLAN to provide better control over
traffic in the network. It maintains a separate spanning tree for each active VLAN in the network, thus
providing load balancing through multiple instances of spanning tree, fault tolerance and rapid reconfig-
uration support through RSTP. NOTE: For each VLAN, a spanning-tree instance is created. Number of
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spanning-tree instances supported in PVRST depends on the number of instances supported by the hard-
ware. PVRST operates only on supported instances

16.1. Redundant Ring Technology

The network recovery time is very critical in industrial applications. Industrial networking devices often
utilize redundant ring technologies to minimize the downtime. The iMX950 adheres to the implementa-
tion of various network protocol standards (STP, MSTP/RSTP/PVRST, MRP, HSR/PRP) to meet the perfor-
mance criteria of mission critical applications.

STP, MSTP/RSTP/PVRST, and MRP are Ethernet based protocols. HSR is a non-Ethernet layer 2 protocol
and on the iMX950 require a dedicated line module. The following table compares these different proto-
cols.

Table 1: Redundancy Ring Comparison Table

Redundancy Ring Comparison Table
Recovery
Technology RSTP MRP HSR
Recovery Time <200 ms <200 ms 0
Maximum 40 50 512
Nodes
Recovery Time | 5ms 4 ms 0
Per Node
Standard IEEE IEC-62439-2-20 | IEC62439-3
802.1D-2004 16

PRP (IEC 62439-3) is another redundancy option, however it is not a ring redundancy protocol. Instead
PRP sends packets over two different networks in parallel.

16.2. HSR Protocol

High-availability Seamless Redundancy (HSR) is similar to Parallel Redundancy Protocol (PRP) but is
designed to work in a ring topology. Instead of two parallel independent networks of any technology
(LAN-A and LAN-B), HSR defines a ring with traffic in opposite directions.

In HSR, to allow the determining and discarding duplicate frames, additional protocol specific informa-
tion is sent with the data frame. In HSR, the frames are identical except for the path field in their 6 octet
HSR header (tag), both directions around a loop. The idea is that one copy of the message will reach the
destination node, even if the loop is broken.
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Figure1l: HSR Tag
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Periodically, so called supervision frames, which allow supervision of the status of the redundant
network, e.g. broken links, are sent.

Network devices which do not have the ability to communicate by HSR, can be connected to an HSR ring
via a RedBox, i.e. redundancy box. The intended recipient of the redundant copies of the HSR frame
passes the first copy of the message up the network stack and discards the second one.

16.3. Media Redundancy Protocol

Media Redundancy Protocol (MRP) is a networking protocol designed to implement redundancy and
recovery in a ring topology. MRP is designed to react deterministically on a single failure on a switch in
the MRP ring.

In an MRP ring, according to IEC 62439-2, one of nodes in the network takes on the role of the media
redundancy manager (MRM), and the other nodes are the redundancy clients (MRC). The MRM initiates
and controls the ring topology to react to network faults by sending control frames on one ring port over
the ring and receiving them from the ring over its other ring ports.

MRM and MRC ring ports support three status: disabled, blocked, and forwarding. Disabled ring ports
drop all the received frames. Blocked ring ports drop all the received frames except the MRP control
frames. Forwarding ring ports forward all the received frames.

During normal operation, the ring works in the Ring-Closed state. In this state, as a loop prevention, one
of the MRM ring ports is blocked, while the other is forwarding. Conversely, both ring ports of all MRCs
are forwarding. Loops are avoided because the physical ring topology is reduced to a logical stub
topology.

In case of failure, the network works in the Ring-Open state. For instance, in case of failure of a link
connecting two MRCs, the MRM sets both of its ring ports to the forwarding state; the MRCs adjacent to
the failure have a blocked and a forwarding ring port; the other MRCs have both ring ports forwarding.
So, in the Ring-Open status, the network logical topology is a stub.

16.4. MRP Rings

The customer will be deploying MRP rings in their substations for fast failover and ease of configuration.
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This picture above shows an MRP ring in a closed condition. The MRM switch is the MRP Media Redun-
dancy Manager and it is the designated switch that controls the ring and prevents the network loop from
forming. “W” are the watchdog packets that transit the network much like RSTP BPDUs. If there is a line

failure, the W frames alert the MRM to put its redundant port to forwarding.

For the blocked port on the MRM, only watchdog frames are allowed to pass, and not data frames.

Ring-Open MRP Ring

The figure below shows the ring in an open state with the MRM engaged.

SW1

SW4 MRM

16.5. MRP Ring Size

A ring of 50 switches is currently supported.

SW3
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16.6. Media Redundancy Automanager

To configure a Media Redundancy Automanager (MRA), the node or nodes select an MRM by election
and configured priority value.

The MRA role is not an operational MRP role like MRM or MRC. It is only an administrative temporary
role at a device startup. A node must transition to the MRM role or the MRC role after startup, and the
MRM is selected though the manager voting process.

16.7. More Information

Detailed Configuration Guides are available at: https://isS5com.com/configuration-manuals/

16.8. clear spanning-tree detected protocols

To restart the protocol migration process on all interfaces in the switch and force renegotiation with the
neighboring switches, use the command clear spanning-tree detected protocols in Global Configuration
Mode.

clear spanning-tree detected protocols

clear spanning-tree detected protocols [interface interface-type <inter-
face-id>] [switch default]
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Parameters
Parameter Type Description
interface Enter to restart the protocol

migration process on the specified
interface.

interface-type

Enter to restart the protocol
migration process on the specified
interface. The interface can be:

. gigabitethernet — A version of
LAN standard architecture that
supports data transfer up to 1
Gigabit per second.

. extreme-ethernet — A version
of Ethernet that supports data
transfer up to 10 Gigabits per
second. This Ethernet supports
only full duplex links.

. internal-lan — Internal LAN
created on a bridge per IEEE
802.1ap.

. port-channel — Logical inter-
face that represents an aggre-
gator which contains several
ports aggregated together.

<interface-id>

Enter to clear a specific slot number
/ port number. The format is
<0>/<1-28> without spaces between
Slot Number/Port Number. For
example, 0/1.

switch Enter to specify a Switch
Name/Context Name.
default Enter default for a Switch
Name/Context Name.
Mode

Global Configuration Mode
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Examples

iISSComm#t clear spanning-tree detected protocols interface gigabitethernet 0/1

16.9. clear spanning-tree

To delete all bridge and port level spanning tree statistics information, use the command clear span-
ning-tree in Global Configuration Mode.

For RSTP, the information contains number of:
. Transitions to forwarding state

o RSTP BPDU count received / transmitted
o Config BPDU count received / transmitted
o TCN BPDU count received / transmitted

. Invalid BPDU count transmitted

. Port protocol migration count

For MSTP, the information contains number of:
J Port forward transitions

. Port received BPDUs

. Port transmitted BPDUs

. Port invalid BPDUs received

. Port protocol migration count

. BPDUs sent / received for each MSTI

For PVRST, the information contains number of:
. Transitions to forwarding state

. PVRST BPDU count received / transmitted
. Config BPDU count received / transmitted
o TCN BPDU count received / transmitted

. Port protocol migration count

clear spanning-tree

clear spanning-tree mst <instance-id (1-64)> counters [interface inter-
face-type <interface-id>
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Parameters

Parameter

Type

Description

mst

Enter to clear the statistical
counters specific to the MSTP
instance already created in the
switch.

<instance-id
(1-64)>

Enter a value for the MSTP instance
already created in the switch. This
value ranges from 1 to 64. The
special value 4094 can be used only
in the switch that supports PBB-TE.
This special value represents PTETID
that identifies VID used by ESPs.
This option is applicable, only if the
spanning tree mode is set as MST.

counters

Integer

Enter a number for maximum
retries. The value ranges from 1 to
12.

interface

Enter to clear all port-level
spanning-tree statistics information
for the given port.
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Parameter

Type

Description

interface-type

Enter to clear all port-level
spanning-tree statistics information
for the specified type of interface.
The interface can be:

fastethernet — Officially
referred to as 100BASE-T stan-
dard. This is a version of LAN
standard architecture that
supports data transfer up to
100 Megabits per second.

gigabitethernet — A version of
LAN standard architecture
that supports data transfer up
to 1 Gigabit per second.

extreme-ethernet — A version
of Ethernet that supports data
transfer up to 10 Gigabits per
second. This Ethernet

supports only full duplex links.

internal-lan — Internal LAN
created on a bridge per IEEE
802.1ap.

port-channel — Logical inter-
face that represents an aggre-
gator which contains several
ports aggregated together.

<interface-id>

Enter to clear a specific slot number
/ port number. The format is
<0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Mode

Global Configuration Mode

Prerequisites

The statistics information can be deleted, only if the spanning tree functionality has not been shut down
in the switch. The type of spanning tree mode should be set, if the functionality is already shutdown.
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Examples

iS5Comm(config)# clear spanning-tree counters interface gigabitethernet 0/1

16.10. debug customer spanning-tree

To enable tracing and generates debug statements for customer spanning tree debugging support, use
the command debug customer spanning-tree in Privileged EXEC Mode. The no form of this command
disables tracing for customer spanning tree debugging support.

debug customer spanning-tree

debug customer spanning-tree cep interface {Extreme-Ethernet <interface-id>
| gigabitethernet <interface-id>} {[all] [bpdu] [bridge-detec-
tion-state-machine] [errors] [events] [global] [init-shut] [management]
[memory] [port-info-state-machine] [port-receive-state-machine]
port-role-selection-state-machine] [protocol-migration-state-machine]

[

[pseudoInfo-state-machine] [redundancy] [role-transition-state-machine]
[sem-variables] [state-transition-state-machine] [timer]
[topology-change-state-machine]} [{short (0-7) | alerts | critical | debug-
ging | errors | informational | notification | warnings}]

no debug spanning-tree

no debug spanning-tree {[all] [bpdu] [bridge-detection-state-machine]
[errors] [events] [global] [init-shut] [management] [memory]
[port-info-state-machine] [port-receive-state-machine] [port-role-selec-
tion-state-machine] [protocol-migration-state-machine] [pseudo-
Info-state-machine] [redundancy] [role-transition-state-machine] [sem-vari-
ables] [state-transition-state-machine] [timer]
[topology-change-state-machine] }
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Parameters

Parameter

Type

Description

cep interface

Enter to display the customer
spanning tree information for
the specified customer edge port
(CEP).

interface

Enter to display the
interface-specific information of
active ports.

NOTE: This command does not
support virtual interfaces,
tunnels, or interface VLANSs type
of interfaces.

Gigabitethernet

Enter to display
gigabitetethernet type of
interface. Gigabitethernet is a
version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits
per second and only full duplex
links

<interface-id>

Enter to display a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

541



DEBUG CUSTOMER SPANNING-TREE

CHAPTER 16 STP
Parameter Type Description
all Enter to generate debug
statements for all RSTP / MSTP
bpdu Enter to generate debug

statements for BPDU-related
traces.

bridge-detection-
state-machine

Enter to generate debug
statements for bridge detection
SEM.

errors

Enter to generate debug
statements for all failure traces.

events

Enter to generate debug
statements for event handling
traces. This trace is generated to
denote events that are posted to
STP configuration queue
whenever you configure any of
the STP features.

global

Enter to generate debug
statements for

init-shut

Enter to generate debug
statements for init and
shutdown traces. This trace is
generated on failed and
successful initialization and
shutting down of STP related
module and memory.

management

Enter to generate debug
statements for management
traces. This trace is generated
whenever you configure any of
the STP features.

memory

Enter to generate debug
statements for memory related
traces. This trace is generated on
failed and successful allocation
of memory for STP process.
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Parameter

Type

Description

port-info-state-m
achine

Enter to generate debug
statements for port information
SEM.

port-receive-stat
e-machine

Enter to generate debug

statements for port receive SEM.

port-role-selecti
on-state-machine

Enter to generate debug
statements for role selection
SEM.

port-transmit-sta
te-machine

Enter to generate debug
statements for port transmit
SEM

protocol-migratio
n-state-machine

Enter to generate debug
statements for protocol
migration SEM.

pseudoInfo-state-
machine

Enter to generate debug
statements for port receive
pseudo information SEM.

redundancy

Enter to generate debug
statements for redundancy code
flow traces. This trace is
generated in standby node STP
while taking backup of
configuration information from
active node.

role-transition-s
tate-machine

Enter to generate debug
statements for role transition
SEM

sem-variables

Enter to generate debug
statements for state machine
variable changes traces. This
trace is generated on failed and
successful creation and deletion
of semaphore.

state-transition-
state-machine

Enter to generate debug
statements for state transition
SEM.
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Parameter

Type

Description

timer

Enter to generate debug
statements for timer module
traces. Tis generated on failed
and successful start, stop and
restart of STP timers.

topology-change-s
tate-machine

Enter to generate debug
statements for topology change
SEM.

<level (0-7)>

Integer

Enter to generate debug
statements for or the specified
severity level value.This value
ranges from Oto 7.

alerts

Enter to generate debug
statements for immediate
action.

critical

Enter to generate debug
statements for critical
conditions.

debugging

Enter to generate debug
statements for debugging
messages.

emergencies

Enter to generate debug
statements when system cannot
be used.

errors

Enter to generate debug
statements for for error
conditions.

informational

Enter to generate debug
statements for information
messages.

notification

Enter to generate debug
statements for significant
messages.

warnings

Enter to generate debug
statements for warning
conditions.
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Mode

Privileged EXEC Mode

Prerequisites

Debug customer spanning-tree can be executed only on customer edge ports. To set port type as
customer edge ports, bridge mode is set as provider-edge bridge mode.

Default

Tracing of the STP module is disabled.

Examples

iSS5Comm# debug spanning-tree errors 1

16.11. debug spanning-tree

To enables the tracing of the STP module as per the configured debug levels, use the command debug
spanning-tree in Privileged EXEC Mode. The trace statements are generated for the configured trace
levels. This command allows combination of debug levels to be configured (that is, more than one level
of trace can be enabled or disabled). The debug levels are configured one after the other and not in single
execution of the command. The no form of this command disables the tracing of the STP module as per
the configured debug levels. The trace statements are not generated for the configured trace levels.

debug spanning-tree

debug spanning-tree {[all] [bpdu] [bridge-detection-state-machine] [errors]
[events] [global] [init-shut] [management] [memory]
[port-info-state-machine] [port-receive-state-machine] [port-role-selec-
tion-state-machine] [protocol-migration-state-machine] [pseudo-

Info-state-machine] [redundancy] [role-transition-state-machine] [sem-vari-
ables] [state-transition-state-machine] [timer]

[topology-change-state-machine]} [switch <default>] [{<level (0-7)> | alerts
| critical | debugging | errors | informational | notification | warnings}]
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no debug spanning-tree

no debug spanning-tree {[all] [bpdu] [bridge-detection-state-machine]

[errors] [events] [global] [init-shut] [management] [memory]
[port-info-state-machine] [port-receive-state-machine] [port-role-selec-
tion-state-machine] [protocol-migration-state-machine] [pseudo-
Info-state-machine] [redundancy] [role-transition-state-machine] [sem-vari-
ables] [state-transition-state-machine] [timer]
[topology-change-state-machine]} [switch <default>] | informational | noti-
fication | warnings}] | alerts
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Parameters
Parameter Type Description
all Enter to generate debug statements for
all RSTP / MSTP
bpdu Enter to generate debug statements for

BPDU-related traces.

bridge-detecti
on-state-machi
ne

Enter to generate debug statements for
bridge detection SEM.

errors

Enter to generate debug statements for
all failure traces.

events

Enter to generate debug statements for
event handling traces. This trace is
generated to denote events that are
posted to STP configuration queue
whenever you configure any of the STP
features.

global

Enter to generate global debug
messages.

init-shut

Enter to generate debug statements for
init and shutdown traces. This trace is
generated on failed and successful
initialization and shutting down of STP
related module and memory.

management Enter to generate debug statements for
management traces. This trace is
generated whenever you configure any
of the STP features.

memory Enter to generate debug statements for

memory related traces. This trace is
generated on failed and successful
allocation of memory for STP process.

port-info-stat
e-machine

Enter to generate debug statements for
port information SEM.

port-receive-s
tate-machine

Enter to generate debug statements for
port receive SEM.
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Parameter

Type

Description

port-role-sele
ction-state-ma
chine

Enter to generate debug statements for
role selection SEM.

port-transmit-
state-machine

Enter to generate debug statements for
port transmit SEM

protocol-migra
tion-state-mac
hine

Enter to generate debug statements for
protocol migration SEM.

pseudoInfo-sta
te-machine

Enter to generate debug statements for
port receive pseudo information SEM.

redundancy

Enter to generate debug statements for
redundancy code flow traces. This
trace is generated in standby node STP
while taking backup of configuration
information from active node.

role-transitio
n-state-machin
e

Enter to generate debug statements for
role transition SEM

sem-variables

Enter to generate debug statements for
state machine variable changes traces.
This trace is generated on failed and
successful creation and deletion of
semaphore.

state-transiti
on-state-machi
ne

Enter to generate debug statements for
state transition SEM.

timer

Enter to generate debug statements for
timer module traces. Tis generated on
failed and successful start, stop and
restart of STP timers.

topology-chang
e-state-machin
e

Enter to generate debug statements for
topology change SEM.

switch Enter to generate debug statements for
switch / context.
default Enter to generate debug statements for

the default for switch / context.
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Parameter

Type

Description

<level (0-7)>

Enter to generate debug statements for
or the specified severity level value.This
value ranges from 0 to 7.

alerts Enter to generate debug statements for
immediate action.

critical Enter to generate debug statements for
critical conditions.

debugging Enter to generate debug statements for
debugging messages.

emergencies Enter to generate debug statements
when system cannot be used.

errors Enter to generate debug statements for
for error conditions.

informational Enter to generate debug statements for
information messages.

notification Enter to generate debug statements for
significant messages.

warnings Enter to generate debug statements for
warning conditions.

Mode

Privileged EXEC Mode

Default

Tracing of the STP module is disabled.

Examples

iS5Comm# debug spanning-tree errors 1

16.12. errordisable

To set the error disable recovery timer in an interface, use the command errordisable in Interface Config-
uration Mode. This command executes only if the spanning tree functionality has not been shut down in

the switch.
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errordisable

errordisable recovery-interval <seconds (30-65535)>

Parameters
Parameter Type Description
recovery-interval Enter to set the error disable

recovery timer in an interface.
The “errordisable recovery”
time is the amount of time to
bring the interface out of the
error-disabled state.

Integer | Enter a value for the error
<seconds (30-65535) > disable recovery timer in an
interface. The range is from
30 to 65535 seconds. The
default is 30000.

Mode

Interface Configuration Mode

Examples

iIS5Comm(config-if)# errordisable recovery-interval 666

16.13. instance

To create an MST instance and map it to VLANSs, use the command instance in MSTP Configuration Mode.
The no form of this command deletes the instance and unmaps specific VLANs from the MST instance.

instance

instance <instance ID (1-64/4094)> vlan <vlan-range>
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no instance

no instance <instance ID (1-64/4094)> vlan <vlan-range>

Parameters
Parameter Type Description
instance ID Enter to configure the ID of MSTP to be

created / deleted and mapped with /
unmapped from VLAN.

<instance ID Integer | Enter aninstance ID. This value ranges
(1-64/4094) > from 1 to 64.his value ranges from 1 to
64. The special value 4094 can be used
in the switch that supports PBB-TE.
Except vlan instance mapping, other
commands for STP configuration will
not be applicable in this Mode.This
special value represents PTETID that
identifies VID used by ESP.

NOTE: Instance O is created and mapped
with all VLANs (1-4094).

vlan Enter to configure a VLAN ID or list of
VLAN IDs that should be mapped with /
unmapped from the specified MST
instance.

<vlan-range> | Integer | Entera VLAN ID or list of VLAN IDs. This
value is a string whose maximum size is
9. For example, the value is provided as
4000-4010 to represent the list of
VLANSs IDs from 4000 to 4010.

Mode

MSTP Configuration Mode

Examples

iIS5Comm(config)# spanning-tree mode mst

Spanning Tree enabled protocol is RSTP, now RSTP is being shutdown and
MSTP is being enabled

iIS5Comm(config)# spanning-tree mst configuration
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NOTE: This how MSTP Configuration Mode is entered.

iIS5Comm(config-mst)# instance 1 vlan 2

16.14. name

To configure the name for the MST region, use the command name in MSTP Configuration Mode. The no
form of this command resets the name to its default value.

name

name <string (32)>

no name
Parameters
Parameter | Type Description
<string Enter a name for the MST region. The name is
(32)> unique and used to identify the specific MST
region. Each MST region contains multiple
spanning tree instances and runs special
instance of spanning tree known as IST to
disseminate STP topology information for other
STP instances.
Mode

MSTP Configuration Mode

Examples

iS5Comm(config)# spanning-tree mode mst

Spanning Tree enabled protocol is RSTP, now RSTP is being shutdown and
MSTP is being enabled

iIS5Comm(config)# spanning-tree mst configuration
NOTE: This how MSTP Configuration Mode is entered.

iS5Comm(config-mst)# name regionone
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16.15. revision

To configure the revision number for the MST region, use the command revision in MSTP Configuration
Mode. The no form of this command resets the revision number to its default value.

revision

revision <value (0-65535)>

no revision
Parameters
Parameter Type Description
<value (0-65535) > Enter a revision number for the MST
region.
Mode

MSTP Configuration Mode

Examples

iS5Comm(config)# spanning-tree mode mst

Spanning Tree enabled protocol is RSTP, now RSTP is being shutdown and
MSTP is being enabled

iS5Comm(config)# spanning-tree mst configuration
NOTE: This how MSTP Configuration Mode is entered.

iS5Comm(config-mst)# revision 100

16.16. set performance-data

To performs performance-data related configuration, use the command set performance-data in Global
Configuration Mode.

set performance-data

set performance-data {enable | disable}
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Parameters
Parameter | Type Description
enable Enter to enable performance-data-status. This is
the default.
disable Enter to disable performance-data-status.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# set performance-data enable

16.17. set performance-data-status

To enables or disables the collection of performance data for the for RSTP and MSTP protocol, use the
command set performance-data-status in Global Configuration Mode. This command executes only if

the spanning tree functionality has not been shut down in the switch.

set performance-data-status

set performance-data-status {enable | disable}
Parameters

Parameter | Type Description

enable Enter to enable the collection of RSTP and MSTP

performance data on all ports in the device.

disable Enter to disable the collection of RSTP and MSTP
performance data on all ports in the device. By
default, the collection of performance data is
disabled.

Mode

Global Configuration Mode
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Examples

iS5Comm(config)# set performance-data-status enable

16.18. show spanning-tree

To display spanning tree information, use the command show spanning-tree in Privileged EXEC Mode.
This command executes only if the spanning tree functionality has not been shut down in the switch.

show spanning-tree
show spanning-tree [active [detail] [switch <default>]]
[blockedports [switch <default>]]

[bridge [{address | detail | forward-time | hello-time | id | max-age |
priority | protocol | switch}]

[detail [switch <default>]]

[interface {Extreme-Ethernet <interface-id> | gigabitethernet <inter-

face-id>} [bpduguard] [cost] [encapsulationtype] [inconsistency]
[layer2-gateway-port] [priority] [restricted-role] [restricted-tcn] [root-
cost] [state] [stats]]

[layer2-gateway-port [switch <default>]]

[mst [<instance-id (0-4094)>] [configuration [switch <default>]] [detail
[switch <default>]] [interface {Extreme-Ethernet <interface-id> | giga-
bitethernet <interface-id>} [detail] [hello-time] [stats]] [switch
<default>]]

[pathcost method [switch <default>]]

[performance-data] [interface {Extreme-Ethernet <interface-id> | giga-
bitethernet <interface-id>} [instance] [<instance-id>]

[root [{address | cost | detail | forward-time | id | max-age | port |
priority [system-id [switch <default>]] | switch}]

[summary [switch <default>]]

[switch <default>]]
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[vlian <vlan—id/vfi_id> [active [detail] [switch <default>] [blockedports
[switch <default>]] [detail [switch <default>] J[active [switch <default>]]]

[interface {Extreme-Ethernet <interface-id> | gigabitethernet <inter-
[detail] [priority] [rootcost] [state] [stats]]

face-id>} [active] [cost]

[pathcost method [switch <default>]] [root [{address | cost | detail |
forward-time | id | max-age port | priority | switch}] [summary [switch
<default>]] [switch <default>]]
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Parameter

Type

Description

active

Enter to display the spanning tree
information of active ports.

detail

Enter to display the detailed
spanning tree related information
of the switch and all ports enabled
in the switch. The information
contains status of spanning tree
operation, current selected
spanning mode, current spanning
tree compatibility version, bridge
and root priority, bridge and root
addresses, port path cost, port
priority, port timers, bridge and
port level spanning tree statistics
information, transmit hold-count
value, link-type, and status of
L2GP, loop guard, BPDU receive,
BPDU transmit, restricted TCN,
restricted role and portfast
features.

switch

Enter to display the switch
name/context name.

default

Enter default to display the default
switch.

blockedports

Enter to display the summary of
port states.

switch

Enter to display the switch
name/context name.

default

Enter default to display the default
switch.

bridge

Enter to display the he spanning
tree bridge information. The
information contain bridge ID,
hello time, maximum age time,
forward delay time and protocol
enabled, for the RSTP. The
information also contains the
instance ID for MST.
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Parameter Type Description
address Enter to display the MAC address
of the bridge.
detail Enter to display the priority,

address, maximum age time and
forward delay time for the bridge.

forward-time

Enter to display the forward time
of the bridge.

hello-time

Enter to display the hello time of
the bridge.

id Enter to display the ID of the
bridge.

max-age Enter to display the maximum age
time of the bridge.

priority Enter to display the priority of the
bridge.

protocol Enter to display the protocol
currently enabled in the bridge.

switch Enter to display the switch related
information.

interface Enter to display the
interface-specific information of
active ports.

Gigabitethernet Enter to display gigabitetethernet

type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.
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Parameter

Type

Description

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

bpduguard Enter to display the spanning tree
BPDU guard for RSTP and MSTP.

cost Enter to display the summary of
port states.

detail Enter to display the detailed
information about the port and
bridge port cost.

encapsulationtyp Enter to display the spanning tree

e encapsulation type.

inconsistency Enter to display the Spanning-tree

inconsistent state for RSTP, MSTP
and PVRST.

layer2-gateway-p
ort

Enter to display the spanning tree
layer two gateway port specific
configuration.

portfast Enter to display the spanning tree
portfast state.
priority Enter to display the spanning tree

port priority.

restricted-role

Enter to display the spanning-tree
restricted role.

restricted-tcn

Enter to display the spanning-tree
restricted topology change.

rootcost

Enter to display the spanning tree
rootcost (pathcost to reachthe
root) value.

559



CHAPTER 16

SHOW SPANNING-TREE
STP

Parameter Type Description
state Enter to display the spanning tree
state.
stats Enter to display the input and

output packets by switching path
for the interface.

layer2-gateway-p
ort

Enter to display the spanning tree
layer two gateway port specific
configuration.

switch Enter to display the switch
name/context name.

default Enter default to display the default
switch.

mst Enter to display the MST instance

related information.

<instance-id
(0-4094) >

Enter a value for the multiple
spanning tree port specific
information for the specified
MSTI. This value ranges from 1 to
64. The special value 4094 can be
used only in the switch that
supports PBB-TE. This special
value represents PTETID that
identifies VID used by ESPs. display
the MST instance related
information.

configuration

Enter to display the multiple
spanning tree instance related
information. This information
contains the MST region name,
MST region revision, and a list
containing MSTI IDs and VLAN IDs
mapped to the corresponding
MSTI.

switch

Enter to display the switch
name/context name.

default

Enter default to display the default
switch.
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Parameter Type Description

detail Enter to display the spanning tree
information of active ports.

switch Enter to display the switch
name/context name.

default Enter default to display the default
switch.

interface Enter to display the spanning tree
information of active ports.

Gigabitethernet Enter to display gigabitetethernet

type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.
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detail Enter to display the detailed

multiple spanning tree port
specific information for the
specified interface. The
information contain port priority,
port cost, root address, priority
and cost, IST address, priority and
cost, bridge address, priority and
cost, forward delay, maximum
age, maximum hop count, and
BPDUs sent and received.

hello-time

Enter to display the hello time of
the MSTIs assigned to the
specified interface.

stats Enter to display the number of
BPDUs sent and received for the
MSTIs assigned to the specified
interface.

switch Enter to display the switch
name/context name.

default Enter default to display the default
switch.

pathcost Enter to display the port pathcost
method configured for the switch.

method Enter to display the port pathcost

method configured for the switch.

performance-data

Enter to display the spanning tree
information of active ports.

interface Enter to display the spanning-tree
performance related information
for the specified type of interface.

Gigabitethernet Enter to display gigabitetethernet

type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.
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Parameter

Type

Description

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

instance

Enter to display spanning-tree
performance data for the specified
MST Instance ID.

root

Enter to display the spanning-tree
root information.

NOTE: This configuration is not
supported in PVRST Mode.

address

Enter to display the MAC address
of the bridge.

cost

Enter to display the cost of the
root bridge.

detail

Enter to display detailed
information for the port and
bridge.

forward-time

Enter to display the forward time
of the root bridge.

hello-time Enter to display the hello time of
the root bridge.
id Enter to display the ID of the root

bridge.
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max-age Enter to display the maximum age
time of the root bridge.

port Enter to display the root port.

priority Enter to display the priority of the
root bridge.

switch Enter to display the switch related
information.

summary Enter to display the spanning tree
information of active ports.

switch Enter to display the switch related
information.

vlan Enter to display the interface

specific PVRST information for the
specified VLAN.

<vlan-id/vfi id>

Enter a number for VLAN / VFI ID.

. <vlan —id>-VLAN ID is a
unique value that represents
the specific VLAN. This value
ranges from 1 to 4094

. VFI ID is a VLAN created in
the system which contains
Pseudo wires and Attach-
ment Circuits as member
ports. This creates a logical
LAN for the VPLS service. This
value ranges from 4096 to
65535

NOTE: The VLAN ID 4095 is reserved
and may be used to indicate a wild-
card match for the VID in manage-
ment operations or Filtering
Database entries.

NOTE: VFI IDs 4096 and 4097 are
reserved identifiers used in MPLS
PW.

active

Enter to display the PVRST related
information for the specified
active VLAN ID.
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Description

detail

Enter to display the detailed
PVRST related information for the
specified active VLAN ID. The
information contains current
selected spanning Mode, current
spanning tree compatibility
version, bridge and root priority,
bridge and root addresses, port
path cost, port priority, timer
values, bridge and port level
spanning tree statistics
information, and transmit
hold-count value.

switch

Enter to display the PVRST related
information for the switch
name/context name.

default

Enter default to display the PVRST
related information for the default
switch.

blockedports

Enter to display the list of ports in
blocked state and the total
number of blocked ports for the
specified VLAN.

switch

Enter to display the PVRST related
information for the switch
name/context name.

default

Enter default to display the PVRST
related information for the default
VLAN.

active

Enter to display the PVRST related
information for the specified
active VLAN ID.

switch

Enter to display the PVRST related
information for the switch
name/context name.

default

Enter default to display the PVRST
related information for the default
switch.
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interface Enter to display interface specific
PVRST related information for the
specified type of interface
Gigabitethernet Enter to display gigabitetethernet

type of interface. Gigabitethernet
is a version of LAN standard
architecture that supports data
transfer up to 1 Gigabit per
second.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

Extreme-Ethernet

Enter to display the
Extreme-Ethernet type of
interface. Extreme Ethernet is a
version of Ethernet that supports
data transfer up to 10 Gigabits per
second and only full duplex links.

<interface-id>

Enter to display a specific slot
number / port number. The format
is <0>/<1-28> without spaces
between Slot Number/Port
Number. For example, 0/1.

active Enter to display the detailed
PVRST related information for the
specified active VLAN ID.

cost Enter to display the cost of the
specified port.

detail Enter to display the detailed
interface specific PVRST related
information for the port.

priority Enter to display the priority of the
specified port.

rootcost Enter to display the root cost of

the port. The root cost defines the
pathcost to reach the root bridge.
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state

Enter to display the state of the
port.

stats

Enter to display the port level
spanning tree statistics
information.

pathcost

Enter to display the port pathcost
method configured for the
specified VLAN.

method

Enter to display the port pathcost
method configured for the
specified VLAN.

switch

Enter to display the PVRST related
information for the switch
name/context name

default

Enter default to display the PVRST
related information for the default
switch.

root

Enter to display the spanning-tree
root information.

NOTE: This configuration is not
supported in PVRST Mode.

address

Enter to display the MAC address
of the root.

cost

Enter to display the cost of the
root.

detail

Enter to display detailed PVRST
related information for the root.
This information contain root
priority, root address, root cost,
root port, hello time, maximum
age and forward delay.

forward-time

Enter to display the forward time
of the root.

hello-time Enter to display the hello time of
the root.
id Enter to display the ID of the root.

567



CHAPTER 16

SHOW SPANNING-TREE
STP

Parameter Type Description
max-age Enter to display the maximum age
time of the root.
port Enter to display the root.
priority Enter to display the priority of the

root bridge.

system-id

Enter to display the Bridge system
ID.

switch Enter to display the switch related
information.

default Enter default to display the PVRST
related information for the default
VLAN.

summary Enter to display the summary of
port states

switch Enter to display the switch related
information.

default Enter default to display the PVRST
related information for the default
VLAN.

Mode

Privileged EXEC Mode

Examples

iS5Comm # show spanning-tree

Spanning-tree for VLAN 1

We are the root of the Spanning Tree

Root Id
Address
Cost
Port

Hello Time 2 sec 0O cs,

Max Age 20 sec 0 cs,

Priority 32769
e8:e8:75:90:0b:01

Forward Delay 15 sec 0 cs
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Spanning Tree Enabled Protocol PVRST

Bridge Id Priority 32769

Address e8:e8:75:90:0b:01

Hello Time 2 sec 0 cs, Max Age 20 sec 0 c¢s, Forward Delay 15 sec 0 cs
Dynamic Path Cost is Disabled

Dynamic Path Cost Lag-Speed Change is Disabled

Name Role State Cost Prio Type
Gi0/11 Designated Forwarding 20000 128 P2P
Ex0/2 Designated Forwarding 2000 128 P2P

iSS5Comm# show spanning-tree active detail switch default
Spanning-tree for VLAN 1

Bridge is executing the rstp compatible PVRST Protocol
Bridge Identifier has priority 32769, Address e8:€8:75:90:0b:01

Configured Hello time 2 sec 0 cs, Max Age 20 sec 0 cs, Forward Delay 15
sec 0 cs

Dynamic Path Cost is Disabled

We are the root of the spanning tree
Number of Topology Changes 0

Time since topology Change 0 seconds ago
Transmit Hold-Count 6

Root Times: Max Age 20 sec 0 cs, Forward Delay 15 sec 0 cs, Hello Time 2
sec 0 cs

Port 11 [Gi0/11] of VLAN 1 is Designated, Forwarding

Port PathCost 20000 , Port Priority 128 , Port Identifier
128.11

Designated Root has priority 32769, address e8:e8:75:90:0b:01
Designated Bridge has priority 32769, address e8:e8:75:90:0b:01
Designated Port Id is 128.11, Designated PathCost 0

Timers: Hello Time - 2 sec 0 c¢s, MaxAge - 20 sec 0 cs,

Forward Delay - 15 sec 0 cs, Hold - 1 sec 0 cs

No of Transitions to forwarding State :3

BPDUs : sent 2755 , received 0

Bpdu Guard is None

Root Guard 1is Disabled

BPDU filter is Disabled
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Port 26 [Ex0/2] of VLAN 1 is Designated, Forwarding

Port PathCost 2000 , Port Priority 128 , Port Identifier

128.26

Designated Root has priority 32769, address e8:e8:75:90:0b:01
Designated Bridge has priority 32769, address e8:e8:75:90:0b:01

Designated Port Id is 128.26, Designated PathCost 0
Timers: Hello Time - 2 sec 0 cs, MaxAge - 20 sec 0 cs,
Forward Delay - 15 sec 0 cs, Hold - 1 sec 0 cs

No of Transitions to forwarding State :1

BPDUs : sent 2758 , received 0

Bpdu Guard is None

Root Guard 1is Disabled

BPDU filter is Disabled

iS5Comm# show spanning-tree blockedports switch default
% Blocked Ports can be retrieved per VLAN basis in PVRST

iISSComm# show spanning-tree bridge address
Bridge Address is e8:e8:75:90:2e:01

iISS5Comm# show spanning-tree bridge forward-time

Bridge Forward delay is 15 sec

iSS5Comm# show spanning-tree bridge

Bridge ID HelloTime MaxAge FwdDly
Protocol
80:00:e8:e8:75:90:2e:01 02s 00cs 20s 00cs 15 s 0

iSSComm# show spanning-tree bridge hello-time
Bridge Hello Time is 2 sec 0 cs
iSS5Comm# show spanning-tree bridge id
Bridge ID is 80:00:e8:e8:75:90:2e:01
iSS5Comm# show spanning-tree bridge max-age
Bridge Max Age is 20 sec 0 cs

iSSComm# show spanning-tree bridge protocol
Bridge Protocol Running is RSTP

iSS5Comm# show spanning-tree bridge priority
Bridge Priority is 32768

iIS5Comm# show spanning-tree bridge detail
Bridge Id Priority 32768,
Address €8:e8:75:90:2e:01
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Hello Time 2sec Ocs,
Max Age 20sec Ocs,

Forward Delay 15 sec 0 cs

iSS5Comm# show spanning-tree detail
spanning-tree portfast bpduguard disable
Forward delay optimization alternate-role Enabled
Spanning tree Protocol Enabled.
Bridge is executing the STP compatible Rapid Spanning Tree Protocol
Bridge Identifier has priority 32768, Address e8:e8:75:90:0b:01
Configured Hello time 2 sec 0 cs, Max Age 20 sec 0 cs,
Forward Delay 30 sec 0 cs
Dynamic Path Cost Enabled
Flush Interval 0 centi-sec, Flush Invocations 35
Flush Indication threshold 0
We are the root of the spanning tree
Number of Topology Changes 1
Time since topology Change 4250 seconds ago
Transmit Hold-Count 6
Root Times: Max Age 20 sec 0 cs Forward Delay 30 sec 0 cs
Hello Time 2 sec 0 cs
Port 10 [Gi0/10] is Designated, Forwarding
Port PathCost 20000, Port Priority 128, Port Identifier 128.10
Designated Root has priority 32768, address e8:e8:75:90:0b:01
Designated Bridge has priority 32768, address e8:e8:75:90:0b:01
Designated Port Id is 128.10, Designated PathCost 0
No of Transitions to forwarding State :32
Auto-Edge is enabled
PortFast is disabled, Oper-Edge is disabled
LinkType is point to Point
BPDUs : sent 67637 , received 0
Timers: Hello - 1, Forward Delay - 0, Topology Change - 0,
Error Disable Recovery Interval 300 sec 0 cs
Restricted Role is disabled.
Restricted TCN is disabled.
bpdu-transmit enabled
bpdu-receive enabled
Root Guard is disabled.
Loop Guard is disabled.
DotlW mode disabled.

show spanning-tree interface gigabitethernet 0/1 bpduguard

571



CHAPTER 16

SHOW SPANNING-TREE
STP

Bpdu Guard is None

iIS5Comm# show spanning-tree interface gigabitethernet 0/1 layer2-gateway-port switch default

Switch default
Port Gi0/1 PseudoRootId

Instance Priority MacAddress State

MSTOO 4096 00:00:11:22:33:44 Forwarding
MSTO1 8192 00:00:12:34:45:55 Forwarding
MSTO02 4096 00:00:12:34:45:5a Forwarding

iS5Comm# show spanning-tree mst 1

## MSTO1

Vlans mapped: 2

Bridge Address e8:e8:75:90:0b:01 Priority 32768
Root Address €8:e8:75:90:0b:01 Priority 32768
Root this switch for MSTO1

Interface Role Sts Cost Prio.Nbr Type

iSSComm# show spanning-tree mst configuration

Name [regionone]

Revision 100

Max-Instance 1

Instance Vlans mapped

0 1,3-1024,1025-2048,2049-3072,
3073-4094

1 2

iSSComm# show spanning-tree mst 1 interface gigabitethernet 0/1
Switch default
Gi0/1 of MSTO00 is Disabled , Discarding
Edge port: no
Link type: Shared
Port Hello Timer: 2 sec 0 cs
Bpdus sent 0 , Received 0
Instance Role Sts Cost Prio.Nbr

0 Disabled Discarding 200000 128.1

iS5Comm#t show spanning-tree mst 1 interface gigabitethernet 0/1 stats
MSTO1 Bpdus sent 2, Received 0
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iS5Comm#t show spanning-tree mst 1 interface gigabitethernet 0/1 hello-time
MSTO1 2 secs 0 cs
iS5Comm#t show spanning-tree mst 1 interface gigabitethernet 0/1 detail
Gi0/1 of MSTO01l is Master , Forwarding
Port info port id 128.1 priority 128 cost 200000
Designated root address 00:01:02:03:04:11 priority 32768 cost 0
Designated bridge address 00:01:02:03:04:11 priority 32768 port id
128.1
iSSComm# show spanning-tree performance-data
STP Performance data
Received Event Time Stamp(In millisecs) 0
Port State Change Time Stamp(In millisecs) 527555293
iS5Commi# show spanning-tree performance-data int gi 0/1
STP Performance data at Port 1
Rcvd Event Time Stamp(In millisecs) 0
Rcvd Event PORT_DOWN
Rcvd State Change Time Stamp(In millisecs) 527552273
iSS5Comm# show spanning-tree root
Root ID RootCost MaxAge FwdDly RootPort
80:00:e8:e8:75:90:0b:01 O 20sec 00cs 30sec 00cs 0

iSS5Comm# show spanning-tree root address
Root Bridge Address is e8:e8:75:90:0b:01

iSS5Comm# show spanning-tree root cost
Root Cost is O

iSSComm# show spanning-tree root forward-time
Root Bridge Id is 80:00:e8:e8:75:90:0b:01

iSSComm# show spanning-tree root max-age

Root MaxAge is 20 secs 0 cs

iSS5Commi# show spanning-tree root port
Root Port is O

iSS5Comm# show spanning-tree root priority

Root Priority is 32768

iISS5Comm# show spanning-tree root detail
We are the root of the Spanning Tree
Root Id Priority 32768
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Address e8:e8:75:90:0b:01
Cost 0
Port 0

Max Age 20 sec 0 cs, Forward Delay 30 sec 0O cs

Hello Time 2 sec 0 cs

iISS5Comm# show spanning-tree root switch default

Root ID RootCost MaxAge RootPort

80:00:e8:e8:75:90:0b:01 O 20sec 00cs 30sec 00cs 0

iSS5Comm# show spanning-tree blockedports
Blocked Interfaces List:

Gi0/1,Gi0/2,G6i0/3,Gi0/4,Gi0/5,Gi0/6,G1i0/7,Gi0/8,Gi0/9,Gi0/11,Gi0/12,Gi0/
13,Gi0/14,Gi0/15,G1i0/16,Gi0/17,G1i0/18,Gi0/19,Gi0/20,Gi0/21,Gi0/22,Gi0/23
,Gi0/24,Ex0/1,Ex0/2,Ex0/3,Ex0/4,pol,po2,

The Number of Blocked Ports in the system is :29

iS5Comm# show spanning-tree pathcost method
Spanning Tree port pathcost method is Long

iS5Comm# show spanning-tree summary

Spanning tree enabled protocol is RSTPSpanning Tree port pathcost method

is Long

RSTP Port Roles and States

Port-Index Port-Role Port-State Port-Status
Gi0/1 Disabled Discarding Enabled
Gi0/2 Disabled Discarding Enabled
Gi0/3 Disabled Discarding Enabled
Gi0/4 Disabled Discarding Enabled
Gi0/5 Disabled Discarding Enabled
Gi0/6 Disabled Discarding Enabled
Gi0/7 Disabled Discarding Enabled
Gi0/8 Disabled Discarding Enabled
Gi0/9 Disabled Discarding Enabled
Gi10/10 Designated Forwarding Enabled
Gi0/11 Disabled Discarding Enabled
Gio/12 Disabled Discarding Enabled
Gi0/13 Disabled Discarding Enabled
Gi0/14 Disabled Discarding Enabled
Gi0/15 Disabled Discarding Enabled
Gi0/16 Disabled Discarding Enabled
Gi0/17 Disabled Discarding Enabled

574



SHOW SPANNING-TREE

CHAPTER 16 STP
Gi0/18 Disabled Discarding Enabled
Gi0/19 Disabled Discarding Enabled
Gi1i0/20 Disabled Discarding Enabled
Gi0/21 Disabled Discarding Enabled
Gi0/22 Disabled Discarding Enabled
Gi0/23 Disabled Discarding Enabled
Gi0/24 Disabled Discarding Enabled
Ex0/1 Disabled Discarding Enabled
Ex0/2 Disabled Discarding Enabled
Ex0/3 Disabled Discarding Enabled
Ex0/4 Disabled Discarding Enabled

iISS5Comm# show spanning-tree vlan 1 blockedports switch default

Switch default

Blocked Interfaces List:

The Number of Blocked Ports in the system is

:0

iSS5Commi# show spanning-tree vlan 1 pathcost-method switch default

Switch default

Spanning Tree port pathcost method is Long

iS5Comm# show spanning-tree vlan 1 summary switch default

Switch default

Spanning tree enabled protocol

is PVRST

Spanning-tree pathcost method is long

PVRST Port Roles and States

Port-Index Port-Role Port-State Port-Status
Designated Discarding Enabled
Designated Forwarding Enabled

iISS5Comm# show spanning-tree vlan 1
Spanning-tree for VLAN 1

We are the root of the Spanning Tree

Root Id Priority 32769
Address e8:e8:75:90:0b:01
Cost 0

Port 0

Hello Time 2 sec 0 cs, Max Age
Spanning Tree Enabled Protocol
Bridge Id Priority 32769
Address €8:e8:75:90:0b:01

Hello Time 2 sec 0 cs, Max Age

Dynamic Path Cost is Disabled

20 sec 0 cs,

PVRST

20 sec 0 cs,

Forward Delay 15 secn(O cs

Forward Delay 15 sec 0 cs
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Dynamic Path Cost Lag-Speed Change is Disabled

Name Role State Cost Prio Type
Gi0/11 Designated Forwarding 20000 128 P2P
Ex0/2 Designated Forwarding 2000 128 P2Pp

iISS5Comm# show spanning-tree vlan 1 bridge
Bridge ID HelloTime MaxAge FwdDly Protocol

80:00:00:01:02:03:04:01 2 sec 0 cs 20 sec 0 cs 15 sec 0 <cs Pvrst

16.19. shutdown spanning-tree

To shut down spanning tree functionality in the switch, use the command shutdown spanning-tree in
Global Configuration Mode. The switch does not execute any kind of STP to form a loop free topology in
the Ethernet network and operates with the existing topology structure.

shutdown spanning-tree

Mode

Global Configuration Mode

Default

Spanning tree MSTP is started and enabled in the switch..

Examples

iS5Comm(config)# tcp max retries 1

16.20. spanning-tree

To enable and define spanning tree operation, use the spanning-tree command in Global Configuration
Mode. Spanning tree operation provides path redundancy while preventing undesirable loops in the
network that are created by multiple active paths between stations. It logically breaks such loops and
prevents looping traffic from clogging the network. The no form of this command disables the spanning
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tree operation in the switch and resets the spanning tree related information to its default values. The
spanning tree operation is automatically enabled in the switch, once the spanning tree Mode is
changed.The default spanning tree algorithm is rapid spanning tree. Note that the spanning tree opera-
tion can be enabled in the switch only if the spanning tree functionality has not been shut down in the
switch.

spanning-tree

spanning-tree [compatibility {stp | rst | mst}]
[flush-indication-threshold <value (0-65535)>]
[flush-interval <centi-seconds (0-500)>] [forward-time <seconds (4-30)>]
[forwarddelay optimization alternate-role {disabled | enabled}]
[hello-time <seconds (0-20)>] [max-age <seconds (6-40)>]

[mode {mst | pvrst| pvst| rapid-pvst| rst}]

[mst {<instance ID <instance ID (1-64> {primary | secondary} {priority
<value (0-61440)> | flush-indication-threshold <value (0-65535)>} | configu-
ration | forward-time <seconds (4-30> | hello-time <seconds (0-2)> |

instance-id <(1-64)>| max-age <seconds (6-40)> | max-hops <(6-40)> |
max—-instance | <(1-64>}]

[pathcost dynamic [lag-speed]] [portfast bpduguard default] [priority
<value (0-61440)>] [transmit hold-count <value (0-61440)>]

[vlian <vlan—id/vfi_id> {brg-priority <integer (0-61440)> | forward-time
<seconds (4-30)> | hello-time <seconds(0-2)> | hold-count <value (1-10)> |
max—age <seconds (6-40)> | brg-priority <integer (0-61440)> | root {primary |
secondary}]

no spanning-tree

spanning-tree {compatibility | flush-indication-threshold| flush-interval |
forward-time | forwarddelay | hello-time | max-age | mode | mst | pathcost |
portfast | priority | transmit | vlan}
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Parameter

Type

Description

compatibility

Enter to set the STP compatibility
version in the switch for all ports.

stp

Enter to configure Spanning Tree
Protocol configuration.

rst

Enter to configure Rapid Spanning
Tree configuration.

mst

Enter to configure Multiple
Spanning Tree configuration.

flush-indication
-threshold

Enter to configure the flush
indication threshold value for a
specific instance. When flush
indication threshold is default
value and flush interval is
non-default value, instance based
flushing occurs during the first
flush indication trigger. When the
flush indication threshold value is
non-default (x) and flush-interval
value is non-default, port &
instance based flushing is
triggered until the threshold (x) is
reached. Once the threshold is
reached, instance based flushing is
triggered & timer starts.

<value (0-65535>

Integer

Enter a value to indicate the
number of flush indications to go
before the flush-interval timer
method triggers and ranges from 0
(default) to 65535.

flush-interval

Enter to configure the flush
interval timer value (in
centi-seconds).
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<centi-seconds
(0-500) >

Integer

Enter a value to indicate the
number of flush indications
invoked from spanning-tree
module per instance basis. This
value ranges from 0 to 500
hundredths of a second. If the
flush interval timer is set to zero,
port and instance based flushing
occurs (default functionality). If it
is set to non-zero, instance based
flushing occurs (dependent on the
flush-indication-threshold value).

forward-time

Enter to configure the number of
seconds for which a port waits
before changing from the blocking
state to the forwarding state.

The values configured for the
spanning tree timers should
satisfy the following conditions:

2 * (forward-time - 1) >= max-age,
and

max-age >= 2 * (hello-time +1)
The STP timers can be configured
in the switch, only if the spanning
tree functionality has not been
shut down in the switch. The type
of spanning tree mode should be
set, if the functionality is already
shutdown.

This spanning tree timer’s
configuration is not supported in
PVRST mode.

<seconds (4-30)>

Integer

Enter a value to indicate the
forward time. This value ranges
from 4 to 30 seconds. In MSTP, this
time configuration is applied for
IST root (that is, MSTI 0). The
default is 15 seconds.
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hello-time

Enter to configure the time
interval (in seconds) between two
successive configuration BPDUs
generated by the root switch. This
value is configured on per-port
basis for MSTP and is configured
globally for RST.

<seconds (0-2)>

Integer

Enter a value for hello- time. This
value should be either 1 or 2
seconds. The default is 2 seconds.

max-age

Enter to configure the maximum
expected arrival time (in seconds)
of hello BPDUs. STP information
learned from network on any port
is discarded, once the configured
arrival time expires. The spanning
tree topology is re-computed after
this time interval.

<seconds (6-40)>

Integer

Enter a value representing
maximum age. This value ranges
from 6 to 40 seconds. In MSTP, this
time configuration is applied for
IST root (that is, MSTI 0). The
default is 20 seconds.

forwarddelay Enter to configure the forward
delay timer
optimization Enter for optimization for

spanning-tree related protocol
during transition from alternate to
designated port role.

alternate-role

Enter to configure the alternate
port role transition by optimized
configuration.

disabled

Enter to disable optimization for
spanning-tree related protocol in
alternate port role transition. All
ports while transitioning from
ALTERNATE-DESIGNATED will have
fdWhile set to fwdDelay.
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Parameter

Type

Description

mode

Enter to set the type of spanning
tree to be executed, enable
spanning tree operation and start
spanning tree functionality in the
switch.

mst

Enter to configure the switch to
execute MSTP for preventing
undesirable loops. MSTP
configures spanning tree on per
VLAN basis or multiple VLANs per
spanning tree. The mode cannot
be set as mst, if the base bridge
Mode is configured as transparent
bridging.

pvrst

Enter to configure the switch to
execute PVRST+ for preventing
undesirable loops. PVRST+ is an
enhancement of RSTP which
works in combination with VLAN
to provide better control over
traffic in the network. The Mode
cannot be set as pvrst, if the base
bridge Mode is configured as
transparent bridging. The pvrst
can be set as the spanning tree
Mode, only if the GVRP feature is
disabled.

pvst

Enter to configure the switch to
execute PVST for preventing
undesirable loops. PVST maintains
separate spanning tree instance
for each VLAN in the network and
forwards VLAN trunk for only
some VLANs. The Mode cannot be
set as pvst, if the base bridge
Mode is configured as transparent
bridging. This feature is currently
not supported.
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rapid-pvst

Enter to configure the switch to
execute rapid PVST for preventing
undesirable loops. Rapid PVST
combines the functionalities of
RSTP and PVST, and creates a tree
for each VLAN. The Mode cannot
be set as rapid-pvst, if the base
bridge Mode is configured as
transparent bridging. This feature
is currently not supported.

rst

Enter to configure the switch to
execute RSTP for preventing
undesirable loops. RSTP provides
rapid recovery of connectivity
following the failure of a
bridge/bridge port or a LAN.

mst

Enter to start MST configuration

instance ID

Enter to configure the ID of MSTP
instance already created in the
switch. This option is applicable,
only if the spanning tree mode is
set as MST.

<instance ID
(0-04) >

Integer

Enter an instance ID. This value
ranges from 1 to 64. The special
value 4094 can be used only in the
switch that supports PBB-TE. This
special value represents PTETID
that identifies VID used by ESPs.

root

Enter to configure the switch as
root.

NOTE: This command executes only
if
. instance is created

. spanning tree mode is set as
MST.
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primary Enter to configure the switch as
primary root. It sets high enough
priority (low value) for the switch
so that the switch can be made as
the bridge root of the
spanning-tree instance. The
priority value is set as 24576.

secondary Enter to configure the switch as
secondary root. Sets the switch as
a secondary root, if the primary
root fails. The priority value is set
as 28672.

priority Enter to switch priority
configuration for spanning tree
instance

<priority Integer | Enter a priority value. This value

(0-61440) > ranges from 0 to 61440. The value
should be set in steps of 4096,
that is, you can set the value as 0,
4096, 8192, 12288, etc. The
default is 32768.

flush-indication Enter to configure flush indication

-threshold threshold.

<value Integer | Enter a flush indication threshold

(0-65535) > value.

configuration Enter to start MST configuration
mode. In MSTP configuration
mode, instance specific and MST
region configuration can be done.

max-hops Enter maximum number of hops
allowed.

<(6-40)> Integer | Enter a value representing

maximum number of hops
allowed. This value ranges from 6
to 40.

max—instance

Enter maximum MSTP instance
value.
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pathcost dynamic

Enter to enable dynamic pathcost
calculation. Note that the dynamic
path cost calculation feature can
be configured in the switch, only if
the spanning tree functionality
has not been shut down in the
switch. The type of spanning tree
mode should be set, if the
functionality is already shutdown

lag-speed

Enter for pathcost calculated
when LA port speed changes due
to addition or deletion of ports in
port channel. Note that the
manually assigned path cost is
used even if the lag speed feature
is enabled in the switch when the
path cost is assigned manually.

portfast

Enter to specify the portfast
feature in the port. This feature
specifies that the port is
connected to only one hosts and
hence can rapidly transit to
forwarding. This feature can cause
temporary bridging loops, if hubs,
concentrators, switches, bridges
and so on are connected to this
port. This feature takes effect only
after the interface is shutdown
and turned on again.

bpduguard

Enter to put an interface in the
error-disabled state when it
receives a bridge protocol data
unit (bpdu).

default

Enter to enable bpduguard by
default on all edgeports.

priority

Enter to configure a priority value
that is assigned to the switch.
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<value
(0-61440) >

Integer

Enter a priority value for the
switch and for the MSTI, in RSTP
and MSTP respectively. This value
ranges from 0 to 61440. The value
should be set in steps of 4096,
that is, you can set the value as 0,
4096, 8192, 12288 and so on.

transmit

Enter to set the transmit
hold-count value for the switch,
where the value is a counter that
is used to limit the maximum
transmission rate of the switch
and to avoid flooding. This value
specifies the maximum number of
packets that can be sent in a given
hello time interval. Note that the
transmit hold count value
configuration is not supported in
PVRST Mode.

hold-count

Enter to configure a hold-count
counter.

<value
(0-61440) >

Integer

Enter a hold-count value which
ranges from 0 to 61440.

vlan

Enter for configures spanning tree
related information for VLAN.
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<vlan-id/vfi id>

Integer

VLAN ID is a unique value that
represents the specific VLAN. This
value ranges from 1 to 4094. VFI
ID is a VLAN created in the system
which contains Pseudo wires and
Attachment Circuits as member
ports. This creates a logical LAN for
the VPLS service. This value ranges
from 4096 to 65535.The VLAN ID
4095 is reserved and may be used
to indicate a wildcard match for
the VID in management
operations or Filtering Database
entries.

VFI IDs 4096 and 4097 are
reserved identifiers used in MPLS
PW. The theoretical maximum for
the maximum number of VFl is
65535 but the actual number of
VFI supported is a sizing constant.
Based on this, the maximum
number of VFI ID accepted in the
management interface is
restricted. For example, if 100 VFIs
are supported, the maximum
number of VFI supported will be
restricted to maximum number of
VLANs + 100. An error message is
displayed for any value beyond
this range.

forward-time

Enter to configure the number of
seconds, a port waits before
changing from the listening and
learning states to the forwarding
state.

<seconds (4-30) >

Integer

Enter a value which ranges from 4
to 30 seconds. Default is 15.

hello-time

Enter to configure the time
interval (in seconds) between two
successive configuration BPDUs
generated by the root switch.
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<seconds (1-10) >

Integer

Enter a value which ranges from 1
to 10 seconds. Default is 2.

max-age

Enter to configure the maximum
expected arrival time (in seconds)
of hello BPDUs. STP information
learned from network on any port
is discarded, once the configured
arrival time expires. The spanning
tree topology is re-computed after
this time interval.

<seconds (6-40) >

Integer

Enter a value which ranges from 6
to 40 seconds. Default is 20.

hold-count

Enter to configure the maximum
number of packets that can be
sent in a given hello time interval.
This value is used to limit the
maximum transmission rate of the
switch and to avoid flooding.

<integer (1-10)>

Integer

Enter a value which ranges from 4
to 10. Default is 3.

brg-priority

Enter to configure the bridge
priority to be assigned for the
specified VLAN. Default is 32768 +
VLAN ID.

<integer (0-61440

) >

Integer

Enter a value which ranges from 0
to 61440. The value should be set
in increments of 4096, that is, the
value can be set as 0, 4096, 8192,
12288 and so on.

root

Enter to configure Configures the
root type for the given VLAN
interface.

primary

Enter to configure the switch to
become root for a given VLAN. The
priority of the switch is lowered
until it becomes root
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secondary

Enter to configure the switch to
become backup root for a given
VLAN. The priority of the switch is
lowered until it becomes one
priority higher than the root, so it
can become root if the current
root fails

Mode

Global Configuration Mode

Examples

iS5Comm (config)# spanning-tree

iIS5Comm(config)#spanning-tree compatibility stp

iIS5Comm(config)# spanning-tree flush-indication-threshold 2

iS5Comm(config)# spanning-tree flush-interval 20

iIS5Comm(config)# spanning-tree forward-time 6

iS5Comm(config)# spanning-tree max-age 6

iS5Comm(config)# spanning-tree hello-time 6

iIS5Comm(config)#spanning-tree mode rst

iIS5Comm(config)# spanning-tree mst max-instance 1

iS5Comm(config)# spanning-tree mode mst

Spanning Tree enabled protocol is RSTP,
MSTP is being enabled

iS5Comm(config)# spanning-tree mst configuration
NOTE: This how MSTP Configuration Mode is entered.

iIS5Comm(config)# spanning-tree pathcost dynamic

iIS5Comm(config)# spanning-tree portfast bpduguard default

iS5Comm(config)# spanning-tree priority 4096

iIS5Comm(config)# spanning-tree transmit hold-count 5

iIS5Comm(config)# spanning-tree mode pvrst

Spanning Tree enabled protocol is MSTP,

PVRST is started.

iISS5Comm(config)# spanning-tree vlan 1 forward-time 18

now RSTP is being shutdown and

now MSTP is being shutdown.
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Forward Time for the given instance is set.

iS5Comm(config-if)# spanning-tree vlan 1 cost 250

16.21. spanning-tree

To enable and define spanning tree operation for an interface, use the spanning-tree command in Inter-
face Configuration Mode. The no form of this command disables the spanning tree operation on an inter-
face and resets the spanning tree to its default values. Note that the spanning tree operation can be
enabled in the switch only if the spanning tree functionality has not been shut down in the switch.

spanning-tree

spanning-tree [auto-edge] [bpdu-receive {enabled disabled}]
[bpdu-transmit {enabled | disabled}]
[bpdufilter {disable | enable}]

[bpduguard {disable | enable [admin-down] [disable-discarding] | enable |
none}]

[cost <pathcost value (0-200000000)]

[disable] [encap {ISL | dotlg}]

[guard {loop | none | root}]

[layer2-gateway-port] [link-type {point-to-point | shared}]
[mode dotlw {disable | enable}]

[mst {<instance-id (1-64)> {cost <cost value (0-200000000) | disable |
port-priority <port priority wvalue (0-240)> | pseudoRootId priority <priority
value (0-61440)> mac-address <ucast mac>} | hello-time <port based
value (1-2)>}

[port-priority <port priority wvalue (0-240)>]

[portfast]

| pseudoRootId priority <priority value(0-61440)> mac-address <ucast mac>}
[restricted-role]

[restricted-tcn]

[vlan <vlan-id/vfi id> {cost <pathcost value (0-200000000)

| port-priority <port priority (0-240)> | status {disable | enable}]
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no spanning-tree

spanning-tree {auto-edge | bpdufilter | bpduguard | cost | disable | encap |
guard | layer2-gateway-port | link-type | mst | port-priority | portfast |
pseudoRootId | restricted-role | restricted-tcn | vlan}
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auto-edge

Enter to enable automatic detection
of bridge attached on an interface.
Once automatic detection is
enabled, the edge port parameter is
automatically detected and set. The
port is set as edge port, if no BPDU
is received on the port. The port is
set as non-edge port if any BPDU is
received

bpdu-receive

Enter to configure the processing
status of the BPDUs received in a
port. BPDUs are used to carry
bridge related information that is
used during spanning tree
operation.

enabled

Enter to allow normal processing of
BPDUs received on the port.

disabled

Enter to discard the BPDUs received
on the port.

bpdu-transmit

Enter to configure the BPDU
transmission status of a port. BPDUs
are used to carry bridge related
information that is used during
spanning tree operation. The
transmission status is reset to its
default value, once the spanning
tree mode is changed.

enabled

Enter to allow the transmission of
BPDUs from the port.

disabled

Enter to block the transmission of
BPDUs from the port.

bpdufilter

Integer

Enter to configure the status of
BPDU filter feature in an interface.

disable

Enter to disable the BPDU filter in
the interface; the port state is
maintained till it is manually made

up.
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enable Enter to enable BPDU filter in the
interface to prevent temporary
loops; it moves the port to disabled
discarding state when BPDU is
received on this port.

bpduguard Enter to configure the status of
BPDU guard feature in an interface.

disable Enter to disable the BPDU guard
feature in the interface; the port
state is maintained till it is manually
made up.

enable Enter to enable BPDU guard feature

i in the interface to prevent
temporary loops; it moves the port
to disabled discarding state when
BPDU is received on this port.

admin-down

Enter to disable the port and puts
the port in error-disabled state on
receiving BPDU.

disable-discar
ding

Enter to disable spanning-tree on
the port.

none

Enter to remove BPDU guard on the
specified interface. Global BPDU
guard configuration takes effect if
this port is an edge port.
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cost

Enter to configure the port’s path
cost value that contributes to the
path cost of paths containing this
particular port. The paths’ path cost
is used during calculation of
shortest path to reach the root. The
path cost represents the distance
between the root port and
designated port. The configured
path cost is used, even if the
dynamic pathcost calculation
feature or LAGG speed feature is
enabled. This configuration is not
supported for the spanning tree
mode PVRST.

<path cost
value (0-200000
000) >

Integer

Enter a value for path cost. This
value ranges from 1 to 200000000.

disable

Enter to disable the spanning tree
operation on the port. The port
does not take part in the execution
of spanning tree operation for
preventing undesirable loops in the
network.

encap

Integer

Enter to configure the
encapsulation type used in the
interface.

ISL

Enter to configure the
Encapsulation type as ISL

dotlqg

Integer

Enter to set the Encapsulation type
as dotlq

guard

Enter to configure the various guard
features such as root guard in a
port.
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loop

Integer

Enter to enable loop guard feature
in the port. This feature changes the
port to an inconsistent state if no
BPDUs are received. Thus isolating
the failure and letting spanning tree
converge to a stable topology until
the port starts receiving BPDUs
again.

NOTE: This parameter can be config-
ured only for Point-to-point links.
Loop guard feature is not supported
for shared links

NOTE: PVRST Loop Guard feature can
be enabled on all port types —
access, trunk & hybrid, but the
behavior of a guard loop enabled
hybrid port in an interoperation
scenario is not defined in the imple-
mentation.

none

Enter to disable both root and loop
guard features in the port. This is
the default.

root

Enter to enable root guard feature
in the port. This feature prevents
the port from becoming root port or
blocked port. The port changes to
the root-inconsistent state, if the
port receives superior BPDUs. The
port automatically reverts back to
forwarding state, once the superior
BPDUs are not received.

NOTE: Root Guard implementationin
PVRST is applicable only for trunk
ports.

layer2-gateway
-port

Enter to configure a port to operate
as a L2GP (L2 gateway port). L2GP
operates similar to that of the
normal port operation but pretends
to continuously receive BPDUs
when admin state of the port is up.
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value (0-200000
000) >

value ranges from 1 to 200000000.

disable

Enter to disable the spanning tree
on the port

port-priority

Enter to configure the port priority.

CHAPTER 16 STP
Parameter Type Description

link-type Enter to configure the link status of
the LAN segment attached to the
port. The options available are:

point-to-point Enter to use this option when the
port is to be treated as if it is
connected to a point-to-point link.

shared Enter to use this option when the
portis to be treated as if it is using a
shared media connection.

mode Enter to enable or disable the
bridge to send agreement PDU in
accordance with 802.1w.

dotlw Enter to enable or disable the
bridge to send agreement PDU in
accordance with 802.1w.

disable Enter to disable the bridge to send
agreement PDU in accordance with
802.1w.

enable Enter to enable the bridge to send
agreement PDU in accordance with
802.1w.

mst Enter to specify the spanning tree
instance.

<instance-id Integer | Enter a value for instance ID. This

(1-64) > value ranges from 1 to 64.

cost Enter to configure the cost value
associated with the port.

<cost Integer | Enter a value for path cost. This
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<port priority | Integer | Enter avalue for port priority. This

value (0-240)> value ranges from 0 to 61440. The
value should be set in steps of 4096,
that is, you can set the value as 0,
4096, 8192, 12288 and so on.

pseudoRootId Enter to configure the pseudo root
related information for a port set as
L2GP. The information contains
pseudo root priority and pseudo
root MAC address for the port. This
configuration is not utilized in
PVRST Mode.

priority Enter for pseudo root priority.

<port priority | Integer | Enter value for port priority. This

value (0-61440) value ranges from 0 to 61440. The

> value should be set in steps of 4096,
that is, you can set the value as 0,
4096, 8192, 12288 and so on.

mac-address Enter to configure the unicast MAC
address of the pseudo root. Port
configured as L2GP uses this value
as its address.

<ucast mac> Enter the unicast MAC address of
the pseudo root. For example,
00:00:12:34:45:55.

hello-time Enter to set the port-based hello
timer value.

<port based Integer | Enter a port-based hello timer

value (1-2)> value.

port-priority Enter to configure the port priority
value

<port priority | Integer | Enter a port-priority value. This

value (0-240)>

value ranges from 0 t
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portfast

Enter to configure the portfast
feature in the port. This feature
specifies that the port is connected
to only one host and hence can
rapidly transit to forwarding. This
feature can cause temporary
bridging loops if hubs,
concentrators, switches, bridges
and so on are connected to this
port. This feature takes effect only
after the interface is shut down and
turned on again.

pseudoRootId

Enter to the pseudo root related
information for a port set as L2GP.
The information contains pseudo
root priority and pseudo root MAC
address for the port. This
configuration is not utilized in
PVRST Mode

priority

Enter to configure port priority
value.

<port priority
value (0-61440)
>

Integer

Enter for pseudo root priority.

mac-address

Integer

Enter to configure the unicast MAC
address of the pseudo root. A port
configured as L2GP uses this value
as its address.

<ucast mac>

Enter the unicast MAC address of
the pseudo root. For example,
00:00:12:34:45:55.

restricted-rol
e

Enter to enable the root-guard/
Restricted role feature on the port.

restricted-tcn

Enter to enable the Topology
change guard/ Restricted tcn
feature on the port.

vlan

Enter for configures spanning tree
related information on a per VLAN
basis.
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<vlan-id/vfi i

d>

Integer

VLAN ID is a unique value that
represents the specific VLAN. This
value ranges from 1 to 4094. VFI ID
is a VLAN created in the system
which contains Pseudo wires and
Attachment Circuits as member
ports. This creates a logical LAN for
the VPLS service. This value ranges
from 4096 to 65535.The VLAN ID
4095 is reserved and may be used
to indicate a wildcard match for the
VID in management operations or
Filtering Database entries.

VFI IDs 4096 and 4097 are reserved
identifiers used in MPLS PW. The
theoretical maximum for the
maximum number of VFl is 65535
but the actual number of VFI
supported is a sizing constant.
Based on this, the maximum
number of VFI ID accepted in the
management interface is restricted.
For example, if 100 VFls are
supported, the maximum number
of VFI supported will be restricted
to maximum number of VLANs +
100. An error message is displayed
for any value beyond this range.

cost

Enter to configure the port’s path
cost value that contributes to the
path cost of paths containing this
particular port. The paths’ path cost
is used during calculation of
shortest path to reach the root. The
path cost represents the distance
between the root port and
designated port. The configured
path cost is used, even if the
dynamic pathcost calculation
feature or LAGG speed feature is
enabled. This configuration is not
supported for the spanning tree
mode PVRST.
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<cost Integer | Enter a value for path cost. This
value (0-200000 value ranges from 1 to 200000000.
000) >

port-priority

Enter to configure the priority value
assigned to the port.

<port priority Integer
value (0-240)>

Enter a priority value to be assigned
to the port. This value is used during
port role selection process. This
value ranges from 0 to 240. This
value should be set in steps of 16,
that is, you can set the value as 0,
16, 32, 48 and so on. The default
port-priority is 128.

status

Enter to configure the status of
PVRST on a port for the specified
VLAN. PVRST works in conjunction
with VLAN to provide better control
over traffic in the network. It
maintains a separate spanning tree
for each active VLAN in the
network, thus providing load
balancing through multiple
instances of spanning tree, fault
tolerance and rapid reconfiguration
support through RSTP.

disable

Enter to disable the PVRST Status
for the specified VLAN ID.

enable

Enter to enable the PVRST Status for
the specified VLAN ID.

Mode

Interface Configuration Mode

Examples

iIS5Comm (config)# interface gi 0/1

iIS5Comm (config-if)# spanning-tree auto-edge

iS5Comm(config-if)# spanning-tree bpdu-receive disabled
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iIS5Comm (config-if)# spanning-tree bpdu-transmit enabled
iIS5Comm (config-if)# spanning-tree bpduguard enable admin-down
iIS5Comm(config-if)# spanning-tree cost 2200

iS5Comm (config-if)# spanning-tree link-type point-to-point
iIS5Comm(config-if)# spanning-tree portfast

iIS5Comm(config)# spanning-tree portfast bpduguard default
iS5Comm(config-if)# spanning-tree port-priority 32

iIS5Comm (config-if)# spanning-tree restricted-role
iS5Comm(config-if)# spanning-tree restricted-tcn
iS5Comm(config-if)# spanning-tree layer2-gateway-port
iIS5Comm(config-if)# spanning-tree mst 1 pseudoRootld priority 8192 mac-address 00:00:12:34:45:55
iS5Comm(config-if)# spanning-tree bpdufilter enable
iS5Comm(config-if)# spanning-tree mode dotlw enable

iIS5Comm(config-if)# spanning-tree vlan 1status disable
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17. MRP

This section describes the CLI commands used to configure the MRP feature.

Media Redundancy Protocol (MRP) is a networking protocol designed to implement redundancy and
recovery in a ring topology. MRP is designed to react deterministically on a single failure on a switch in
the MRP ring. An MRP instance is configured between two ports known as ring ports and can act as
manager or client in the ring. The MRP node which is configured as manager has the responsibility of
avoiding the loop in the ring by making one ring port as blocking and other as forwarding. The conver-
gence time of MRP is very fast as compared to spanning tree protocols. On a port either MRP can be
enabled or spanning tree may be selected.

To configure MRP, first it needs to be enabled at the global level, the instance needs to be created with
required mode and then instance needs to be mapped to the ring ports, this chapter describes the
commands used.

Note: To enable an MRP ring instance on a port; first spanning tree needs to be disabled. Both protocols
cannot run together on the same port.

17.1. Redundancy

Redundancy within the network considers the presence of more network elements (switches, link) than
necessary operation, in order to prevent the loss of communication caused by a failure. To effect this,
there is more than one physical path between any two nodes. IEC 61918 specified ring topology, every
switch has a redundant connection (link) into the network. the redundant links are not required for a
failure-free/normal operation of the network. In case of a failure, these redundant links are used to
prevent the breakdown of the network. The disadvantage of ring topology is that, it can introduce a
“packet loop” that creates broadcast storms in the network.

Spanning Tree protocols, such as RSTP, specify a method for providing media redundancy while
preventing the undesirable packet loop in a network (i.e.) RSTP were developed to detect and eliminates
the physical loop in the network. Also, in case of a failure in the network, a topology change notification
is sent out to create a different safe path.

Although STP is effective enough for many networks, it takes longer time for re-convergence in case of
failure. This is not good enough for mission-critical industrial Ethernet applications. To overcome the
limitations of RSTP, MRP protocol was developed. MRP uses mechanisms similar to RSTP (e.g., delete
forwarding database after reconfiguration, set ports into blocking or forwarding mode), but it takes
lesser time for re-convergence in case of failure. Below is the comparison of MRP with RSTP.
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Table 1: Comparison between MRP and RSTP
MRP RSTP
Topology Ring Any
Number of Up to 50 switches to Maximum of 40
Switches meet the 200ms Switches
reconfiguration
requirement.
Recovery Recovery time in case | Recovery time in case
Time of a failure can run of a failure can run
into Less than 200ms into seconds
depending on the
topology and size of
the network.
Configuration | Simple Medium

17.2. MRP

An MRP-compliant network shall have a ring topology with multiple nodes. According to IEC 62439-2,
One of nodes in the network takes on the role of the redundancy manager (MRM), the other nodes are
the redundancy clients (MRC). The ports at a node which are connected with the subsequent or

preceding node are named ring ports.

17.3. MRP Function

It is the Redundancy Manager’s responsibility to monitor the ring topology. During normal ring operation
(i.e., no link or node failure in the ring topology) the Redundancy Manager disconnects one of its ring
ports, so that the ring topology becomes ‘loop free’ from a communication point of view. As soon as the
ring is open due to the failure of a node, and the data communication is broken, the Redundancy
Manager reconfigures the data paths within 200ms. It enables the disconnected ring port and creates a

new loop free topology.

Figure 1:

Mormal Operation

MRP Normal Operation Vs Error Scenario

Error Scenario

MRC1 ’—sz 1‘ MRC2 ’—'1 MRC3 }i

“ Link Down *
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17.4. Normal Operation: Ring Closed

To detect errors in the network, the redundancy manager sends MRP_Test frames on both of its ring
ports. These frames run through the ring in both directions until they arrive at the other ring port of the
manager. These MRP_Test frames are marked with a special MAC address and forwarded by the MRCs
only to the opposite ring ports. They are sent periodically every MRP_Test default interval (20 ms by
default). If the MRP_Test frames arrive on both ends back to the MRM, the ring is detected as defect
free(ring closed) and the MRM blocks the loop. This is done by changing the state to BLOCKED at one of
the ring ports in the MRM and the other as FORWARDING as shown in Figure 2 below. On this BLOCKED
port only test frames to supervise the ring (MRP_Test frames) are sent. Data frames are sent by the MRM
only on the port in the FORWARDING state.

Figure 2:  MRP Normal Operation

Normal Operation

P

1] 2 Redundantlink

Data and Control Traffic | MRM Control Traffic
4 . 4 —
- ~ 5 “

—1{ MRC1 ’—{2 L MRc2 Hl MRC3 F-
MRM Forwarding  Blocked
MRC1 Forwarding Forwarding
MRC2 Forwarding  Forwarding
MRC3 Forwarding Forwarding

Blocked port cantx and rx only the control traffic. Hence MRM transmit the data traffic
via ring port 1 only.

17.5. Failure Detection: Ring Open

If MRP_Test frames, typically 3 frames in sequence of are not received by the MRM, the ring topology is
considered as interrupted. So it takes 60 ms to detect a failure in the ring. To change the topology in the
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whole ring, all MRCs and the MRM have to clear their FDBs at the same time as the redundant port is
changing state from BLOCKED to FORWARDING to keep the network consistent. The MRM sends 3
MRP_TopologyChange messages in 10ms delay into the ring with the indication that the topology has
changed. The blocked port on the MRM changes the state from BLOCKING to FORWARDING. Every MRC
receiving MRP_TopologyChange indications is supposed to clear its Filtering Data Base (FDB) at the
MRP_TOPchgT time. Afterwards it has to build up again the FDB based on the new topology.

The time between detecting a ring interruption and restoring a new data structure is referred to as the
recovery time. The recovery time has a maximum value of 200ms. As soon as the faultis recoveredin the
network, the redundancy manager disconnects its ring port again and informs the clients of the change.

Figure 3: MRP Error Scenario

Error Scenario
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——————— LinkDown ———— —
MRM Forwarding  Forwarding
MRC1 Forwarding  Link Down
MRC2 Link Down Forwarding
MRC3 Forwarding Forwarding

Ring is open, due to link fault between MRC1 & MRC2. MEM ports (1 &2) are in
forwarding state to tx and rx both data and control traffic.

17.6. Alarms supported in MRP

Alarms are raised for various events that occur in the device. Alarms for the events in MRP are grouped
under protocols. As defined in the PRD document, the following alarms are supported for events associ-
ated with MRP.

. MRP Status changes
o MRM condition detected/cleared.
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Figure 4:  Alarms supported in MRP
iS5Comm# sh alarm supported all

17.7. MRP status change

The alarm is raised with set whenever there is a change in the ring status. This event can occur whenever
there is a change in ring status. i.e., ring is closed or opened due to changes in topology or configuration.
When the ring state machine is disabled, the alarm is cleared.

Figure 5: Alarms raised for Ring status change

iS5Comm# sh alarm history protocol

17.8. MRM condition/detected

The alarm is raised when the ring node detects more then one manager nodes in the network. The alarm
will be cleared when this condition is cleared.

ALARM-S5UPPORTED

Power supply limit exceeded
Mainhoard temperature overheat
CPU usage exceeded threshold
Flash usage exceeded threzhold
RAM usage exceeded threshold
Power supply not operational
Line card state

Interface link =tate

Cyher—security link
Line module temperature threshold read

Invalid login

Firmuware upgrade failed

SEVERITY

PROTOCOL Oct-5-14:15:41 SET RSTF root bridge node
PROTOCOL Octs5-14:15:42 CLR MRPF Ring status changed Critical
FPROTOCOL Oct-5-14:15:-44 SET MRF Ring status changed Critical
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17.9. mrp

To enable and disable the MRP protocol, use the command mrp enable / disable in Global Configuration
Mode.

mrp

mrp { enable | disable }

Parameters
Parameter | Type Description
enable Enables the MRP feature globally on device.
disable Disables the MRP feature globally on device.
Mode

Global Configuration Mode

Examples

iIS5Comm(config)# mrp enable

iIS5Comm(config)# mrp disable

17.10. mrp ringid

To create an MRP instance, use the command mrp ringid in Global Configuration Mode. The no form of
this command deletes an MRP instance.

mrp
mrp { ringid < short(1-2) > }
no mrp ringid

no mrp { ringid < short (1-2) >}

606



MRP VID

CHAPTER 17 MRP
Parameters

Parameter Type Description

ringid Enter to create Ring id of the MRP instance.

id integer | Enter a value in the range from 1 to 2.
Mode

Global Configuration Mode

Examples

o Users can delete the MRP instance. The details are shown below.

iS5Comm (config) # mrp ringid 1
iS5Comm (config-mrp) # exit

iS5Comm (config) # no mrp ringid 1

17.11. mrp vid

To create an MRP domain VLAN identifier, use the command vid in MRP Ring Configuration Mode. The
no form of this command deletes an MRP domain VLAN identifier.

vid
vid < VLAN id (1-4094) >

no vid

no vid
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Parameters
Parameter | Type Description
VLAN id integ | Enter a value in the range of 1 to 4094
(1-4094) er

Mode

MRP Ring Configuration Mode

Examples

. Users are able to configure MRP over VLAN using the below shown CLI command under MRP Ring
Mode. MRP signaling frames (test and control) are sent with IEEE 802.1Q VLAN tags with the config-
ured VLAN and priority as 7.

iS5Comm (config) # mrp ringid 1

iS5Comm (config-mrp) # vid 2

iS5Comm (config-mrp) # end
. User are able to unconfigure MRP over VLAN under MRP Ring Mode as shown below.

iS5Comm (config) # mrp ringid 1

iS5Comm (config-mrp) # no vid

iS5Comm (config-mrp) # end

17.12. mode

To set the MRP mode of the device, use the command mode in MRP Ring Configuration Mode.
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mode

mode [ { disable | { client | manager | manager-autocomp } portl < interface-type

> < interface-id > port2 < interface-type > < interface-id > } ]

Parameters
Parameter | Type Description
client Enter to configure MRP instance as a client (
MRC) in the MRP ring, which forwards the test
frames between the ring ports.
manager Enter to configure MRP instance as manager (
MRC) in the MRP ring, which generates the test
frames on both ring ports and handles/avoids
the loop.
manager Enter to configure MRP instance as manager
-autocomp auto ( MRA) in the MRP ring. It competes with
the other MRA nodes in the ring to become
MRM based on priority, if priority is highest it
turns to act as MRM else turn MRC.
disable Enter to disables the MRP instance on ring ports
if any.
portl Enter to set MRP mode on ring on port 1.
port2 Enter to set MRP mode on ring on port 2.
Mode

MRP Configuration Mode

Examples

iISS5Comm# configure terminal

iS5Comm(config)# mrp ringid 1

iS5Comm(config-mrp)# vid 2

iS5Comm(config-mrp)# mode manager-autocomp portl gigabitethernet 0/1 port2 gigabitethernet 0/2
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17.13. priority

To set the MRP priority of the device to become the manager ( MRM) of the ring, use the command
priority in MRP Ring Configuration Mode.

priority
priority < (0-65535) >

Parameters

Parameter Type Description

priority 0-65535 Enter to configure MRP priority to be
manager ( MRM) in the ring, in case auto
manager is enabled.

Mode

MRP Configuration Mode

Examples

iSS5Comm# configure terminal
iIS5Comm(config)# mrp ringid 1
iIS5Comm(config-mrp)# priority 8000

17.14. uuid

To configure the UUID value of the ring, use the command uuid in MRP Ring Configuration Mode.
uuid

uuid < string(32) >

610



CHAPTER 17

SHOW MRP
MRP

Parameters
Parameter Type Description
uuid string Enter to configure MRP UUID as 32 octet
(32) string (hex). The UUID is a 128-bit domain
UUID unique to a domain/ring. All MRP
instances belonging to the same ring must
have the same domain ID.
Mode

MRP Configuration Mode

Examples

iSS5Comm# configure terminal

iS5Comm(config)# mrp ringid 1

iS5Comm(config-mrp)# uuid 10C20ACC507B55760487569C4CD9E3BB

17.15. show mrp

This command shows information of the MRP configuration.

show mrp

show mrp { ringid < short (1-2)

> } [ detail ] [ counters ]

611



SHOW MRP

CHAPTER 17 MRP
Parameters
Parameter Type Description
ringid Specifies the ring ID that the user wishes to
view.
id (1-2) integer | Enter a value in the range of 1 - 2.
detail Enter to display the detail information of the
MRP configuration (e.g. ring name, UUID,
priority, etc.)
counters Enter to display the MRP counters
Mode

Privileged Exec Mode

Definitions of Errors

Multiple MRM failures and errors: This error indicated by an MRM when more than one MRM are active
in the MRP ring. Possible values are as follows:

J false—no Multi- MRM error
. true—more than one MRM present in the ring

Single Side Error—displays Single Side Error state: This error also indicated by an MRM when the test

frames of an MRM have been seen, but only on one ring port. Possible values are as follows:

o false—no One Side Rx error

. true—test frame received only on one ring port

Examples

iS5Comm# show mrp ringid 1 detail

MRP Ring Info

Id

Admin Mode
Port 1

Port 1 state
Port 2

Port 2 state

Manager
Gi0/2
Forwarding
Gi0/1

Forwarding
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State : Open
Multiple MRM : True
Single side Err : False
UUID : 10C20ACC507B55760487569C4CDY9E3BB
Manager pri : 1F40------——=-—--——————————————————————————

iS5Comm# show mrp counters

MRP Ring Counters
Id 1
Ring Port 1
Test frames received
TC frames received

Link up frames sent

o O o O

Link down frames sent
Ring Port 2

Test frames received
TC frames received

Link up frames sent

o O O O

Link down frames sent
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18. LA

LA (Link Aggregation)

is a method of combining physical network links into a single logical link for increased bandwidth. LA
increases the capacity and availability of the communications channel between devices (both switches
and end stations) using existing Fast Ethernet and Gigabit Ethernet technology. LA also provides load
balancing where the processing and communication activity is distributed across several links in a trunk,
so that no single link is overwhelmed. By taking multiple LAN connections and treating them as a unified,
aggregated link, practical benefits in many applications can be achieved.

LA provides the following important benefits:
. Higher link availability
. Increased link capacity

Improvements are obtained using existing hardware (no upgrading to higher-capacity link technology is
necessary)

The Link Aggregation Control Protocol (LACP), described by IEEE 802.3ad, defines a method for two
switches to automatically establish and maintain link aggregation groups ( LAG)s, or also called port chan-
nels or channel-groups. Port channels combine the bandwidth of multiple Ethernet ports into a single
logical link, and management functions treat an LAG as if it were a single physical port.

When LACP is not enabled, a port channel might attempt to transmit packets to a remote single interface,
which causes the communication to fail.

When LACP is enabled, a local LAG cannot transmit packets unless an LAG with LACP is also configured
on the remote end of the link.

A channel group is a collection of Ethernet interfaces on a single switch. A port channel interface is a
virtual interface that serves a corresponding channel group and connects to a compatible interface on
another switch to form a port channel. Port channel interfaces can be configured and used in a manner
similar to Ethernet interfaces. Port channel interfaces are configurable as Layer 2 interfaces, Layer 3
(routable) interfaces, and VLAN members.

The switch supports up to 8 link aggregation groups, with a maximum of up to 8 ports per group.
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18.1. channel-group

To add a port as a member of the specified port channel that is already created in the switch, use the
command channel-group in Interface Configuration Mode. The no form of the command deletes the
aggregation of the port from all port channels.

channel-group
channel-group <channel-group-number (1-65535)> mode {active | on | passive}

no channel-group

Parameters
Parameter Type Description
Integer | Enter to add a port as a member of
<channel-group the specified port channel that is
-number (1-6553 already created in the switch. This is
5)> a unique value that represents the
specific port-channel created. This
value ranges from 1 to 65535.
mode Enter to configure the LACP activity
for the port.
active Enter to configure starting of LACP
negotiation unconditionally.
on Enter to force the interface to
channel without LACP. This is
equivalent to manual aggregation.
passive Enter to configure starting of LACP
negotiation only when LACP packet
is received from peer.
Mode

Interface Configuration Mode

Prerequisites

This command executes successfully, only if
. the LA functionality is started and enabled in the switch.
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Examples

iS5Comm(config)# interface gi 0/9

iS5Comm (config-if)# channel-group 2 mode active

18.2. channel-protocol

To enable link aggregation (LA) in the switch, use the command channel-protocol in Global Configuration
Mode. This command is a standardized implementation of the existing command set port-channel and it
operates similarly to this command. The no form of the command disables LA in the switch.

channel-protocol

channel-protocol lacp

no channel-protocol

Parameters
Parameter | Type Description
lacp Enter to configure LACP (Link Aggregation
Control Protocol) to provide manage channeling.
Mode

Global Configuration Mode

Default

LA is disabled

Examples

iIS5Comm(config)# channel-protocol lacp

18.3. debug etherchannel

To enable the trace messages for link aggregation, use the command debug etherchannel in Privileged

EXEC Mode. The trace statements are generated for the configured trace levels.This command is a stan-
dardized implementation of the existing command debug lacp and operates similar to this command.The
no form of the command disables the tracing of the link aggregation as per the configured debug levels.
The trace statements are not generated for the configured trace levels.
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debug etherchannel

debug etherchannel [all] [detail] [error] [event]

no debug etherchannel

no debug etherchannel [all] [detail] [error] [event]
Parameters
Parameter | Type Description
all Enter to generate debug statements for all kinds
of traces.
detail Enter to generate detailed debug statements for
traces
error Enter to generate debug statements for all

failure traces.

event Enter to generate debug statements for event
traces. This trace is generated when any of
packets are sent successfully or when an ACK is
received. Event generates error messages for the
following scenarios:

J Packet reception/transmission

L Timer expiry

. Port creation/deletion indication

Port status change indication

Mode

Privileged EXEC Mode

Examples

iSSComm# debug etherchannel detail

18.4. debug lacp

To enable the tracing of the LACP as per the configured debug levels, use the command debug lacp in
Privileged EXEC Mode. This command allows combination of debug levels to be configured (i.e. more
than one level of trace can be enabled or disabled. The debug levels are configured one after the other
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and not in single execution of the command. The no form of the command disables the tracing of LACP
as per the configured debug levels. Trace statements are not generated for the configured trace level.

debug lacp

debug lacp [all] [buffer] [data] [events] [failall] [init-shutdown] [mgmt]
[os] [packet]

no debug lacp

no debug lacp [all] [buffer] [data] [events] [failall] [init-shutdown]
[mgmt] [os] [packet]

618



DEBUG LACP

CHAPTER 18 LA
Parameters
Parameter Type Description
all Enter to generate debug statements
for all kinds of traces.
buffer Enter to generate debug statements
for buffer-related traces.
data Enter to generate debug statements
for data path traces. This trace is
generated during failure in packet
processing.
events Enter to generate debug statements
for event traces. This trace is
generated when any of packets are
sent successfully or when an ACK is
received.
failall Enter to generate debug statements

for all kind of failure traces.

init-shutdown

Enter to generate debug statements
for init and shutdown traces. These

traces are generated during module
initialization and shutdown.

mgmt

Enter to generate debug statements
for management traces. This trace is
generated whenever you configure
any of the LA features.

oS

Enter to generate debug statements
for OS resource related traces. This
trace is generated during failure in
message queues.

packet

Enter to generate debug statements
for packet dump traces. This trace is
generated for all events generated
during processing of packets.

Mode

Privileged EXEC Mode
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Default

init-shutdown

Examples

iSS5Comm# debug lacp data

18.5. default port

To configure the port that should be set as default port for a port channel, use the command default port
in Interface Configuration Mode. The configured port attaches with the port channel and participates
only in dynamic aggregation selection.The no form of the command deletes the default port assigned for
the port channel.

default port

default port {Extreme-Ethernet <interface-id> | gigabitethernet <inter-
face-id>]
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no default port

Parameters

Parameter Type Description

Gigabitethernet Enter to configure the type of
interface to be set as default port
for the port channel as
gigabitetethernet type interface.
Gigabitethernet is a version of
LAN standard architecture that
supports data transfer up to 1
Gigabit per second.

<interface-id> Enter to configure a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

Extreme-Ethernet Enter to configure the type of
interface to be set as default port
for the port channel as
Extreme-Ethernet type interface.
Extreme Ethernet is a version of
Ethernet that supports data
transfer up to 10 Gigabits per
second and only full duplex links

<interface-id> Enter to configure a specific slot
number / port number. The
format is <0>/<1-28> without
spaces between Slot
Number/Port Number. For
example, 0/1.

Mode

Interface Configuration Mode

Prerequisites

J This command can be executed successfully, only if the LA functionality is started and enabled in
the switch.
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. Only one port can be set as a default port.

. The port that is to be set as default port should have not been added as a member port for any of
the port channel.

Examples

iISSComm# interface gigabitethernet 0/2
iS5Comm(config-if)# default port gigabitethernet 0/2

18.6. defaulted-state-threshold

To configure the default threshold on all ports in system and track the maximum number of times error
recovery can be triggered from default state, use the command defaulted-state-threshold in Interface
Configuration Mode. The no form of the command resets the defaulted state threshold value to default.

defaulted-state-threshold
defaulted-state-threshold <integer (0-20)>

no defaulted-state-threshold

Parameters
Parameter Type Description
Integer | Enter a value for the default threshold on all
<integer ports in system and track the maximum
(0-20) > number of times error recovery can be
triggered from default state. This value ranges
from 0 to 20. The default is 5.
Mode

Interface Configuration Mode

Examples

iISSComm#t interface gi 0/2
iIS5Comm(config-if)# defaulted-state-threshold 10
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18.7. hw-failure recovery-threshold

To configure the hardware failure recovery threshold on all ports in system and track the maximum
number of times when error recovery is triggered after a hardware failure, use the command hw-failure
recovery-threshold in Interface Configuration Mode. The configured port attaches with the port channel
and participates only in dynamic aggregation selection. The no form of the command resets the value of
hardware failure recovery threshold on port.

hw-failure recovery-threshold

hw-failure recovery-threshold <integer (0-20)>

no hw-failure recovery-threshold

Parameters
Parameter Type Description
Integer | Enter avalue for the hardware failure recovery
<integer threshold on all ports in system and track the
(0-20) > maximum number of times error recovery
triggered after a hardware failure. This value
ranges from 0 to 20. The default is 5.
Mode

Interface Configuration Mode

Examples

iSSComm#t interface gi 0/2
iS5Comm(config-if)# hw-failure recovery-threshold 10
18.8. lacp admin-key

To configure the LACP actor admin key and LACP Mode for a port, use the command lacp admin-key in
Interface Configuration Mode.
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lacp admin-key

lacp admin-key <admin-key(1-65535)> [mode {active | passive}]

Parameters
Parameter Type Description
Integer | Enter a value to configure the LACP
<admin-key (1- actor admin key that is used while port
65535) > participates in dynamic aggregation
selection. The port is made as part of
best aggregation selected based on
system ID and admin key.This value
ranges from 1 to 65535.
mode Enter to configure the LACP Mode for
the port.
active Enter to configure starting of LACP
negotiation unconditionally. Thisis the
default mode.
passive Enter to configure starting of LACP
negotiation only when LACP packet is
received from a peer.
Mode

Interface Configuration Mode

Prerequisites

This command executes successfully, only if

. the LA functionality is started and enabled in the switch.

. The admin key can be configured only for ports that select aggregator dynamically (the port is
configured as default interface for a port channel)

Examples

iSS5Comm(config)# interface gi 0/9

iIS5Comm (config-if)# lacp admin-key 1 mode active
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18.9. lacp port-identifier

To configure the LACP actor admin port ID to be filled in the LACP, use the command lacp port-identifier
in Interface Configuration Mode. The no form of the command resets the global LACP system ID to its
default value.

lacp port-identifier

lacp port-identifier <port-id (1-65535)>

Parameters
Parameter Type Description
<port-id Integer | Enter a value to configure the LACP actor
(1-65535) > admin port ID to be filled in the LACP
PDUs. This value represents the
concerned aggregation port. This value
ranges from 1 to 65535. The maximum
limit depends on the number of ports. For
example, if there are 24 ports, then the
maximum value will be 24 only and the
value will range from 1 to 24.
Mode

Interface Configuration Mode

Prerequisites

This command exec