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RAPTOR™

Intelligent Cyber Secure Platform

Product Overview

RAPTOR™ is an Intelligent Cyber Secure Pl at fencompassingr
operating system that supports L2 /L3 switching and routingon asinglepl at f or m. RAPTOR™
its iBiome OS has been designed for future scalability. Its modular system of field replaceable modules, hot-
swappable power supplies, and its ability to run third party software applications makes it a very flexible
platform for today and the future.

RAPTOR™ is avail abLAd, MAN SEG ang AASER. d'lgesespackages are designed for basic
functionality (LAN) to the advanced security functionality (ASEC). The packages are defined in detail below.
Customers can upgrade the R A P T O Rldtform from the basic LAN package to any other package without
sending the unit back to the factory. Switching fro

R AP T O Ra¥% been specifically designed to protect and secure critical infrastructures in all Smart Cities
applications and in the harshest of environments. It is compliant with IEC 61850 Ed. 2, IEEE 1613, and EN50155
standards.

Tel: +1 905-670-0004

128 Toll Free: +1 844-520-0588
BIT c E F@ Technical Support: +1 844-475-8324
ENCRYPTION Email: info@is5com.com
www. is5com.com
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mmm Features and Benefits

Table 1. Features and Benefits of Raptor™

Feature ‘ Benefit

Single Platform— The multi-service platform allows the
multifunctional meet their functional requirements

e Allows easy configuration and monitoring with a web based User Interface
simplified GUI—easy to e Eliminates the need for more complex terminal er.nulatlon p.)rogr'ar.ns
Use e Reduced cost of deployment; one platform—multiple functionalities

e Common look and feel between platforms

e Buil t-in ;pr@videsthiresinfdrmation

Advanced Security features

NERC CIP compliance

10Gb Security/protocol acceleration engine
Secure boot (unique to RAPTOR™)

Highly Secure—Secure
Boot

NERC Compliant—Security

from the Ground Up e Secure boot and secure upgrade

e - 40°C toperating terhpérature, NO FANS!!

Robust Industrial Design e P40
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mmm Product Specifications

Table 2. Common Specification

Description Specification

Number of slots

Ethernet Network
Ports

Up to 4 slots

Slot #1- 3—will supportup to 8 x 10/100/1000 RJ45’ ,®r 8 x 100/1000 SFP’s, or 4 x 100/1000
SC/ST’s per slot

Slot #4—will support up to 4 x 10GB Uplinks

RS-232 Serial
Console Port

RS-232 in R]-45 connector with console cable. 115200bps, 8, N, 1

USB Port /2 x SD USB 3.0 for software and configuration update
cards

Number of queues | 8

Port rate limiting | User Defined

Other hardware Modular chassis with hot-swappable modules
features Redundant hot-swappable power supplies
Alarm Fault Contact: relay output to carry capacity of 1A at 24VDC
Warni Relay output for fault event alarming
M arning / Syslog server / client to record and view events
S onitoring SMTP for event warning notification via email
ystem Event level selection support
Enclosure [P-40 Galvanized steel
Dimensions 486.15 (W) x 446.65 (D) x 44.36(H) mm (19.14 x 17.58 x 1.75 inch)
Weight 9.8 kg (21.6 1bs.)

Redundant Input | Dual Power Supplies available in any combination of 24VDC (Nom.), 48VDC (Nom.), and 88-
power 264VAC (50/60Hz)/100-300VDC

Power . 35 Watts

Consumption

Overload Current
Protection

Fast Acting Fuse 3.15A (can only be replaced in the factory)

Installation
Category

Overvoltage Category III, Pollution degree II
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Table 3. Key Features per Package

iMX350 iMX350E iMX650 iMX950 iMX1250

Feature Description LAN MAN SEC ASEC

L2
L3

Redundant power supplies

NFC/WIFI

O [ e
OO [ e
O [ [
O [ |

Secure boot

AT I TN
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=
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>

56Bit Encryption—Exportable

Z
>~
=

A\
=z
o=

128Bit Encryption
MPLS

VPN

IPSEC

O

AP
AT

iPA (Intelligent Proxy
Authentication)

Built-in Modules (Available 2018/2019. Check with Sales)

Timing Module (GPS, IRIG B
IN/OUT, and PPS)

PoE
HSR/PRP
iROC

Cellular

A\

O 0| 0
N | O [0 ||
O 0| 0 |
| 0| e |
| 0| e |

- |\

—_—

*350E can’t be upgraded to later models.

Table 4. Raptor iBiome

L2 /L3 - Basic Features - Raptor iBiome

e SNMP (v1, v2c, and v3) agent and MIB support

e CLI(Console, Telnet, and SSH)

e  WebUI (HTTP and HTTPS / SSL)

e TCP/IP stack for [Pv4 and IPv6 (including ARP, ICMP, ND, and UDP)
e Configuration Save and Restore in the form of MIB OIDs

o Debug Logging Ability, Backup/Restore configuration (when copying the configuration file from a flash drive
to external TFTP server & vice versa)

e Software and configuration upgrade through TFTP or SFTP

e SNTP, Syslog, RADIUS, TACACS+ Client (IPv4/IPv6)

e DHCP (Client, Server & Relay) for IPv4, Stateless DHCP (Server/Client/Relay Agent) for IPv6
e DHCP—Support for Option 82

e RMONv1

e Ethernet Port Control and Management (Fast Ethernet, GE, 10GE, and 40GE)

e SNMP Subagent, SNMP Proxy, SNMP Subagent v6, iPv6 SNMP Proxy

e SSHv2.0 support on 128-bit
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L2 /L3 - Basic Features - Raptor iBiome

e Port Mirroring, System Resource Monitoring (temperature, fan, and CPU speed)
e  Multiple Level User Management, Syslog Server/Client

e MIB support (standard/proprietary), Routing MIB (standard and proprietary MIBs as specified in the
product specification)

¢ Jumbo Frames support

e Transparent bridging, VLAN-aware bridging (Port Based VLAN, Protocol based VLAN)

e RSTP (IEEE 802.1D, 2004) /MSTP/PVRST+

e RSTP: BPDU load/attack prevention mechanism, verbose logs on the screen up for debugging level
e Q-in-Q VLAN Tunneling and Provider bridging (note that MEF support is not included)

e IGMP snooping with support of Transparent Snooping and Proxy Reporting, propagating Query message on
Topology Change, supporting MAC and IP based Multicast Snooping

e IGMP v1,v2, v3 snooping—explicit Host Tracking and Fast Leave, Multicast Statistics (for control plane
messages only)

e [P based MLD v1 and v2 Snooping, IPv6 Query election and Query, IPv6 Explicit Host Tracking and Fast
Leave, MLD Snooping Query/Report/Leave messages, MLD Statistics (Control Plane Statistics)

e Link Aggregation with LACP, 802.1x authentication (Port Based Authentication)
e Link Layer Discovery Protocol (LLDP), ACLs (Access Control Lists) for Traffic Filtering - L2ZACL, L3ACL
e QoS (Classification based on ACL and Priority Map Table, Traffic Shaping, Scheduling and Queueing)

e QoS—pre-Marking Support for IP, DSCP, Metering TRTCM, Frames for [P, DSCP, Metering and Priority
Marking of Frames for IP, DSCP, Egress Port Scheduler and Shaper

e Rate Limiting and Storm Control, Flow Control

e Supports configuring of static MAC addresses up to 16K, MAC Learning Limit per port & per VLAN,

e Number of supported VLANs—4K

e Ethernet CFM—802.1ag, Y.1731 - CC only, and software based without hardware offloading support

e (.8032: ERPS (software-based)—service-based protection on Ethernet interfaces only

e E:Layer3
0  Unicast Routing IPv4/IPv6 (Static, RIPv1/v2 OSPF, BGP4), Route redistribution between protocols
0 VRRPv2/V3

e Unicast
0 Multiple OSPF areas
0 Proxy ARP

0 DHCP relay IPv4
e  Multicast
o IGMP (v1/v2/v3)
0 [Pv4 multicast—PIM-SSM
0 [Pv6 multicast—MLD (v1/v2), PIM-SSMv6

e [GMP Query

e Security

0 Firewall

0 NAT

o IKE/IPsec

0 L2TPv3 - with Static Confiiuration only
e F:MPLS-TP

e MPLS-TP - OAM - BFD, Y.1731, VCCV, LSP-Ping (all software-based)
e Static MPLS (VPWS) - [Pv4, Static MPLS (VPLS) - IPv4
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Table 5. Compliance Specifications

Type Standards

Electromagnetic FCC Part 15, CISPR (EN55022) class A,

Emissions EN50155 (EN50121-3-2, EN55011, EN50121-4)

Electromagnetic EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4 (EFT), EN61000-4-5 (Surge),
Immunity EN61000-4-6 (CS), EN61000-4-8, EN61000-4-11

Industry Standards IEC 61850-3, IEEE 1613

Safety Standards EN60950-1

Operating Environment

-40°C to +85°C (-40° to 185°F)
EN 60068-2-21

Storage Environment

-400°C to +85°C (-40° to 185°F)
EN 60068-2-14

5% to 95% Non-condensing

Operating Humidity EN 60068-2-30
Shock [EC60068-2-27
Free Fall IEC60068-2-32
Vibration IEC60068-2-6
Warranty 5 years

Table 6. Standards and Management

Description Specification

IEEE 802.3 for 10Base-T

IEEE 802.3u for 100Base-TX and 100Base-FX
IEEE 802.3ab for 1000Base-T

IEEE 802.z for 1000Base-X

IEEE 802.3ae for 10Gigabit Ethernet

IEEE IEEE 802.3x for Flow control
Standards IEEE 802.3ad for LACP (Link Aggregation Control Protocol)
IEEE 802.1Q - 2014 Bridged Networks
IEEE 802.1-2010 Port Based Network Access Control
IEEE 802.1AB - 2016 Station and Media Access Connectivity discovery (LLDP)
IEEE 802.1AX Link Aggregation
IEEE 1588 v2 PTP, One-Step and Two-Step, with Power Profile
e RFC768: UDP e RFC1901,1902-1907
e  RFC783: TFTP SNMPv2 e RFC2131,2132: DHCP
e RFC 791: IPv4 protocol e RFC2273-2275: SNMPv3 : ﬁ]lzg ;;32 igmi Z;
e RFC792:1CMP e RFC2571: SNMP L
RFC « RFC793: TCP Management . llfffci‘;z:c:e])‘ffsew
Compliance| ¢ RFC 826: ARP e RFC1166:IP Addresses
e RFC854: Telnet e RFC 1643: Ethernet Interface | ° ﬁ;ﬁ:;g:g;gggﬁg:lay Agent
e RFC951: BOOTP MIB
e REC9E9:. FTP e  RFC 1757: RMON e RFC3580: 802.1x RADIUS
e RFC1157: SNMPv1 ¢ RFC2068: HTTP * RFC4250-4252 SSH Protocol
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mmm Network Architecture

Cyber Secure Intelligent Communication Platform for Smart Cities

Gas Electric HH \
/Energy Distribution /Vehivcles Traffic MOblIlty

Smart Grid Management
Smart r Public
Metering \ Transport
&.
00158
Renewables

/‘

Tolling &
Congestion
Charging

\

A Integration!
*/ @EmiEJ@Q‘IEE

/ = U‘fm .

‘\ ‘

AnalysisIandiSimulation)
a Storm Water
Effi clent a
Buildings
. Water
Efficient Publlc Distribution
Homes Public Health Educatlon Lighting
Safety Care
\Buildings & Homes / \ Public Services 7N Water /
Smart Cities require a Secure Smart Grid
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IEC 61850 Substation Application

Without RAPTOR™

User Authenticates to AAA
Server to verify permissions
N

coM v 4
=[] s s Industrial PC with NERC CIP Appliance
SIW for Secure Secure Gatewa
Control e y
Center Management [
— , -
iROC S

Hardened
Computer SPAM, Viruses, ———

_ 3 iSG18GFP Hackers Internet
iManage ! Secure Access S/W Management Router
Software Suite logs events of user changes on User granted key to access specific
device

Logging incidents in network

device to enable changes 'T
iROC Station Bus iS5Com ProcessBus w?y&%
Hardened IEC 61850-8-1 Ethernet Switches IEC 61850-9-2
Computer = o o = o —— ) T o S ;

| |

Data MGMT Server User permitted to make changesto IED

|ED’s, Relays, ‘ IED's ‘ ‘ Cyber Attacks
Configuration files &

¥ EDs
T

¥ 4
f - N =a
ARSI E = H E ; E

Surveillance Cameras

e 1 i _ Perimeter Watchdog
SwitchYard =~ : % SN

Syslog Server i i i3 AR 1 ca

Events in Ethernet Network -~ L = oy

With RAPTOR™

User

APP Module Authentication Server
» SpyGoose Software IDS (AAA)
» Supports GOOSE, MODBUS, » User Authentication Internet Cyber Attacks
DNP3, IEC 101/104 » Authorization - Privilege Prevent Hackers
ST —— » Windows/Linux support . > Authentication Logging
E LR A m
l| = E fU Wireless Modul Cyber Security built in
e — ase of Use ireless Moduie NERC CIP Enabler
Control Center 11
hirol Cen > Celular LTE 3G/4G from the ground up!! > SCADA Firewal
iS3.2 > svegwe VPN » APA/DPI/LDAP/ACL
v > wWirl Secure BOOT
iManage - . . g
Software Suite
PoE Module
» Built in GUI
» Provisioning tool - gurve:llance
» Monitoring incidents in ameras

network » Perimeter Watchdog

)
Sensors Data

» Real-time - Detect &
Record

HSR/PRP Module
» Real time redundancy
protocol

Station Bus IEC 61850-8-1

22

CTNT_iii
-

Process Bus IEC 61850-9-2

-

CTNT i i i
Q A

All specifications are subject to change without notice. DS-Rev 4 Raptor.docx Page-8


http://www.is5com.com/

Dimensions

All dimensions are shown in inches.
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mmm Ordering Information

O Built-In  Slot | Slot Slot Slot  SW.

Module 1 2 3 4  additions Description

Supply PoE
2

iMX950 HV HV XX TM1 See the tables below XX C1

iMX350 | | | | | | | | L[l | LAN—L2/L3
. LAN—L2/L3 56Bit Encryption—
iMX3S0E | | | | | I R || Exportciie P

| MAN - L2/L3/MPLS

| SEC - L2/L3/MPLS/VPN/IPSEC

| ASEC - L2/L3/MPLS/VPN/IPSEC/APA
| None
I

I

I

I

iMX650
iMX950
iMX1250

LV LV
MV MV
HV HV

Input 24VDC (10-36VDC)
Input 48VDC (36-72VDC)
Input 88-370VDC or 85-264VAC

None

PoE with internal supply 4 Ports x 30W
Pl N N N A I

PoE with External supply 24 Ports x
30W Max.

| None

| IRIG B IN/OUT, PPS

| GPS + IRIG B IN/OUT, PPS
XX | None

I

I

I

TM1
TM2

Intelligent Proxy Administrator (iPA)***

BB
CC

Deep Packet Inspection***

IEC61850-9-2 Acceleration***
XX None

C1 Conformal Coating

** See Accessories for SFP Transceiver Pricing
***Requires a software license and annual maintenance fees

iS5Com # Slots 1 - 3 Description

iRM-BLK Blank Module Slot 1-3

iRM-8GR]45 MODULE - 8 X10/100/1000Base-T(X) RJ45
iRM-8GSFP MODULE - 8 X 100/1000Base-X SFP (Blank no optical transceivers**)
iRM-4MMSC2 MODULE - 4 X 100FX Multimode SC, 2km, 1310nm
iRM-4MMST2 MODULE - 4 X 100FX Multimode ST, 2km, 1310nm
iRM-4SMSC15 MODULE - 4 X 100FX Singlemode SC, 15km, 1310nm
iRM-4SMST15 MODULE - 4 X 100FX Singlemode ST, 15km, 1310nm
iRM-4SMSC40 MODULE - 4 X 100FX Singlemode SC, 40km, 1310nm
iRM-4SMST40 MODULE - 4 X 100FX Singlemode ST, 40km, 1310nm
iRM-4SMSC60 MODULE - 4 X 100FX Singlemode SC, 60km, 1310nm
iRM-4SMST60 MODULE - 4 X 100FX Singlemode ST, 60km, 1310nm
iRM-4SMSC80 MODULE - 4 X 100FX Singlemode SC, 80km, 1550nm
iRM-4SMST80 MODULE - 4 X 100FX Singlemode ST, 80km, 1550nm
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iS5Com # Slots 1 - 3 Description

iRM-4SMSC100

MODULE - 4 X 100FX Singlemode SC, 100km, 1550nm

iRM-4SMST100

MODULE - 4 X 100FX Singlemode ST, 100km, 1550nm

iRM-4GMMSC

MODULE - 4 X 1000SX Multimode SC, 550m, 850nm

iRM-4GMMST

MODULE - 4 X 1000SX Multimode ST, 550m, 850nm

iRM-4GSMSC10

MODULE - 4 X 1000LX Singlemode SC, 10km, 1310nm

iRM-4GSMST10

MODULE - 4 X 1000LX Singlemode ST, 10km, 1310nm

iRM-4GSMSC40

MODULE - 4 X 1000LX Singlemode SC, 40km, 1310nm

iRM-4GSMST40

MODULE - 4 X 1000LX Singlemode ST, 40km, 1310nm

iRM-4GSMSC70

MODULE - 4 X 1000LX Singlemode SC, 70km, 1550nm

iRM-4GSMST70

MODULE - 4 X 1000LX Singlemode ST, 70km, 1550nm

iRM-BLK

iS5Com # Slots 4 Description

Blank Module Slot 4

iRM-TGSFP

Module - 4 X 10G-X SFP (Blank no optical transceivers)

Note: Modules are to be ordered separately.

Example Order Code
Description:

iMXzzz- PS1-PS2-PoE-BiM-Slot1-Slot2-Slot3-Slot4-SWA-MOD
iMX950-HV-HV-XX-TM1-iRM-8GSFP-iRM-4MMSC2-iRM-8GR]45-iRM-BLK-XX-C1

Intelligent Cyber Secure Platform IEC 61850, IEEE 1613—SEC - L2/L3/MPLS/VPN /IPSEC

PS1—Input 88-370VDC or 85-264VAC, PS2— Input 88-370VDC or 85-264VAC, POE—none, BIM— TM1,
Slot1— MODULE - 8 X 100/1000Base-X SFP (Blank no optical transceivers**),

Slot2— MODULE - 4 X 100FX Multimode SC, 2km, 1310nm,

Slot3— MODULE - 8 X 10/100/1000Base-T(X) RJ45

Slot4— iRM-BLK (Blank Module)

SWA— None

MOD— C1 added for conformal Coating

All specifications are subject to change without notice. DS-Rev 4 Raptor.docx Page-11


http://www.is5com.com/

For more information:

Tel: +1 905-670-0004
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